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The secret and private network communication

Student : Chui-Yeh Peng Advisor : Dr. Wuu Yang

Department of Computer and Information Science

National Chiao Tung University

Abstract

One of the most significant deficiencies of the network environment nowadays is
lacking of security. It becomes, therefore, a popular research topic in the recent years.
Of the resolutions to improve internet security, @ large proportion of them are using
Secret Key to encrypt the data included in the packets. This method is able to prevent
the content of the packets against'being obtained-by third party, but it lacks of privacy
because of the communication between certain two computers would be exposed via
IP Header. Thus a network environment with not only security but privacy is well

expected.

The research goal of this thesis is using the traits of free source code in the
FreeBSD to modify existing TCP/IP without making over existing applications for
achieving anonymity on internet. The so-called “Anonymity” is using a confusing
strategy by means of relaying packets through other computers to make third party
difficult to evaluate the exact destination of packets. The final result of tentative runs
demonstrated that the system is capable of working smoothly and has good

performance on efficiency
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2.1 Raw Socket
Raw Socket ¥ 12 B 4% 75 B~ . Network layer e33% (> 3o » Tt 7 1238 24 iy

i g g e o

2.1.1 Raw Socket %%

Raw Socket #% i== i i % TCP £ UDP socket #7iZ 5 i # iy :

1. Raw Socket #& 2% 3% B ICMP -~ IGMP it #

2. ¥ 3& kernel # A2 ¢ 1Pv4 protocol # =2 IP 3t& - i%iE Raw Socket * i
72 > d 3% 304 kernel ¥ &2 protocol # = 5 1(ICMP) ~ 2(IGMP) ~ 6
(TCP) ~ 4= 17(UDP) » F]yt 20 7 12 %’%’E} Raw Socket % pg® 2t b i 4 37§
protocol =7 IP packet °

3. §1* Raw Socket > # 14 i¢ *. P HDRINCL SOCKET :£ 58 > & T)%”_El e [P

Header o F]pt ¥ | #* pL g 3 REEZ Pl B & ndde $250 o

2.1.2 Raw Socket 12 2
A 2 Raw Socket 7 & 127 B i3 4 3%
1. #-socket a3\ % = B %8k 5 SOCK RAW % = B %8k 5 B & b

Protocol & » )4 TCP ,TJ— X G 6o

int sockfd;

sockfd = socket(AF_INET, SOCK_RAW, protocol);

2. o setsockopt S i\ % = B ¥k 5 I[P HDRINCL » £ 77 & p 72233 IP

Header - % » i $fic i p Tl erdedoin® o

const int on = 1;




if(setsockopt(sockfd, IPPROTO _IP, IP. HDRINCL, &on, sizeof(on))<0)

error

2.1.3 Raw Socket %
Raw Socket mﬁig?J NF T AR

I & % engig I Erf el gendto Szt o F - B LG EBEDTAH - €5 HET

i

kernel /@ » % = B Sz S FTHAOER > S B S¥cs P g o

sendto (sockfd, sendbuf, len, dst, dstlen);

2. 4o% 2 F K TLIP_HDRINCL £ 5 > kernel ¢ p {7224 IP Header » & * § *if &

2

BT enFF(sendto S5t ek - B S Bz W oo

7

W

3. 4% F % % IP_HDRINCL i 3> i & @ & kernel ¢F 42 ¥ 5 < 77 £_IP Header-
Flet e F & p 7z 4p i ik [P Header “% VLN - SIS
(1) 2w =7 113k * 0> A5k kemel 2 X Tz B @ o
(2) Kernel - T g 3387 2 sk 645 o

4. 4otk dte chE BRATEREE 4 5 o MTU > kernel ¢ 4c 14 4 3] o

2.1.4 Raw Socket mﬁ?] »
Kernel 4 ¥[34t # {5 » 1 Raw Socket 3 ™4™ & i L] :
1. kernel 1< 3| TCP 4t ¢ & UDP 4t¢ & ¥ 7 ¢ & ¥ Raw Socket °
2. %ML ICMP 4+ ¢ % kernel ZJdZ % ICMP 2t 4 18 » " ¢ & ¥ Raw Socket °
3. #73 7 IGMP 4t ¢ & kernel id® % IGMP 3 A {5 » A4 @ % Raw Socket °

4. #t3 ¢ 7 kernel 2 1 f&<hprotocol ff = IP 445 36 ¢ @ % Raw Socket kernel
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5. 4c% 3te 4 IP fragmentation #5i% > kernel ¢ — & ¥ 3| #75 < IP fragmentations
‘FK#&_@ » # 2 E e 4 ¢ @ Raw Socket o

6. 4% A& 2 ¢ Raw Socket 35 225 0 £ protocol(socket & 3% c3% = B $-8c) > f T
3t @ enprotocol Hf & JE F EiE B E E RIETS ,Tﬁﬂr ¢ @ % iz 1 Raw Socket
ok dp LB S 00 & 7 X P75 7 protocol FHE ©

7. 4c% Raw Socket & * bind & ;¢ K- B AP Zat > P D| 3t e anp
P at R JE R E e BRGhy  F R4S ,T*‘u% ¢ & %3z Raw Socket °

8. 4r% Raw Socket i# * connect ;% :};] T - B IP =k BT 3te

KRIP nb s F 35 & i@ Repizg FR3fe je ¢ @ % iz 1 Raw Sockete

2.2 Memory Buffer

Memory Buffer £ & * fd ity enpsit g Hi o TR P TR &R DF A o

2.2.1 Memory Buffer ef§ 4
Memory Buffer * £ i¥ Mbuf » 1 & &% %3532 igZ & * F chF > JiL
Process — & F| 4B /i & 0¥ R A& chdata — & — & chdt K T Frame”FK— % = Mbuf
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m_nexipkl

m_date

m_len

m_flags
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mi_nkthiir, hesacher

mi_nkthdr.csum_{Tags
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pu
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m_hdr

mi_pkthlr

MHLEN
208-bytes
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m_next

m_ncxtpkt
it
:}- m_hdr
m_len
m_[ags

m_type _<

m_pkthdr.oowil

m_pkthidr.len

rm_pkthdr.hcader
>- e pkthils

m_pathorocsum_fligs

rm_pkthdr.ceam_data

m_pkrhelrtugs

m_extext_bat

m_exrext_fros

::_ MELAL
m_extexi_prgs >' T 2ohehyies
e

m_cxt.cxt_sime

m_extrel_cnt

: } MW _dut
m_cxrext_type / 23 2-bytes

MHLEM

HIB-bwies

¥

Cluster

I A-htios
Ce=sternal hufler) 2pia-bytes

[ 2.2 Mbuf [l ()

m_next : @I T - B Mbuf > - Bite EV'FT— Eorecord » ¥ iy g AR E 7 IR
s Mbuf + > 1% m_next ¥ - B4t & iﬂ' P — B R B4k o g
- ¢ if B 4L ¥ Mbuf Chain °

m_nextpkt @ #-% e JF’{ records i B - 42254 — B queue - ¥ - BIte A
queue p ¥ 12 §_H — Mbuf 2 £_Mbuf Chain -

m_data: Mbuf p data 42 4p 4t o he % data &7 Cluster p 35> U ¢ ;}F] = 3| Cluster

7



P data g4 iR o
m_len : Mbuf p 7 data & & » 0~232 bytes °
m_flag :
1. M_PKTHDR : # 5= Mbuf p & 7 Packet Header > record 1@ 42k o
2. M _EOR : record % & 8 o
3. M_EXT: %7 Mbuf j 35+ — i Cluster - § #-data *x % Cluster p °
m_type : &% 7% = Mbuf p data 3] o
1. MT DATA : # jx data fic § o
2. MT HEADER : packet header °
3. MT SOCKET : socket structure °
4. MT _PCB : protocol control block
5. MT_SONAME : socket name (socketaddress structure) > # 7 IP address
fr port number ©
m_pkthdrrevif: i i ehife 2 @ # 5 A Sk e @l ihite ¢ 2 dpe it it 4
% £ 1fnet structure:o
m_pkthdr.len : Mbuf Chain #rdata & & > % 77 3¢ ehx /] o
m_pkthdr.header * 45+ packet header -
m_pkthdr.csum_flags : 4% checksum % fa i & o
m_pkthdr.csum data @ 7% 3t header f checksum § = £ header 424>+ ¥ e4p 4 §E
m_ext.ext buf : 4 # Cluster ez 4e =4t o
m_ext.ext size : Cluster é7& & o

m_ext.ext_type - Cluster er#g 3] o

2.2.2 Memory Buffer i #
F O ARV E @i X ] 5 50 bytes ¢h1data PF o 1f #-3% 50 bytes 1 data fie & T
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Mbuf p o 3% transport layer » 14 TCP % &) > #-¢ £ & 24 - H.i7< Mbuf » ¥ ¥
fe ¥ 4% IP Header £2 TCP Header 173 fF o 2| %1 data 8.3 # 12 % P30l F >
4odk T o e ed ka3 m_copydata() v ##-data #£ P I TCP #7r & 2 ¢ Mbuf
P 4o 2.3 o B {5 8- Header ff 4 » > i{ ¥ TCP #74 4 coMbuf /L7 £ &% o
FTReDER 0 I Mbuf p A E R RS .

sochet mhut

mhat
™ m_mesl MULL m_mexl KULL
m_nexlpkl MULL m_sexlpkl NULL
m_l= 5l m_en il
s0_sndl.so_sh
e m_dia f_data
m_[Lags M_FETHDE m_ags W_FETHDR
moype MT_DATA Ve MT_HEADER
m_phderond ML |:‘l> m_pkrhd it NIULI
| m_ptnizlen 5t m_pkthdr.lzz wl

en_copwdatdy
S0 bytes of daw IP Header

L A

CF Header

5 byies of e

B 2.3 Mbuf i * (- )
4o data * 3tk o 00T B 5 B> data e+ -] 5 2048 bytese & Ethernet>
IP 3¢ & R &+ 5 1500 bytes > data % /F & 2% A4 B3Fé - &~ B 5 1460 bytes
22 588 bytes o #¥ ¢ i i3\ m_copy() > #-¢ & 2 AT Mbuf K 33k data > & F @
¥ b Mbuf sz 4t » 22 TCP #7 4 4 e Mbuf 48.% & — 42 » 352 Mbuf chain - — &

Mbuf chain % 77 - ®4te > figd@ € 3 = B Mbuf chain » 4- ) 2.4 -



ket i
m_resl
mi_n2upks HLILL
g =_lm 20aE
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. Mags M_FRTHOR IM_EXT
m_ivpe MI_Lala
i prithdr e sil HLILL.
= _pichdr les i
| m_zaerl_bud
m_cslasl fro MILL

M_SElARl_ane

o

§l 2.4 Mbuf i * ()
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i
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538 bytes af da
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mhid mbis
=_arl m_resl
f"_ IT_REkInil m_nzspks HULL
m a0 _ka 1410
m_ddta — m_dr
i Maggn M_FRTHOR i Mags M_EXT
h=) W C_PRTHLS BI_DAlA
o pkdlelyresil MLILL.
m_phthde b 1500
k"-— m_2aLerl_bid
- [P Hisder m_cxlasl o MULL
TP Meader mi_sxi =kl _saae
mhid mbis
B JL
m_nexipsi MULL m_naaipkt HULL
m_fen an ks iRE
m_dats '\'- m_dra
tin_Hiesgs M_FETHDR m_Hags M_EXT
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m_pkihdrrosif HULL
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2.3 Thread
Thread ~ 45 Lightweight process> — i process f &%} ¢ thread % § % %

- BRI EF o T thread 2 FRAFAAZ LT 352 > BB R 5

Bend s 2227 TR HR 3L o — B process N 17 ¢ thread 2. i 7
XE BB LR

Process m};ﬂ £

)
=

T4
Py
&

R

= ST 5 ‘f‘?% o T B
o enl TP 4%

L 2
L 4
® Firihk
L 4
L 2
L 4

7

g * 'fgﬁ’%ﬁ:?, ID

€ Thread ID

€ 5 ¥ > # 3% program counter 4 %_stack pointer
& HCIHRBHFHEE IV E P inh)

¢ ecrmo

€ signal mask

® pAyE

2.3.1 # * shthread & 3\

1. pthread_create

A 24 — 1 thread -

int pthread create (pthread t *tid, const pthread attr t *attr,

void *(*func)(void *), void *arg);

.

% — 1 %8 &_thread 7 ID » % i& 1B S0 ;% = #2& > — B thread ¥ > thread
ID #-¢ 56 tid 43 f @ 7 %

11



= B % _thread s/ 10 B A A7 e et dp < )~ §.F 5 Daemon thread

I

P
B ©°

% ¥_pthread attr t g #cenia kA= 4o b i G > B K SLenip ik
=

BT BRIFRE 0 8 F Hattr $8E 5 NULL T 7 -
¥ = B 58 thread sde 455058 > § 22 > thread 1 > § 4 $4 /7 # & 3% o Thread
4

T ,T*w"i/fci e B S VB e 0 — B PP AR e R (2 ¢ pthread exit &

340 B AR S SNE e

k2

S fEcRAske S R ek B BAR SN G R S B Rl I R R

W

e A — fI}.f‘:‘é’-’]f#’ b “L’]f#ml“'h_é; vl — BB Bt 4o dn gl o
2. pthread _join

%’g d vf v pthread join & ;% k % F £ B thread %% & -

int pthread join (pthread t tid, void ** status);

¥ - B Sy TR ¥ threadyaID » do % & 3 & 2 i o thread )J'* ik &

- i % #cF_p thread (HiB v B ey o

3. pthread_self

vl g pL G 3

Nv o iEw g e dithread ID -

Pthraed t pthread self (void);

4. pthread detach

thread 3 = fa#g 4] > joinable(3f 3% 7%F 2] )£¥ detached  joinable < thread % &

pF o> v epthread ID frig R ek it € — E FF ¥ > E T process chE i thread ¥t is

¥ ¢! pthread_join 5 it - @ detached eithread — 2 5/ > T #75 hF gt g

s - Ny AL 2 s
s MBEEFU LR

int pthread detach (pthread t tid);

% B H_& 3% 5 detached cithread ID » i@ % #_p & o

5. pthread_exit

12



¥ pthread _exit & 3% £ % & thread h— f&° % -

void pthread exit (void *status);

2.4 Make

make ¥ B s A4 B R - BREFHIT T E 2 - 5 F B UNIX
shell i f7endp £ o izt G 2 ¥R HME S fhkaniazts B o 213 "
g Edt - hrlena i B P RIGR v R R R s Sl e
AT TR A o

BREIIAN R 2 B erfp ikl % > make F 5§ £ eh1 B oo T H A endic kil &
A FS §ENFIFSAEE > L4 % R FreeBSD tpis @ ¥ LR A § 117
e SAp T BB F c BU| R - BY REFAN DAL > L PLEP e S
SRR A v X A B EAN e TR E BIFE G e ED o dok { F
W- B DR B AR o ERTE R BB R oE BiEA
P W g A ETH R (T EE gk PuSfEde (o Make * 5 ff 1Y 0 S I i g
AR o B &GS EBIEM T MR RE - Bies o o o8& 2 & makefile &

Makefile #/ P > & BAH R L T8 4% » 7 % make p &3 7975 & & hds 0T o

241 ¥ Ak
EH- B HAY e 77
€ = i C3# 3 ek 4a45--- main.c ~ iodat.c ~ dorun.c °
® - Bd wLFEZATHxnlos T g E B CRAAHITEE R o
® - =% 223 Jusr/fred/lib/ertn.a &30 38 B F 3N o

Pl G I B 4o

1 program: main.o iodat.o dorun.o lo.o /usr/fred/lib/crtn.a

2 cc -0 program main.o iodat.o dorun.o lo.o /usr/fred/lib/crtn.a

13



3  main. 0 : main. ¢

4 CC -C main. ¢

5 iodat.o : iodat.c

6 cc -c lodat.c

7  dorun.o : dorun.c

8 cc -¢ dorun.c

9 lo.o:los

10 as -0 lo.o lo.s

% 1 {73 7 program 4p &>t main.o ~ iodat.o ~ dorun.o ¥ lo.o #% % » 1 %
fust/fred/lib/ertn.a &3¢ B o % 2 {7 7y TLehdhd B LR g Tk 2
’}ﬁ program ° & 3 {7 4p 4! main.o 4@ % ** main.c > ¥]¢#* > 4% main.c % main.o *
- FEH2 163 7 { B > make THH T FAINF L4 FanhFe e U{EZ- B

B AT A G maino ° % 5~10 FE.5% 354 7 §k o

2.4.2 FreeBSD &% & %3

¥ros R A4 & 3R 3T Just/sre/sys BogFR 0 VR RN R4S E TR
Boo B {7 MR 0§ A& A 2 Makefile 4% 0 % F i~ /usr/src/sys/i386/conf
P 4P > 34 {7 config GENERIC » 2 {¢ ¢ = /usr/src/sys/i386/compile/GENERIC F
& A 4 Makefile £ % © & (& f/usr/src/sys/i386/compile/GENERIC B 4&p 34 7

make depend && make all install i& {7 % ¥ o

2.5 Anonymous Connections

BEERER D G 2 AL T ERE E N AR 2 LI e R
FEDREMEPO §F BT o BAEHO L5 traffic analysis »
T gl Rl o

Anonymous Connections i# * onion routing =77 ;% » K f# 1k et e 2 7 JR5E
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Y traffic analysis o 1 & e 77 GRS K BB AP AT FIEE 0 B
4% P~ IP Header -

Onion routing #_{ onion router ¥ §% t # i 2& {— % anonymous ¥/% > & *
RRAEEN ZRERE X L R BFE R LF] T - B TR
& - B L ehE R PRALR T o $PN IR B R L R d R R ehbits
B KR W R R T 0 LR R i AGE iR Mﬁj w2 4 o

Onion proxy % - i #£ £ ¥ 3L anonymous circuits 7% & » v § EH B L
AT key » FPt gt kBN G ET o v § BT data streams 3 2 4
¥ % onion routing #eJ& b b 2 50 o

Data & 538 5 3 = B 4 ¢ : circuit setup ~ data movement ~ circuit tear-down e
B & circuit setup [ £~ » € & 2 onion - onion ¥~ K - K hF R B4 0 F -
e FRALT R 0 & T - shanitpl &2 symmetric onion key > # * onion router
11 public key #c % o % — i# onion router - & * & private key f& % v 4 3| e
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4T

1.

des_setkey.o: $S/crypto/des/des_setkey.c
${NORMAL C}

des_enc.o: $S/crypto/des/des_enc.c
${NORMAL C}

des_ecb.o: $S/crypto/des/des_ecb.c

${NORMAL C}

2.

dOBJS=...\
des setkey.o des _enc.o des ecb.o\
2\

A\

3.

CFILES=...\
$S/crypto/des/des_setkey.c $S/crypto/des/des_enc.c $S/crypto/des/des ecb.c\
A

o

#-¢ & ip_output.c ™ % ip_input.c & * DES 4v % & j2 % k3l % JE & include

[P A

#include <crypto/des/des.h>
#include <crypto/des/des_locl.h>

#include <crypto/des/podd.h>

#include <crypto/des/sk.h>
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B R[] R2 L7 A | ®
Pkt = — — — — — - — === == === _f
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Ciicn Router R2-—1060F sacret key AT
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1
W=
s
il
x
i
=

4.1 FiTiE R
% K AT
Host A : AMD Athlon 1800+ > IP Address : 140.113.241.22
Host B : Intel Pentium 333 MHz > [P Address : 140.113.241.21
Onion Server : Intel Pentium 300 MHz - [P Address : 140.113.241.26
Onion Router(R1) : Intel Pentium3 700 MHz - [P Address : 140.113.241.28

Onion Router(R2) : AMD Duron 1.8 GHz - IP Address : 140.113.241.24

iT# % 5L ! FreeBSD 5.1

@ IR 100M/bits 1% 3 4 i

Host A £2 Host B i& {7 #4 % 3 3+ 5 L Host A ¥7 Host B 4 % % Onion Server
P~ 17 Onion Router 7% 3 > 5 RIVE.R2 5 & Onion Router - Host A £ Host B 4
TR A Sender — R1 — R2 — Receiver ¢

HostA & # FTP » Host B i & » 4 b+ @87 3% 5130KB = ] e %
Host A ~ Onion Server ~ Onion Router(R1) ~ Onion Router(R2)7:& i® % it 4™ > ]
411 -B 412 - B 413 -B414- K415 -B416:

B L JF L frde f43E > 4o 4.1.1 > » Onion Server B~ ¥ Onion Router e
Foo@ E4rg A o OnionServer o ¥ @ % ¥ 7 EFEITE R > ER R GED

& Onion Routere fx# 42 F = = {5 1 3t & 238 ¢ R AR U M ehdte 238 KBz o

40



Session Edit Wiew Bookmarks Seftings Help

pocyu# cd Susrsonion
poy# L se 140,113,241, 26 W

zend request to onion server
2 onion router!

Flea=ze chooze the length of the pathi{l-21:2

Onion mode---Enahle

pou# il

E New'[ || Shel

Bl 4.1.1 Fads fomid 3L

R RBAN KL BT % B 4120 T F R GRS R e 1

W R e

Session Edit View Bookmarks Settings Help

pou# ftp 140,113,241,21 ]
Connected to 140,113,241 ,21,

220 vl,cis,nctu,edu,tw FTP zerver {(Wersion 6,00L5) ready,

MHame (140,113,241,21:root?: vl

331 Password required for vl.

Fas=zword:

230 User t1 logged in.

Remote system type is UMIX,

Uzing binary mode to transfer files,

ftpr put 01, chm

local: 01,chm remote: 01, chm

229 Entering Extended Paszsive Mode (111491573

150 Opening BEIMARY mode data connection for '01,chm’',

100;; |*************************************I 5139 KB 1'44 MB/S 00:03
226 Transfer complete,

263191 bytes =ent in Q0303 (1,43 MEAS=)

ftpr get 01, chm

local: 01,chm remote: 01,chm

229 Entering Extended Fassive Mode (111491581}

150 Opening BIMARY mode data conmection for '01,chm' (5263191 bytes),

100;€ |*************************************I 5139 KB 8?9'59 KB/S 00:05
226 Transfer complete,

263191 bytes received in 00;05B (879,52 KEBE’=)

ftp> byes

221 Goodbye,

E Newvl | ] shell

-l

B 4.1.2 Host A «7%:& 1% % iy

Onion Server &4k P % 13 7 Onion Router ¥ 30> 4 Timer — Fpr & 2 { 7>
#. 57 Onion Router © % % & » 4§ 4.1.3 -
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1
1r
x

i,.'
Session Edit View Bookmarks Settings Help

LSS LSS IE
AROIP = 140,113,241.28 Timer = 1116476462
A OIP = 140,113,241.24 Timer = 1116476460

S A

LSS S S
A OIP = 140,113,241,28 Timer = 1116476465
A IP = 140,113.241.24 Timer = 1116476463

il i iassd

LSS
AOIP = 140,113,241.28 Timer = 1116476463
A IR = 140,113,241.24 Timer = 1116476465

LSS

e i O PP
AOIP = 140,113,241,.28 Timer = 1116476471
AOIP = 140,113,241.24 Timer = 1116476469

i sl diasd

LSS
AR OIP = 140,113,241.28 Timer = 1116476474
A OIP = 140,113,241.24 Timer = 1116476472

A o

S
AOIP = 140,113,241.28 Timer = 1116476477
A OIP = 140,113,241.24 Timer = 1116476475

AL

E New'I | ] Shel

Onion Router R1 4z ] j£_] u \ 1/ % Host : 14 /L Onion

= g
- |
Router R2 #:% » 4B 4.1.4 - ::.‘t

i,.'
Session Edit View Bookmarks Settings Help

1st,Protocol=111 , n=100 IE
Src=140,113,241,28=>:140,113,241.,24 :0K

lst,Protocol=111 . n=108
Src=140,113,241,28=>:140,113, 241,24 :0K

lst,Protocol=111 . n=92
Sro=140,113,241,28=>:140,113, 241,24 0K

l=st,Protocol=111 . n=92
Sro=140,113,241,28=>:140,113, 241,24 0K

lst,Protocol=111 . n=92
Sro=140,113,241,28=>:140,113,241,24 :0K

lst,Protocol=111 . n=92
Src=140,113,241,28=>:140,1132,241 .24 :0K

lst,Protocol=111 ., n=92
Src=140,113,241,28=>:140,113,241,24 :0K

lst,Protocol=111 . n=92
ﬁrc=140.113+241.28=>:140.113.241+24 + 0K

E New'I | ] Shel

-l

] 4.1.4 Onion Router(R1) & 1%k ik

42



Onion Router R2 4z ¥ j£_Onion Router R1 & % ¢73f+# > d 3% Onion Router R1
€ ¥4t ¢ A Padding » Flet 4¢ & };{%’KZ - ko f2%—k 1t > /L Host A & HostB

BiE > b 415 o

Session Edit View Bookmarks Settings Help

1st,Protocol=111 . n=G21 @
Src=140,113,241,24=>:140,113, 241,21 10K

l=t,Protocol=111 ., n=1252
Sro=140,113, 241 ,24=r:14d40,113, 241,22 :0K

l=t,Protocol=111 ., n=394
Src=140,113,24d1,2d=>:140,113,241,22 :0K

lst,Protocol=111 ., n=135
Src=140,113,241,24=>:140,113,241 .21 :0K

lst,Protocol=111 . n=7¥90
Src=140,113,241,24=>:140,113,241,21 :0K

lst,Protocol=111 . n=1294
Sroc=140,113,24d1,2d=>:140,113, 241,22 0K

l=t,Protocol=111 ., n=6l6
Src=140,113, 241 ,2d=r:14d40,113, 241,22 :0K

lst,Protocol=111 . n=1209
irc=140.113,241.24=>:140.113.241,21 0K

E Newvl | ] Shel

-l

=
& B X

Session Edit Wiew Bookmarks Settings Help

poy# cod ASusrsoniaon
poy# Lo d W

Onion mode---Disable E

pout i

|| Shell

B 4.1.6 B PFABE A

_—l Ne'-.l.-"

42 F A E S

421 9 TR
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4% FTP % k% kA 49ocic - fhd 4 ) 5 5139KB- 5 £ 8- &0 ¥

Ao 4ol 4.2.1 ¢

Session Edit View Bookmarks Settings Help

pou# ftp 140,113,241, 21 4]
Connected to 140,113,241 ,21,

220 vl,cis,nctu,edu,tw FTP zerver {(Wersion 6,00L5) ready,

MHame (140,113,241,21:root?: vl

331 Password required for vl.

Fas=zword:

230 User t1 logged in.

Remote system type is UMIX,

Uzing binary mode to transfer files,

ftpr put 01, chm

local: 01,chm remote: 01, chm

229 Entering Extended Pazsive Mode (111491543

150 Opening BEIMARY mode data connection for '01,chm’',

100;; |*************************************I 5139 KB 4'?0 MB/S 00:01

226 Transfer complete,

263191 bytes =ent in 00301 {4,863 MEAS=)

ftpr get 01, chm

local: 01,chm remote: 01,chm

229 Entering Extended Fassive Mode (111491551}

150 Opening BIMARY mode data conmection for '01,chm' (5263191 bytes),

100;€ |*************************************I 5139 KB 10'12 MB/S 00:00

226 Transfer complete,

0263191 bytes received in 00:00 (10,11 HMBES=)

ftp> byes *
221 Goodbye, r

E New' | ] shell

Session Edit View Bookmarks Settings Help

pou# ftp 140,113,241,21 4]
Connected to 140,113,241,21,

220 rl,ci=s, nctu,edu, bt FTP =zerver Wersion b,00LS5) ready,
Hame (140,113,241,21:root?: +1

331 Password required for rl,

Pazsword:

230 User vl logged in,

Remote =system type iz UNIX,

Uzing bhinary mode to transfer files,

ftp> put 01,chm

local: 01,.chm remote: 01, chm

229 Entering Extended Fazsive Mode (|1 149152])

150 Opening BIMARY mode data connection for '01,chm’.,
100x |*************************************I 5139 KB 4‘55 MB/‘S 00:01

226 Tran=fer complete, Eg
hE263191 bytes =zent in 00:01 (4,52 MEBEA=2

ftpr get 01,chm

local: 01,chm remote: 01, chm

229 Entering Extended Paszsive Mode (111491533

150 Opening BEIMARY mode data conmection for '01,chm' (5263191 bytes!,

1oox |*************************************I 5139 KB 5.16 MB/S 00:00
226 Transfer complete,

263191 bytes received in 00:00 (5,16 MBSz

ftpr bye
| ] Shel

_] Nmi

[4m o]

Bl 422 AR R 0 &4 B
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Session Edit View Bookmarks Settings Help

poy# ftp 140,113,241.21

Connected to 140,113,241,21,

220 rl,ci=z, nctu,edu, bt FTP =zerver (Werszion b,00LS) ready,
MHame (140,113,241,21:root?: +1

331 FPassword required for rl,

Paz=zword:

230 User rv1 logged in,

Femote system type iz UMIX.

Uzing binary mode to transfer files,

Ftp> put 01,chm

local:; Ol.chm remote: OLl,chm

229 Entering Extended Passive Mode (1114915213

150 Opening EIMARY mode data connection for '"01l,chm'.
100x |*************************************I 5139 KB 1"66 MB/IS
226 Tranzfer complete,

5263191 bhytes sent in 00:03 {1,865 MEAs)

frtpr get 01, chm

local: 01.chm remote: 01, chm

229 Entering Extended Fazsive Mode (11491533

100x |*************************************I 5139 KB 1‘22 MB/‘S

226 Tran=fer complete,

5263191 hytes received in 00:04 (1,22 MB/s)
frtpr byes

221 Goodhbye,

E Newvl | ] Shel

150 Opening BIMARY mode data connection for '0l,chm’ (5263191 byteszl,

00303

Jll

0004

[«

1423 ‘5i- 2 Onion Routei(R1)
= |

% ! | % ;

3 = | J
=1
1
1

L= |

=7
)

Session Edit View Bookmarks Settings Help

@ FLHE A > § 4o 883 2 Onion Router(R1 ~ R2) » 4c ] 4.2.4 -

pouy# ftp 140,113,241,21

Connected to 140,113,241,21.

220 vl,cis,nctu,edu,tw FTP zerver {(Wersion 6,00L5) ready,
MHame (140,113,241,21:root?: vl

331 Password required for vl.

Fas=zword:

230 User t1 logged in.

Remote system type is UMIX,

Uzing binary mode to transfer files,

ftpr put 01, chm

local: 01,chm remote: 01, chm

229 Entering Extended Paszsive Mode (111491573

150 Opening BEIMARY mode data connection for '01,chm’',
100;; |*************************************I 5139 KB 1'44 MB/S
226 Transfer complete,

263191 bytes =ent in Q0303 (1,43 MEAS=)

ftpr get 01, chm

local: 01,chm remote: 01,chm

229 Entering Extended Fassive Mode (111491581}

1OOK |*************************************I 5139 KB 8?9'59 KB/S
226 Transfer complete,

263191 bytes received in 00;05B (879,52 KEBE’=)

ftp> byes

221 Goodbye,

E Newvl | ] shell

150 Opening BIMARY mode data conmection for '01,chm' (5263191 bytes),

00:03

0005

Bl 4.2.4 %53 > Onion Router(R1 ~ R2)
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4.2.2 »zig &7

B Mg eI B Z B A 5o b % A B 5 5139KB~10.69MB ~

173MB > £ B2 T Ppd ik kA7 7 b iR artiy o AP RS LT N

o - T KRR AR B - BT KRR N RS

Moo &iE- 5 OnionRouter Rl & A4r % § BT k= B BRI - F 4o

%o & B EiEOnionRouter 2 R1 - 5 ~R2- 5 ~RI{rR2 % 5 L4 42.1-

+ @ : HostA #-4%% @ /2 HostB o

T Host B #-#h % % /1 HostA o

Size:S139KB | L-HHAL | SOPHRD | OHERD | R PRI - R2)
gl 4.72MBJ/s 3.73MB/s 1.65MB/s 1.81MB/s 1.43MB/s
Ny 10.12MB/s 4.16MB/s 1.22MB/s 1.2IMB/s | 879.52KB/s

Size:10.69MB }[FIIJIE;H&L ZOEERD | R IR [IERL ~R2)
ad! 4.45MB/s 3. 70MB/s 1.58MB/s 1.81MB/s 1.55MB/s
N 10.13MB/s 4.11MB/s 1.20MB/s 1.2IMB/s | 853.47KB/s

Size:!lT3MB | TiBEAL | AYPHRD | OPERD | PR PR RY)
e 4.4TMB/s 3.69MB/s 1.59MB/s 1.71MB/s 1.48MB/s
N 9.20MB/s 4.10MB/s 1.21MB/s 1.2IMB/s | 881.25KB/s

% 4.2.1 sTic £ 47

d £ 421 50 ¥ =7 ¥ Host A @i# 4% 3 Host B &2 2
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45MB/s =+ > HostB #:i# 4% 3 HostA e7&*1 % 10MB/s = + ° d @& 4 % (R1)
g1 RS BAF 0 7 @ oode B EHER S is 05 A % 0 AR G R B A
€ % Sender > d T {178 = i{ ¥ 5 I} » Host B 7 CPU % 333MHz # 3 »%ic ¢

FenA IR o d 4 B(RDE 4 B(R2)S B i » 7 17 4 Onion Router e er3x

PPy SR A N ER RNk = L

%“?

&5 8
Hog2

"

423 & >t

% — B3 & & _Sender #:% 1) > 4rB 4.2.5 i - 5 Onion Router(rl) » /L%
= & Onion Router(r2) @ i¥ > 4[] 4.2.6 » & {¢ Onion Router(r2)#-3f & &% 1|
Receiver &4 > 4r®] 42.7° - B4te & Sender 5= & 4 % » £ 5d & 5 Onion
Router 77— & f# % &7 Padding > & {& #%if Receiver 34 o ¥ % ¥ — 3t ¢ f&_Sender =¥
3] Receiver # » R % 2 = Bihsinite » G2 B4te E A S - PN 54 i
-tk 4cB 4254264247

J 41 IP Header <7 Souree IP Address 2 Destination IP Address » 3z 4% Sender
22 Receiver th¥ & > o 30 /53E 5 R s Rk E 7 F 5 B R 40 [P Header 3%

3o chiptity > Fl R E A A s S b o
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Ho, | Time Saurce . Destination Protooed | Info

6 0,353011 140,113,241, 27 140.113.241.76 i vnkncwT {0xGT )

A MATMARE A ae AT e R T T e b o sl

EL — ] =
W Frame & (114 on wire, 114 captured)
B ithernet 1L
O Internet Frotocel, Scd addr: 140,115, 242,22 (240,215, 242,220, D8t Addr: 140.115.241.20 (140.115.241. 28
wersion: 4
Header length: 20 Bytes
Boifferentiated Zervices rield: oxdd (psop Owi0: Default; DOW: OwO0)
Toral Lemgrh: 100
Identification: Oxd040
EElags: ouid
Fragient offset: O
Time to Tive: 40
Protacal: urkrden (0xEF)
Header checksum: OxB2dS (oOrFect)
Source: 140.11%.241.22 (140,11%.241.22)
Dettimation: 140,113,241, 28 (140,113, 241.28)
GATa RO hyTes)

= |

H I-
BO00 00 S0 ba eb el 75 00 OO eR 77 95 ea OF 00 45 00
0010 00 &4 00 40 00 O0 52 &F B2 d% 8¢ F1 1 18 Bc 1
0e0 L 1o £2 fe 63 5b ch 45 &d Be 0% 62 31 bd 04 T9
000 1ls b PR 02 Th 8¢ b& I 9F OF QF bE bd de Ta £3
D040 a8 e ad "1 2e ad Be F1 LT o Ze od 4a Bd 95 4d
0050 af db a3 db 5c 93 eof &d 37 &F 3F 5d 4% 20 dc 43
D00 ¢4 Te 76 de T FRE 73 OLE af 0F B3 17 3T 04 dF bl
0Fa el Se va

Rasat| Apply|| Filn: <captura» Oregs: 0
iy o W e T2

F 0555018 140,125, 241, 28 140.11F. 241 . 26 urikrniown {0xaf )

WFrame § (1584 on wire, 1584 captured) -
B ithernet 1L
O Internet Frotocel, Sed addr: 140,115, 242,28 (240,215, 242, 28), D8t Addr: 140.115.241.26 (140.115.241. 26
wersion: 4
Header length: 20 Bytes
Boifferentiated Zervices rield: oxdd (psop Owi0: Default; DOW: OwO0)
Toral Lengrh: 1370
rdentification: OxddrE
EElags: ouid
Fragient offset: O
Time to Tive: 40
Protacal: urkrden (0xEF)
Header checksum: 0xF04a? (oOrFect)
Sourse: 140.11%.241.28 {140,11%.241.28)
Dettination: 140,113,241, 26 (140,113, 241.26)
Gata (L350 byTes)

Bl 426 36 A47(2)
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H M ALIAIE 14 112 a9 141 113 X

[l

W Frame 4 (BL% on wire, &1% Captured)
B ithernet 1L

OInternet Protocel, Src addr: 240,115, 242,26 (240,115, 242,260, Dt Addr: 140.115.241.21 (140.115.241.21)

wersion: 4
Header length: 20 Bytes

Boifferentiated Zervices rield: oxdd (psop Owi0: Default; ODOW: OwO0)

Toral Lengrh: &0l

roentification: oxoi13
EElags: ouid

Fragient offset: O

Time to Tive: 40

Protacal: urkrden (0xEF)

Header checksum: OxFEl0 (EorFect)
Sourse: 140.11%. 241,26 (140,11%. 241, 26)
pettination: 140.113.241.21 (140.1313.241.21)

Data (Rl byTes)

EESrEFBEoAVERRERIBEEY
&
=
-
@
”
a
a
&

T¥ =G
g
e &

WML, .
54 PS4
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AE#H= P oA PR - B ARR Y EFRRE M LA RE MY = H
#HFCE traffic analysis P "6 > B F oA e X 2D L GG R &
Fo g Jﬁ?ﬁ&‘fié e nF R T RS E R BSARE & 2 PARE > (e E ke
ARAL 0 F 2R

LIS LY LG R AP R DA D %{&*’ traffic analysis » ¥
it 3 4o R traffic analysis ShFIHER > R % 2R F o AP B E 2
Onion Router i i% 3t & 3 iﬂg SR AR HKE aﬁg;{& traffic analysis sPF]EL & o
AT g ke R EF RenaH i BEAHRENATEREER Y R

A

I

bl M 50 FRBEEL 2 ORBEAGR A T L - BT EER

-k

Bt ehE - ks

52 AKRFE*»
ARV HFEGDS B 4T L
¢ Key 2
= #3 Host 2. fF c53 secret key ~ Onion Server £2 Onion Router 2. & =77 secret
key ~ Onion Server ¥2 Host 2_ [ ehisecretkey #_3K 5 > A K ¥ Aig= BN

key P2 87 % se 2 (v X % L@ g = 2

Y R

Bah P4 EH - e v g sk 0 ARV P e Host k(7§ sk 22 p|3 o

& pBpF LR R

B % receiver(server)& Jf £ # R fad fARA M 0 A KT UL ETE T AR
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WA E o ek R BECE LR -

* njEE
panig* DES k+4cf2% > m DES eI e 572 53% 2> AR7T 1w * {37

{ X Pt )ﬁ#’ % ,;“". o

€& @ * ;G hprotocol # & 50
A WA et e E i@ * 4F 2 hprotocol(111) 258 » A K ¥ i * B e
UDP 4t# #2355 » fI* port #f = kK 2478 7 2 RBEAH - & 2 £k kP

Header F1protocol #f =(111) » € & % 22 { 4+ ©
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