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" Replay Test’ first captures network traffic into afile,

called 'trace’, and then replays the trace to stimulate defects of
System Under Test (SUT). It combines the advantages of reality and
controllability in the Field Test and Lab Test, respectively. Defects
found by 'Replay Test’ can be reproduced more easily than those
found by "Field Test” since what we need to do to reproduce themis
just replaying the trace again.

The objective of this project isto provide security technologies with
ageneric tool set for Replay Test. Thistool set contains Capture,
Replay, Classification, and Extraction. They can be used to
reproduce real-world defects more efficiently than Field Test.
Besides, the traffic which causes defects can also be searched out
and offered to developers for further analysis and debugging. Each
of these tools can be solo exercised, but what we want to do isto
integrate all of them to become a very useful system, named ' PCAP



Library’. The main function of PCAP Library isto stimulate false-
positive and fal se-negative problemsin the security technologies.
The traffic which causes fal se-positive and fal se-negative problems
can be supplied for devel opers to analyze and increase the accuracy
of security technologies.

There are five componentsin the PCAP Library, which are traffic
capturing, traffic classification and extraction, information
reorganization, querying, and traffic replaying. Some issues exist
and need to be paid attention. For examples, traffic capturing should
avoid packet loss and inefficient utilization of storage, traffic
classification and extraction require high accuracy, information
reorganization concerns lookup and update, querying needs to
consider both performance and accuracy, traffic replaying hasto be
careful about the state of flows. This project aimsto develop three
kinds of security technologies and to propose related patents and
papers, including low-storage capture and loss-recovery selective
replay, proxy replay, replay ineffectiveness factors analysis,
techniques for PCAP library, classification state machines, PCAP
Lib 1.0 and to execute at least three testing cases.
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PCAP) ~ 3 ;% i 14 (Stateful) » 12 2 §_F 4% 3% 4% |4 4% %c (Selected Replay) & 444 -

Name Feature Completed Stateful | Selected Replay | Configure Option
PCAP
TCPreplay | Support many link types No No No Speed
Tomahawk | Background traffic No Yes No Concurrent users
Monkey | Test web server Yes Yes No Congestion
Avalanche | Traffic generator No Yes No Concurrent users
Traffic IQ | Management No Yes No Gateway
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® Improve Passive packet capture [1]
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® NG-MON [3]
® Our Method

Capture p#4r :# packet filter | ® High-Speed Dynamic Packet Filtering [4]
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Dewnload A1 Peap File

D Source IP Source Port| Destination IP | Destination Port| Protocol Time Download
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