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PGP

PGP 1991 Philip Zimmermann
PGP
PGP

PGP AESII
(Rijndael  Serpent Twofish RC6 Mars)
(Symmetric cryptographic algorithm)

function) RIPEM D160 RIPEMD-X
SHA-1 RIPEMD-X DH/DSS RSA
PGP

PGP (Pretty Good Privacy) RIPEMD Rijndael Serpent

PGP IDEA
(One-way hash
(Digital Signature)

Twofish RC6 Mars

MDS5 IDEA One-way hash function Symmetric cryptographic algorithm GNU GPL (Genera

Public License) Digital Signature



E
E Easy Economy
SSL IPSEC TLS
DEA IDEA AES
DES NIST Rijndael
PGP 1991 Philip Zimmermann
PGP GNU GPL(General Public License)[15]
PGP
PGP

PGP Pretty Good Privacy

PGP AESII (Rijndael
Serpent Twofish RC6 Mars) PGP IDEA
(Symmetric cryptographic a gorithm) RIPEMD-160 (One-way



hash function) RIPEMD-X
PGP
PGP IDEA
IDEA
RSA
IDEA
PGP
PGP
PGP
MD5
RSA
PGP
AESII
PGP
PGP6.5.1
PGP

RC6 Rijndael Serpent

RIPEM D-X(128/192/256)

RC6

128

MD5
SHA-1 RIPEMD-X

IDEA
IDEA

PGP
Twofish Mars
RIPEMD-160

RSA

DH/DSS
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AES ;
| | pblickey Algorithm |
Session key Length field of -

component sessionkey

b4 Session key
&

vvvvvvvvvvvvvvvvvvv

Elew Id of sender’s
public ke

Si gﬂature Algorithm byte for
message digest

Leading two octets
of message digest

L Ilessage digest
F Y Fileratme

RIPEMD
Algorithm

Message | p-----m-mm-mmmmmm-

11
PGP6.5.1 1.command parser
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2.1 PGP

(symmetric cryptographic al gorithm)

(Asymmetric cryptographic algorithm)

211(  [3])

plaintext is encrypted
with session key

PGP

( ) A=

Ereceiver JJuinckey[Se$5On key]
session key session key

Message

(Public key) (Private key)

session key is encrypted
with public key

ciphertext +
encrypted session key

211
session key
Ecession keyl M €SSAQE] B=
session key D receiver privatekeyl Bl =
session key Deession key[A] =
session key



2.2 (one-way hash function)

PGP MD5
|RIPEMD-160 RIPEMD-X(128/192/256)
SHA-1 RIPEMD-X DH/DSS RSA

2.3 (digital signature)
(Multi-
signature) (Blind signature) (Undeniable signature)
2.4 PGP
2.4.1 PGP

pgp6.5.1i PGP 2411

10



PGPE#HIE RS

HHEEE—123
Message Message g%ﬂ’ﬂkevf’ﬁma
Digital Signature => Digital Signature W

Sender_Privateke

H : MDOS one-wary Fash function ]

Sender_PublicKey .
Compression
[ E [HM) ]

IDEAINS &g
Receiver_PublicKey| | Llreceiver_public
key{ERSADDEE
DEAIIES TS| Zogr
AT RS | 4
Ciphertext
2411
Message Signature pgp6.5.1i PGP MDS5 Hash Function
Message Hash --- H(M)
Esigneu)rivalekey[H(M)] PGP
PGP 128bits  session
key sessionkey IDEA Message
(CipherText) Message  session key -
- Ereceiver J)ublickey[seﬂon key] package
package
2.4.2 64
64 PGP
2421 64
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24 bits

6 hits
Radix-64 Radix-64 Radix-64 Radix-64
ONYersio ONYersio Onversio ONYersio
8 hits
32 hits
24.2.1
PGP 24.2.2
24.2.2
G-bit character b-bit character G-bit character b-hit character
wvalue encoding  wvalue encoding value encoding value encoding
1] b 16 0 12 g 48 w
1 B 17 R 33 h 49 X
2 [ 18 g 34 1 S0 ¥
3 D 19 T 35 j 51 =z
4 E 20 L el k 52 0
5 F 21 W 37 1 53 1
2] 3 22 W 33 m 54 2
7 H 23 x 39 n 55 3
a I 24 b4 40 [e] 56 4
9 J 25 Z 41 = 57 5
1 E 26 a 2 o 53 B
11 L 27 b 43 T 549 7
12 M 28 [ 44 = a0 g
13 I 29 i 45 t =] 9
14 0 30 =] 46 u B2 +
15 P 3l f 47 v b3 &
64 (32
1/2) 3/4
2.4.3 PGP
PGP
header
PGP 24.1
CERs || B || 5 e a5 |
24.1
PGP pgp6.5.1i

Intel Pentium Pro 200 64MB Ram
Linux RedHat6.0+0.6CLE
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GNU

egcs-2.91.66 (gcec version)
GNU make version 3.77
gdb 4.17.0.11

ddd-3.2.1

mcrypt-2.5.3
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3. PGP

3.1 GNU
PGP GNU GPL GNU GPL(
) GNU Generation Public License 15
linux RedHat6.0 unix C
GNU configure Make
( ) MakeFile make unix
makefile library
make file library make
library

3.2 PGP Software Developer’s Kit

Crypto PGP Software Developer’ s Kit
PGP API
PGP
PGP Software Devel oper’ sKit --- PGP

PGP C Header

PGP API
PGP PGPsdk

API API
PGP [3]
PGP GNU GPL

Trojanhorse  Trap
PGP  GNU GPL

PGP
PGP PGPsdk
API PGP PGP
API
API PGP C API

API
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PGP API Header File
( PGPsdkUserGuide[2])
321
Subject Area Header File Unix Library
Option lists pgpOptionList.h (various)
Local key management pgpKeys.h
Groups pgpGroups.h
Ciphering & Authentication [pgpCBC.h PGPsdk.a
pgpCFC.h
pgpEncode.h
pgpHash.h
pgpHMAC.h
pgpPublicKey.h
pgpSymmetricCipher.h
Feature query pgpFeatures.h
Utilities pgpMemoryMagr.h (various)
pgpPubTypes.h
pgpSDKPrefs.h
pgpUtilities.h
Random number generation  |pgpRandomPool.h PGPsdk.a
User interface pgpUserinterface.h (notavailable)
Key server access pgpKeyServer.h
TLS pgpTLS.h PGPsdkNetworkLib.a
Network sockets pgpSockets.h
Big number management pgpBigNum.h PGPsdk.a
Error codes pgpErrors.h
pgpPFLErrors.h
PGP --- Ciphering and Authentication
Functions--- API PGPENcode()
API
Err=PGPENncode( context,
PGPOENcryptToK eySet(context, foundUserkK ey),
PGPOInputFile(context, inFileRef),
PGPOOutputFile(context,outFileRef),
PGPOL astOption(context) );
context
PGPOENcryptToK eySet(context, foundUserK ey)
PGPOInputFile(context, inFileRef) Reference
( PGP )
PGPOOQOutputFile(context,outFileRef) PGP (
) PGPOL astOption(context)

( RC6 )

15



3.3 PGP’s Configuration File --- pgp.cfg

PGP
(Flags) (Parameters) pgp.cfg Ipgp PGP
PGP6.5.1i IDEA
3DES PGP
armor=on
ciphernum=2
compress=off

armorlines cert_depth clearsig comment compatible
completes needed encrypttoself fastkeygen hashnum interactive keyserver url
marginals needed myname pager pgp_mime pgp_mimeparse pubring randomdevice
randseed secring showpass textmode tzfix verbose

PGPCmdLineGuide [4]
(Option)
3DES IDEA pgp —C
+ciphernum=2 filename PGP 1
2. 3.PGP ( )
ciphernum hashnum
ciphernum pgp6.5.1i IDEA 3DES CASTS5
IDEA +ciphernum=1
3DES +ciphernum=2
CASTS +ciphernum=3
pgp6.5.1i
NIST (National Institute of
Standards and Technology) 1999 15 5
AES (Advanced Encryption Standard) PGP

PGP

hashnum pgp6.5.1i MD5 SHA-1 RIPEMD160
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RIPEMD160 RSA RIPEMD160

RSA DH/DSS MD5
RIPEMD SHA-1 DH/DSS

SHA-1 RSA RIPEMD-X

PGP hashnum

MD5 +hashnum=1
3.4 PGP
Ciphering & Authentication
1. Setup

2. Initializing the PGPsdk library

3. Creating a PGPContext

4. Obtaining the recipients’s public key

5. Performing the key search

6. Creating the input and output file references
7. Forming options and ciphering the message
8. Call PGPENcode()

9. Cleanup

10. PGPShutdown

err = PGPNewContext( kPGPsdkAPIVersion, & context );
if( IsPGPError(err)) goto Exit;

( PGP ) PGP (

err = PGPNewFileSpecFromFull Path( context, inFileName, &inFileRef );
if( IsPGPError( err)) goto Exit;

err = PGPNewFileSpecFromFull Path( context, outFileName, & outFileRef );
if( IsPGPError( err) ) goto Exit;
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PGP PGPEncode()

pgpEncodelnternal ()
pgpEncryptPipelineCreate() pgpCipherModEncryptCreate() pgpCFBENcryptinternal()
pgpCFBENcrypt() PGP
pgpIDEA.c PGPENcode
err = PGPENncode( context,
PGPOENcryptToK eySet( context, foundUserKeys),

PGPOInputFile( context, inFileRef ),

PGPOOutputFile( context, outFileRef ),

PGPOL astOption( context ) );

( )
Setup

. Initializing the PGPsdk library

. Creating the input and output file references

. Providing access to your user’s private key
Passphrases control access to private decryption keys
. Forming options and deciphering the message

. Calling PGPDecode()

Cleanup

. Even handler function

© 0O N UA WN R

1. Setup

2. Creating the input and output file references
3. Accessing your user’s private key

4. Forming options and signing the message

5. Calling PGPENcode()

6. Cleanup

1. Setup

2. Creating the file references

3. Accessing a key database

4. Forming options and verifying the signature

18



5. Verification options
6. Calling PGPDecode()
7. Even handler function

3.5 RC6

1999 AES PGP

3.5.1 RC6-w/r/b

RC6-w/r/b  parameters:
-Word sizein bits: w  (32)(lgw)=5)
—Number of rounds: r (20)
—Number of key bytes:. b (16, 24, or 32)
Key Expansion:
—Produces array S[0 ... 2r + 3] of w-bit round keys.
Encryption and Decryption:
—Input/Output in 32-bit registers A,B,C,D

3.5.2 RC6
A+B integer addition modulo 2w
A-B integer subtraction modulo 2w
A B bitwise excusive-or of w-bit words
AXxB integer multiplication modulo 2w

A <<<B rotate the w-bit word ato the left by the amount given by the least
significant Ig(w) bits of B

A >>>B rotate the w-bit word a to the right by the amount given by the least
significant Ig(w) bits of B

3.5.3 Key Scheduling
Define P32 = B7E15163 (hex)
Q32 = 9E3779B9 (hex).
Input:  User-supplied b byte key preloaded into c-word array L[O, ..., c-1]
Number r of rounds

19



Output:  w-bit round keys 5O, ..., 2r+3]
Procedure:
S[0]=Pw
fori=1to2r+3do
Sli] = §i-1] + Qw
A=B=i=j=0
v = 3 x max{c, 2r+4}
fors=1tovdo{
A=Si] =(di]+A+B)<<<3
B =L[j] = (L[] +A +B) <<<(A+B)
i=(+1) mod(2r+4)
j=(+1)modc

3.5.4 RC6 Encryption
Input:  Plaintext stored in four w-bit input registers A,B,C,D.
Number r of rounds.
w-bit round keys S0, ..., 2r+3] (generated by the key schedule with primary
key of b-byte).
Output: Ciphertext stored in A,B,C,D.
Procedure:
B =B+ J0]
D=D + 1]
fori=1tordo
t=(B x (2B + 1)) <<<Ig(w)
u=(D x (2D + 1)) <<<Ig(w)
A=(A t)<<<u)+ 2]
C=(C u)<<<t)+g2+]1]
(A,B,C,D)=(B,C,D,A)
}
A=A+92r+2
C=C+92r+3]

3.5.5 RC6 Decryption
Input:  Ciphertext stored in four w-bit input registers A,B,C,D.
Number r of rounds.
w-bit round keys §[0, ..., 2r+3] (generated by the key schedule with primary
key of b-byte).
Output: Plaintext storedin A,B,C,D.
20



Procedure:

C=C-92r+3]

A=A-92r+2

fori =rdownto 1 do {
(A,B,C,D)=(D,A,B,C)
u=(D x (2D + 1)) <<<Ig(w)
t=(B x (2B + 1)) <<<Ig(w)
C=((C-9g2i+1])>>>t) wu
A=(A-82])>>u) t

}
D=D- g[]]
B=B- 0]
3.6
RC6 AES Rijndael Serpent Twofish
Mars RC6 PGP
3.7 RIPEMD
PGP Hash function MD5
RIPMD MD5 PGP ( pgp5.x version) RIPEMD
DH/DSS SHA-1 DS/DSS RSA RIPEMD
DH/DSS RIPEMD-160 RIPEMD-X
3.7.1 RIPEMD-160
RIPEMD-160 512 bits RIPEMD-160
160bits

RIPEMD-160: definitions

nonlinear functions at bit level: exor, mux, -, mux, -

f(j, X, ¥, 2) =x XORy XOR z (0<=j<=15)

f(j, x, ¥, 2) = (X AND y) OR (NOT(X) AND 2) (16 <= <= 31)
f(j, X, ¥, 2) = (x OR NOT(y)) XOR z (82<=j<=47)

f(, X, ¥, 2) = (X AND z) OR (y AND NOT(2)) (48 <=j <=63)
f(j, X, y, 2) =x XOR (y OR NOT(2)) (64<=j<=T79)

21



added constants (hexadecimal)

K(j) = 0x00000000 (0 <=j <=15)

K(j) =0x5A827999 (16<=j<=31) int(2**30x sqrt(2))
K(j) =0x6ED9EBAL1 (32<=j<=47) int(2**30x sort(3))
K() = 0x8F1IBBCDC (48<=j<=63) int(2**30 x sgrt(5))
K(j) = O0XA953FD4E (64<=j<=79) int(2**30x sgrt(7))
K'(j)) = 0x50A28BE6 (0<=j<=15) int(2**30 x chrt(2))
K'(j)) = 0x5C4DD124 (16<=j<=31) int(2**30 x cbrt(3))
K'(j) = 0x6D703EF3 (32<=j <=47) int(2**30 x cbrt(5))
K'(j) = OXTAGD76E9 (48<=j<=63) int(2**30 x cbrt(7))
K'(j) = 0x00000000 (64 <=j <=T79)

selection of message word

rg) =j (0<=j<=15)

r(16..31) =7, 4, 13, 1, 10, 6, 15, 3, 12,0, 9,5, 2, 14,11, 8
r(32..47)=3,10,14,4,9,15,8,1,2,7,0,6, 13,11, 5, 12
r(48.63)=1,9, 11, 10,0, 8,12, 4, 13, 3,7, 15, 14,5, 6, 2

r(64..79) =4,0,5,9,7,12,2,10,14, 1, 3,8, 11, 6, 15, 13
r'(0..15)=5,14,7,0,9,2,11, 4, 13,6, 15,8, 1, 10, 3, 12
r'(16..31)=6, 11, 3, 7,0, 13, 5, 10, 14, 15, 8,12, 4,9,1, 2
r'(32..47)=15,5,1,3,7,14,6,9, 11, 8, 12, 2,10, 0, 4, 13
r'(48..63)=8, 6,4, 1, 3,11, 15,0, 5, 12,2, 13,9, 7, 10, 14
r'(64..79)= 12, 15,10, 4,1,5,8,7,6, 2,13, 14,0, 3,9, 11
amount for rotate left (rol)

s(0..15) =11, 14, 15,12,5,8,7,9,11, 13,14, 15,6,7,9, 8
s(16..31)=7,6,8,13,11,9,7,15,7,12,15,9,11, 7, 13, 12
S(32..47) =11, 13,6,7, 14,9, 13,15, 14,8,13,6,5,12, 7,5
s(48..63) = 11, 12, 14, 15, 14, 15,9, 8,9, 14,5, 6, 8, 6, 5, 12
s(64..79) =9, 15,5, 11, 6, 8, 13, 12, 5, 12, 13, 14, 11, 8,5, 6
s(0..15)=8,9,9,11,13,15,15,5,7,7,8,11, 14, 14,12, 6
s(16..31)=9, 13,15,7,12,8,9,11,7,7,12,7,6, 15, 13, 11
s(32..47)=9,7, 15,11, 8,6, 6, 14, 12, 13,5, 14, 13,13,7,5
s(48..63)=15, 5, 8, 11, 14, 14, 6,14,6,9,12,9,12,5,15,8
s(64..79)=8,5, 12,9, 12,5, 14, 6, 8, 13, 6, 5, 15, 13, 11, 11

initial value (hexadecimal)

hO = 0x67452301; h1 = OXEFCDABS9; h2 = 0x98BADCFE; h3 = 0x10325476; h4 = 0xC3D2E1FOQ;

RIPEMD-160: pseudo-code

It is assumed that the message after padding consists of t 16-word blocks
that will be denoted with X[i][j], withO<=i <=t-1and 0 <=j <= 15.

The symbol [+] denotes addition modulo 2**32 and rol_s denotes cyclic left
shift (rotate) over s positions.

fori:=0tot-1{
A = ho;
B :=hi;
C:=hz;
D =h3;
E=h4;
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T =rol_s()(A [+] f(, B, C, D) [+] .X[il[r()] [+] K()) [+] E

| _10(C);

wOom>
WO
-‘-'_UJS Oom

T:=rol_s()(A'[+] f(794, B', C, D) [+] X[i][r'()] [+] K'()) [+] E;

10(0)

wQQom>»
TR TR TR T
:'W“U_I'U

T:=hl[+] C[+] D}
hl:=h2[+] D [+] E;

h2:=h3[+] E[+] A%
h3:=h4[+] A[+] B’
h4:=h0[+] B[+] C;
hO:=T;
}
3.7.2 RIPEMD ---  RIPEMD-X
RIPEMD-160 RIPEMD-X
RIPEMD-X
Algorithm RIPEMD-X
Input: X, M
Begin
n=X divide 32
Divide message into t blocks, Xi,i=0to t-1
fori=0tot-1{
CASE X=128 (hyh;h,h,)
A=h, A’'=h;
B=h, B'=h,
C=h, C'=h,
D=h, D’=h,
E=h, E'=h,
CASE X=192 (hgh;h,h;hh.)
A=h, A’=h,
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B=h, B'=h,
C=h, C'=h,
D=h, D’'=h,
=h, E'=h,
CASE X=256 (hgh;h,h;h,hchghy)
A=h, A’=h,
B=h, B'=h;
C=h, C'=h,
D=h, D’=h,
=h, E'=h,
For j=0to 79{

T=rolg,(A+f(j,B,C,D)+x[r()]+k(j))+E;
A=E,E=D,D=ROL10(C);C=B;B=T
T=rolg,(A’+f(79-],B",C",.D")+x[r ()]+K (1))+E";
A’=E,E'=D’;D’=ROLS10(C);C’'=B’;B’=T;
}
CASE X=128
h,=h,+A+E+D’;
h,=h,+B+A’+E’;
h,=h,+C+B’;
h,=h,+D+C’;
CASE X=192
h,=h,+A+B’;
h,=h,+B+C’;
h,=h,+C+D’;
h,=h,+D+E’;
h,=h,+E
h=h+A’
CASE X=256
h,=h,+A+D’
h,=h,+B+E;
h,=h,+C;
h,=h,+D;
h,=h,+E
h=h+A’
he=hs+B’
h,=h,+C’

End.
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Ouput:hsh,h,....h

512hits 128bits 192bits 256bhits
160bits
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4.PGP

4.1

PGP
CIPHERNUM

1. clients/pgp/cmdline/doencode.c & conventional EncryptFile

2. libs/pgpcdk/priviclientlib/pgpClientEncode.c & doEncode
in doEncode have aparameter  PGPOConventionalEncrypt  to set pgp cipher
algorithm

3. libs/pgpcdk/priv/iencrypt/pgpEncode.c & pgpEncodel nternal
the cipher algorithmisdecideby pgp.cfg of CIPHERNUM=

4. doencode.c isthecmdlineinterface,
and the kernel of the pgpisinthe libs/
doencode.c will call doEncodein  pgpClientEncode.c

5. pgpClientEncode.c  just convert xxx(xxx,...) to only one method, check line 33 and 57
the parameter use firstOption and lastOption to make more parameter and use another
function to parse it, and generate args
funaly, call pgpEncodelnterna in  pgpEncode.c

6. pgpEncodelnternal isthe kernel encoding function,

it encode everything decide by the content of context

it first set conventional Cipheralgorithm  1078:pgpSetupConventional Encryption  then
encode it

4.2 CIPHERNUM
PGP PGPCmdLine[2]
PGP CIPHERNUM pgp —
¢ +ciphernum=? filename ? 1 2 3 PGPCmdLin€g[ 2]
Jpgp/libs/pgpcdk/pub/include/pgpPubTypes.h
PGP pgp6.5.1i PGP IDEA
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3DES CASTS CIPHERNUM 4
CIPHERNUM
Header  Exported Function pgp —C
+ciphernum=4 filename CIPHERNUM

Header Function

1. libs/pgpcdk/pub/include/pgpPubTypes.h
add 153 kPGPCipherAlgorithm TEST =4,
change 156 kPGPCipherAlgorithm_Last = KPGPCipherAlgorithm TEST,
Cipher Algorithm TEST 4
kPGPCipheralgorithm_L ast kPGPCipherAlgorithm_TEST

2. libs/pgpcdk/priv/include/pgpSDK BuildF ags.h
add 28 #define PGP_TEST
pgpSDK BuildFlags.h Flag HeaderFile PGP_TEST
Flag true

3. libs/pgpcdk/priv/cryptolcipher/pgpSymmetricCipher.c
add 21 #include "pgpTEST.h"
add 460 &cCipherTEST,
Header pgpSymmetricCipher.c
&cipherTEST export

4. libs/pgpcdk/priv/crypto/cipher/
copy pgpIDEA.c pgpIDEA.c
copy pgplDEA.h pgpTEST.h

IDEA

5 .libs/pgpcdk/privicrypto/cipher/pgpTEST.h
change all IDEA to TEST

6 .libs/pgpcdk/privicrypto/cipher/pgpTEST.c
change 52 #ifndef PGP_TEST
change 56 #if PGP_TEST /*[*/
change 62 #include"pgpTEST.h"
change 421 PGPCipherVTBL const cipherTEST = {
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change 422 "TEST",
change 423 kPGPCipherAlgorithm_TEST,

7. libs/pgpcdk/priv/cryptol/cipher/Makefile.in
change 8 pgpCAST5.0 pgpCBC.o pgpTwofish.o pgpRC2.0 pgpTEST.o
change 11 pgpTwofishPlatform.h pgpTwofishTable.h pgpTEST.h
Makefile make PgpTEST.0  obj

8. back to libs/pgpcdk
and execute
Jconfigure
make headers
make

4.3 PGP

[1] ispgp cipher agorithm list, and KPGPCipherAlgorithm_Last should point to the Last
algorithm for counting total numbers of algorithm
[2] isaswitch of using pgp cipher algorithm if you set PGP_TEST=0 and you will never
pass the compile
[3] isthecipher agorithm which to map to the position of thisalgorithm must the sameto
[1]
when setting algorithm, pgp will get algorithm number from your pgp.cfg,
map to PGPCipherAlgorithm in [1]

enum PGPCipherAlgorithm_

{
/* do NOT change these values */
kPGPCipherAlgorithm_None =0,
kPGPCipherAlgorithm_IDEA =1,
KPGPCipherAlgorithm 3DES =2,
kPGPCipherAlgorithm CAST5 =3,
kPGPCipherAlgorithm TEST =4,

kPGPCipherAlgorithm_First = kPGPCipherAlgorithm_IDEA,
kPGPCipherAlgorithm_Last = kPGPCipherAlgorithm_TEST,
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PGP_ENUM_FORCE( PGPCipherAlgorithm_)
1
PGPENUM _TY PEDEF( PGPCipherAlgorithm_, PGPCipherAlgorithm );

then in [3], compare the position of 1 and sCipherList[] in [3],
and get hte reference from sCipherList[]

static PGPCipherVTBL const * const sCipherList[] =

{
#if PGP_IDEA
&cipherlDEA,
#endif
& cipher3DES,
& cipherCASTS,
& cipherTEST,
1

then it will lookup the xxx.h(pgpl DEA.h, pgpDES3.h, pgpCAST5.h, pgpTEST.h)
tofind thereference  PGPCipherVTBL
in xxx.c will declear this PGPCipherVTBL , and operation

PGPCipherVTBL const cipherl DEA = {

"IDEA",
kPGPCipherAlgorithm_IDEA,
8, * Blocksize */
16, I* Keysize*/

IDEA_KEYBYTES +1, /[* Last one remembers encrypt vs decrypt */
alignof(PGPUINt16),
ideaK ey,
ideaEncrypt,
ideaDecrypt,
ideaWash
b

if we want to write cipher algorithm
we should follow their way to rewrite our code
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4.4 RC6

35 RC6
RC6

RC6

#include <stdio.h>

/* RC6 is parameterized for w-bit words, b bytes of key, and

* rrounds. The AES version of RC6 specifies b=16, 24, or 32;
* w=32; and r=20.

*/

#definew 32 I* word sizein bits*/
#definer 20 [* based on security estimates */

#define P32 0xB7E15163  /* Magic constants for key setup */
#define Q32 Ox9E3779B9

/* derived constants */

#define bytes (w/ 8) [* bytes per word */

#definec  ((b + bytes- 1) / bytes) [* key in words, rounded up */
#defineR24 (2*r+4)

#definelgw 5 * log2(w) -- wussed out */

/* Rotations */
#define ROTL(X,y) (((})<<(y&(w-1))) | ((})>>(w-(y&(w-1)))))
#define ROTR(X,y) (((X)>>(y& (w-1))) | (X)<<(w-(y&(w-1)))))

unsigned int S[R24 - 1]; /* Key schedule */

void rc6_key setup(unsigned char *K, int b) {
inti,j, s, v;
unsigned int L[(32 + bytes - 1) / bytes]; /* Big enough for max b */
unsigned int A, B;

L[c-1]=0;
for(i=b-1;i>=0;i-)
L[i / bytes] = (L[i / bytes] << 8) + K]i];

S[0] = P32;
for(i=1i<=2*r+3;i++)

Si] = Si - 1] + Q32

A=B=i=j=0;
v = R24;
ifc>v)v=c;
v*=3;

for (s=1; s<=v; st+)

{
A =9i]=ROTL(Y[i] + A +B, 3);
B =L[j] =ROTL(L[j]+A +B, A +B);
i =(+1) %R24;
j=0+1)%c;
}
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void rc6_block_encrypt(unsigned int *pt, unsigned int *ct) {
unsignedint A, B, C, D, t, u, X;
inti,j;

A =pt[0];

B = pt[1];

C=pt[2];

D = pt[3];

B += g0];

D +=d1];

for(i=2;i<=2*r;i+=2){
t=ROTL(B* (2* B + 1), Igw);
u=ROTL(D * (2* D + 1), Igw);
A =ROTL(A"t, u) + gil;
C=ROTL(C™u,t) + i + 1];

>
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}
A+=g2*r+2];
C+=92*r+3];
ct[0] = A;

ct[1] = B;

ct[2] =C;

ct[3] =D;

}

void rc6_block_decrypt(unsigned int *ct, unsigned int *pt) {
unsignedint A, B, C, D, t, u, X;
inti,j;

A =ct[Q];

B = ct[1];

C=ct[2];

D =ct[3];
C-=92*r+3];
A-=82*r+2;
for(i=2*r;i>=2;i-=2){

N OBy

>wWOOX
wononog !

X

OTL(D * (2* D + 1), Igw);
ROTL(B * (2* B + 1), Igw);
C=ROTR(C- g[i +1],t) " y;

A =ROTR(A - S[i], u) " t;

— C
[T
py)

}

D -=91];
B -=§[0];
pt[0] = A;
pt[1] = B;
pt[2] = C;
pt[3] = D;
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4.5 Add crypto module mapping CIPHERNUM — RC6 Algorithm

pgp6.5.1i/libs/pgpcdk/priv/cryptol/cipher/
Header file : pgpRC6.h

#ifndef Included_pgpRC6 _h

#define Included pgpRC6_h

#include "pgpSymmetricCipherPriv.h"
PGP_BEGIN_C DECLARATIONS

extern PGPCipherVTBL const cipher RC6;
PGP_END_C DECLARATIONS

#endif /* Included_pgpRC6 _h*/

Define a Cipher for generic cipher (main structure)
PGPCipherVTBL const cipherRC6 = {

"RC6",
kPGPCipherAlgorithm_RC6,
16, * Blocksize */
16, I* Keysize*/

RC6 KEYBYTES,
alignof(PGPUINt32),
rceK ey,
rcéEncrypt,
rceDecrypt,

NULL //RC6Wash

pointer priv* point a memory address big enough to keep subkey or key schedule boxes.
RC6_KEYBYTES: haveto point out the priv* size
E.g
#define RC6_ROUNDS 20
#define RC6_KEYLEN (2*RC6_ROUNDS+4)
#define RC6_KEYBY TES (sizeof(PGPUINt32) * RC6_KEYLEN)

Exported three main functions
static void rc6Key(void *priv, void const *key) {
rc6_key setup((const PGPUINt32 *) key, (PGPUINt32 *)priv, 16);

}
static void rc6_key setup(PGPUINt32 const *L, PGPUInt32 *xkey, int b)

static void rc6Encrypt(void *priv, void const *in, void *out) {
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rc6_block _encrypt((const PGPUINt32 *) in, (PGPUINt32 *) out, (PGPUINt32
*)priv);

static void rc6_block _encrypt(PGPUINt32 const *pt,
PGPUINt32 *ct, PGPUInt32 const *xkey)

static void rceDecrypt(void *priv, void const *in, void *out) {

rc6_block _decrypt((const PGPUINt32 *) in, (PGPUINt32 *) out, (PGPUINt32
*)priv);
}

static void rc6_block decrypt(PGPUINt32 const *ct,

PGPUInt32 *pt, PGPUInt32 const * xkey)

4.6 pgpRC6

4.6.1 pgpRC6.h

#ifndef Included pgpRC6_h
#define Included pgpRC6_h

#include " pgpSymmetricCipherPriv.h"
PGP_BEGIN_C _DECLARATIONS
extern PGPCipherVTBL const cipherRC6;
PGP_END_C_DECLARATIONS

#endif /* Included_pgpRC6_h */

4.6.2 pgpRC6.c
#include "pgpSDKBuildFlags.h"

#ifndef PGP_RC6
#error you must define PGP_RC6 one way or the other
#endif

#f PGP_RC6  /* [*/

#include <string.h>
#include "pgpConfig.h"

#include " pgpSymmetricCipherPriv.h"
#include "pgpRC6.h"

#include "pgpMem.h"

#include "pgpUsuals.h"

/I A few handy definitions
#define RC6_ROUNDS 20
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#define RC6_KEYLEN (2*RC6_ROUNDS+4)
#define RC6_KEYBY TES (sizeof (PGPUINt32) * RC6_KEYLEN)

[l#include <stdio.h>

/* RC6 is parameterized for w-bit words, b bytes of key, and

* rrounds. The AES version of RC6 specifies b=16, 24, or 32;
* w=32; and r=20.

*/

#define w 32 [* word size in bits*/
[f#definer 20 /* based on security estimates */

#define P32 0xB7E15163  /* Magic constants for key setup */
#define Q32 Ox9E3779B9

/* derived constants */

#define bytes (w/ 8) [* bytes per word */

/I#define RC6_KEYBYTES ((16 + bytes- 1) / bytes) [* key in words, rounded up b=16*/
#defineR24 (2* RC6_ROUNDS + 4)

#definelgw 5 * log2(w) -- wussed out */

/* Rotations */
#define ROTL(x,y) ((X)<<(y&(w-1))) | ((x)>>(w-(y&(w-1)))))
#define ROTR(X,y) (((X)>>(y& (w-1))) | (X)<<(w-(y&(w-1)))))

/lunsigned int §[R24 - 1]; /* Key schedule */

[* Private functions */
static void rc6_key setup(PGPUINt32 const *L, PGPUINt32 *xkey, int b)

0t
inti,j, s v;

1 unsigned int L[(16 + bytes - 1) / bytes]; /* Big enough for max b--16 */
PGPUINt32 A, B;

I* L[RC6_KEYBYTES-1] =0;
for(i=b-1;i>=0;i--)
L[i / bytes] = (L[i / bytes] << 8) + K[il;
*/
xkey[0] = P32;
for(i=1;i<=2* RC6_ROUNDS + 3; i++)
xkey[i] = xkey[i - 1] + Q32;

A=B=i :j = O,

v =R24;

if (RC6_KEYLEN >v)v=RC6 KEYLEN;

v*=3;

for (s=1; s<=v; st+)

{
A = xkey[i] = ROTL(xkey[i] + A + B, 3);
B =L[j]=ROTL(L[j] +A + B, A +B);
i =(i +1) % R24;
J=3+1) % (b/4);

}



}

static void rc6_block_encrypt(PGPUINnt32 const *pt, PGPUINt32 *ct,PGPUINt32 const *xkey)
{

PGPUINt32 A, B, C, D, t, u, x;

inti;

A =pt[Q];

B =pt[1];

C=pt[2];

D = pt[3];

B += xkey[0];

D +=xkey[1];

for (i=2;i<=2* RC6_ROUNDS; i +=2)

{
t=ROTL(B * (2* B + 1), Igw);
u=ROTL(D * (2* D + 1), Igw);
A =ROTL(A *t, u) + xkey[i];
C=ROTL(C"™u,t) + xkeyl[i + 1];

o>

OO0 m@> X
TRRTRRTRNTENL
X00wW

}

A += xkey[2 * RC6_ROUNDS + 2J;
C += xkey[2 * RC6_ROUNDS + 3];
ct[0] = A;

ct[1] = B;

ct[2] =C;

ct[3] =D;

}

static void rc6_block_decrypt(PGPUINt32 const *ct, PGPUINt32 *pt, PGPUINt32 const *xkey)
{

PGPUINt32 A, B, C, D, t, u, X;

inti;

A =ct[Q];

B =ct[1];

C=ct[2];

D =ct[3];

C -= xkey[2 * RC6_ROUNDS + 3;

A -=xkey[2 * RC6_ROUNDS + 2];

for (i=2* RC6_ROUNDS; i >=2;i -=2)

{
x =D;
D=C,
C=B;
B=A;
A=x;
u=ROTL(D* (2* D + 1), lgw);
t=ROTL(B* (2* B + 1), Igw);
C=ROTR(C - xkey[i + 1], t) " u;
A =ROTR(A - xkey[i], u) "t;

}

D -= xkey[1];

B -= xkey[O];

pt[O] = A;

pt[1] = B;
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pt[2] = C;
pt[3] = D;
}
/*
* Exported functions
*/

static void
rc6Key(void *priv, void const *key)

rc6_key setup((const PGPUINt32 *) key, (PGPUINt32 *)priv, 16);

}

static void
rc6Encrypt(void *priv, void const *in, void * out)

rc6_block_encrypt((const PGPUINt32 *) in, (PGPUINt32 *) out, (PGPUINt32 *)priv);

}

static void
rc6Decrypt(void *priv, void const *in, void *out)

rc6_block_decrypt((const PGPUINt32 *) in, (PGPUINt32 *) out, (PGPUINt32 *)priv);

/*

* Define a Cipher for the generic cipher. Thisistheonly

* real exported thing -- everything el se can be static, since everything
* isreferenced through function pointers!

*/

PGPCipherVTBL const cipherRC6 = {
"RC6",
kPGPCipherAlgorithm_RC6,
16, /* Blocksize */
16, [* Keysize*/
RC6_KEYBYTES,
alignof(PGPUINt32),
rcéKey,
rc6Encrypt,
rcéDecrypt,
NULL
/lideaWash

h

#endif /* ] PGP_RC6 */

4.7

--- mlibcrypto AESII
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PGP GNU

GPL
GNU GPL
4.8 RIPEMD
4.8.1 HASHNUM
TEST HASHNUM TEST
HASHNUM
1. libs/pgpcdk/pub/include/pgpPubTypes.h
add 181 kPGPHashAlgorithm_TEST =4,

change 183 kPGPHashAlgorithm First = kPGPHashAlgorithm_MDS5,
change 184 kPGPHashAlgorithm_Last = kPGPHashAlgorithm_TEST,

2. libs/pgpcdk/priv/crypto/hash/pgpHash.c
add 17 #include "pgpTEST.h"
change 337 static PGPHashVTBL const * const sHashList[] =
add 343 & HashTEST,

3. libs/pgpcdk/priv/crypto/hash/
copy pgpMD5.c pgpTEST.c
copy pgpMD5.h pgpTEST.h

4 libs/pgpcdk/priv/crypto/hash/pgpTEST.h
change all MD5 to TEST

5 .libs/pgpcdk/priv/crypto/hash/pgpTEST.c
change 18 #include "pgpTEST.h"
change 499 struct PGPHashVTBL const HashTEST = {
change 500 "TEST",
change 501 kPGPHashAlgorithm TEST,

6. and then change thefile Makefilein in libs/pgpcdk/privicrypto/hash  directory

add 8 pgpTEST.0
add 10 PgpTEST.h
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7. back to libs/pgpcdk

and execute
Jconfigure
make headers
HASHNUM pgpRIPEMD128
pgpRIPEMD192 pgpRIPEMD256 HASHNUM RIPEMD-X

4.8.2 Add hash function mapping HASHNUM --- RIPEMD Algorithm
pgp6.5.1i/libs/pgpcdk/priv/crypto/hash/
Header file : pgpRIPEMD128.h
#ifndef Included_pgpRIPEMD128 h
#define Included_pgpRIPEMD128 h
#include "pgpSymmetricCipherPriv.h"
PGP_BEGIN_C DECLARATIONS
extern PGPHashVTBL const HashRIPEM D128;
PGP_END_C DECLARATIONS
#endif /* Included pgpRIPEMD128 h*/

Define a Hash function module for generic hash function (main structure)
struct PGPHashVTBL const HashRIPEM D128 = {
"RIPEMD128",
kPGPHashAlgorithm_RIPEM D128,
RIPEMD128DERprefix,
sizeof (RIPEM D128DERprefix),

RIPEMD128 HASHBYTES,

sizeof (struct RIPEM D 128Context),

sizeof (struct{ char _a; struct RIPEMD128Context _b;}) -
sizeof (struct RIPEM D128Context),

rmd128Init,

rmd128Update,

rmd128Final

pointer priv* point a memory address big enough to keep subkey or key schedule boxes.
RIPEMD128 HASHBY TES : haveto point out the priv* size
E.g

#define RIPEMD128 HASHBYTES 16 //output 16*8=128 bits

#define RIPEMD128 HASHWORDS 4  //output 4 words

38



Exported three main functions
static void  rmd128Init(void *priv)
static void  rmd128Update(void * priv, void const *bufin, PGPSize |en)
static void const * rmd128Final(void *priv)

change theinitial register value
static void RMDinit(PGPUINt32 * M Dbuf) {
MDbuf[0] = 0x67452301UL;
MDbuf[1] = Oxefcdab89UL;
MDbuf[2] = 0x98badcfeUL;
MDbuf[3] = 0x10325476UL;
return;

change the main compress function

128 hits
static void RM Dcompress(PGPUINt32 *MDbuf, PGPUINt32 * X) {
PGPUINt32 aa= MDbuf[0], bb=MDbuf[1], cc=MDbuf[2],
dd = MDbuf[3], ee= MDbuf[0];
PGPUINt32 aaa = MDbuf[1], bbb =MDbuf[2], ccc = MDbuf[3],
ddd = MDbuf[0], eee=MDbuf[1];

/* combine results */

ddd += cc + MDbuf[1]; Il T=h1+C+D'
MDbuf[1] = MDbuf[2] + dd + eee; /[ hl=h2+D+E'
MDbuf[2] = MDbuf[3] + ee + aag; Il h2=h3+E+A'
MDbuf[3] = MDbuf[0] + aa + bbb; /[ h3=h0+A+B'
MDbuf[0] = ddd; Il hO=T

return;
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4.8.3 pgpRIPEMD128

pgpRIPEMD128.h

#ifndef Included_pgpRIPEMD128 h
#define Included _pgpRIPEMD128 h

#include "pgpHashPriv.h"

PGP_BEGIN_C DECLARATIONS

extern PGPHashVTBL const HashRIPEM D128;
PGP_END_C_DECLARATIONS

#endif /* lIncluded pgpRIPEMD128 h*/

pgpRIPEMD128.c
#include "pgpConfig.h"

#include <string.h>

#include "pgpHash.h"
#include "pgpRIPEMD128.h"
#include "pgpUsuals.h”
#include "pgpMem.h"
#include "pgpDebug.h”

#define RIPEMD128_BLOCKBY TES 64
#define RIPEMD128_BLOCKWORDS 16

#define RIPEMD128 HASHBYTES 16 //output 16*8=128 hits
#define RIPEMD128 HASHWORDS 4 /loutput 4 words

typedef struct RIPEMD128Context {
PGPUINt32 key[RIPEMD128 BLOCKWORDS];
PGPUINt32 iv[RIPEMD128 HASHWORDS];
PGPUINt32 bytesHi, bytesL o;
DEBUG_STRUCT_CONSTRUCTOR( RIPEMD128Context )
} RIPEMD128Context;

/************************ Flle rmd128 h **********************/

/* Extracted from rmd128.h in the reference implementation */
/* macro definitions */

/* ROL(x, n) cyclically rotates x over n bitsto the left */
/* x must be of an unsigned 32 bitstypeand 0 <= n < 32. */
#define ROL (X, n) () << (M) | (x) >> (32-(M))

/* the three basic functions F(), G() and H() */
#defineF(x,y,2) ()" ()" (2))
#defineG(x,y,2) (%) & () | (~(X) & (2)))
#defineH(x,y,2)  ((¥) [~()) " (2)
#definel(x,y,2)  ((X) & (2) [((¥) & ~(2)))
#define J(x,y,2)  ((x) " ((Y) | ~(2)))
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/* the eight basic operations FF() through 111() */
#defineFF(a, b, ¢, d, e, %, 9) {\
(@ += F((h), (0), (d)) + (x):\
(8) = ROL((a), () * (&);\
(c) = ROL((c), 10);\
}
#define GG(a, b, ¢, d, €, X, 9) {\
(@ +=G((b), (c), (d)) + (x) + 0x5a827999UL;\
(8) = ROL((a), (9)) + (&):\
(c) = ROL((c), 10);\
}
#defineHH(a, b, ¢, d, €, X, 9) {\
(a) +=H((b), (c), (d)) + (x) + Ox6ed9ebalUL ;\
(8) = ROL((a), (9)) + (&):\
(c) = ROL((c), 10))\

}
#definell(a, b, c, d, e X, 9) {\
(@ +=1((b), (c), (d)) + (x) + Ox8f1bbcdcUL;\
(8) = ROL((a), () * (&);\
(c) = ROL((c), 10);\

}
#define JJ(a, b, c, d, e, X, S) {\
(@) +=J((b), (c), (d)) + (x) + 0xa953fd4eUL ;\
(8) = ROL((a), (9)) *+ (&):\
(c) = ROL((c), 10))\

}
#define FFF(a, b, ¢, d, €, X, S) {\
(@ += F((h), (0), (d)) + (x):\
(8) = ROL((a), () * (&);\
(c) = ROL((c), 10))\
}
#define GGG(a, b, ¢, d, €, X, 9) {\
(@) +=G((b), (c), (d)) + (x) + Ox7abd76e9UL;\
(8) = ROL((a), () * (&);\
(c) = ROL((c), 10);\
}
#defineHHH(a, b, ¢, d, €, X, 9) {\
(@ +=H((b), (c), (d)) + (x) + 0x6d703ef3UL;\
(8) = ROL((a), (9)) *+ (&):\
(c) = ROL((c), 10))\

}
#definelll(a, b, ¢, d, g X, 9) {\
(@ +=1((b), (c), (d)) + (x) + Ox5c4dd124UL ;\
(8) =ROL((a), (9)) + (€);\
(c) = ROL((c), 10);\

}
#define JAJ(a, b, ¢, d, €, X, 9) {\
(@ += J((b), (©), (d)) + (x) + 0x50a28be6UL ;\
(8) = ROL((a), (9)) + (&):\
(c) = ROL((c), 10);\
}

/************************ Flle rmd128 c **********************/

[* Extracted from rmd128.c in the reference implementation */

/*
* initializes MDbuffer to "magic constants’
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*/
static void RMDinit(PGPUInt32 * M Dbuf)
{
MDbuf[0] = 0x67452301UL ;
MDbuf[1] = Oxefcdab89UL;
MDbuf[2] = 0x98badcfeUL;
MDbuf[3] = 0x10325476UL ;
/[ MDbuf[4] = Oxc3d2elfOUL,;

return;

}

/*

* the compression function.

* transforms MDbuf using message PGPBytes X[0] through X[15]
*/

static void RM Dcompress(PGPUINt32 * M Dbuf, PGPUINt32 * X)

PGPUINt32 aa= MDbuf[0], bb =MDbuf[1], cc=MDbuf[2],
dd = MDbuf[3], ee = MDbuf[0];

PGPUINt32 aaa = MDbuf[1], bbb = MDbuf[2], ccc = MDbuf[ 3],
ddd = MDbuf[0], eee = MDbuf[1];

/* round 1 */

FF(aa, bb, cc, dd, ee, X[ 0], 11);
FF(ee, aa, bb, cc, dd, X[ 1], 14);
FF(dd, ee, aa, bb, cc, X[ 2], 15);
FF(cc, dd, ee, aa, bb, X[ 3], 12);
FF(bb, cc, dd, ee, aa, X[ 4], 5);

FF(aa, bb, cc, dd, ee, X[ 5], 8);

FF(ee, aa, bb, cc, dd, X[ 6], 7);

FF(dd, ee, aa, bb, cc, X[ 7], 9);

FF(cc, dd, ee, aa, bb, X[ 8], 11);
FF(bb, cc, dd, ee, aa, X[ 9], 13);
FF(aa, bb, cc, dd, ee, X[10], 14);
FF(ee, aa, bb, cc, dd, X[11], 15);
FF(dd, ee, aa, bb, cc, X[12], 6);
FF(cc, dd, ee, aa, bb, X[13], 7);
FF(bb, cc, dd, ee, aa, X[14], 9);
FF(aa, bb, cc, dd, ee, X[15], 8);

* round 2 */

GG(ee, ag, bb, cc, dd, X[ 7], 7);

GG(dd, ee, aa, bb, cc, X[ 4], 6);

GG(cc, dd, ee, aa, bb, X[13], 8);
GG(bb, cc, dd, ee, aa, X[ 1], 13);
GG(aa, bb, cc, dd, ee, X[10], 11);
GG(ee, aa, bb, cc, dd, X[ 6], 9);

GG(dd, ee, ag, bb, cc, X[15], 7);
GG(cc, dd, ee, aa, bb, X[ 3], 15);
GG(bb, cc, dd, ee, aa, X[12], 7);
GG(aa, bb, cc, dd, ee, X[ 0], 12);
GG(ee, aa, bb, cc, dd, X[ 9], 15);
GG(dd, ee, aa, bb, cc, X[ 5], 9);

GG(cc, dd, ee, aa, bb, X[ 2], 11);
GG(bb, cc, dd, ee, aa, X[14], 7);
GG(aa, bb, cc, dd, ee, X[11], 13);
GG(ee, ag, bb, cc, dd, X[ 8], 12);
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/* round 3 */

HH(dd, ee, aa, bb, cc, X[ 3], 11);
HH(cc, dd, ee, aa, bb, X[10], 13);
HH(bb, cc, dd, ee, aa, X[14], 6);
HH(aa, bb, cc, dd, ee, X[ 4], 7);

HH(ee, aa, bb, cc, dd, X[ 9], 14);
HH(dd, ee, aa, bb, cc, X[15], 9);
HH(cc, dd, ee, aa, bb, X[ 8], 13);
HH(bb, cc, dd, ee, aa, X[ 1], 15);
HH(aa, bb, cc, dd, ee, X[ 2], 14);
HH(ee, aa, bb, cc, dd, X[ 7], 8);

HH(dd, ee, aa, bb, cc, X[ 0], 13);
HH(cc, dd, ee, aa, bb, X[ 6], 6);

HH(bb, cc, dd, ee, aa, X[13], 5);
HH(aa, bb, cc, dd, ee, X[11], 12);
HH(ee, aa, bb, cc, dd, X[ 5], 7);

HH(dd, ee, aa, bb, cc, X[12], 5);

* round 4 */

Il(cc, dd, ee, aa, bb, X[ 1], 11);
I1(bb, cc, dd, ee, aa, X[ 9], 12);
I1(aa, bb, cc, dd, ee, X[11], 14);
I1(ee, aa, bb, cc, dd, X[10], 15);
11(dd, ee, aa, bb, cc, X[ 0], 14);
Il(cc, dd, ee, aa, bb, X[ 8], 15);
I1(bb, cc, dd, ee, aa, X[12], 9);
I1(aa, bb, cc, dd, ee, X[ 4], 8);

I1(ee, aa, bb, cc, dd, X[13], 9);
11(dd, ee, aa, bb, cc, X[ 3], 14);
Il(cc, dd, ee, aa, bb, X[ 7], 5);

I1(bb, cc, dd, ee, aa, X[15], 6);
I1(aa, bb, cc, dd, ee, X[14], 8);
I1(ee, aa, bb, cc, dd, X[ 5], 6);

11(dd, ee, aa, bb, cc, X[ 6], 5);

Il(cc, dd, ee, aa, bb, X[ 2], 12);

* round 5 */

JJ(bb, cc, dd, ee, aa, X[ 4], 9);
JJ(aa, bb, cc, dd, ee, X[ Q], 15);
JJ(ee, aa, bb, cc, dd, X[ 5], 5);
JJ(dd, ee, aa, bb, cc, X[ 9], 11);
JJ(cc, dd, ee, aa, bb, X[ 7], 6);
JJ(bb, cc, dd, ee, aa, X[12], 8);
JJ(aa, bb, cc, dd, ee, X[ 2], 13);
JJ(ee, aa, bb, cc, dd, X[10], 12);
JJ(dd, ee, aa, bb, cc, X[14], 5);
JJ(cc, dd, ee, aa, bb, X[ 1], 12);
JJ(bb, cc, dd, ee, aa, X[ 3], 13);
JJ(aa, bb, cc, dd, ee, X[ 8], 14);
JJ(ee, aa, bb, cc, dd, X[11], 11);
JJ(dd, ee, aa, bb, cc, X[ 6], 8);
JJ(cc, dd, ee, aa, bb, X[15], 5);
JJ(bb, cc, dd, ee, aa, X[13], 6);

[* parallel round 1 */

J3J(aaa, bbb, ccc, ddd, eee, X[ 5], 8);
J3J(eee, aag, bbb, ccc, ddd, X[14], 9);
JJJ(ddd, eee, aaa, bbb, ccc, X[ 7], 9);
JJJ(ccc, ddd, eee, aag, bbb, X[ 0], 11);
JJJ(bbb, ccc, ddd, eee, aaa, X[ 9], 13);
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J3J(aaa, bbb, ccc, ddd, eee, X[ 2], 15);
JJJ(eee, aaa, bbb, ccc, ddd, X[11], 15);
JJJ(ddd, eee, aaa, bbb, ccc, X[ 4], 5);

JJJ(ccc, ddd, eee, aag, bbb, X[13], 7);
JJJ(bbb, ccc, ddd, eee, aaa, X[ 6], 7);

JJJ(aaa, bbb, ccc, ddd, eee, X[15], 8);
J3J(eee, aaa, bbb, ccc, ddd, X[ 8], 11);
J3J(ddd, eee, aaa, bbb, ccc, X[ 1], 14);
J3J(ccc, ddd, eee, aaa, bbb, X[10], 14);
JJJ(bbb, ccc, ddd, eee, aaa, X[ 3], 12);
JJJ(aaa, bbb, ccc, ddd, eee, X[12], 6);

[* paralel round 2 */

I11(eee, aaa, bbb, ccc, ddd, X[ 6], 9);

I11(ddd, eee, aaa, bbb, ccc, X[11], 13);
I11(cce, ddd, eee, aaa, bbb, X[ 3], 15);
I11(bbb, ccc, ddd, eee, aaa, X[ 7], 7);

I11(aaa, bbb, ccc, ddd, eee, X[ 0], 12);
I11(eee, aaa, bbb, ccc, ddd, X[13], 8);
I11(ddd, eee, aaa, bbb, ccc, X[ 5], 9);

I11(cce, ddd, eee, aaa, bbb, X[10], 11);
I11(bbb, ccc, ddd, eee, aaa, X[14], 7);
I11(aaa, bbb, ccc, ddd, eee, X[15], 7);
I11(eee, aaa, bbb, ccc, ddd, X[ 8], 12);
I11(ddd, eee, aaa, bbb, ccc, X[12], 7);
I11(cce, ddd, eee, aaa, bbb, X[ 4], 6);

I11(bbb, ccc, ddd, eee, aaa, X[ 9], 15);
I11(aaa, bbb, ccc, ddd, eee, X[ 1], 13);
I11(eee, aaa, bbb, ccc, ddd, X[ 2], 11);

[* parallel round 3 */

HHH(ddd, eee, aaa, bbb, ccc, X[15], 9);
HHH(ccc, ddd, eee, aaa, bbb, X[ 5], 7);
HHH(bbb, ccc, ddd, eee, aaa, X[ 1], 15);
HHH(aaa, bbb, ccc, ddd, eee, X[ 3], 11);
HHH(eee, aaa, bbb, ccc, ddd, X[ 7], 8);
HHH(ddd, eee, aaa, bbb, ccc, X[14], 6);
HHH(ccc, ddd, eee, aaa, bbb, X[ 6], 6);
HHH (bbb, ccc, ddd, eee, aaa, X[ 9], 14);
HHH(aaa, bbb, ccc, ddd, eee, X[11], 12);
HHH(eee, aaa, bbb, ccc, ddd, X] 8], 13);
HHH(ddd, eee, aaa, bbb, ccc, X[12], 5);
HHH(ccc, ddd, eee, aaa, bbb, X[ 2], 14);
HHH(bbb, ccc, ddd, eee, aaa, X[10], 13);
HHH(aaa, bbb, ccc, ddd, eee, X[ 0], 13);
HHH(eee, aaa, bbb, ccc, ddd, X[ 4], 7);
HHH(ddd, eee, aaa, bbb, ccc, X[13], 5);

[* parallel round 4 */

GGG(ccec, ddd, eee, aaa, bbb, X[ 8], 15);
GGG(bbb, ccc, ddd, eee, aaa, X[ 6], 5);

GGG(aaa, bbb, ccc, ddd, eee, X[ 4], 8);

GGG(eee, aaa, bbb, ccc, ddd, X[ 1], 11);
GGG(ddd, eee, aaa, bbb, ccc, X[ 3], 14);
GGG(ccc, ddd, eee, aaa, bbb, X[11], 14);
GGG(bbb, ccc, ddd, eee, aaa, X[15], 6);
GGG(aaa, bbb, ccc, ddd, eee, X[ Q], 14);
GGG(eee, aaa, bbb, ccc, ddd, X[ 5], 6);

GGG(ddd, eee, aaa, bbb, ccc, X[12], 9);
GGG(ccec, ddd, eee, aaa, bbb, X[ 2], 12);



GGG(bbb, ccc, ddd, eee, aaa, X[13], 9);
GGG(aaa, bbb, ccc, ddd, eee, X[ 9], 12);
GGG(eee, aaa, bbb, ccc, ddd, X[ 7], 5);

GGG(ddd, eee, aaa, bbb, ccc, X[10], 15);
GGG(ccec, ddd, eee, aaa, bbb, X[14], 8);

[* parallel round 5 */

FFF(bbb, ccc, ddd, eee, aaa, X[12] , 8);
FFF(aaa, bbb, ccc, ddd, eee, X[15] , 5);
FFF(eee, aaa, bbb, ccc, ddd, X[10] , 12);
FFF(ddd, eee, aaa, bbb, ccc, X[ 4], 9);
FFF(ccc, ddd, eee, aaa, bbb, X[ 1] , 12);
FFF(bbb, ccc, ddd, eee, aaa, X[ 5] , 5);
FFF(aaa, bbb, ccc, ddd, eee, X[ 8] , 14);
FFF(eee, aaa, bbb, ccc, ddd, X[ 7], 6);
FFF(ddd, eee, aaa, bbb, ccc, X[ 6] , 8);
FFF(cce, ddd, eee, aaa, bbb, X[ 2] , 13);
FFF(bbb, ccc, ddd, eee, aaa, X[13], 6);
FFF(aaa, bbb, ccc, ddd, eee, X[14] , 5);
FFF(eee, aaa, bbb, ccc, ddd, X[ 0] , 15);
FFF(ddd, eee, aaa, bbb, ccc, X[ 3], 13);
FFF(cce, ddd, eee, aaa, bbb, X[ 9], 11);
FFF(bbb, ccc, ddd, eee, aaa, X[11] , 11);

[* combine results */

ddd += cc + MDbuf[1]; I T=h1+C+D'
MDbuf[1] = MDbuf[2] + dd + eee; /I h1=h2+D+E'
MDbuf[2] = MDbuf[3] + ee+ aaa; // h2=h3+E+A'
MDbuf[3] = MDbuf[Q] + aa+ bbb; // h3=h0+A+B'
MDbuf[0] = ddd; I hO=T

return;

/*

* puts bytes from strptr into X and pad out; appends length

* and finally, compresses the last block(s)

* note: length in bits==8* (Iswlen + 232 mswlen).

* note: there are (Iswlen mod 64) bytes left in strptr.

*/

static void RM Dfinish(PGPUINt32 *MDbuf, PGPByte * strptr, PGPUINt32 |swlen,
PGPUINt32 mswlen)

{

PGPUINt32 i; I* counter  */
PGPUINt32 X[16]; /* message words */

pgpClearMemory( X, 16*sizeof(PGPUINt32));

[* put bytes from strptr into X */

for (i=0; i<(Iswlen& 63); i++) {
/* bytei goesinto word X[i div 4] at pos. 8*(i mod 4) */
X[i>>2] "= (PGPUINt32) *strptr++ << (8 * (i&3));

}

/* append thebitm_n==1*/
X[(Iswlen>>2)&15] "= (PGPUINt32)1 << (8*(Iswlen&3) + 7);

if (Iswlen & 63) > 55) {
/* length goes to next block */
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RMDcompress(MDbuf, X);
pgpClearMemory( X, 16*sizeof(PGPUINt32));
}

* append length in bits*/

X[14] =Iswlen << 3;

X[15] = (Iswlen >> 29) | (mswlen << 3);
RM Dcompress(MDbuf, X);

return;

}

/************************ end Of fllermdlzs C**********************/

/* Remainder provides common interface used by PGP library */

/*
* Shuffle the bytesinto little-endian order within 32-bit words,
* as per the RIPEM D-128 spec (which follows M D4 conventions).
*/
static void
rmd128ByteSwap(PGPUInt32 *dest, PGPByte const *src, unsigned words)
{
do{
*dest++ = (PGPUINt32)((unsigned)src[3] << 8| src[2]) << 16 |
((unsigned)src[1] << 8| src[Q]);
SIc+= 4,
} while (--words);

}

/* Initialize the RIPEM D-128 values */

static void
rmd128Init(void *priv)
{
struct RIPEM D128Context *ctx = (struct RIPEMD128Context *)priv;

[* Set the h-varsto their initial values*/
RMDinit (ctx->iv);

[* Initialise bit count */
ctx->bytesHi = 0;
ctx->bytesLo = 0;

}

/* Update the RIPEM D-128 hash state for a block of data. */

static void
rmd128Update(void * priv, void const *bufln, PGPSize len)

{
struct RIPEM D128Context *ctx = (struct RIPEMD128Context *)priv;

unsigned i;
PGPByte *buf = (PGPByte *) bufIn;

/* Update bitcount */
PGPUINt32 t = ctx->bytesl o;

if ((ctx->bytesLo=t+len)<t)
ctx->bytesHi++; /* Carry from low to high */
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i = (unsigned)t % RIPEMD128_BLOCKBYTES; /* bytes already in ctx->key */

I* i isaways lessthan RIPEMD128_BLOCKBYTES. */

if (RIPEMD128 BLOCKBYTES-i > len) {
memcpy((PGPByte *)ctx->key + i, buf, len);
return;

}

if (i){ [* First chunk isan odd size */
memcpy((PGPByte *)ctx->key + i, buf, RIPEMD128 BLOCKBYTES- i);
rmd128ByteSwap(ctx->key, (PGPByte *)ctx->key, RIPEMD128 BLOCKWORDS);
RM Dcompress(ctx->iv, ctx->key);
buf += RIPEMD128 BLOCKBYTESH;
len-= RIPEMD128 BLOCKBYTES:;

}

[* Process data in 64-byte chunks */

while (len >= RIPEMD128 BLOCKBYTES) {
rmd128ByteSwap(ctx->key, buf, RIPEMD128 BLOCKWORDS);
RM Dcompress(ctx->iv, ctx->key);
buf += RIPEMD128 BLOCKBYTES;
len-= RIPEMD128 BLOCKBYTES;

}

/* Handle any remaining bytes of data. */
if (len)
memcpy(ctx->key, buf, len);

/* Final wrapup - MD4 style padding on last block. */

static void const *
rmd128Final (void *priv)

{

struct RIPEM D128Context *ctx = (struct RIPEMD128Context *)priv;
PGPByte *digest;

inti;

PGPUINt32 t;

RM Dfinish(ctx->iv, (PGPByte *)ctx->key, ctx->bytesL o, ctx->bytesHi);

digest = (PGPByte *)ctx->iv;
for (i=0; i < RIPEMD128_HASHWORDS; i++) {
t = ctx->iv[i];
digest[0] = (PGPByte)t;
digest[1] = (PGPByte)(t >> 8);
digest[2] = (PGPByte)(t >> 16);
digest[3] = (PGPByte)(t >> 24);
digest +=4;
}

[* In case it's sensitive */

[* XXX pgpClearMemory( ctx, sizeof(ctx)); */

}

return (PGPByte const *)ctx->iv;
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/*
* RIPEM OID is1.3.36.3.2.1, from URL above.

* The rest of the format is stolen from MD5. Do we need the NULL

* in there?
*/
static PGPByte const RIPEMD128DERprefix[] ={
0x30, /* Universal, Constructed, Sequence */
0x21, /* Length 33 (bytes following) */
0x30, /* Universal, Constructed, Sequence */
0x09, /* Length 9 */

0x06, /* Universal, Primitive, object-identifier */

0x05, /* Length 8 */
43, I* 43=1S0(1)*40 + 3 */
36,
3,
2,
1,
0x05, /* Universal, Primitive, NULL */
0x00, /* Length 0 */
0x04, /* Universal, Primitive, Octet string */
0x14 /* Length 20 */
/* 20 RIPEMD-128 digest bytes go here */

1

struct PGPHashV TBL const HashRIPEMD128 = {
"RIPEMD128",
kPGPHashAlgorithm_RIPEMD128,
RIPEMD128DERprefix,
sizeof (RIPEMD128DERprefix),
RIPEMD128 HASHBYTES,
sizeof(struct RIPEM D128Context),

sizeof(struct{ char _a; struct RIPEMD128Context _b;}) -

sizeof(struct RIPEM D128Context),
rmd128lInit,
rmd128Update,
rmd128Final

4.8.4 pgpRIPEMD192  pgpRIPEMD256
pgpRIPEMD128

RIPEMD192
static void RMDinit(PGPUINt32 * MDbuf) {
MDbuf[0] = 0x67452301UL;
MDbuf[1] = Oxefcdab89UL,;
MDbuf[2] = 0x98badcfeUL,;
MDbuf[3] = 0x10325476UL;
MDbuf[4] = Oxc3d2elfOUL,;
MDbuf[5] = Ox7c4al9b4UL;
return;
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RIPEM D256

static void RMDinit(PGPUINt32 * MDbuf) {
MDbuf[0] = 0x67452301UL;
MDbuf[1] = Oxefcdab89UL;
MDbuf[2] = 0x98badcfeUL;
MDbuf[3] = 0x10325476UL;
MDbuf[4] = Oxc3d2elfOUL;
MDbuf[5] = 0x7c4al9b4UL;
MDbuf[6] = 0x639ba0e2UL;
MDbuf[ 7] = 0xc804abf5UL ;

return;

4.9 Mapping Number

4.9.1

AESII
Rijndael  ciphernum =4
Serpent ciphernum =5
Twofish  ciphernum =6
RC6 ciphernum =7
MARS ciphernum =8

4.9.2 RIPEMD-X

RIPEMD-160 RIPEMD-X
RIPEMD128 =4
RIPEMD192 =6
RIPEM D256 =7
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PGP PGP
PGP
PGP API
PGP
PGP
PGP (AESII Rijndael
Serpent  Twofish RC6 Mars) RIPEMD
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PGP
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