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Abstract.

This was a 3-year project. Year 1 was for the fast sharing of an image. Year 2 was
for the design of high-capacity hiding methods, including the study of the upper
bound of each cover image’s hiding capacity. Year 3 was for images’ authentication
and recovery, by applying the fast sharing methods and high-capacity hiding methods
designed in Years 1 and 2.

Year 1 was for fast sharing of an image, and there were three subtopics 1a—1c, as
introduced below. 1a): the design of a fast sharing method based on Boolean
operations. The storage space was small, and the decoding time was very short. 1b): to
accelerate the polynomial-based (t, n) threshold sharing method of an image. In
general, polynomial-based image-sharing method was good in getting small-size
shares; however, it was not fast if n was large. Therefore, we analyzed the repeated
patterns appearing in the coding/decoding, and thus designed a new algorithm to
accelerate the processing speed. 1c): fast sharing for a system with shares of dynamic
weights. In many companies, people of different importance levels might have
different weights when they vote for the disclosure of a shared secret image. The
weights might also be dynamic to match the company’s dynamic developing. We
designed a fast coding/decoding method for such sharing system.

Year 2 was for the design of high-capacity hiding methods, and the study of the
upper bound of each cover image’s hiding capacity. There were four subtopics 2a—2d,
as introduced below. 2a): a lossless high-capacity image-hiding method based on the
Hamming norm of the secret image. 2b): a high-capacity image hiding method based
on the similarity between neighboring pixels of the secret image. The secret image
was not necessarily smaller than the cover image. The distortion of the recovered
secret image was small. 2c): an upper bound of a cover image’s hiding capacity. It was
a natural barrier for all hiding methods. We required this upper bound be as low as
possible. The bound could be evaluated without using too many operations. 2d): a
high-capacity image hiding method based on a high-dimensional space for pixels. We
designed a new method whose hiding-rate was very high.

Year 3 was for images’ authentication and recovery, which was an application of
the sharing methods and hiding methods designed in Years 1 and 2. The subtopics
were 3a): a block-based image authentication method with self-recovery of tampering.
The method utilized the accelerated-polynomial-based sharing of Year 1 and a hiding
method of Year 2. The method detected which parts of the image were tampered, and
then did automatic repairing. 3b): using fast sharing in image’s fast-repairing. The
given image was shared by a module-based sharing method so that each share was
small and easy to be hidden. After our processing, image still looked natural. Later, if
being tampered, the image could still be recovered fast.

Keywords: Secret sharing; Boolean operations; I/O ratio; Fast Fourier Transform;
weighted sharing; data hiding ; image authentication; image recovery; progressive
recovery; module-based sharing -
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1.600 8,5 |49.75 1, 3,58, 87,124
1.667 53 |49.09 1,4,10

1.750 7,4 | 48.65 1,4, 40, 58

1.800 9,5 |48.46 1, 36, 86, 146, 215
2.000 10,5 | 47.31 1,9, 23, 243, 324
2.250 9,4 |45.73 1, 13, 149, 232
2.500 10,4 | 44.23 1, 26, 33, 221
2.750 11,4 | 42.72 1, 364, 559, 986
3.000 12,4 | 41.22 1,9, 350, 491
3.333 10,3 | 39.10 1, 20, 195

3.500 7,2 |38.00 1,12

3.667 11,3 | 37.10 1, 61, 597

4.000 12,3 | 35.10 1, 1210, 2026
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8 H- EFE AL Ry A AT U EE S 2 [26]005 ER GS T o H ¢

FHEP G Lena > ¥ ERTH L BTA
‘£ 3 (bpp) | *i# [ PSNR (dB)
0.50 [26][27] 54.14
0.50 ours 57.44
0.75 [26][27] 52.38
0.75 ours 54.82
1.00 [21] 51.14
1.00 [26][27] 51.14
1.00 [28] (n=2) 52.39
1.00 [29] (n=6) 53.33
1.00 OUI'S(m=n=6) 53.33
1.16 [30] 52.11
1.17 ours 52.26
1.50 [27] 48.12
1.50 [26](mod 3) 49.89
1.50 ours 50.34
1.56 [31] 41.79
1.56 [32] 44.10
1.99 [34] 45.14
2.00 [26][27] 46.37
2.00 ours 47.30
2.19 [33] 43.95
2.25 ours 45.73
2.39 [33] 36.96
2.50 [27] 42.69
2.50 [26] (mod 6) 43.12
2.50 ours 44.23
2.89 [34] 39.31
3.00 [26][27] 40.73
3.00 ours 41.22
3.19 [33] 36.28
3.33 ours 39.11
3.50 [27] 36.82
3.50 [26] (mod 12) 37.29
3.50 ours 38.00
3.53 [34] 34.54
3.67 ours 37.10
4.00 [26][27] 34.80
4.00 ours 35.10
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(©) (d)
W=~ %z @ enmr e B R) @47 WL Y ([36]) s & o (a). 58 gt
ok et g e (D). ok B R GE AT R BB 5 F o (C). AP RF DL % o
(d). 2 PgR Rt e e o

}

(d)
(B thensk 22 15 4R )8 X H REs ¥ (collage attack [37]) =4k & © ().
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(b) (©)

B4~ 52 & (B fenbimsr )0 % o B8 5B ([38]) - (). ke g
(b).VQ 5 15 » #7185l (@) % o (0). 3% Bk NG % 5 M ()Y BRI T
Bl oA o FEEEBGIORE R R ABERE T R R

B+~ %= 8#@E B LELBAR) R AS TR (). 23229 dB 5k
R (D). FokE Rl AR WL RE ) Fu L (C).APRESSEE o (d). AP
Rmte31.89 dB F ik (e)wd: AR RiE318 dB R €3 Bl d &
2 A, () & 2008 Optical Engineering, Vol. 47 &%) 4 48 J {4 ¢ 29.3dB 32
fdré ol e a2 M| (ke BidB Y AP 53229dB A £) -
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Index share 1

Sharing| ——|

Image

= Index file

Index share 2

XOR

Set zero by
hiding method

t- zeroed
image

Hash function

Index share n

Authentication

data

Folding

Extract embedding

.| Watermarked
image

Embedding

watermark

(a)

Random hiding

Recovery data

t- zeroed

query
image

Authentication
data

data
Query
Image
Set zero by

hiding method

data

Authentication

Hash

function

. Fail Inverse

Auther_1t|0|ty XOR

testing .
sharing
Folding Pass
Recovery Recovery
image data
(b)

Blt- ~ %= &g * XOR A Pid A 32 chp A B4R 2 e m - (2).%5
(watermarking)#2. & - (b).f%#5 (verification-and-recovery)42 & o
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(3

(3b)

3c)

L

(3d)

Blt- %= XORA A J2chp AB4p2 8% - (la-ld).z 3. & 5 24
# 5v en[] § (watermarked image) - (2a-2d). = & B 7 4 %] X Bic e (3a—3d).;ﬁ“ d i3

4 (2a-2d) @ 17 7| iR R -
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