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Recently, the number of malware programs (including virus, Trojan
horses, Botnets, phishing mails, etc.) increase rapidly. According to
Panda L abs statistics, the number of malware programs to be dealt
with every day is more than 3000 types. By comparing the two
related statistics in 2007 and 2006, the increasing rate is as high as
800%. Among them, Botnet is one of the most harmful. In the past,
the goal of most malware programs aimed at showing off personal
computing strength or destroying other computers. However,
nowadays more and more malware programs aim at stealing
confidential information, intercepting illegal benefit, even intruding
and controlling other computers as springboards for attacks in order
to avoid tracing. In principle, there are two common practices to
prevent malware infection: the first oneisthat users have good
operation habits (including never download unauthorized software
arbitrarily) ; the other isto use security products to protect
computers. There are many well-known security products (including
Anti-Virus, Anti-Maware, Firewall, and IDSIPS). Different



products utilize distinct approaches to protect systems from attacks,
and have different dissimilar advantages/disadvantages.

In the project, we will focus on the building of security
detection/protection system and the benchmarking of two types of
security technologies: Anti-malware and Anti-Botnet. By combining
the five profiling/security technologies (including traffic recording,
traffic extraction, information reorganization, querying, and traffic
replaying with real flows), we can discover and resolve most
potential network threats and find out the advantages/disadvantages
of the security technologies. This project aims to develop specific
security technologies in both field and replaying tests for anti-
botnets and anti-malware. After finishing the project, with the
research results gained, we would like to apply for the related
patents and publish papersin the area of bot recognition with anti-
malware product testing, bot collection and active/passive analysis.
Besides, more than three testing cases will be executed.
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