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Testing on the Beta Site isimportant for security technologies to
reduce the Customer Found Defects (CFDs). Now, it is paid much
more attention since the security technol ogies themselves and the
network environment are getting more complicated and diversified.
Compared with testing on Beta Site, Lab Test can only stimulate
and reproduce a small part of the CFDs.
The goal of thisintegrated project isto provide security
technologies with a RealFlow Test Platform to improve the quality,
to reduce the number of CFDs and to evaluate False Positive/False
Negative rates. This platform consists of environment and tools for
Field Test and Replay Test, respectively. The environment for Field
Test is actually the Beta Site, and the tools required by Replay Test
are capture, replay, classification, and extraction. We develop the



Rea Flow Test Platform with two kinds of solutions, one is Generic
and the other is Specific. Generic solutions cover the fundamental
and common facilities for all kinds of security technologies while
Specific solutions take care of the needs of particular security
technol ogies such as WAF, Anti-Maware, Anti-Botnet, IPS, and
P2P Control.

The goal of the grand project is to establish a new type of Beta Site.
For developers of security technologies, it is easy to do the test and
debugging. For the network users, the network quality can remain as
usual. We plan to devel op several mechanisms on the Beta Site such
as’'various test zones', 'remote control’, * degrees of traffic

volume', "traffic profiling’, * auto detection, notification, and
recovery’, and ’voluntarism’. Inayear, six different kinds of testing
zones, the related patents and papers about Beta Sites, and at |east
three testing cases should be executed and compl eted.
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