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Abstract

Wireless and mobile networks are widely used in modern life. With the development of smart
phones and netbooks, providing mobile information services has become a trend of internet
technology. This situation, however, could cause security problems.

This project proposes a security inspecting solution for these problems. In this project, four
outstanding students were sent to UC Berkeley for months for joint research projects focusing on
heterogeneous networks, malware analysis, program defect detection, and the security management
of mobile platforms. Based on the research findings, this project also developed prototype systems
with related paper published. The project also contributed to various cooperation projects with some
well-known companies, such as Chunghwa Telecom and D-Link.

This project completed the development of a heterogeneous network testbed, which can
support the experiments with up to 16 nodes. Users can simulate heterogeneous network topologies
with the possible network attacks. This testbed can also be integrated with DETER, which is
developed by UC Berkeley.

Malicious program codes can not only be hidden in executable files but document files such
as Microsoft Word, PowerPoint, or PDF files. For this research area, this project developed an
analyzer for the malicious document files. Using virtual CPU and dynamic memory analyzing
technology, this system can detect if the target file contains malicious codes or tries to obtain
sensitive system information. Meanwhile, this system can also detect various abnormal strings to
determine the technics used by the malwares or malicious programs.

For the research on program defect detection, this project improved Catchconv, a famous
open source tool, which is widely used for gray-box testing. The improvement is focused on a loop
avoiding algorithm and its prototype system. This system can detect and skip unnecessary
operations result from the loops in the program. This does improve the efficiency of Catchconv.

Moreover, this project includes an IDS (Intrusion Detection System) on Android and a secure
cloud storage system to improve the security management for mobile platforms such as smart
phones. The IDS is a ported version of snort based on Linux system and is the first IDS system for
Android. It is also optimized for the efficiency, power consuming, and packet capturing rate. We
believe that it can run on Android applicably. For the secure cloud storage system, it encrypts and
distributes the data to the cloud storage through Decentralized Erasure Code to achieve the goal of
security and robustness. The prototype had also been completed with related paper published.

Besides, this project also follows Light-Weight CMMI and had created four projects on
OpenFoundry. Two of the prototype systems also opened their source code. This could connect the
security researches and the community of open source software. Hopefully this could attract the

interests of the industries and can strengthen domestic potential for information security technology.

Keywords
Cloud Security ~Mobile Security ~ Heterogeneous Network ~ Malware Analysis *Program Defect

Detection
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SEHEHER - IREL2REAME > TwE BB EmMmoRR e RETRERLAE -

EREMAMBSAHTHLMA > F%E2 TEUARZERE Y DR FHIE
@ AERAAFBRERSR  FEEELENm LHRZE AL EROBMARE
FEi Ao NT B REeI ik > BB SR BTAEALTNERET - RBAH LR B FLR
BT —EEREURRELNME HloE —6AFRIKSMELER > WX
RELARBRERB BRI > TR T RORH > MESKEFSIALTERZT O
R R EETBETHERARE LR flod Emt EOEREEHRD 0 A
TEHERRBEELEZAMBGTHE MM > AMAMMGTHERFEAR —LEA
HELER A MEEEERNTHAINAS -6 EHE  RFATELHMA
ERABBFCRBANEREZ ARSI ESHERFAFREZMRER » HLRK
PARBEERNER IR FRERBFRFTAROUE I BEH B ER -

o ZEREXHINARSL

AR R 0RAR 0 o A B NS Aa AR 5T~ 145 B By A8 BRI 3 B 2 B B By R 3R
SRAA c AARKEAANBRNSMIRMARERE L% - BT RNBRZ LA
FA {8 8] B FE BRUA 3 B it 0 R ¥¥3k M 4% Shell Code #9AT B F 4 » 4o f74£ A jE #5t CPU
RAF o B R AT A > BT HE R XA B BT A TR -



HERGETN
FRESMILHBERAFEB0] —AEXTE LB HFRE L BER G FE -
HOmEIZREARBRN  BRFEHLH I ALTRRLALGF R - Ed s
ZEM O EHNH AN B ERAABRFEEBLEPERE TRABRANSITH
HAEERATAHL BNBEEEHHUBINANAEERA A0 £
DB EAEROEE EBFEERAERBMBMNARE - FEAWE ~ R
RARHE LR 4625 > By b4k o7 Ao LU BAT A LI R B BEMRA > B ER
ANB oM EEE -

TE LR HAEE SR > e I PEID s b T BN HASMME B BT 52
KRBATHEBATL Y > AEFL TR BARLOFMET A i /mE » U4E BHEX
AT BEERAE LA o HA A — KA PolyUnpack[54] » 3B T2 AR 4
FHFX > ReB—REHEAGESHAE  BREHEBE -

I B RE A7 77 XA B B A2 X[52,53,55] 0 REBATAIME - BB B ER
TEEBGRE  AHTHM  LECKREHLASKALAENRABRBLBERLLTH
BR O FHRREEY EERABUAGESHE BERLXRBERITA O 4k
% 0 BpeT ¥ B B R R G EIREGE — 5 6947 A 5 A S BUA AT 09 TAE -

HA B RS AFETHE R BRI RAKHEZRHER LI ATK > REM
HEOoMARR - REESHHABFEZAREE  BALFALARTHEERLZA I
BB EAG R THMARERXASHORE » RV GEEE B FEE IR
MARERABHGTREZ > BB Eo b HSEHENTRAY  FERAER
MR TT & B AR X ey EAE M KSR I -

18 B 8y K& B 49 3 4 3 kAR Bl
REFRAROBERALEF L eREERABNRAEHEE T > RLBMHER > 2
U EITHEYRE > BAFATAMNE TR EDT—RNCBERER - H»
—b e B R nk A Bl e B B R FE Jump &) BARAHE 0 e REB R IR EK A GFER
ML hE R Fak 0 LM FHRFHEE > R EERAELAETHES -

Fib ZERXAARBEYEZE LTALFIACEERARAATEE POME
REMEMA LR ITIE M nE A e E B R E Jump oy BARAL AL o K % BIS @A
XM EFHEERAS ATH oS EASMANCREME  LTALK B
AT 49 Program Counter (eipfd) B &% » BB TR Y > SHHEB/Z A
Call/Pop 7% -

Call/Pop Examplel :
call getDelta
getDelta -

pop ebp
sub ebp > offset getDelta




o P @m0 BERKXBERAEFAAAA Call/Pop 5% > £A Call &= 47
Program Counter(eip 1) » #F H BB > BHEEPEL -

BB RAEN SRS BERXREEF Wind2 API ¥ A 44T
BIF 0B o sLE1EAE A Hook APl - & & 42 XA f4 hook APl &85z > @ % & &
#E kernel32.dll 9 & - AL BTHIA FS #17% P &SEH > TEB » PEB &
A R4 kernel32.d1l #y3e e gRfr B o

%3] Win32 APl ahze & mrnbtt > BRAEAMEMEA G APL a9t 24 F:8 4%
#% dll By E s hk & (Export section)fo B A it % (Import Address Table » TAT)
% iR R B4 > 47 it kernel32.dll + 34 % GetProcAddress #43ik » H A
GetProcAddress(“Win32 AP1 & 7 » " & # & F7)1F 2| H4b ey API 3k - A% Y
APl #.°Ti%% LoadLibrary R Audk o hotb— & » Nkt @ 422 EaX
T LAH & Huis AR -

o X RAKRA
B AT > B Mg % 6 £ % 4 Gray-Box Fuzz Testing b @ » bb# £ 4% & ML 6y #F
RBERA -
B Koushik Sen, Darko Marinov, Gul Agha. CUTE: A Concolic Unit Testing
Engine for C. ESECFSE 2005.
B (Cristian Cadar, Vijay Ganesh, Peter M. Pawlowski, David L. Di1l, Dawson
R. Engler. EXE: Automatically Generating Inputs of Death. CCS 2006.
B David Molnar, David Wagner. Catchconv: Symbolic execution and run-time
type inference for integer conversion errors. Electrical Engineering
and Computer Sciences, University of California at Berkeley, Technique
Report No. UCB/EECS-2007-23.
http://www.eecs.berkeley.edu/Pubs/TechRpts/2007/EECS-2007-23.html
B Kuen-Han Huang, Shin-Kun Huang. Detecting Buffer Overflow
Vulnerabilities by Search-based Testing. CISC 2010.

CUTE ( Concolic Unit Test Engine ) & — % C/C++#2 X8 4 % > H#x8] Java #2
A 8R4 % jCUTE - CUTE #] M Concolic Testing #fif &4 £ B RAZ X - L4 AR
Re ) X AL B HeAE 2 oY TR 454, 0 )40 | pointer ~ struct ~ class * HALEE K EEA
pointer & B 47 & & class #9 C/C++#2 X > %8| LA #& K9 % 8) - EXE (EXecution
generated Executions ) R & & £ B & /-4 (Stanford) K2R H 4 4 0 LAER
Concolic Testing #9347 » FIA R XABATIHRHG ER > FTREL eHERXBR G
B3R B R 0 EbAe — 4269 Run-time checking tool £ & 4 2% @ R85 & A R ey AR A&
R A Brhés Lo ¥ By e R bk B A JRIF 9 #2 X 4§ - Catchconv A%
B £ B A K248 %, % a4 (UCB) EECS #9#(#% David Wagner #v {8918 + 4 David
Molnar — A2 #}145 89 %4 % » LA Valgrind 4 instrumented framework > £ b & B 4589
Concolic Testing plug-ins > F& 7 48 i #2 K PATEFEA ) B3 0 & A A 442 XORR 9 803K
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BRI BAHTHRAR GBI E > HAREA NG R My g K2
B E IR AT R G BAE B > SRR SR E S IRtk b > Catchconv 4% %) %
FENFROEET@DOEARR > Bl DEEEHEE G 0 AB LB IEN E A
RIRRA AL REF[E  ERERNGE

11



=~ #E8H

AHEZBOERRB—EREGTH T RERATE L0 RRE T HBH
BP L BEME A R RRFARA BTSN T & 6% 2 F A R B X
RO R A AE > REM Y WA R FEAGTITH E 0 AT H LR FIEHR
0oy BB A N A AT -

® HBRAWMBBBRTE

FHER > REEBERBITOEHER BTG E E—EAEPR B EHAR
WA B R E B FRBAIKIRI - Bsh 0 BATT @ LA BEMUESH S
ARERAVEHETEREBRHEAE  HHILBRETARERZIRZYHE B TL
B4 e AAMBEEZEH 2RI S HENTAEBEERBZM TS
PR ARA MRk - BT —FREMNRAE Y S QEABRHGZ T RIARRE > At EH
RABBEE P % Wi-Fi-WIMAX £ 8L @R A2 AT 2R mBsEnTs -

sEAEHR T & 6y B 4546 4 Emulab ~ DETER % 4 42 438 B3R T & & A 32458
WERERH BTEEN T ERZEBIGN  BETHT S L2 BB TRT K A EH
B AL TARTRERZATM - AT 3% Wi-Fi - WIMAX % & & @58 10 -
AT 4 AR G Ky BB RIS R SRR o B R P oY B R B 2 T 3 o
&R A G QS R 2 BB RS E AN T P e AT
B ABBT SRS ERBTA R AERIERS - RREBALY KR
2 DA EABH A AR LS EAL ELERTRIEE T RTET ARG EE
WA RIRR BB TR B Y B A MBI T B B ATERBIE N R 2% -
TIEVE ST REAF D552 o

At B F A AR oM K S F R (UCB) 9615 38 4 R3t Z B4
2R H RMMBHHT 6 # UCB M6y DETER MF & © BBAFHF &5 o)
EREGT AT STERBIAABGERTHBRABZEY BLEBTR - RE 5
HEATS2ZMEA At ECBEE F e B B A E R T LR
B # (Wikipedia) 2 7 X AR /L4 £ > SAREARRT 6 248 A P18 - B 5B 2R oo
ERRAT S LRTRAMB TR BB 5 SR ESHE -

® ITH-TFEHREMH
EEHATHFEEERA L ATHERTROR AT > AR EZ B &N
—RiTHRETFEeRH > EERTRAT AL
B HFEARER AL
L£EETH T SHBMETAR BG@E% L@EFER > R BHEE LR
R BFLRETH TS LR —EAARELTEA OB 4
o B —HEA%EE S AERSGF X > 324 A Intrusion Detection
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System(IDS) » 43K AT A NRAR R & & > FI A AL R Hak
DR PO &IBE R FEITILY - IDS HMABF X LT BHwiE 2755
Anomaly—based detection XA & Signature-based detection > AT & F| A B3 1/E ¥
ARTHEBRBTR FREBTREFHEANY  XAXBATROERAEL
ﬁ &h%ﬁy US| k%ﬁk’qﬁii@ﬁﬁﬁ%ﬁm%ﬁgﬁﬁ%’
e HELLZAEEE BEAAAAFTELEGTX > EHEREY
NEEATILH » RHABRE A CHARRRAETEZLTE  HEELHER
BT LA A O A BB AR & - #1488 B 4Z LRI % % Host-based
IDS(HIDS) 24 % Network-based IDS(NIDS) » B2 % B % » AT E £ ¥ X 44 E 84T
Bir o mAH R R HEKRIOEETESE - £+ NIDS X % 4R 4E A
Signature-based #4918 8] % =&, °
Kt £ 782 4% Snort # 44 2] Android 478-F 4 » Snort % Signature- based &4
NIDS » H &8 L 1R 2 ¥ ey — 2 IDS » R{aghieig A LB 2 H F g >
HRFOBRBARIEL > EF Snort 2| RABRFEF S ARA > LEMAA
FEEATIHAE B3 o AT A A Snort #4788 42 48 384T 8 20 AR R L4
c ®ETHA PCANB P& LR MH T UASEEITEH FE& L 2
AT FESAEMRB(ZRMNCPUERE ~ X0 BREE - ARAELRE
MEEE) 0 PR 0 AR > R LA B SR B HIRE
ﬁ%ﬁi%ﬁ% FAESHRIK CMERARZEROZAALASREE > Flho g o)
o5 K

m

REERBGEAK
AHERERE —EREEmMBAEAL > TRREIZENREHURE
#HT JE A » OceanStore 42 2000 4342t T 5 S X b7 R 400628 > B &) A
YIRARATE R P AP T ARG B G W8 384T 8 ﬁ—i—ﬁﬁx OceanStore F 43 & #% -
FBEARERABAGAL BB EHNFTREBAEZYRARE T > BBESARS
A By KGRk o B3RS B E A AR ERkIEENE
UBAEEXGEEREN  mEASKRFARSE RENE ZLAEEFTHEHEH
WE B HARS Lo BB ZUAIUEFNE > SHRZEHEEARK
RiA » Ao RAIRE L BN AR EB RO > ARBEERE T RT R
HRE G AR o ATULB AT FIIR B AR L TAZ B A 48 5 00 R B R AR
PR T RE
BELAANBYEZZATRARGEEN €A AL EHBRRAEBARE
PREHR > 7 Lo f BEF I A R ART BT R L - T8
RN — I BRAEH 447758 4 storage server > 3% & — & storage
server * @7 — & 48 ¥ JE 89 mirror storage server(f§ #% MSS) » % &k 948 S ik
B o #RT LA MSS ERBE E R 0 2% 2L EFEFE k8 overhead #f K
% > A7 24 Erasure code 5 & T 32 i 649 7 7k F B 32 3% 3] 5 42 LB 4K overhead &
F & o 48 2006 & Decentralized Erasure code #% 32 & > 3t A £ ¥ X 952745
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Rk y o T3 2 4 2009 4 Secure Decentralized Erasure code # 4% # -
B ha s & 8 F BRI PR -

FEL AERAKLPTREGBRIE Y A EREE  AARSOESAR
PEMMA A LA R OBA AL - FRAYHETHEEEER
B AR E e AR S EmfRE L SEALEEERE > R
A RBEHERFREEE BT EHIRE - b2 sh > RAFET
U B e FR SR =

& REBEXMMHITHAHK

AFENFHE—F22ERAAHRAA4 BORERATREERABEESH
L RE4RE S IAEBEF URB T EQFTRBREF W ABHE - BEE B S ART
PATHR L AR - LR AARH P IR ERAVETHA LN _BERLAR
(Binary Analysis)## /& 547 tb A8 R AN B A X > SRR X P ITHRERBETTAHN
ABMENR Bl A TRFE - HERKX B LAY - HENTAHAIHE RS
H A i # CPU 47 R AR By AR BT 2 (BB B X Baly > RABI N R XBWYITAHE
Mo BOAEAEHBAHEN M BN FEFEIRAMEEHRETA -

o & RFARA

ZR AR B E R X GEH#N - RN FA RO BE > FEAFTZEOAL -
PO EBRETRR > CHEURET S ZBARARA - A TRARB TG E > R
VIRBIFTIEE AT ~ BRI R A 0 Flor@ g AR XRFATERN 2 GKE DA > Rt
THEMAS—ERXRARA AL EATEAZREMEAGKETLEAEZX
ARG - wRARAGLNE  KELAHRILRRAGAREHSTFERE > BER
£ IR R B3RS B A2 XA B A B 0 AT -

BT EERFARAG NP LLRARFEERRAAMICTHERE > A PR RE
R AR B AE - 3478 Concolic Testing #4t7 » %F & % Instrumented Framework % B ¥ #2
RPAT » B FHHENRAR R EIEER 5 55— @ » Concolic Testing € #Hix B + & 2|
9B — BRI 2 A Query > LA E A $E 8 RIRE A © gE7 354 R B > Concolic
Testing 2RI L F R ARV IR > AFTHEEA LB AREERAARPRZA L - K3t E
A F R U e E % 0 % E5 Concolic Testing 892k £ &AL » & L he £ A & R o9 HUT
#2 X R AR > 4& Concolic Testing J& A &9 $L.% £ /& -
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1°]

»

R T ik

AFEZOLTEHLEGEBERTE - ITH TSN ~ EEHEX M
24 ESRARAEREMETE > UPNAFENSTFE KRB HNHEAAT
Z R Ty ik

® AERKEBBRTE

AN EMREBZ LGSR ERBBRTFELBEBUATZHAE () T TiEtn
TERM Q) AHEBERZIATMH Q)R KEBERBITZTIHRA LA THEMN
B A EZRUARAAZEARBRAT S AHBE  BHAARARTFSEH S UBRH#K
EERAIANEZ B B REBRBEIBIETITHE -

AW ET 2R EERES RGN ERATAES () KATHESEBE
EW)E5 T4 (4w ORBIT Radio Grid Testbed) ## B A& H X A F M AAi#z &
REZBALEFHRTEELARERIBWITA - AW SLBEFEHEAMIK - ZERA
B AERMANEBEIBEEEEE DT > NT 4 LARN 0 EFEBMFER
Beomb > BRHIPIBEAMIBPX T > L2 THEMEATERN ) Q) B ALHER
K EBEATARGER TS (dv MobiNet) a9 2L BB S HE A ERFTHF & L
BB A RABE I ERW BT (2R R BB TR AR
AAR MR MRS AR W B EIAA $ B AR MR AT A BRI S (3) BT
Z K 93 RXF & (4o Emulab ~ DETER %) 3 —#—&9 7 X - AR T4 2440
BEAGETHEEGE NS LRI TRAMGTIHEEAT EHM > 262 K4 EH
B2 Xk o

HERZBZFEF 0 A ELARAERAY Emulab 554 @BART & L
BRABGEBG RIS AAERAREILZ AT LR EBRER T EZIAA DA -
bR ER Y T E SRS A2 X o i B R R0 RAEAE B B R 6 3R 2 O X R AR
AHRFEXARAR AT () pRHEXa aaFE20B0EE  BRARKEY
Wz Hl B (MAC layer) 89PF A EHRI AR TR 3 L RIZTAE 5 (2) EHERGA A
BERGERIEE FREERE) XN EEEP B RIS T/E FR A EHES2Z X
oy e Eeg 3t @ (802.11~802.16d) 3% s A 4k #8s (802.3) = UDP st e A%
FBEAERGE o R EEESE RS R R EEEE S REE > TTHEREST
P2 BEEBTRAIIFMNIFRZTIE - KRR OARERT SERZH KiE#E VLAN
BT R T REMREEITFTZERALAR TR > BT U NI EITHLET R
FEHLES AR ML - s R ER R EREBE T MAC B SR 8185 & 2 3%
3 LT AR AE A AT A S AR AR K HAT B A Ak B BE B A2 X S E B R AR 0 A AR E
& LETHREZEFBRRZ DR ZAR > URZT BT EREBARA TS B R
TR o

ARG ER M KL E R K (UCB) 205 HERRTREEET £
EBERZEREE  ARE— P HRERRZ AL > Rt EFE @ mwA DETER
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Federation (DETER Hf2) #9 % X £ % DETER F 48R L2 M EHAA S  IAA
P4 P AR A 2 T B 80 2530 & - /v A DETER Federation 2 7% 44938 83X -F & & — 4 7
1 At K2 PR32 i 69 Emulab 4% A4 A T E X MR ETRT S Wl ALK
%) DETER 4 ~ B E ¥ A%t WAIL +4 %) > /oA DETER Federation 4 %
1% Ml % ¥T i & Federation ##| B E H b T S BERM B2 FR T AHE— T 6 Tk
R EZARR - K3t £ BAT RN DETER Federation A& 2 47 547 82303 > &
SETHTREMZAFE AL a4 » 802.11 ~ 802.16d % & 4L M) 2 04 & I Bed) 42
AFEBRRGOREESE > AT EMAEETZIELTLAW@B TR ST DETER F 4
Li#fTEE 5 A3t L1818 DETER Federation 2 £ 84 P TIEX S HAL-F & £ ZF R
HE o AT EX R BRRAERE A TS L R R b B R PRI o

B ARAGUBEREATEXMER A EEHALARTABETREBEE LR
MAEFNATFES LRTEFKEREBR TR - At E LR RF @ A X o A4
FH > B A EH (Wikipedia) 2 X AR AT EX T @ b (http://
www.swoon.cs.nctu.edu.tw) o B A /AR 8 X4 (1) F SR f 2 K BT X
Q) FERBEMBPZESTE Q) AREARERTRUERKEESE - Kt
Z 9 A ELAMARAB R R AR AR LR - WEE R E kS
BT AT 4 LETEGERBRETR  NERINESZEAFINATS LEAE XA
A B REBI R RBDME] > UIBAAT LR XL B G ER PR R E AR
JE o

® fTE-TF &R MH
HHBFEFTH T EHREME - REERBEFALARURITEHFEONRMAR A %
B4R RA R R ok
1) BT HPFEHRLRA
HRIAATEFE4TEF 45 » 40 Android ~ Windows Mobile ~ XP L & Netbook _E &4
Chrome % » B %478 F 645 A 213 5 M 2 B H > dofTIRIE A B K2
PREZWRA > MEBRBNABBLBARTITHEEL - BATE Y @ORT
Rob o A RIS BATIE B R A7t mh3E 3% E o3t aAa M e PR -
FHBAB D Z R RSN E > RS B R RIR NGB AR SR P B AR R 0 B
RE o A ERAEAAMOH P 0 BIE L F Rk survey R4 > B d
St E o) R A BITH R 0 RE2 AT e RN e BAEGE K a9
Lo BIMER S S BN IMER GR 0 PR RARBEABRMAGAE > TG
R EH - ZiB o BB E e R T A RIS RER » RIE R T
TARES) o
Q) Z2EMMBEASL
A RAF R T T REAX R DT AL BRI ENBGERARSEZT
G RATE AT LARE R A R v AR 0 BT 60 BOR R T IAIRAE BB e L
B REREER o ARG T AN TR A U E R 5K E X
RBBENANTHRAAAOBEAREY  $F5 29 REREBTAREENY
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SHABX > RTUELE LA RRONEAX - HIVF LT RABHMEHT L
homomorphic signature ¥ proxy re-encryption scheme % &4 #x #7145 & > B4t &4
WA SRERETERK > REBFTERGEHALAREM S - KREAR
RERBFBEARMRE - MERMA TERABMZSE  FEZE2E—EAHL A
SRARBRBIIOESAAEAMRE AL WENETRERE > i R FE6H
o ERETEA > RBREEER  EARNTRAHRARAER ALY BAE
Q) THFEHNBERRA S :

LA MAE L > — % Android F #9478 F & RN CPU st R K ~ g
2E - WEBPERARTEEZTERA] > FIFLRARGE EE o R T IETes
BTN BET USSR T HE AT IR SRR A LR OIR
LI L EATE) T & L ey rh s L AR RR BB o AP R E BAEFS A o T &
R A AEARITEH TS L IUESROGBEAKLEEE > BRE:
BAGEEZHZEHS] - AR LS > B Kl AMRRAR] - FHBITFH
ZERABRAZEAL BT ER A AL ZTRBE AR K HLIREILBZHI
TEHFEeLE-

® BEREXMHIVAR&
AFHREHE S RUAT B - (DTEF &0 - QO E% KX Eel 1% 405% ~ (3)
i % CPU DA R B) & BRAF 2 i AR Ak o SATF A & SAMURABY A ¢

(1) THRFFRB

o RXHEERTHATHET > FEEUASCIHT ARG LERENS - ZidkE
B LA TR T X > TURTZELET A FENTRT S - AAEREAT
RORHRIRE FARTNT R - A TR BAML  RTHEAB L R
R HER T USHRE A ERNEHFBMRE - LT A B AT F HHEX -

a. IP#&RK

b.  #EukiE s

c. windows #§ £ &4
d. unix-like #% % &1&
e. iframe tag

f.  embed tag

g.  windows ¥ #4THE
BN RAATARBEZARLTARE - EERRIEENTAEENE M T A
%a fldo 1 F R~ Office XF ~ /N&BR... ¥ - 28l E A &8 TR F #HEKX
BAETRASZAALERETA EFLATRATANE - EERRTRIFH
FEORERX - KT TTRTERES S FRBBBMTERG TS o
AT EAE T 09 FI B

(2) HERAMEIHE LB
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WMBRHIE R Z g as %H”‘Z LA koo A B 3R B8 A R B ML > M%BAE LR T
%%Hl@i)ﬁ%‘ffkﬁé’]%% A ERXBE L RE  FARBEREZ

o B TR B BPUTH R R — XM SAFEIRAE A & By 5 3088 3% 48
é’J RS o 1240 o) BHE B BGRAE N A R A L ERE K o B4 Liunx & file 35 4
RN BHAE B FI BT - file =T LAF| B 30 T 4648 FAE KX - R ERE AT - HMIH T
BRUR A5 THEER X0 T -

a. MS Windows (DLL) : dll

MS Windows (GUI) : exe
ASCII text : inf
MS Windows (console) : exe
Macromedia Flash data : swf
Zip archive data : zip
ISO-8859 text : htm
PDF document : pdf
Microsoft Office Document : msi > doc » ppt> xIs > shs
RAR archive data : rar

@ om0 a0 o

— o

~

troff or preprocessor input text : py

I.  python 2.5 byte-compiled : pyc

m. MPEG sequence : ico
BN EREGEERABSAER  CFANBELAKZIT - RATFRERERT
B EHAE R > malig o ErE S BEIIER - bR EHR XA LOHET S
SATE B AT Ao > Fikkeig ATk

(3) E# CPU s {8 3] ) A& B 45 3216 28 43 b
% B EAX eEREEE B (Buffer Overflow) & 3E A shell code » & T ¥ 41
program counter g firht > B ERZXNE T 4id BAZE ER B - M ARILH Y
BRI GFRARRE T F| A CPU 354 call~pop T M4 408 4T85 6y e & B 2R, o
B THRABNZER SR T2 SR Y328 1% 44k (return address)» b4 4744 48
& e — Bk ey x86 CPU » RAi#k4 &8 CPU 447 B 09k - &M &£ 518
CPU #5 4 call T2 /% > B EN—H M S HMAE 5 EHRE AN Y17
B M R sk %42 X B A call ~ pop BR ) 3 B hk 69 AT o R B 7 IR etk B
oA R ARG EEEE - 2 ﬁﬁ-"?‘iéﬁ#ﬂ% CPU ¥ 7% Mmi 3
REdR OV Epb s Ros 2oy A B4 - it CPU BB B TR R TR » &IE
& 45| A python B4 &) pyemu L*@%ﬁtb/\#ﬁ;éﬂéﬁ%%’L‘HTF&? FdF 5
pyemu &9 % % > BRI B E B e R A a0 KRS 0 REAE B AR BUT B A0 R
BT B A R o
IR TR E N — XA R R T BA B n BUT O BT o 4 F — B A]
B—BAEE > A BRARDAESEIART R ENFRERHNE - R
HATHRBREE RN E > F et 2 %88 8
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o BXRAKRA
Bzt E U E R i K24 5k ok (UCB) #H48ay Catchconv & BT 4 » 47
B 4 S AT 69 B2 SR AR R & Hu 89 B A o Catcheonv 5% B ATAR E 1B 5 ~ #MiT L 092 &,
KB A& BB CL R ANHREHEY 0 £ L& EBTRMTE R T RAFTEERSFKR
EARNERI LT EEHF S LENRBBIT R EZOR EHER MR
HREARASETNRBEE NN RSB NS HERTRKE -
4 Catchconv 94 R:& 42+ » HAIR AR — B0 RRXE R - A R & EHAR A
A eI - Catchconv H§ G B iE i R X FUITENS  MEZ T A BANEK
iR o 3bE AT 5] 48 b2 KRR 09 AR E A 5 Catchconv & @ 4R % B AT 42 R PUATB
RYHEENTREMFHITRE  EARPDITI O RPTERBIRABRG BT
o HA AR R P ey A2 X aB 4 (4o © Buffer[i]=0;) - Catchconv #% & & 3%
A A TREG R B K > 45 %3] 1 A8 Buffer[ |69 X/ » © B F B BEEEEE
fir s B —F @ R KXPUT F e EAFFATREZ (Bl | if (i>0) 000 else XXX) -
4o R B ATAZ R AT 89 & >0 i3 — 153848 » Catchconv 5 & &R E £ TR R EH -
1873 8 3 i<=0 > & B R R T RIUT B —15EBIRE -
F AR 42 Catchconv a9 R BAZ + - @B & & A S EAR QKBTI
iZ 3% Catchconv #94R R S 1FB B F » fl4o @ HH @B for (i=0;i<10000;++)
Catchconv % & @ #f i<10000 AR89 HFATREZ RO —F R (=0 ~i=1~ ...~
i=10000) - KM S LA PATREZAEANBREN  FELHARAPE TER
BHATRE > BRAFARMER - ARG - RIFUA LB EER
HAVA L AR B AR RIAE R T o R HAT AR Z BB R BARKRM
1@ 7] 3% Catchconv £ A2 X 49:@ 2+ » R EE B -
#1147 Catchconv 8942 X AB15 2L » 5 H AL H o AR RiB A2 & P78 B 6 4 1 >
XER OB AT XERTRBAT ARG S X B E - BT RHAHE
WEEARER - ARG X6 E R FIETAR LA R R E AT R 0
5T BAA% 25 =& 44 Query 7% # 4t Catchconv £ i © 2 4% #1915 2 Catchconv &) ¥ #2 &,
Wy EEABITRAGBRE T - £HA AT H9% 6 Query FF > RAHATA 15
#5 % #47 Query * # 4 Query Solving 44 B Fi] » 3g i 2L g & o
B T8 E 488 & Query sifEAL &Y 2 4h 0 FA97E & %] Catchconv £ R 5] B A 894K
RBEY > AHF S RZATNE S T &M Query & » XFEM E4 Query 2| 69454
X 0 B RAM B AR AT E T A pE o 18 F 4849 Query 0 M4 9B — Rk Query AT i
RERE o
BAI R AR A A AR o R 09 B3R > 8RR 0 X & S &4k Query @4 o KRB
Catchconv 89 £ #2 X, » 1 £ #| A Prefix Tree 2k £04% B AT & 1k € 484% Query i@ &4 4& #F
o % ho g AR AR E B ATAT BB 95 5 X BATARE > FIBF R F €& H Query B T
DAL o LA R0 B 4y o
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A HERBEARE

DT REBAN AR A B R A EBERT S T 6 2R - BENE XM
DA ARG BRBARNZAEOETE  BRETHEITRAURE RRE -

SRRTWBARTLE (RRE 100%)

ATHRZIAFRE TR EL T

1)

(2)

3)

C)

RAABRARTFEZ o4 (100%)
AFERE (DFRITEHEMHATELAML QL EABERZIETE Q)asH
WZ TR MR T AN S RA A R/ R EB AR T &2 E608
FRARAMAFT I HREIZ A B REBHER T S X HTEEE - RBE S8
BF R E2AEABRAY Emulab A 445083 -F 4 LI % & 47 49 8549 30
A ERAAT TS EN I E AR TS A ZK D (1) Emulab #)
AEBRESVEETRGEN T XN TUERERERZETHATRZITEHAMN
QA HEB-TF S MRARBETRETRIZEMARENE  BELTRAIEL
TpEnzeR s Q) AR EREGE ERRKOESRD EEKEABIR
ZARBAHFT X THRHEA REBART 52 BRGNS ERHEYE
B G EBRRRT & X AT IR M
REAGEBBBRTFEERZREE (100%)
A EZ R @B EE TS5 A Emulab A4 X A @R AT &8
B DHMERRBEARRSZIEE - AT EXERY e E P ABEARS #
EREEARS - (1) HHEARSEEETRIETHUEE > A A EREEARMIE
FEBIMBREBRRZER TR E2 TR BEE . Q) EAXFAREE
BZHREAHETIEERERIFARAE R ZATEILA TR > EAETEhEREFR
EAA SSH #42 AT 2 WM TG o B8 > K3+ E R4 UCB oy
DETER B4 B B2 3% 0 &R B KAG B 3E N SR E I3 > B F B ENRE W
P2 EMRANTEBZEERXAERRE NS ES -
REAGEBBBRTFE®RAME (100%)
AFERETEBREGRAMEBRRENESD B LR EB R G MIFZARE -
HERGEBAR TS a8 RDREZIAL : (1) srEeHEa ot st
ABCEE > HBREKK EOEBIESRE (MAC layer) 877 A 42 4] AR & A4 3
BHREIE; Q) EBRAGAAUGASGERERE (FREEHE) 2 NE1%
L% AR TAE R B ES SRS R EREKI A (802.11 ~ 802.16d)
E A s (802.3) 2 UDP R#site,  MELAA TR - A3+ ETFH
%Tmiﬁﬁ%% WA EB AR A UHBMEREN AT S LT R
4 IR A B
B4 EFELRDETER FEXTXBRER (100%)
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)

AT &S #4 UCB & DETER B Bpidtdi DETER Hf % %24 (DETER Federation
Architecture) > #2 DETER ¥4 5 ZHMILZETHRER - KT Z B AT TR ARAA
DETER Federation Ff % Z #4550 47 8RR > CRETNEREM EZFEE L 4/
EEHEX/ERREZISEIERE  BRATEARETZIEETERERE
Ex %77 DETER +4 bi#/7#E % > 543t £1@1% DETER Federation 2 % &£7%
BT EXREHEMFEEZETMER

AR WBBERTFEHBEXPERAEFHEE (100%)
BmEEREAREEQEBERTSETRANAEAZEEM A EXARABNTE
FREEAZEBEQERBEE TS ZHA 0 0503 tooh SR8 2% 8148 A
FHFM LCHERBHOFTXLAHERTF ST HHEN
(http://www.swoon.cs.nctu.edu.tw) * BAL B3| AN A XL EN RS LM
B 4B 5 ) SLER I g Ak ] o

THFEHREH/F (TRE : 100%)

ATHRZIAFRBZRRELT !

1)

2)

BHITH LG EL2FE  (100%)

R RBATEAEATEH T & > LB MR 2RARAMB X - B AT T % ARA8 B
HRAR

REEWMMBEARSKL (100%)
CRER—ERBENEEHATREENEHBERY AL TAHMBFIRE
WX AN -

FEASRBGTER LR T 0 KA1 EBAN T REA I E RS HXE
S RBBNT KR AKNBEARS Y > 528> REREALTFAMEHK
NETRAEX > WTAE SRR RGALEAL - RE—FRE > wRBE
SEAH—LREFAREFLRNFTA > B—2BAREHA —LeHmth - %
ZRESUAEXN > RIIALLLARBANALHH M EIRXNBEES
VEAF BN E A X3 > RBERAFBEFNEAIIFHELSRNELEAX - FEHN
BB E L 0 ER LB FRIIRE PG REAIREHEEER
FHE — b3 R 0y B B AR R o SRS B B S AE 0 AR B AETR R B
TEREZECE BT G SAFR S HEGFERARSRE TR
o RBEERAFEREOITE TR SMERLAX - BHAINEENR  HF
PR AL ENG > AABALBY > 2EARSLEEILES > 448
IR BIERK BB G AR BREEEONEETN AN RAELLBHENHTE
FHESR o AR E 80 4E > 1F R ME A -

EAKRAOBERAOAR T - BV o ANTE R E AR S R E A A 5 77 B TR AR A%
FRRSHHE > AEFERAER - BERLHEEFARSE B AR
PR AL 4 3% o) B8 38 T 48 % A TR &) > AR server s 6 BB AR 4T > B I
B AT FIE IR B8 8 B R AR ER BB A AIRS > RAIVER G EREE
PAEHETRPAEROAZ L AN BB ARG EREL AR
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3)

BRI EAFEMLT BT ERRELGRAE - MBMIFREILHERN 2 SKEE

A AT 4R 25

(@) ARAEABXRWHIBENREUARMSSE » RIRELREE RN @EERA LR
HEEIEE -

(b) ZHKAANERE > 7T &K A Android &9 4 4% .apk > 1 A & 7T i R ~
ok R4 o

) AARTIR SR LEAGALBERER  TAHAANBHEERRTS -

FHFEINERR AL (100%)

A3 AT Android A S8y ST R R AR B 69 2 23R8 0 MR T AR FHRAER

PMBALABRLBEIZTNMT > B FRIEVEHNZITZEHE ~ATF

IR AT REME ~ TR F # L &) MMS 34 # 3, Bluetooth s # ~ f£ & 43 4825 L 1R854y

ERATRE  REABEUIEARETSINHG  £F. .. - RERTUSHEA

REEHOREME  URETA LB RABZRERAE > GBERMGHAR

BHR EAECHERN FHE CEF M KA AR F 3088 2 Ja 00 B A S8 4

3, > /2% Android k% R A & %| iptables Z 5 K& &8¢ » LA & tcpdump Z 3t &34

R MAAEHKREH OB DRI EBRERE > b KIIA R

Z ¥4 Linux b3 % AFR4E A &9 Snort # 44 %] Android > EAE 55 #] F Snort 3% K &9 3h

fE > RAEMRRATFHER Lay et 0 4E A Android £ — 3R ERBIE DR

B BRAB LSRR -

(a) MmAEb TAE3E B F &AM A Snort 54 2] Android /778 F 6 L A4 A
Android L 3 —2 B A S EERBREZINEERM A% > Bt A48 3RS
XE M o mbBARREA AT R 2

(b) % B AT S4o LRk F 8 B AR R & 4 (IDS)# 44 £ Android F 4% > 7T ho 384T
B ERG PEYRAMN -

() BRHIMER  KEEEAFANFTERHMER -

ABBFTEF S T @O T HRBER MG IBEANRTAFUER R QYR AR

HZ M ATEm 2 45 N 4hie B L AR EEE A 2 RIBEBRAZFHEH

B RNREE

-

BEREXHIASL (RAE 100%)
BEHEEXMHIWALNSFEMBERRE  FAOTEMEE - RAKEZUSHIE

PATXH R EREMAE  MEABREFEAGEITAO T > REIEEREN
HERE - MATFHAEZIBEBZRRELTF -

1)

TRFEESH  (100%)

BFLLABENNT S REXTA LCOBBURN TN - SIS RIT AR
BRAAXATAHRBRE - EERENTHERBEEMT AL > i B h - Office
XAF -~ NBER.F o EREE A AT TRNTERR C BATRAFRZAE
TREMTA FLATREATANE BEERRTREFHEORERA - &
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(2)

3)

FEETTRTEREEA  FAERLBEMTROFT S > MBI R EHIE L a0 A
B o B 848 FAEAREE - RS R ABFRRAZAHE R - SBEM LA
IFR IR TURBEZEATAFSNTRT S - FIA ERETEAHFHER
HREFARTHTE - ATEZOBANE  ZEAELEILE Rey > R H A
BT AR B 6948 R I RS MR E -
b 3R 4% BAE AR, & - A (Regular Expression)ig B £ P AT A THO T B kA
oo mEIE B a1t

(a) IP Address - 4v 140.113.1.1 ~ 72.65.11.101

(b) URI - 4o http://www.hinet.net ~ ftp://fadsaf.dsafdsaf.dsafdsa

(c) Windows UNC Path - 4o c:\windows\ ~ d:

(d) Linux Path - 4v/usr/bin ~ /bin/sh

(e) iframe tag - 4w<iframe............ </iframe>

(f) embed tag - 4u<embed............ </embed>

(g) Windows ] $h4T4% % #% - 4o winword.exe ~ command.com - autoexec.bat
RELBHEXXTH 100%)
BATR % ZEENREARAEREHIE LR RED|BRBMER FILERLR
WEEIRE - Ao B AR TR EZEENER T EEELMEE - R E
FORARMEAME  EFRC2 TAERRAG ZEENBEL » B THA
B R RBIEH B L A E N AR X RGO TERIEE - AR
P %4 Linux a9 file 454 Ri5hBI4E £ HIET - file TTAH BT TR 4K - &
A ERE AT o INPIRNIE R A RER € B8 3148 4 AT fofuIRME $R 58 A B
Btk > MAB ML LR TERIRMERFHTHHE R - Z—EERBL L
RE) > A5 A Rt B 2k o ABHTRIEEEHTHEBS B KR — & > UBE
&AL P 20 5 3 3R 8 #3248 00 RS 0 1205 B 69 BHE SR BCAAS N B AR Ay S B
X ABATTR HARTREZBZEZILLATHEHAEEXRKX > B
¥ B XL BG4 Y HE-T B 47 B ATHE fw -
## x86 CPU R e M Lo THE (100%)
HANHEERAHALHERE WA KRBT RAILTEEZAFICRALE
B2 P ey fak - M B AT F A 09 A A A Call/Pop A3 R BUAF sLie (B Aok o
BAVFE OO AR E R CTH BB E > FIA X8O R@FE > K BEEZETHM
i 7L 48 % AF x86 by 45 2 AHAEAT 0 A R 48 3% R x86 2 XG0 pATIE S ERR -
% Call/Jump B 94 > HiAF LBEE R AE - 2% —18 Call 1935444
A & EAT — 18 x86 cpu Bk B R X FEPAT > F —EARRAATAIA & Call 35
% BAS AR push 3 oy eip EAFALR » RBNAEDE 09 BARAEIE R P oy fonk
M — AT REBARELT YR ELERADGFFE eip & 27 ° A&
44 Call/Pop B EBAT B TERAATIEME P ayfata)FN > WARF THREE
ERERA ABBITHERY SR ER AV TREZEREGE - i/
IR TR AT ST ARG AREY - BPAR A MR —18 Call/Pop
7] e
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LA b B —f8 B 44 shellcode £2 X 45+ — B 4689 3F - > f& 01 47 8F 84T call 3k3] 12
4789 coded gy E - A EA4 Call/Pop &9 37 R A4 13 478 call code2 BkE 02 47
1% 4% F 2R 03 475 £ 34T pop ebx > LTI AIA] 13 4769 call FRiEERE R P )L lE
R nEF B R - RFIGHRRXAEHINE] BHRGITS -

Example:

01 jmp code4

02 code2: ;call %] 35 % 4 4% AT

03 pop ebx:  ;5# HArhk o HE s hk B4 ho B

04 xor ecx, ecx:  ecX F M E
05 mov eax, 090909090h  ;eax KN\ 44
06 codel:

07 xor dword ptr [ebx+ecx*4] > eax ;B 45w %
08 inc cx ;3T %%

09 cmp cx » 03ah ;3 2tk # ebh/4=03ah
10jlcodel ;& A3t E g3t E

11 jmp code3 ;3 & 7% B Bk 2| shellcode english
12 code4 :

13 call code2

14 code3 :

o RAXRARAAHK (RAKE : 100%)

AFARZINFBEBZRRBELT -

(1) # Catchconv # % % B &% X8R AR K uHam  (100%)
A3t 44 Catchconv M TRABR QB REER L > AR ERELT 4%
& Query #9145 > Mg m A PUTH E BB ARBEER - XAt T L4 HEEAERLSZ
Bl X AT E 4R 32 B M AR 7T LA 4 w49 Query $/1F > 1520 7 Catchconv 4 £ 42
X R HAE S otk ~ e iz ek Query E94F 0 LIS AR Bl R o

AFEmAEZOBARER > BRNRUMEF S IR TRIATARGEH» X B

Z 4B R 538 0 B BbAE S % 3 for ~ while ~ do-while ~ goto ~ function call % & #&
A OE » e EAARENEROEEH - HEXTSEEARAZR L X
HTHEEZLHRE > ERAETUREB B F 00 F R > AR R a)@ B4R 5%

B RBREEX &k AERX S AT H9%2 Query FE ¥ > LR I THE
Z YRR 0 AR FH T AR @B AT E 4 69 Query o0 ARLE IR B ug o HRAE 3T
DEGE  RBETEENEERABE

Azt £ 152 Catchconv £ 42 R, > & £ #| A Prefix Tree %4k €48 Query i@ &91& 4
% ERBBRBP A S LT 0 Bp T A9 3k Query E94F o AR 0 F Xk
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(2)

B (F#) &ni% - H¥JE 2 Execution tree AN ATHES 2n > b5 &k A
A e BB F 4 77 4k Prefix Tree © A7 » H A8 % & & 4 875 & f€ & Exponential
Time &9 85 E4R 42 X > B b > %479 2 # &4 Polynomial Time P9 &4 & 7 4 8] A
AL Bl ey A R & JE I8 % Exponential Time 4 45 A7 4 o1 A5 69 PUT K B R
5 o

Mg asRAEYas (100%)

UEdZABRGERERERA LA EM K3t E LB Catchcony 22K - H
AP AT E XA LB B E R ARG ERIZEEEZ T 0 XA tools 877
K ¥ Catchconv 7 & % 4 » Catchconv ] #4788 42 F of v 38 [ {5 8] £2 &, » 188
BB AT E A BEEY X 0 R EHEZ Query o A3t E 4T w AR H Catchconv
ER2XF 0 B1E T Prefix Tree &4 > LUE 4255 €& Query B a4 %
Catchconv #§ &4t ¥ B ATi8 2| o4& 1F 0 L BATAR E > LR T £ F 3 Query sbikfF
ax e

2 KR B BIRAIRER R SRR 0 38 Catchconv R R BATES > K E
#> Source Forge 483k L : http://sourceforge.net/projects/catchconv/

& A %< #] A CVS (Concurrent Versions System ) T # & #7 IR R Z
Valgrind-Catchconv :

4255 F 4% Valgrind-Catchconv &9 B 4 F# AL T 354 ¢

cvs -d:pserver:anonymous @catchconv.cvs.sourceforge.net:/cvsroot/catchconv login
T Enter 42 > £ ZaEHEAN

B\ UL F 45 4 F # Valgrind-Catchconv :

cvs -z3 -d:pserver:anonymous @ catchconv.cvs.sourceforge.net:/cvsroot/catchconv co

-P valgrind-catchconv
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%~

AR

A EPSTARFZRRT 2 HESIRARE - EF S E

ZHTERR - AREE

Fqn o K& oM A EATRE HAir T R XA

—

B X AR

ARt EAAEE ST SRR g A2 A A A B UC Berkeley 47X AM K > H

[

MMEFEZURE AR TR T £

RAMRZABREEATEARAINZEG LT EBER TS - BEEHE 24~
#2 OR R AR =

2AML o P2 AR ERAECE 23 R B
e Ut Berkeley PrKOefi. thDOSukgloTWyegrar 2010 43
BB R UC Berkeley Prof. Doug Tygar 2010 =45 %
FRAA 15 UC Berkeley Prof. Doug Tygar 2010 4k £
I iAg UC Berkeley Prof. Doug Tygar 2010 £ &

= RRAREE KRR &

BATE P & X2 T MBI Z b o TFH HACAR B AR B F AT & R M

AAZH) IR KA B 4o F

REEWMRBIAT A BT -
ﬁ?ﬁ“%%@ﬁ%éﬁmmmzﬁaﬁ\ﬁﬁ&M§é

IR XS o

%zi'& %]45 P ] o

Air Signature - The Finger Gesture for Security AccessGroup Key Management
Group Key Management

DNSsec Security Management

Malware Detection and Behavior Analysis
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T AR E AT 4 5 TR MR R AR EATRA

o EREEGEBEETSEDETER ZAEESHAEKTES
DETER %8 %424 (DETER Federation Architecture > f§#% DFA) % UCB #4

DETER F4 B BRArie B 69 A @B AR F S X BREZF X EARAB S
FIBFE A % A% Emulab AR# X ERARRTF SO TRK S > BT RRE G ER
B EE - DFA A MAERE GIEH B RHBBIBEFEERIEILAETIZ: (1) FhRix
#1255 (Experiment Controller) #R4tfERAE —EREZENRERBE TS TR @ HEIE
& BAT S 4 A4 B AR 6 X TR B R (2) FEBRIEH E (Access Controller) #
BAREZMEREFZABEEZFRADARART S 2ET R RRZINETEE
RS R BE B2 Pl ey AR T c FREN S CAE TSI @BEBRTRAESHAETR
Z PR S L i 2k (Connector Node) » i& 4z 80 BER45 A SSH @i &4 H X 1%
MERNMERIL wTEW Aw - Bw o) Al 2354604 Bl 625 4
BHOEHEB A FERg ey SSH BiE{8%4 B P44 HE B 46
BRI A EERBSH I Bl -

S5H Tunnel

Connector Connector

Node Node Testbed B

9 : DETER Federation Architecture $2 2 SSH i@

AN EFAGFZEY B R EBEE TS 2 KRG EA Emulab 2 A 4483822 4% -
7% 4 DETER Federation Architecture Z K% K o K3+ ZE B AT & T v A DETER
Federation FF % Z M50 #r > ERAFEFEBBABRE RPN SHEFRIER S
A o bdh 0 BT T AT A EARABNHEAT S EREBTRE
BEHATZAF L A 444 %) DETER F 4 - B3R 802.11 ~ 802.16d &4 & #t 5e$y 42 X fv
EERG  HRAFEAETZELLGEBERS TN DETER F4& Liti7E
H ;5 A3 £:81% DETER Federation X B &4 T EXBAHE TS L ZFTREG L
EHERITEZEGEBREPEEIETFS L RiEEEIMMERZ PR -
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® RANZERRALAETREBZIYGERFEEL

(Air Signature - The finger gesture for security access)

A EZRAARABHBEERAZRELNPIEREEH A G HET—E2TH
BRIt e A H TN B REHRELE X UM BRA LI RO - ZREL AL
—PELVBREZ G SRERY ERASZTEAERTHEAEZ PR LUMRE »
BREALGERIRELN TG 2B LOBIEE ERETHEFHES
BHEATIOY BB R L Z 0Tk -

° AR LB EHA LRy (Optical Flow Tracking) &9 854% 5 ¥2 % 47 2R 38 %45 A
H o) FARE I o IR HE A — AT SRR IR B R R 2 B8 36 M Bty o 12 B
REFFAIHRABEARE BEMBREZE - BEMBHREFR K o fldo :
KLT (Kanade-Lucas-Tomasi) ;& B ;&% 2K =T LABP RSB #t B A2 2 8514 » 122 B 42430 4
W kA E R EiE o B KLT EEE XS H®RH Mm% iEH B 42 5 SURF (Speeded
Up Robust Features) ;% & x4 A 40t F (descriptor) 23 74 #y 5 943k oh s 2 A5 42 M -
PriE BAR A A R RBIARE ALY > TRAIFRDHZBHEEZE > A@m SURF &
Bk BE R LAREERED I E S RANB G AN E > B RA LR A
%t o

BTRITZRFLZHRE > R EXIARTABRE T $IUTH LR H AR
URABGEREZRIABRERER L PATHE LR BB SBER S RIE
BT ATREMBESEREYIE > A RH B RBAZE N > ER BpafEaey B
B o EARFEF > ARAB KLT AR R8s EE % > 0 SURF AR
R B PHRIE K o

B ARAT AT T RO EL 2 Mey B3R mmaz (1) $uT KLT EES
AT B R BAREMUARB TE®EN > B KLT FERaF EARERIK L4
HREZE®RENE KLT EHE L6 8 T4 SURF FHE LB G REHE > B
SURF B k093t B2 5 (2) 347 SURF SZE R0y T8 a4 KLT FEEER
HE@DBE N P IEHABE O BAGE > W) KLT E B RSB B AR %
BIEHEANREBT A A R £ S RMZ BRHANE DL SURF FH A G RE
HRTEM A ENFTRENZ B AR ERBZEDD T EANFHERIE A LER
R F R A P HE o
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Output Frame <

YES

! |
! |
' |
' |
: ' !
Initially . .
A . , Limit Area for SURF Object |
Recognize Object > KLT Tracking > e
by SURF | Recognition correct ? A |
|
| NO
L )
Thread of KLT

/S TS D Gh GD GD Gh Gh GD Gh GD GD Gh G Gb Gh GD Gb G GD GD GP GD GD GP Gp G G .o -
| |
! Recognize Object by |
I SURF in Limit Area I
| |
I P
------------------------ > o Lo
oo anneaas ) Expand Area and Find Object ? Pl
Recognize Object : P

Data Transfer between :
KLT & SURF Threads Pl
|
Pl
|

Update Features to )
KLT Tracking

Find Object ?
[¢]
Thread of SURF

Bf: PATEE 2Rt iy EE A f2

® FHPEHREEERSY - REEMBHEAKIARH

AN EXRAARABCRAR—ERBEETHREMATREEGEmMEERE &
Y THEMAMBFIRGHERXAESL - EARXFERLEOART > KA1 ERA N 4o
A A E RS BAEX > ARFATHA A G EARE T §F 25
RERBBEFAMBBENG I RAEX > MTURESBE R RGALAX - RiE—F
RE > W RBELSBAEG - LEREFAMBEMERTE > F—2RAREHA —Ldih
T v BRE MK E XS > KAFLLBAREFA L 2EF01E B AR E
R R A RARERE RS REAIBNESAMEAX - U TEA
Bl > ZERE A E B ER  FEHILEFNBFTRARE PG HERARSKFE
B E M-SR E A AR - BOEBGBOIRE U EHFNER >
15 ZBE BHRET bty 2R AR BT AR BIRE BRESR 2R E > Kk
B A E R R E TR SMEAMEA - BHRERMA > BAEFARS B ILE
Vet > RAFABYE > 24FRRS CLAEILEE » & — 1845 IR S AR BB T
FIMR BB AL 0 B RRANA E 2430 ERHESS B E 0 81F - 13230
HHEAX o T RMHR X T

Yi-Ruei Chen, J. D. Tygar, and Wen-Guey Tzeng. “Secure group key management using uni-directional

proxy re-encryption schemes”. in Proceedings of the 30th IEEE International Conference on Computer

Communications (IEEE INFOCOM 2011)

ERKOTRAGFRT » RAVANIEF IR S R B ILAE A L FRGM R AREF
FRBEE » AR F LA FK — B RS BERFARES © B AR RE
FA 4 3 60 M 38R AR & A TR A > RAR S server s 69 W3S AN 4T B S R APIHE H1 4 AR
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BT BRIV REREEEGEAIRS > ROSHRAOTEREERAGE THPL &

BWREZADEBMBFRAMSNBERA AR T ERMEAERTEHNT

HEMREAGEAE - MBMIPTEILHER 2 REE A U TR

(@) ARMEABXEHKAEEWREABRSEG  BRCREEE N GRERAFEELE
AR -

(b) ZHRAANERE > 7T &K Ax Android &9 4% .apk > & A H T B HE ~ H#
B sk o

C) AARTIRSIBFEARBLBELELE  TAANBHEERRFS -

o ZERAXIHA&K

RAARABCHHEZERA O AR EETHRETEAR R RTEART
R MR EEEBERRET S BERLRBIS > AR E B S BT T L
WHWMEIERANERARE KPR RAANKETRRIMAEEAEEETHR
BOAPERLAETERRER - Bt REBEBEXEZRAAETFLERASKL
ReWER % ARBENEREA OB » SANE M S NI L #6748 B
BEAZEER BA—FHATHHFE BFEREANEREOETHBRAALEE
REHZRWBRRRABLER 2 HFELE A TEBRANAEL T EERIT A KR
B BBATERBERXEBERANERT B — AR A H 2% X7 44 CISC2010
Z Best Student Paper Award ¥ & o

o RXRAKRAA&K

Catchconv & —EH & F#E T MR R EHR X RARB A% > AF 5 BT
StEERARAITY 0 BATC A0y T3 £ 4 ¢ AR A &1t ~ AR Ei%1t (Amazon
EC2) ~ AR EERA L - BRXRFADRA L ~ 2B R R4 ~ Query 3 th 45 X,
@i (SMT-LIB) -~ %4 % #dbeyimiR A ~ 2 AR &iEit CaBE R ~ E48 6915
k) . &

AEHRAEEB o K245 Aok (UCB) B9 oVEm B A st - WAOEE %
IEE T = BAAR T AR EAEAE 0 XARB] U 0 3 € A3 Catchconv B A 4t o
oA AT ERANEAER - AR FA BB F &) coverage rate Fuz & - @ E MR
R &Y T 0 AEF9 18R] for ~ do ~ do-while ~ goto ~ function call % &-F#&32 B #£ 48 » [ 654,
Ak LR A 0 55 B B3 S8 B 3 pE - I R o R AR
X g Bk > AR Prefix Tree 4% B AT L& R B a9 £2 XK PUTHHEG B > 35 pL4F o TR ok 1k
5 X Z AT T4& query B 0 FREE3R R 4% query i o {# Catchconv AE#) ek B R £ R &
query @& ey X e

Rt E L F P — B BAT T ARBE Bk 6903 £ SRR &9 T4F 0 4& Catchconv
LA XARR BT > REHED RIFKA o A8 RIE B LT 47 Catchconv 2 ¢ >
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BEZEEF LR E > MATHET EFRARNEHE L AL At ELEBET
By BATRBUEE LA SHAYE KBBS00 SR E -

At & 414 Catchconv A 4T 0942 XA AL R R S BRI S » R T RARH
BREN > E AL Catchconv 3+ & ¥ » K E# Source Forge 483k + > & A T ]| A
CVS F #k 418 & 121t 8y & ¥ PR Az Catchconv :

1. WA LLTF 454 A A Catchconv 8 cvs & % ¢
cvs -d:pserver:anonymous @ catchconv.cvs.sourceforge.net:/cvsroot/catchconv
login

2. #%°F Enter 42 - {E FH Z A EHEAN

3. ¥ AL T 454 T % Catchconv :
cvs -z3 -d:pserver:anonymous @ catchconv.cvs.sourceforge.net:/cvsroot/catchconv

co -P valgrind-catchconv

® DNSsec Security Management

WS EZHARRE L~ “New Threat comes with DNSSEC” - bk X4E 3
&) DNSSEC B4t & & » #RK w3k 7T DNS ey 2k » XA F S o ay &M A
H o 8y —fE 45— NSEC3 » 47[S & — 18 T Re oy & 2R R o 518 NSEC3 &9 7R 7R » T Re Ak
BB REIAE > HRE A Zedt 4 ~E-mail £ B A48 E > LAk A spam ~ social
engineering attack & & ey IR 4 > RRENA TR EBRFET L - BREE
R E o

R X EERATEAAAMSE  AMEBREANIAAR > CTR T EHX
HORXENF FREELEE - LHXBATERT TR > BLEEHE Prof. Tygar 3t
B E T TEALHAN TR > LHBAB/PDBREHF -
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ER2L%kiE

A EFRENARGCE AR B RABMREEERRABE  AFE TGN
AAMBAFETREFRANERABRZTALGFHE A ELBAGHN LB T
R

e E 4% SEH % B X BER
Open D-Link Routers Forum z£ & - #4:3 #i13]

A 1,500, 000
BT B IR AR T AR
2 %ﬁﬁﬁi#’ AT B] R SR £ & E 984, 120
T8-S BR ML LR & E 940, 000

Ko ARLEEK

_;H‘-_%_I.—:%— 2] fé“_éy\zll % ﬂﬁﬂT§'J§‘4i‘ :

AAEsHE 44 SEHE | pneR

Open D-Link Routers Forum 2 & - #3# #10]3X $ fi7 ¥iL
EXD)i €

A AFHKR 1,500, 000

SR ER A

Aot EE AR EHAT FRATARE S 60 B 4B SRR B8 B A LA ) 2
D-Link 3t AE Rt H & ob 0 2 B 3 438 — BB &) 283538 LAHAA }ﬁiﬂﬁm
BB Eg AR AR @A R RO RERALE T > REUTRY :

® Ity B Open Source Router Projects #45%| D-Link

Router Z &b EFf& 4 6948 B3R ©

O GEEFIMHHELTLAMAAR M EAAAFE > UAH hot-Tix firmware °
D-Link Router Z 348 B4&itr 047 $13000 > AR IHMER F B EBEHE -
® FA£| ¥ % MH» D-Link Router & 2 3 EER o

%)= ! 2% 4564%-0pen D-Link Routers Forum

e EL A CNEES R
BERXBEE IR 7 GaHi £ TEER 984, 120

SRRt E N A
BERANKBAT ARG BERZH S A SR & B AT
(pattern-based) &g 188 X C4& RHEE A -
AEBRETETREHEEFHEFUARFEAAEE SR ERARBLM AR
HBOWMM T EETREHHETHEERMAE —BE2ERLXEEESIKRA AL - soopEt
T EREAHH B AT BEERK ARSI E iﬁiihé’uﬁ%%ﬁih 3t AR AT BAE K
fic & B KE A5 35 X, (trigger-based ) {8 8% > ;tb%é)fxx/ﬁlﬁibﬂ‘ﬁy*ﬂ"\t%

fm B RO B ERRBHE SR E AT E
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e EL G SAEH R R

THF 6 F@ AR AAYHR P EER 940, 000

CRGE Rk E
BEUFRITH N EERRAEEZNTH TS ABFRNHEFAT A
R R AT AR AT B P AR AT SR BE BRAT B SRS 5 & SR A 9 ARES -
AeVEm st £ 69 £ & B A A AR BRI E AT R TE R T 6 48 B
F R4 BATSHEATE T 6 09 X 2RAARA AR > BB+ £ ERL L[ LT A
G NBRARRG R ARG FOBERASL - WHEAL REERBAF LK LM -
HRRR > AT ERRTETESE UABABRWAREE L= FOMMNEP
RFECAEARATURAE T 6 LD RIGAMFIE R & -

KA AZSATH T E TR AL MANHAR

<
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® HFlImX:

1.

Shih-I Huang, Shiuhpyng Shieh, "Secure Encrypted-Data Aggregation for
Wireless Sensor Networks," accepted for publication, ACM Journal of Wireless
Networks.

. Chi-Wei Wang, Shiuhpyng Shieh, "The Evolution of Fine-Grain Malware

Behavior Analysis -From Static to Dynamic," IEEE ATR, 2010.

. Shih-I Huang, Shiuhpyng Shieh, "Secret Search Mechanism for Wireless Sensor

Networks with Passive RFIDs," accepted for publication, International Journal of
Security and Networks

. Hsiao-Ying Lin, Wen-Guey Tzeng, "A Secure Decentralized Erasure Code for

Distributed Network Storage," IEEE Transaction on Parallel and Distributed
Systems, 2010.

® {W|A/X:

1.

Chia-Wei Hsu, Shiuhpyng Shieh, "FREE: A Fine-grain Replaying Executions by
Using Emulation," The 20th Cryptology and Information Security Conference
(CISC 2010), Taiwan, 2010. (Best Student Paper Award)

C EHAE - E5EE R4 HEE > AN E BRSNS E A b B

B ERE X2 0" The 20th Cryptology and Information Security Conference (CISC
2010), Taiwan, 2010.

CBRRE - T8 -RME TR HETF "ANEREKEX SRERTE

B4 0 " The 20th Cryptology and Information Security Conference (CISC
2010), Taiwan, 2010.

. Bo-Ting Chen, Yu-Lun Huang, "The Design and Implementation of a Multi-core

Supported Network Intrusion Detection System," The 20th Cryptology and
Information Security Conference (CISC 2010), Taiwan, 2010.

CBAECYXE  CBAM "HHEE Android LY AZIEB A % 0 " The 20th

Cryptology and Information Security Conference (CISC 2010), Taiwan, 2010.

CBRRE EXF OB EATFRAEREREEI R UM EARTAF

" The 20th Cryptology and Information Security Conference (CISC 2010), Taiwan,
2010.

. Yi-Ruei Chen, J. D. Tygar, and Wen-Guey Tzeng. Secure group key management

using uni-directional proxy re-encryption schemes. in Proceedings of the 30th IEEE
International Conference on Computer Communications (IEEE INFOCOM 2011)
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A EREGEABM AR TIT A ETEBETEBAEZZIRET ML
WEASZETAKZ AL UTHIMNREL BREBRERTE - THTF
&%

VPR ST
B BRI A SRR RIS Rk 1

e
bl
o g
ik
#
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@

® SRETWBARXFSE

AFEX R RREBERTSdwRTraRk - (1) #E4]% P 5% (control
client) ~ (2) AR % (servers) ~ (3) E B &1 25 (experimental node) LA & (4) & #tsd &
(virtual link) « {E A H T BIEFR B PR BT EL L REB T R E LI E TR
B PEHR P BT R 2 In1EE A NS (Network Simulator » fi 4% NS) % E£ 4%
%o RRBFRE o AR B AR NS REZ N REE T 56 253 o H e 48
BRABHE o IR B P 37T LA B A AR B @k?%ﬁﬁﬁi BEEERGI  BEROILETK
ERHRENILEITER @) A AE o B <A -

Scenarios
(Topologies)

Virtual link

y

Parser

Topology Application

Network -
3 {~Configure I— Configure
configurator
Appl

data

Config Client

Config. emd

Real-time ; . )
display Resulls ErEEErEEa < Results —| Virtual wireless interface

Control Client (GUI) Server Experimental Node

Bl RE @B inte R

EHELM
PEREPmREERAE —FEBIL XTI E > AURXETREIR - M
AURBBAETRER > AE @ TEH AT - ERAFTHOERNT LR BEB
NEREAFELERERTRIGENE T ETREIE EHEP M, B (parser)
B EMNBEGIEBRNE AWK EHRT  W@x T A (network configurator)
RIBEBSHEZTE > LFEE NS REH - poffarE ﬁ(w&mwmww)Wé
BUEREGEZRERER - £ F > NS %xE4# A Emulab A REE FTHRES
EAE IR B EAE] NS % EH% - €4k NS SRR EZEN ﬂ—’r%*iﬁﬁﬂﬁé
BB E AT R R BG MR -NS REHENEFRZ BEEBRTLLT (1)
A RRBEETHEMERE Q) A BEIELEBNTBRALEBTETHEM
ht (MAC address) ~ (3) BB K BX MR B EHLELE - FAMSHTREBKEE
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ARG ERBRE GBS TR IR T B MBIERMIEE E & (coverage
table) > 4 HARE 2 A ERG I - MR B ER L TH BN ER T P2 B8
LA RAE B R B RE B E AR e R AR M 44 -

SWOON

File Help
elect Machine
&
AP STA WIMAX BS  WIMAX S5
Zoom Out ‘ Zoom in |
Set Plug-n param. ‘ Display Flug-In ‘
k{. Start Exp. |
o —
AP g ': fig |WFIWMAX|Eth etI
b Name:
Bob '
@ F [ wirinie
Eve [ winmax mic
e [] Eth. mic
Alice
Upadte
=l
| S — *

Bl ~ EHZ P BT T AT AR T R RERIGIERE RS

RS

AR EaGEBERTELE  ERETRANFARS ELT ) ABERARS

(Boss server) fuf# F & 15 Ak 25 (User server) °

FELRES & ERERAE L1286 NS X2 2 ERETHR - I51EFARS
Ho s s S TR S ETTROBLIEET - AETRE X @E%
B BBRABE RN THTRGAEZE T TR I o A T ER BT P a4
FERACOIHMLE FZERARIZA A EHE4 (Virtual Local Area Network > VLAN)
HATEHEB IR B REARE ZEB TR - BB — T o 26 E £48 6

ﬁﬁ@%%ﬁﬂ’Mfﬁﬁ@%mﬁa%%%Tu&h%ﬁ 4o ] 3% Lb B B4R iR

BHER-FHAR S HBIHAFTRPDEBRADEREHEGRE > SG T

PR E &R

ERERRSHEZ AT 13@1’?3}% HMRIRARAE A H AT SLE R R 0 AF Ak

AR EAMEI X EBERNIZIIR - £ A HL/AEE SSH e 46

RAERARSE > BHEREFARSEANETRDILFREMNUARIEF TR o & T #5%

B [adkfo2 2M » Rt E U KGRI E A > B L TR T

HRBRAKIER > RERIIFAA EE -

KE g
TR as=BEx s EAAKX (application) ~ X & % F 3% (config client)

Fo JE ¥t 42 Rdm (virturl wireless 1nterface)
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FRARXOSTAFTEARARME I ELAE - BHERLK > 40 Wireshark %48
it e,y H T B~ 3Kki4 % (Authentication Flood Attack) %4548 o 1 F & 7T #M&
& RIIR 8 L BAT AT A A5 AR 4 AT BB TR -

AEEPIHRA A FRITIEHE P R EZ B REB R IR &MKR
R RBEERFERE M MAC) F% > T E P 3T 7T 5P Bp srdic
ERHNEERT > FloEREARREM TR BEE EMmE R E %1l
HIRAE ARE R -

WiFi driver

( HAL )
( Virtual antenna ]

AN R EEE A X @B R &) R B R G L ) i Bt 5 ) A2 X AT 4 R

WIMAX driver

ERESROREGABBRATY WiFi o WIMAX &8@@5% 7@z

KR HBTEZT o ARG 69 E# R4 (virtual antenna) Fo b & &4 i #% 58 8) 2 X,

(virtual driver) - B N\ % & # &5 N @ X B - R TFABAN & bRt H

HIHE

a~ EaE#HEKX (virtual driver)
EHEHEXTEEATRGBOEEAALCER A TEBRTHE
(Media Access Control Layer > f§#% MAC Layer) #9F7 A 42 %] A R 3 L 89 R
I EREHRZEABUIREAKAZCHEREZ  eHEHUAELW
T 458 (header) 4T3+ % (encapsulate) * EH R A RGERH ALK » AR
g R BT B AIRRE 2 AiHt - FEBREHEZXBRIIRE ERR
Koy etk 0 CAMIE (decapsulate) 802.3 3 &, k5 - B BB F 4
EABBCRBERAEZNX - RFEEHF T 4% Wi-Fi (IEEE 802.11 # &) #v
WiMAX (IEEE 802.16 # &) &) & #t5e##2 X - Wi-Fi g FE42%
Atheros ~ 3] FF4A A8 Linux B @ErRSLAEEI MR L EHFTMHT
73 A% 3k % /& (Hardware Abstraction Layer > f§#% 2 HAL)LAIRABE R 44— &)
Fo@m o WIMAX i #t5e8)42 X A & A3t E 2% A B84 IEEE 802.16 %
BE BATHBE—FEARN Linux 1F¥ A 400 WIMAX E#EHEN -

b E#HX&
A ERENA REB AT & MR EpmBERT S 0 BibRAY
oo B2 LA e (802.3) 2 AMih T - Bub A EHBAE TR
2L F3E4T T A HF B R A @MHE | (User Datagram Protocol @ f§ %% UDP)
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BREHORBEBREKLEBHONZANE PAEFHREHME - BHRE
ZERDREABBRGEBERZINEEEPEAISRFAN > BREL
B EatEesy iz X ey 802.11 2 802.16 H & A454 UDP #h ks &
% UDP R#EHEX BT K (ethernet) #F1%% 2 LT B i
Lo R FEBRGEERE L iiziey UDP Ei#kH ik 0 & L
UDP %38 > RIFHFRBEERBERAGH B AREREEANZHE  BHEFH
thz o BEE LR EREHEL -

#ga e
FERSE s AR IR ELmAERAEARSZMMNES > EXENERA
Emulab &#93%3 24 Y > A F RAAL BI5EF R S 48 A 7 AR 35 F R A3
BOEBRENEE o Bk > A TN ERERZINHIER Z PR B NI Z T
BEITHEE ATSREAGAEAFARS LA ERaEZ X > R
BRAMHOETRE I RIERF -

Control Client User Server Boss Server  Experimental Node
- Tifrt‘el SSH DNS Request ——» DNS
Service Service
<— Accept — <«—— DNS Response
Proxy
Service

»
!

— Command Connect
\ < Accept

-~ Command ——

: - Response |
— I

1 i Command I
: < Response » |
I

Virtual Link

Bl Essd e B AR o

Bl /URBA T 22 3k Sk 4k 45 00 SR A2 o (B A F ME A B IR B 28 3T iRl
Bh&E R ip 25Kk A& 0y SSH @3 (tunnel) - SSH @ 18 1% 5§ 5% 6 B T @@ 5 K
A& HBARIZF) AR B (proxy server) HLE P IEHDRET AN KL o EH B P WA
BREA RS FIEF IR R ELTRP I RTEL M AT EP WA 8 THK
FREREBRIEFARS L2 H B PGB EA 2R - @M EHE
Pnik Heh s 2R BB 4 A% 0 18R B 69 493k % A% A 4 (domain name
system, fi#% DNS) ARF5 @44 & Rifh By # 3% S A ARF T 5 0454 © R 32 >

DNS JRF& & & B RIZLREZ GG EIEH R P 3 -

BMEER HHRR P EAT S LEITEREABBERETR AT EXHAR
ANBHBETHSAAN@EB ARG AL TELETI ERERERTR T AE
PRABEIABRERERERRAREAAIRE X EBWERR B o ATRE RER
FERARABMBZ A A LRA
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fggmBHoshT R

R EXHRABBAA L 03 654 T A Wireshark [6] 2 A3t E 4 B2
BEERTS L EHEAEMEHED SSH X forwarding &9 % X % Wireshark &4
TEERES R EGEREIET o Wireshark sE AR B G EBE B LT AN
Hh et e LWBIMERE T REBZATARAREN AW E - 1k
g0 R EZHBE AR NS T Wireshark a942 X485 > (L% X A3t £ 7
itz 802.16d M epaIgih £ X A% - WHEHME R F R WIMAX Z @3 & -
HEHwEFAF °

' 7 wimxD "' apturina = Wires 14 rlc

File Edit View Go Capture Analyze Statistics Help

oo ee 2 & e -
|E’Eilter:“ B

No. . Time Source Destination| Protocol | Info
1 0.000000 Unknown |
2 1.000230 Unknown I
3 2.000236 Unknown 1

| [»)
D Frame 1 (90 bytes on wire, 90 bytes captured)
'~ PDU (90 bytes) - Generic MAC Header, No CRC
P Generic MAC Header (6 bytes)
P Unknown message type: 69 (84 bytes)
CRC is not included in this frame!

0000 [RNCRIEEREIREEEY 45 00 00 54 00 00 40 00 40 01 Jj

0010 b7 55 c0O a8 01 01 cO a8 01 02 08 00 de of 36 4b A

0020 00 01 e4 13 ¢S5 47 44 45 0b 00 08 09 Oa Ob Oc 0Od

0030 ©Oe Of 10 11 12 13 14 15 16 17 18 19 la 1b 1lc 1d 2

0040 1le 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2¢c 2d ol | =
[ [»)

WiMax Protocol (wmx), 6 bytes Packets: 3 Displayed: 3 Marked...

B + : Wireshark #854E A # m 4 WIMAX 446

25X BT IR B A B AL A

AT EXARAR AT EE 802.11 &y i friE (AP) R EARMKIE s Xm
BT BRFS T % 0 BAAS T i /KL% (Authentication Flood Attack) #i4a » 4B {& AP
EBEFHEREGEGFR - B+ —-() BAARKAEMBLATR AP $548
BEE# 2 (LA Fey Alice #« Bob B 25) > % Eve #HiZER4¥ AP %
Btk ¥ 4% > Eve € RETe) RIAWIB T B E Sk - 45K ey i B0 AP
BATIEG > OBES AP 92 sk k > wB+—-b) AT - TREHFARG
AP FREEZ ey LR - EF A H R EikA AP BATIR & - T R o Bk A rRL T
BRFs L% -
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r:I Secure Wireless Overlay Observation Network : wifitest experiment E@E
T - Poaning
DH

5

; Bob I;“e &

5 AP
Eve
Alice
Time
[ Add
- 0
[ ED
(a)
O Secure Wireless Overlay Observation Network : wifitest experiment [=]e]lx]
I Roaming

— 5 9

Bob @ @AP g
Eve ;‘;' g 8

Alice

(b)
+— B A KRR AR AR AP & T AR RIS 5 Bk X PR BT AR B s B

B AN EABMBREALT RREBERET S TRANEREE M AT
ZHEABTEFRE AL T BQABHET & 2 fo Bt AR A R AN E
T 2 B F L R 5 R

1. BgE+#
B Tt o 2 AR RS 2R AR R AR R R AT - Ei%@i’ﬁ% CF ’*ﬁﬁt%?*%]i%%“*
FIT A% R 8935 R A ~ FIIR B/B5 Kb/ 4838 32 4] B /7 5otk B 2 R o) 38464

PR B R T EARBGEERAIMSESE - #”ﬁ’*axﬁrﬁ[‘ Al g /\T#":%J%F
30 E A2 R A M LR 4645 AR E R ER By A2 R R 45 R R/ A F kg 2
AR~ REBHEZERA -

SWOON &5 source tree 8,4 AT & 8R4y :
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B GUI: #ZEH %Py B T T B R 4545
B attack_monitor : AR5 B Bk 2 2 4888 S AR 40 R 45 45
B config_client : X T & P 35 64 5 1645
B service_server : jE#se & A O RER R B R HE
B wifi_driver : Wi-Fi ¥t 582 X R 4545
B wimax_driver : WiMAX & #t Be &) £2 X B 4545
P E

EREFHARETEGE T BREBR-FSERRSE  OORRT FET R
VR B Ay
R FF

B huiatRIE 2 32 0 K3t 23 A Emulab &93E3% > HIERIE Y HRA Bk
BEENFTR > REATESRARTEEBLEZHER - FFH Project 248 A H 2
BHELHTERARZIEFA > LAKBRFIARTARZIEE T TEILHN
Project » it s & 3% Project 2 £4% A (Project Leader) ; —#%4# F & R i 4E hu A
3,A % Project> B ZA%& 3% Project 89 Leader X 383 4 A7 3% Project T H 464
S8 B

T B ARAE
BRIy AT AEN45

B FRmBREAE

B XTEGEABTRILE

B T AREFARS (service server)
B w AR af R E

B ERAENERE

A EXAEBRAGOH LA X RER BRI XM ERFERERZIET S
#8935 T (http://www.swoon.cs.nctu.edu.tw ~ 4435 Z 4w B + B+ =/7) BT #E b
25| 289 % NRF| B NI REF VW ARF & LR a2 2 S Fo @31 T > #4551
FARERMZ M BRI FERBRLERESRANEZEM - FKES ST -

41



t) WikiSWO

Mozilla Firefox

= Caommunity partal
Current everts
Recent changes

(&)

toolhox

= Vst links here
= Felated changes
= Special pages

2 Hardware
2.1 Hatdware Reguirements
2.2 Installation Guide

= Random pags 2 Safware
= Help 3.1 Design
search 3.2 Installation Guide

[—
4.1 Develop experiments & Reserve machines

4.2 Configure experiments

4.3 Configure Semvice senver

4.4 AddiDelete attack plug-ins

4.5 AdiDelete display plug-ing

4.6 Launch attacksf Run experiments

#BEE HEE BAO Exd SE® IRD # M
@ - Gt | Wipdheww swoan.csncty.edu trB0B0med iawikindex phpMain Page £
Google v e - e - @AY 6E 8E - T el - 8 Q- B -
'] WikiSWOON * -
2 Login fcreate accourt A
page discussian view source | | history
Main Page
SWOON
This is the SWODM Documentation Wiki. In this docurnent, you can find everything about SWOON
navigation Contents [hide]
= Wiain Page 1 SWOON Surrrmary .

= Prirtable version

u Permanert link SWOON Summary

The abbreviation SWOORN stands for Secure Wireless Observable Overlay Networks. SWOON is an emulated testbed for wireless overlay networks based on the Ermulab
systern authorized fram the University of Utah. SYWOOM consists both well-organized hardware base and flexible toolkit design. SWOON supparts real-time wireless
expetiments, which can be dynarically configured. SWOON now supports experiments in WiFi, WihtAX and heterogeneous of WiFT and Wik1AX ervironments. SWOON
started as a collaboration between Mational Taiwan University, Taiwen, National Ghiao Tung University, Taiwan, National Taiwan University of Science and Technology,

Tatwan, Tarmbkang Universty, Taiwan and the University of Califoria, Berkeley. v
ST
+to R asgmuERFEaeRaH
) E\ TN W i ~ Y
] WikiswooN - -

= Remote Power Control - iPower Reach IPR1208M x 2 i

= KVM Suitch Hub - Avocent SwitchView 1000

+ Experiment Nodes - PortWell NARS060-621 x 6
Installation Guide
SWOON is bult upon the Emulab system autharized from the University of Utah. Here we shaw you the nstallation steps and instructions to buid your own SWOON testbed
Software
SWOON softviare provides an easy way to create, control, and monitor the experiments on SWOON. It contains three main parts: control client, senice server, and experimental nodes. The contral client sotware s installed at the terminal computer that allows users to configure and manitor the
experiment. The senice server software s installed at the central server of the SWOON testbed. The experimental node is also installed a software package that performs the command from the contrl client and retums real time information for observation. For the details of instalation, please refer
to Instalaton Guide
Design
This ssction wiltell you the dasign of SWOON sofware.
Installation Guide
Here shows the installation staps and instructions
User Guide
‘Suppose that you are already having the general background of SWOON and ready to start using it This section is going to tell you how to use SWOON and where o start i detal
So, are you ready? Lets enjoy using SWOON
Develop experiments & Reserve machines
This sub saction teaches you how to develop experiment networks by SWOON GUI and how to resanve experiment nodes via SWOON web page.
Configure experiments
Obtaining SWOON experiment nodes, users can confiure each node according to functions. That i, a node may be a WiFi AP, a WIFi station, a WIMAX base station, and so on. With difierent assignments to the experment nodes, diferent confguration steps are to be taken
Configure service server
When we complete the driver instalation on the node, well need the senice senver to hlp us connecting o the experiment node
Add/Delete attack plug-ins
When running the experiments, we can launch the attack plug-in to do various atacks.
Add/Delete display plug-ins
When running the experiments, except the attack plugins, we willalso need the dispiay plug-i to see what happens to the node
Launch attacks/ Run experiments
Here we provide some examples to run experiments. First two of our examples are under WiMAX, and the third one s under WiFL

= Downloading a big file(550MB) rom the B to the SS via FTP protocol, in order to tst the network quality and the maximum bandwidth between our nodes. In this experiment we will need 1 BS and 158

+ Repeatedly sending packets in several days, in order o test the relably of the BS. In this experiment we will need 1 BS and § SSs.

= Snoopping the packet between a WiFi AP and a WiFi station. This example can demonstrate the usage of the display plug-ins and attack plug-ns s well

s page was st modified on 16 Augus{ 201, at 0825 priacypoiey At Discamers T e
£

+t= B AgmuEER e elaH

42



® HFTHFLEGERL2EAMS

BEBITEHTFEHREBREGEABTHRDMG > ATEHEAAR TELEMAE
EREZL 2 A T REEMBEAL B THHFEHONRAR AR,  RXTH
SHEH IR E R R ERA ¢
1. RPERBEFARASK

ARAGZ B HETHAENE L AT R, TEARE R, TR ERK,
X BT ARTM, F3 e ATHLARA

Internet services
Wi eb-rmail
Search
Social netwaork
Web-calendar, ato,

In'
/WiFi, WIiNMAX, 356, 3.56G, ethernet

|

A5G phone P q/ SmartPhane
MoteBook Reader

+w ATE LR BT B B AR A Internet k&) & FE AR TS

a. FJEH X

HADREBRA SRS @S B RAL HF SR B G EE AR R (ko B+
FRm) IR TAREB YRR B X THAENREE GRERRITITEATE
BB RT —EEAM R ANEBGFRERE - A —FT @ My @R EN SR Liad
AR AT AL & R RAERE R R db L 48 o R e IR IR IR 0 AT S IS AR S B
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BAETEBEMANHN BN FAGNEBRLIAE  BETAEAE—EIFEE T X
BT AR TRER  EFARRFEAEN TERASZEEAMITERET
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Retrieval Process 1
Decentralized partial decryplion
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Retrieval Process 2

Combine decryption shares and decoding
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Forn =ak’,m>1>k,a>2,v=bk" " Ink,

c21.5,u=2,b>5a, Pr[Failure] < k/p+o0(1)

H ¥ Pr[Failure] & 35 & R AL EAEER =) 09 F 445 £ 094 % > M p 1A R =& FRAE 49
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B SEEAE S B AR RAG R S AEH B B (K BB TR 3B 43R (018 243
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e. AHF M

BT RS EE B A %4EA A android » X 2R TR AILA HMBBEY R

o RRBHAEERRIRAGHABEFEEAETRORE - EELAKT @ &
4% A public key system > 3t /v b Erasure Code R#E 4% #4169 Bkt T M > 2w

E 693 R A pairing REEFR B R RE M o SL AR RRERBE T RATFIA B

ROAHOTEERTEE - A THSRALTE - ERENE - AREFE
PLERAR B F 3R 0 A DARA

%3
#19E 4 7 Hsiao-Ying Lin, Wen-Guey Tzeng, "A Secure Decentralized Erasure
Code for Distributed Network Storage," IEEE Transaction on Parallel and
Distributed Systems, 2010. #wX P8 F % > KM AAEE X Z 54 = K34
(1) 4# A #(client): Android %5 £ A F 1%
(2) #E#13% 47 Bk % (control server): & H 4tk A B RFAMBERBHEREE B T4

1% 3% 454 47 15) AR 35 (storage server)

(3) MHERFAIRSE: CotFFRRS R 247 IS (key server)
% % Setup 4o B —+ — 7>~ ° B % Android F# & & £ — ¥ key pair 38 — 18
generator A & random B &9 H #t p > IR —1E A 248y pairing :EE > THEH
secret key #|F threshold 3k & & % 4= 7 [5) 8 secret key » #K14 3% iE 4 secret key
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(a) BN P EAANZAT 0 & F & T84 database 223 T — ML > AT AR
RTALMAE LMARMIARIRB TS > LBAKAENRE  HWALR
G ZAT LR ER 0 R G AEETE L mAEAFAE R T AP ERE]
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(d) F#: £ TFHRZAT > Android F# € LIk 248 F AR 5 45 5 T | ey query 3R
& FRMFARBIERAE » g IRIEH]95 4 IR 5 & K storage
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1745 AR B #¢ storage server list ¥ 7FFR -
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BIERE AR B MR AR RMAREE AR T EHF

@J name ~ port ~ IP &) » 3R 24 — 38 information 32 1% F & fE 4vid TR 4L
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FRRE SRR FIIRES A 21 ATABPAE A B — B M 55 £ > &AM K
FESHEARBRGFRS - £RBIRELE > RIVFFER S Bcore 17 » FRAE X
& %500GB > Operating system % Window vista 85 2 F A EHS > B4 @454 %%
B e Rl & 0 AR A v RAME A 89 F #% AHTC Magic > android SDK#y pr A&
Z1.50 B ShHAIATAE A 84 BA 45 3R 3L AjavasgJDK 1.6 - B 4% #88 Beclipse 3.4.0
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Distributed networked storage systems @ {FEMERE?
provide the storage service on the
Internet. We address the privacy issue of
the distributed networked storage
system. It is desired that data stored in
the system remain private even if all
storage servers in the system are
compromised. The major challenge of
designing these distributed networked
storage systems is to provide a better
privacy guarantee while maintaining the
distributed structure. To achieve this
goal, we introduce secure decentralized
erasure code, which combines a
threshold public key encryption scheme
and a variant of the decentralized
erasure code. Our distributed networked
storage system constructed by the
secure decentralized erasure code is
decentralized, robust, private, and with
low storage cost.
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Distributed networked storage systems
provide the storage service on the
Internet. We address the privacy issue of
the distributed networked storage
system. It is desired that data stored in
the system remain private even if all
1 storage servers in the system are
ARTH compromised. The major challenge of

&) WHEEER designing these distributed networked
storage systems is to provide a better
privacy guarantee while maintaining the
distributed structure. To achieve this
goal, we introduce secure decentralized
erasure code, which combines a
threshold public key encryption scheme
and a variant of the decentralized
erasure code. Our distributed netwarked
storage system constructed by the
secure decentralized erasure code is
decentralized, robust, private, and with
low storage cost.
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2.5 FEHANBEHRA AL
RAGZARENRESE "T4243%3 B T424.F#% ) R 0 UTH 544
R AT ¢

A Sk

f£Android 2 % £ 0 B AT IR T PR A JE A 42 A AR L 2B UJAVARE T R#E > F A Dalvik Virtual

Machine R ##4% 5 DX bytecode > F sb#2 & B 458 FvJAVA ME#a{1 » JE A A2 X 89 @3k o

Al B XMLAZ R R 3% - AR RF > B R A2 S B LINUXR 4T > B A £2 XA EBIAVA

3BT ARMEURIAT o £ Android EHATACE T AR IR > A W&k ¢

(1) #] /M Android NDK » f£JAVAJE B 42 X, F % oF o sLC3E 3 A7k mk &9 Library BA 34T #2471
ZH R -

Q) BCEZTERHEAABHFRIUTHE  REBRIAVARRAEZA T > FHBEPUTH
HATHE o

B AR HAPTASAE Snort 89 F ok 0 BP A A F ik = > 2L Cross-Compiler 4% Snort % 3% ak, 7T LA 12

Android F 34T 89 PR A 0 3F 4% H % i Android file system & &4/data Bk F 0 B A AT

89 JAVA JE A2 X @ 0 R RAT BB F H P £ AT HATE Snort UATAE - BB Tk

R AR DAEI 2T MR AATFE Linux L% —4 > AJAVARRAEX LR ZH®E

hofT KX B A XPAT LI T (o B =+ A\ FFoR) o

BT 3% 15 A & A

BN B BT Wi RE
HCiES iz
Snort AT

B=—t+ A\ ANZARBAAKEHE

f& 3% #2 Snort 2 — {Blstatically compiled#) 3hAT4E » FF LA H% & & A Android #4file system P

B o AR — BT AR SLAT 2454 0 12 A3 Bk A B A M & R B A7 Erfile system

TR PATAE  ATARMT T B — B ATRIES] & 4 FIA BB ATIRIEH] & S E AT H A /data
g SnortIATHE > I B A ER e RAFAR BRI A AR AR XS AR 2 LR U
BT A FMERL - ATHIEREKXNAR > WwB =+ /AT 0 £ Z8source file F LT
=18 -

- snort_frontend.java : AIME RN EZHEAT B 0 TR E T URIUTEAE

- Apijava @ &4 SnortIh AT AT F 649 B

- openfile.java : 324 2245 4% (Log file)48 B ot °
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Cell phone Desktop File system in Android

Front end application

Snort_frontend. C Execution File
java

|
Writ@result
Api.java

Openfile.java - Result file

B =+ AMZFER R REERAE

A%
BB AR TR L ReE 5T LA i =185 B SL B 4F Android E #9Root#% F& > #% Snort
43%F pr, 7T LA FE Android b AT 849 AT 4% SA BB AR AT 3% 3% 4] /- & 3t 32 4 2| Snort# AT 4% -

(m)REBRREE
(1) Rooting Android
Rootingt) 774 R R —# > BREKMHKALBRBEN T L FRAHNALEEINACTE
Rooting4F #9image » LA iZ | Android F # Root #F 7] 4% A% 44 % o At ° 2 #2 Rooting &9 4 1F
&7 AL Windows b X347 » R B HHNRCELATEFE L - £EEEFET
CyanogenMod#r # 1F #image » B A 44 Rootd) FF =T # » Himages® @2 H hu A K
SO EARK > RBERMARCEELTREGAHE RRGHEME AL » LI LT 3R
Android#gfile systemaydata 44 & A#4H > B EATE M RN E M a93E R - L HER
HTC Magic ¥ #41F & R 6928 7 4 » B %4 B a7 ZL4THTC F #Rootingsy T2 > Bk
HFHER S > BEAR AR EahiE R B4 et o Nandroid T #4E Bl - T @ah %k
P BA PR AR 9 SRR B AR A T — 1B A B ey B3 -

UEEES Ubuntu 8.10

F ¥ A2 A2 HTC Magic 32A
FRAFEARK CyanogenMod
Cross-Compiler Sourcery G++ Lite
F A Sy #3 | Nandroid

o 0 IDSERAR A4 A B AR K3

GREATH e AB R BB Rk MEARYERESREERAZER
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L Sede F 4 A fastboot#s X B # () B 4% 3 ERA B R E S B > KRB G F 2
Z B B AEITIFAR) © fastboot AT AE 7T LALE 4 ¥ LT 3k 0 A28 do R R 2
fastboot# 4745 69 3% » <] LA B 47 T #Android source code > LAEAT43E » 4
TRZAL TR A TastbootHATHE 7T AL © (4o R E A £ T 48 $h¥iBandorid
source code B 7] LA £ [source code directory]/out/host/[ 22 # F 2 1/binf2 & 4% %]
fastboot#g %) °

IL A£THEITAT IS R EFHER T T oimage AT R M o B0
% AT B R kA 2K F fastbootds 2 Bkt k 0 B Rim B R M A e9imagek
BRE) —E R RN -

$ ./fastboot boot

recovery-RA-magic-v1.2.3H.img

iEMrecovery-RA-XXX.imgtyfR A2 H KRR > RETAEHATT °
L FABLAL T A E | — B4 4% E > #4#ENandorid v2.x backupBp T #5 4 4t
B 45 7% T LA B sdcard J& T % & Nandroid & & 2 & F H T AL EHR - X
B R TE EEGH S TR © F£2 14 #ATROoOting 8 1F 2 & 43 Rooting %k B » BP <]
F| A — A& 89 F 7k i Arecovery image » i Brestorefk 42 £ & A M & & Android
OSEBp =] o
R 3 % B 46 # 4TRooting © B A # 4 TRootingE A E X HWEL >  ERAADT

28 5] LA FA Recovery image % 4T B 5 T » #4 AT @ A #¢ 2| 89 CyanogenMod T &, T 2k

LR 45 > 7T LA B =fBlimage » H ¥ ¢yHTC_ADP_1.6_DRC83_rooted_base.zip LA &

update-cm-4.2.4-signed.zip Bf & & 1] & i /T4 & a9image » #| A fastboot i A Recovery

imagez 1% » 2% B 6y IF > K5 EHTC_ADP_1.6_DRC83_rooted_base.zip 24 &
update-cm-4.2.4-signed.zipFubc-4.xxxx.zip & & » 2 14 £ £ 4510448 > BP 7T % s Rooting

Z B4k o 4o R fERooting ¥ 4m 35 B L A P %% B] 7T LA %~ % CyanogenMod[ 11149 4835 + A

Flangdg 3l o

(2) %% Cross-compiler

¥ 4 %179 #% Cross-Compiler4z # £ Ubuntu 8.10 k. » 3 42 # CodeSourcery 7 B 25 &9 &
Sourcery G++ Litef# % #7744 Cross-Compiler » 22 # 4% 7T & [4] 04 WL BRAF - TR R 8
Z B R DU AR R 4 3 B R 0 3234 Cross-compilerfi 22 69 Bk kX A4 4
TR F 98 1% > B4k AL 2 1% i# 47 Cross-compilation 85 & H @ 3 % o

(=) X X % 3F Snort £ Android L
AR BB % IR k4o B RE 0 B A RIA A 4 EBusyBox B4R # Cross-Compiler & 5
PUE F 43 & 7T £ Android L3472 42 X0 B R A A 43F Tepdumpie & 2 T A E#E 4
ZLibpcap » #x 44 R & i# 47 Snort#) Cross-Compilation T4k - #] i sbiE i X 69 403F X
% MBRBUTAHE BIE B F PUTE FIREEE > Bp o7 A B & A8 5 B8 L 4 P AR > sAbig
X I RR X AR R Iy 7k 0 38T FI B Library S 34T 46 48 2 e 2 B AR AT BABLAE 7R R
R T LA A R 4 3ESnort £ Android b » 4,5 % 3% 22 4 480 49 #2 &, £ Android b 34T »
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BB KA RIE 0 B %F 7T 42 Android b #4047 89 Snort > 7T LA4E B 5 # &y library
PR 43E 0 4E B E pR ey library L 5T LA 0 18 & R HT AR A gy Library > £ H R R B4
Snortég BR R3St L > A8 B G LB IR AT -

BTEERA  ATUSHRAAZIFTEEHLETH LIMAZIES  UHFIRMARAZ
FEEAHLEFHRIMAZIESL -

B S A St 47 BusyBox # 453% » €%k & Cros-Compilerst & 7T A E ¥ AT TAF » &
S5 8542 #% £ BusyBox & &k 14 S\

$make

menuconfig
R4 BusyBox & A BiE AN E W éhHFEEE > i ABusyBox setting » i ABuild
Options » #& 1% f& Cross Compiler Prefix & 3.7 > #y A\ 2 AT % # Cross Compiler#4 248 >
BN B8 48 KW 4o F AT R
.../Sourcery_G++_Lite/bin/arm-none-linux-gnueabi-
BN T XA 2R 4% # Amake XA Bomake install 2 45 4 Bp 7T 2] 4 BusyBox & &
TR FAER > AHEOHR S ERAERITAERE N > K% FBusyBox XA T 7145
AN F A AT R o LA T sradbBd 582 45 4 % B Android SDKFR 324 > 4o £ B RS
FEE A A LA TR A 0 3 %R K Android SDK -

#adb push
BusyBox/data
#adb shell
#cd /data
BREEASRANTE EZTAF 0 %3ESnortid 42 5 F94% A libpcapl.1 24 & libpcre 8.00
Z libraries » Jtcompile sy static library » BP.asd B2 4% % o LA F LU/TARGET & 5 44 3%
RRZBEZEER Kk TURAREE—BARBEHFEREEN TR & -
EETRERZIAARYE > RIRENE R KAE @S BMakefilesz € » 25N ER
S Hho F AR

CC : 35 € .c4% £ tycompiler

host © 35 € #3%F 1 R 9 HATAE AT F &

prefix : #3% H 2R &Y FATAE B AL A 3% 69 TRE B R

LDFLAGS : linking#) #£ 18 > 3£ :% £ & A sk 45 T T Zstatically linking i =&
dynamically linking

CXX : 45 & .cpp#¥ % B9 compiler

B R AP B B 45 % 3% Libpeap © — B4 74 % Makefile 2 77 42 8% » & #47 ./configure3s 4

LA % pr Makefile -

$CC=arm-none-linux-gnueabi-gcc ./configure

--host=arm-linux --prefix=/TARGET
LDFLAGS="-static"

CXX=arm-none-linux-gnueabi-g++

$make
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$make install
5% 4% B % % 3BSnort 5 154 £ 11 ¥ Snort 1.7 A i# 4Tcompile » 45 Hcompile g static
linking 2 #AAT4% © Z A7 LA B4% A Snort 1789 JR A » B A 1.8.6 2 1% 8 R A B 4 46 =
LDFLAG="-static’ {7 #k € compile sz dynamically linkingZ #474% » $£%1.8.62 % &
Makefile#} & A & P82 > dynamically linking = #4748 % 2] F 4% F & & 4 ./snort not
found ey FUATE R o BAEE H3F L R LR AR B EIIT 0 FH ik EMakefile ¥
LDFLAG & % 4 iE# 2 R,”-static” 2k 14 & #& 47 compile » B % 4 851% € 4 {£configure
&) 85 1% 45 ® LDFLAG{2 & Makefile ¥ 17 2R 2 A 45 T AR » R A B ARG
M0 3% B AT4T BMakefile it 4T £ B 5 2 -
B A S ESnortl. 7 a9 fR AR 0 FF AT AE € 4 fcompilei® 2 0 1 RV bpfh R A5
L ER > BRHEZFAA
$ln —sf
/usr/local/include/pcap-bpf.h
/usr/local/include/net/bpf.h
ZIE A BATIRE AR L BL AR - L AAR SRS B L R R X PAR o AT AR AP B AR A 3L —
B8 453 B R AL 43R 05 7T R BMb F B OARSAAS o RAIM AU T 38 2 LLBAT

Configure

$CC=arm-none-linux-gnueabi-gcc
AR=arm-none-linux-gnueabi-ar
RANLIB=arm-none-linux-gnueabi-ranlib ./config
ure --host=arm-linux --disable-shared
--prefix=/TARGET LDFLAGS="-static"
CXX=arm-none-linux-gnueabi-g++
--with-libpcap-libraries=/TARGET /lib/
--with-libpcre-libraries=/TARGET /lib/
BT ZATA T 2829 BE B IS libpcap LA B libpere &y fir B 4 3% Snort 4 # 4T
linking B v 38 & % 7R 42 3% libraries - iE 4249 B &9 B4} & Bp & L @libpcapFvlibpere & 4
t4libraries®y B 4% -
i 14 & Az 89 Snort AT 4% 7T LA Al Linux E g4 fileds 4 k46 & H & F A statically
compiled °
FFERT AT A EAEGFZIR > B HATHE KA Android42 & &9/data/ B+ KT >
B T AT °

#adb push
Snort/data
#adb shell
#cd /data

#./snort —v
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Bp o] & B 3T & R 0 21845 4 4% & P47 Snort#y Sniffing mode » 4w R HHAE =+ 2 4
RER AN 3 5h R R LSO AL 8 1LTMB » S8 KD 8170501
RUATURERE » B v a2 T wELbrarys ZAa g 4 g eysh ke -

# ./snort -v

--== Initializing Snort ==--

Initializing Network Interface tiwlan@
Failed to create pid file /snort_tiwlan@.pidDecoding Ethernet on interface tiwlan@

--== Initialization Complete ==--

-*> Snort! <*-

Version 1.7

By Martin Roesch (roesch@clark.net, www.snort.org)

03/08-06:06:11.439514 192.168.0.196:36224 -> 64.233.183.138:443

PROT0006 TTL:64 T0S:0x0 ID:21947 Iplen:20 DgmLen:569 DF

***AP*** Seq: Ox1FBOEDFB Ack: OxB9A16A4E Win: @x3BEG Tcplen: 32

TCP Options (3) => NOP NOP TS: 13865561 2796305615

=d=t=d=d=+=+=+ L R R S R e

03/08-06:06:11.444732 162.168.0.196:36224 -> 64.233.183.138:443
PROT0006 TTL:64 T0S:0x0 ID:21948 IplLen:20 DgmLen:553 DF

EEEAPERE Soga FBOFOO® Ack: OxBIAI6A4E Win: Ox3BEG@ Tcplen: 32
TCP Options (3) => NOP NOP TS: 13865561 2796385615

Lt T et S L e s e s =t )

03/08-06:06:11.452880 64.233.183.138:443 -> 102.168.0.196:36224

PROTO0G6 TTL:53 T0S:0x0 ID:62733 IplLen:20 Dgmlpn:52

*EEA*EFE Seq: OxBOAL6A4E Ack: Ox1FBOFOOO Win: ©x111 Tcplen: 32

[TCP Options (3) => NOP NOP TS: 2796306894 13865561

B kS

03/08-06:06:11.455963 64.233.183.138:443 -> 192.168.0.196:36224
PROT0066 TTL:53 T0S:0x0 ID:62734 IplLen:2@ DgmLen:52

*EEpREEE Seq: OxBYALGA4E  Ack: Ox1FBOFLF5 Win: @x122 Tcplen: 32
TCP Options (3) => NOP NOP TS: 2796306897 13865561

By D ey

Bl =14 RhEFRIPATER

(=) ArsmdE sl st
1 32 #2 Snort A — fB statically compiled 8 3h4T4% * Af LA € M A\ Android #4file system
FEF o B — AT UE L ATZAE S 0 B R R EK B A TR R B AR Edile
system ¥ 8) BATAS > PTARATE B —EATRIEH 4 & 0 AR BEATRIES 7 S E ]
AT A /data F B9 Snort#hAT4S > 3 B E ey RAGARR - BAA A mEREX LA
BARE 2 & RUBE A FHERL > AnE X6 R0 B ATH28KB » FA3 214 Br g
BEITHRE LGS RINERGHE RS - HTRNLBAarsmiEslzXaan 0 £
Z ¢ysource file A L TF =18 -
- snort_frontend.java : AT R AN IR EATH  RETEIZ @Y A4 URIITH

(i

- Apijava @ —ib @ A 269 R B 0 @8 AT A R oF 7 SnortFRATHE 49 B B o
- openfile.java @ snort_frontend.java € »f = pbjavatg LA 3hAT B Bx 32.8%4% (Log file) = 3

A=
FE °

(m3) ZhrERIRAE R
£ 4% Snort#% 48 £ Android 2 1% » &A1 H £ 813X — T Snorth AT 4% & T 7 LA E#E AT $%
P9 PR B B Th RE o 42387A13X > & AT 3% 42 K - 4T Snort 3 B 3% BxRule set &, 7] iE # 4T °
% % & AA A — 18 5 £ 69 signature - # 4T 8]3K » alert tcp any any -> any any
(msg:"phishing site";content:"HTTP1.1";nocase;) » & 18 f§ & #9signature =] LA Fi R 4% 78]
ST A Ry 0 R E15 P content Y eﬁfﬂﬁlﬁé B ENFHRARZTER

T o T FTsignatureZ 1% HAIHAI A FHA LA EER BERMTREZwE =
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— G R 4E R o AL e R BR 645 A L SnortAT iR iR A2 X ey B A A 8 o — RJAVA
JER AKX ARA AR ER » R A 4/data/snort 4,5k & #| F root£ #4TSnort &4 2 5 &

% # A £43352KBey e 18 8 > TR A 218 & B AT B hod¥ 4e 09 20 18 B4 42 A Fusignature
HBEMGZRR > BERMAALBEEZ A L2 B —signature /TR Bl BT 2 28 82
#AE

A@. BGR®@ 1251pM°

B=+—'Hawt&RE

BRRALRMET S RO CHRG/ERT > BpEERFRIEEHEBEH OFN
T HEER EERETREARKXNEN > HALFTeFRENELEL > B
SR =+ —From o

R e B B R T N e T T e e e

03/10-03:44:54.930719 192.168.0.128:137 -> 192.168.0.255:137
PROTO017 TTL:128 T0S:0x0 ID:98 IpLen:20 DgmlLen:78
Len: 58

S PSS RS PSSR 0SS S PSS S RS S A S R R

Action Stats:
6 ALERTS: ©
UDP: & LOGGED: ©
ICMP: .00 PASSED: 0
ARP:
IPvV6:

Fragmented IP Packets: @
Rebuilt IP Packets:
Frag elements used:

B =+ = : snort #aERit L& RE
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RTALBCENERYG R ETHFERERT €AV ZNHLRBRRNEL » X
TERBMABE EB R BB SRR & BN TENELHERT
53234ETCPH &, » KB4 RITRIERIE T 3% L EWMHEL & RwE=+=
Fio o {252 fe — AR A 32 B 69 3 AR TD RE L 7T AR AR EEY o IR b2 Sh > Snortif =T 24
MEZGTABWREEARAB N E THAREZZETETANEHE -

03/09-11:13:21.732516 192.168.0.196:55228 -> 64.233.183.101:80

PROT0006 TTL:64 TO0S:0x0 ID:59499 IplLen:20 DgmlLen:64 DF

FEEARERE Sepg: 0x5921061 Ack: OxA9078123 Win: 0x6022 TcplLen: 44

TCP Options (6) => NOP NOP TS: 1459335 2905066028 NOP NOP Sack: 43271@33058
=4=t=t=t=t=d=d=t=t=d=t=t=t=t=d=t=t=t=t=t=t=d=t=t=t=d=t=t=d=d=d=t=t=d=t=+=+

AL
Exiting...

Action Stats:
ALERTS: ©
LOGGED: @
PASSED: @

Breakdown by protocol:
TEP (97.1
UpP: @ (0.

ICMP: (0.00

ARP: (0.00
(0.
(0.
(0.
(0.

Stats
Fragmented IP Packets:
Rebuilt IP Packets:
Frag elements used:
Discarded(incomplete):

tream Reassembly Stats:
TCP Packets Used:

Reconstructed Packets:

Bl =+ = : snort#aER it 6,45 £ B
1% A EATSnortE RNy AN FRAERATEUMATARE FAREEYH

FHRABRAZFEFTL R KRIAVERATR I 6R  — 3o AW ey ifz o

Snort#) #A4T & % ﬁ%y*ég%ﬂﬁ u&%%*%”ﬁ%%%’ LHATE B F
=KX 0 UEA % hwASnortF = AT R EWMEER - BIHALOKRE > RIE

ﬁ:&yﬁﬁﬂ’uﬁ %*ﬂﬁﬁmﬁ%%%g°

B i EEFH#E
# Snort 1 /]~ BF 2.8%
% Snort 1 /B 4.6%

15 B Snort f & F B B X 1 e %

HEWEF -

£2%%E

kTR &8 A snortd) IR H LR

B ] T
# Snort 20 42 2.4%
# Snort 20 548 3.2%
BB EATEHR S AT AL 20 545>
LHANTERE 1%

&\ . L@EeE A &4F A snortd) TR H LB
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ARG AAANBECEEHRARD  AAUABTRFEEREDNT 7 L4
BBy AR BT R REBATHEM > U EZTHANABRRLE  LBERAHRK
B ERTF[B o LR PR c KERERT &0 > AHFEHKT R 200483 B A
Snort:i# 4T B HEAT » ZHANEELRE1% > 7T A& ESnort 3 R & # EIRH
HTPRRKGAE -
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& ZEHEXHMIIAK
ABBHET —EEERAASL > L EAH BN GRERE T @RS - &
TREFIEAERF R ARAZOPITE R > BHERAZ -

18 38] — B A office 8y AR » £ P A &4 — 18 OLE JRiFl > L ANHAH)
RE R 3T 08 844 B 2 shellcode » HAgal E @@ -

[ ANElysis COmpIerer

_________________

Threa:s:
OLE wulnerability faund
CALLOR found

Advice:
1. Flease co no: open or execute this file.
Z. Flease convert -he file -ormat before opennc it

B =+ : 4% OLE J&:R X & call/pop # doc # F 2 & R

L FOTENser: ==

| imediardisknuordizoo70821-2k/z007- & B4TE. doc | ‘ 7S | ‘ B || H |

Analysis complete!

B =+ % : 4% OLE /&R 2 & call/pop & doc 4% & 2 3h &
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#iA—1{84 % OLE JR iR SR Mt §) AT s i B a2 shellcode &9 #4 % xls
WE HERATRMEE - L HEFRZHEL -
‘m Analycic Completel 3

Threats:
OLE vulnerability found
CALL/POP found

Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.

1 QK

b

Bl =+ #wA—184 % OLE /&R LA & call/pop & xIs #8 £ 2 & %

- FOTEnsers =
|imedia/disk/Exce|/2007 112823 Fig L B «Is || ¥ | ‘ B‘a | ‘ H ‘

Analysis complete!

B=++t : #wsA—184 %A OLE /&R Ll & call/pop & xIs #§ £ 2 k&
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Case3 :| $hA—184 4 8 3T BT B 2 shellcode LA R &4 482538 &5 64 B 3K ppt

WE S ERTAHIIMERR TN - ZRERAE R EHBZAEER
- Forencer =

|[hcme[cwamgfoﬁ\ce:atfexamp\epower’poim‘ppt | | 2_:— | | B‘-’ ‘ | H ‘

Analysis Complete!

URI found
Windows UNC Path found
= TUnicPatHTolng T T T O
I Embed found !
\ = —CAlLfPoPfoune = = = /

Advice:
1. Please do not open or execute this file.
2. Please convert the file format before opening it.

Analysis complete!

B =+ 4% call/pop AR Tt F & & ppt tE £ X 4 R

- FOTENSET: ==

|jhume[cwang[nﬁmecawexamp\epnwerpmnt.ppt || 78] || b ‘ ‘ H ‘

Analysis complete!

B =+ : 4 F call/[pop AR T 5 F & & ppt #£ £EZ R
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- Forenser ==

‘,’hnme]cwwangjcﬁme:atfexamp\epnwerpmnt.ppt |

>l

el

Analysis complete!

B+ &Rt En
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WA—BEFHEMEE  RASEEES -

m Analysis Curnp@
1 Result : Safe
Threats:
Advice:
Mone,
.
| o |

Blro+— A2 bmp EEXLER

- Forenser: ==

| irnediajdisks1 brp |‘ P || B\V H H |

Analysis complete!

Blw+ = AL 42 e bmp #EXHRE
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WA—BEA AR EREAREBLLEZNEE  RARF CREGA S
T

- Analysis Compl etet @
T T T 3
|
./ ! Result : Suspicious :
< ]
Threats
URI found
Windows UNC Path fourd
Unix Path found
Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.
" M
¢l o

Bwt=: AL TRTE hml iEXLEFR

- Forenser: ==

|fmediafdiskfotherfpoc.htm\ | ‘ z-‘— || B\V ‘ ‘ H |

Analysis complete!

Bt AL 5T S 6 html 48 £ X3RS
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WAN— BB X B RERI MR AAAB RS R R
REGAEIHEATRORE -

- Angdlysis Completel

2L Threats:
SLspicioLs String found
Wismatched Ale Extension Mamz found

Bcwvice

1. Please do rot open or executs this file,
2. Pleaze convert the file format befere opening it.

Blw+ 2 ASELEEER AR EFIEEZILER

- Forencer ==

‘,tmed\ajd\akjotherfpcc‘exe ‘ | 2,‘, | ‘ % || H ‘

Unix Path

fo/msinfo.htm

Hidden Binary Code Scanning complete!

Blva 475 ¢ BAEIE L A ER XA RS
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BIA— B A A fo R BUTHE R BE R S 45 A

A% -

ST R IR

ANdlysIsTCompl etet

\ Warning! This is an executable file.
L= Threats:
Unknown packer faund

Advice:
1. Please do not open or execute this file,

2. Please convert the file format before opening it.

Bw+t @ A~ BT E KRR PITHZER

-

FOTENSET

=1

|imediajdiskiExe bad/0CIC4681802F.exe

I3

Suspicious String A

MEM WRITE, CNT UNINITIALIZED DAT.

MEM_WRITE, CK UTE,

IT_INITIALIZED_DAT.

A, MEM READ

Code Obfuscation Analysis complete!

B+ A— B A R AR PATHE ML
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g
G

SN — 1B A T 5 APL S 240 4 00 BT » 13 16 A7 R FV BT i A o A A2

A > BAIA 2T H 69 APL -

‘m Analysis Completer =)

Result : Suspicious

Warning! This is an executable file.

'Packer found: Safequard 1.03 -> Simonzh
'Suspicious AP| found

Advice:
1. Please do not open or execute this file,
2. Please convert the file format before opening it.

Bt/ hA— A% A5 APl 1 S o e HATIE 2 & R

- FOTETNSET E@

JmediafdiskiExejF-BadExe/sendsrv.exa | ‘ ),:a | ‘ %’ || H ‘

MEM _WRITE, CNT_CODE, MEM EXECUTE,

MEM _WRITE, CNT_INITIALIZED_DATA,

Code Obfuscation Analysis complete!

BZE+ 8w A—A%A Tt APl ¥ @ a0 3 9 $UUTHE Z 3R &
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o EXRAKRAAHK
Catchconv A Unix-Like ff ¥ 2 4.4 %4 #.-F & > #] A Valgrind % instrumented
framework > STP ( Simple Theorem Prover ) % Query Solver » LA & A3t & AR5 2 18
B X A R\ B > prB % M Rk 89 Gray-Box Testing 4 % ° R EZEZ X R4
o ARFRXAPATHIRBRIA » S f AR XIUTRHRG BN 0 B EREE
KRR 3R B o

Target Program Test Inputs

Catchconv

BZ+—:'424&%#E

Valgrind

Linux OS

Catchconv £ XRB LT UAARAK Y =B FEE © B X e9PiT8 » FHRT
R A MBRARA AREEME > FRE44 Query A EMR ~ 7 STP £ 4
Query 892 % > EMBEBERVERXBR > LAEHEARRKEH -

1. Valgrind-CatchconvES 1R BENFER, Skipped Loop
BT Queries — Detection

2. (R RN 5 H T B A i
3. IEAYSTP SolverZE 4 T —4HHE Step 2 I
Symbolic

N
Step 1 Valgrind-Catchconv
] | —)
Program

1 —

Next

; STP
Testing ‘---l!!!

Inputs

Constraints

Testing
Input

A+= ABBATIRAE
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# A Catchconv ¥R #2 X B IR > 18 A & 48 su 424t — B # A (Initial Input ) 45 B 4Z
#2 X 347 > Catchconv B4 2 X ey #HATHR & » ARBBE PAH A BRRANHITE
Mo ERAEALE L ayRERE A (Test Inputs ) #ATHA]

- Valgrind-Catchconv

Program

BaZ+='maligE

Catchconv B4 B AZAZ R Y HATHKRE > ARBIZ BT ARARASEA - L BA A EH
Tainted Data Flow &9 7 &, > S i #ATBER FATA @ B AXMAZE O EH - TR
EH > URFTARBELEGE  BHEEMNA RRIPITERNQE ~ S0 X %R
KX & 3% o Catchconv 3 F & # 4 i3 ¢k Tainted Data 89 & 3R » $v-% | Tainted Data % % 3|
e 2 89 Query 0 LA@ A A STP R & 4 H R &R B K -

Target .
@‘ g - Valgrind-Catchconv

Run-Time Information:
Symbolic Constraints
+ Conditional Branch

Bl Z+w AR STP R & & #E G RRE M

RATHEEGERPTERY > — AT ERANREAXER - A T 3% Catchconv R %
FEANBARKRTE  UENRARE -—EFGLAE—BRY > mARTEKXF
H b &y 35 > Catchconv #] A Loop Detection % 4 #2 &, F 49:@ B 3 4 » 3 #% 1% pL18 [F]

PR B B A6 - 0 #& SbH PR B AT i R 89 25 2 > {1 Catcheonv AE £ 45 78] 2] H b ey £2
REMH °
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Run-Time Information: Loop
Conditional Branch Detection

Skip
Query List

B &+ & = E AR R
Catchconv #] B Loop Detection &9 4 £ » 3504k £ #589 Query 7F £ » T RIEZ ATE

ez on e X AT @A A £ 8 Query » #1 A STP % F 3 Query 89424 » L@ H] A 43 5|
BB LBERBAENRKRR > AR ELBEHBREH -

Skip

Query List Valgrind-Catchconv

' Invoke
STP

Run-Time Information: -
Symbolic Constraints

y

Constraint
Answers

B &+ 55 @ BR4F T4 4 9% 69 QUERY F E
FIA STP K43 ey % » Catchconv F 4 R A2 X P B AR KX IRF > B T3] 4
b2 X B iR 69 RK B # 5 Catchonv 44l STP sy % » & A B — F e BRI+ #
2RARXEOHRRFEONRABR  UFHZARX LI/ E A R BR -
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Constraint
Answers

Valgrind-Catchconv

Vulnerabilities +
Test Inputs

BEt+t: FHRXBABRKAEEIR>AH A SEXRA

FEEBREE R Catchcony KRB BAFT @ ERAEEERMIALATORE
Catchconv Fr F ey B E 4R X E - ZREMBHMEMHREZRE » LBEA AKEE
HXMRAERETHRESL

“su” 2k & “sudo su”

MR ZGEEE (toot) > FETRAAIES -

“apt-get install autoconf automake g++ make libcurl3 libcurl3-dev libexpatl libexpatl-dev
mplayer cvs imagemagick”

24 Catchconv FR B B R 2R & o

rvink@debian:/S sudo su
debian: # apt-get install autoconf automake g++ make libcurl3 libcurl3-dev libex
patl libexpatl-dev mplayer cus imagemagick
Reading p [1] Jone

Reading state information... Done

autoconf is already the newest version.

automake is already the newest version.

g++ iz already the newest version.

make is already the newest version.

libcurl3d is already the newest wersion.

Note, selecting libcurl4-openssl-dev instead of libcurl3-dev
libcurl4-openssl-dev is already the newest version.
libexpatl is already the newest version.

libexpatl-dev is already the newest version.

mplayer is already the newest wversion.

cvs is already the newest version.

imagemagick is already the newest wversion.

8 upgraded, B newly installed, B to remove and 9 not upgraded.
debian: # _

A+ 2% Catchconv FF Eey 24 A2 X &
7% . Catchconv g9 /B Ml B4 - X B 14 > 18 A % F & B A Catchconv 85 CVS %

% > 3t B CVS T #|EH IR A6y Catchconv » & & T 4 A #5 4

“cvs -d:pserver:anonymous @ catchconv.cvs.sourceforge.net:/cvsroot/catchconv login”
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1 A %= & % #5 A A Catchconv 89 CVS A 4 > B TFTRAI AL
“cvs -z3 -d:pserver:anonymous @ catchconv.cvs.sourceforge.net:/cvsroot/catchcony co -P

valgrind-catchconv”

T 3% & #7 P A 8y Catchconv ;

debian:/# cvs -d:pserver::anonymous@catchconv.cvs.sourceforge.net: cvsroot/catche
onv login

Logging in to :pserver:i:anonymousPcatchconv.cvs.sourceforge.net:2481-/cvsroots/catc
hconw

CUS password:
debian:/# cvs -z3 -d:pserver:anonymousPcatchconv.cvs.sourceforge.net:/cvsrootrsca
tchoconww co -P valgrind-catchconv_

B 2+ T & & ¥R A4 Catchconv

CVS % #u#% & F & Catchconv A B 892 X 25 > RIFERBEREARKEEEILERE
BBFR o BEAHE T NED =T oELAL

valgrind-catchconvrscoregrindsm_sigframessigframe-amdb4-linux.c
valgrind-catchconvs/coregrind/m_sigframe-sigframe-ppc32-linux.c
valgrind-catchconvscoregrindsm_sigframessigframe-ppct4-linux.c
valgrind-catchconvs/coregrind/m_sigframe-sigframe-x86-linux.c
vs checkout: Updating valgrind-catchconvs/coregrind/m_syswrap
valgrind-catchconvs/coregrind/m_syswrap/priv_syswrap-generic.h
valgrind-catchconvscoregrind/m_syswrap/priv_syswrap-linux-variants.h
valgrind-catchconvs/coregrind/m_syswrap/priv_syswrap-linux.h
valgrind-catchconvs/coregrind/m_syswrap/priv_syswrap-main.h
valgrind-catchconvscoregrindsm_syswrapspriv_types_n_macros.
valgrind-catchconvs/coregrind-m_syswrap-ssyscall-amd64-1inux.
valgrind-catchconvscoreqrind-m_syswrapssyscall-ppc3Z2-linux.
valgrind-catchconvs/coregrind-m_syswrap-ssyscall-ppcb4-linux.
valgrind-catchconvscoregrind/m_syswrapssyscall-x86-linux.S
valgrind-catchconvs/coregrind/m_syswrap/syswrap-amdb4-linux.c
valgrind-catchconvs/coregrind/m_syswrap/syswrap-generic.c
valgrind-catchconvrs/coregrind/m_syswrap/syswrap-linux-variants.c
valgrind-catchconvrscoregrind/m_syswrap/syswrap-linux.c
valgrind-catchconvrscoregrindsm_syswraps/syswrap-main.c
valgrind-catchconvs/coregrind/m_syswrap/syswrap-ppc3Z-linux.c
valgrind-catchconvscoreqrind/m_syswrap/syswrap-ppcb4-linux.c
valgrind-catchconvs/coregrind/m_syswrap-/syswrap-x86-linux.c

cws checkout: Updating valgrind-catchconvwsdependencies

U valgrind-catchconvsdependenciessstp.g=z

e e e e e e e e s e e e e e e e g O e e )

B >~ + : CVS & #4.% & F # Catchconv Ff A &) #2 X %5

7 % Catchconv 89 F 7% > 1£ A & T#| A Catchconv #9Z ¥ 2 X /TR K R FT
FIRAEL

“cd valgrind-catchconv/”

17134 %] Catchconv sy 2 X 45 B4k - B TFRAIAIE 4L ¢

“chmod u+x bootstrap”

3% € Catchconv R K 2 X B A 7T U1 A H HATHHR > ABFIAUATIHEL
“/bootstrap % # B #°

2% Catchconv 2|8 28 B 44T 5 wB N+ — %% B4k A/vegce »

debian:»# cd valgrind-catchconvwr
debian: - valgrind-catchconuvit chmod u+x bootstrap

debian:svalgrind-catchconuvt .rbootstrap ~vgcc_
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N+— 1 &% Catchconv 2| £ B4R T > wB LK B #kA/vegce o

Catchconv #/T R EF > AR EHMOBERXEEGFURALRT > CREEBITHSE
G FRPATIE R L EMF o

checking whether make sets S(MAKE)... yes

checking whether to enable maintainer-specific portions of Makefiles...
checking whether In -s works... yes

checking for gcc... gcc

checking for C compiler default output file name... a.out
checking whether the C compiler works... yes

checking whether we are cross compiling... no

checking for suffix of executables...

checking for suffix of object files... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... yes

checking for gcc option to accept IS0 CB9... none needed
checking for style of include used by make... GNU
checking dependency style of gcc... gcc3d

checking how to run the C preprocessor... gcc -E

checking for g++... g++

checking whether we are using the GNU C++ compiler... yes
checking whether g++ accepts -g... yes

checking dependency style of g++... gcc3

checking for ranlib... ranlib

checking for perl... rusrrsbinsperl

checking for gdb... susrsbin-sgdb

checking dependency style of gcc... gcc3d

checking for a supported version of gecc... ok (gcc (Debian 4.3.2-1.1) 4.3.2)
checking build system type...

BN+ = 2B et BREXEEFURALKLET

% Catchconv %R 2 S 1% > F B8 A FH 34 e-mail &9 B - £ A # % A& e-mail
B3R A& 0 Catchconv % & 4%~ 48 A & 42 AT A2 AR AIZ AT % £3% € Catchconv
MAMOERE R ERAETHAESL

“source % ¥ H #F/bin/cc_envars”

# 37 Catchconv 3B 4 2, B >~ 224 Bk B/vgce °

makel2]1: Entering directory 'svgccsbinszzuf-8.12-doc’

makel2]1: Nothing to be done for “install-exec-am’ .

test -z "rsugccssharesmansmanl” i1 sbinsmkdir -p "rsvgccrssharesmansmanl”
susrsbinsinstall -¢ -m 644 ’ .szzuf .1’ ' rugccssharesmansmanlszzuf .17
test -z "svgccssharesmansman3” i1 sbinsmkdir -p “svgccrssharesmansman3”
susrshinsinstall -¢ -m 644 ' ./libzzuf .3’ ’,vgccrsharesmansman3-libzzuf .3°
makel[2]1: Leaving directory ‘svgccrsbinszzuf-8.12-doc’

make[11: Leaving directory ‘/vgccsbinszzuf-8.12-doc’

make[11: Entering directory ‘svgccsbinszzuf-8.12’

makel[2]: Entering directory ‘~svgccsbinszzuf-8.12’

make[2]1: Hothing to be done for “install-exec-am’.

make[2]1: Hothing to be done for “install-data-am’.

make[2]1: Leaving directory ‘/vgccsbinszzuf-8.12°

make[1]1: Leaving directory ‘/vgccsbinszzuf-8.12°

Current dir: suvgccsbin

These =scripts work together with www.metafuzz.com to give you
an easy way to manage bugs you have found in different
test runs. Metafuzz needs an e-mail address to correlate all the

Please enter your e-mail address: vink.cs95gOnctu.edu.tw

Bootstrap complete. Type "source svgccs/binscc_envars’ to set up environment wari
ables.

debian:rsvalgrind-catchconv#t source -svgccsbinscc_envars
ebian:/valgrind-catchconuvit _

AN+= 1 £ 3 Catchconv BRIZ 4% » ww B %% B 4k A/vace -
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#| A Catchconv #4742 XA A > A H T EZARE BRI > L HELLRAEZX
FEF AT > AL T A A FE S

“docatchconv BN 287 X H 794

BATARBIEE 5 B+ Axil/hello 32 % 2 X > BRI A A test.txt » FfT/hello &9 4
4 A lhello test.txt o

debian:-# docatchconv test.txt -hello test.txt _

BN+ gATRBIEE

Catchconv € /£ # B & T 89 tests B4 sk 9 > 2 34769 B &k DB 73 A7 A 4278148 Bl 49
Bk o Catchconv $UAT A2 AR A4 B2 T » 4 & AR 69 K BE Fo 48 B B 2R 1% 2]
Catchconv 84 &k & & » 2@ 4T Catchconv &9 2L A8 545 » 4 & Catchonv B 2864 %
# Bloxt & R RAFSREAE - 42 THEAH email ~ AKX - BREH - &
A8 B e AR R E 3R

Content-Type: text html

INSERT DELAYED INTO runresults (uuid,
email,

fuzz_type,

command_line,

input_file,

time_spent,

num_tests,

total_buckets,

unigue_buckets,

blocks_added,

UALUES (189558, ’wvink.cs95g@nctu.edu.tw’, "catchconv’, ' rhello test.txt’, ’test
Ltxtt,

‘g*, ‘@', '@’, '@s’,

'B’, ’rexpsugccrstestssgensearch-1284989137-test . txt

i

JobID:

running memcheck: rhello test.txt

vgcommand: ulimit -t 388: rexprsugeccsinstrsbinsvalgrind --tool=memcheck --xml=yes
--log-file-exactly=test.txt-memcheck ~rhello test.txt > test.txt-stdout Z> test.
txt-stderr

B+ & RA4EMERH e-mail ~ A2~ BIRREHR - MR RER -
Catchconv #xiR| &)@ + » & & £ 1k % Constraint Query » i B #] A STP & X K413

Query #9225 ; B 7~ + 7~ & 7] A2 44 Constraint Query » STP £ & 0.004 # K43 st Query
By AR
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ra
Solving query 3
Valid.

Added to gquery aggregate: <opt invalidp="8" prefiltersize="29" querynum="3" guer
ysize="%31x37" querystring="#x20:x51x55+45x52:59x28:20:x4256:53%x4cx4542843x56x31«
354321334165.36x74.31231x78,32x35439432.74468.3122cx20.38.68.65.78x37~46~46x46/16
7#46.46746.29429.3b.28.25.28:.54.59.58.45,28.4946e.744f #7665 72466x6Cc6f #7725346
9%67«bexb65x64x28" querytuype 282492667 424f » 76265272 2666Cx6f »7?753269267 26665
#64x20x0a" seedfile="#74x65x73x74x2e»7?4»78»74" seqno="1" solvertime="0.BB4" solv

ertype="STP" uuid="549165" >

Currently at 1 out of 1 gquery info reports

Aggregate gqueries URL : http: - www.metafuzz.comsdev dmolnar-smetafuzz.com dogueri

esaggregate.php
XML : <opt>

<anon invalidp="8" prefiltersize="29" querynum="3" querysize="x31x37?" queruystr
ing="%20%51x55x45x52x59x28x20,42x56x53»4c»45-28+43+56x3135x32+33x65x36x74431x31
#78.32235x39432~74268.31.2cx 2038686547837/ 16.4646/46+46.46/46:2292.29/3bx2Bx2
5420454.59.5045-20496ex74x4f » 766572 x66x6cx6f »?7x53x6967xbexb546428" query
tupe="%208x496ex?4x4f #x 761654 72-66xb6cx6f #?7x53x69x67bexb564x2B8xBa" seedfile="x7
4/465473474+2ex74»78x74" seqno="1" solvertime="0.884" solvertype="STP" uuid="5491

65" />
<sopt>

URL: http:r www.metafuzz.com devdmolnar/metafuzz.com/dogueriezaggregate.php

N+ 1 A e Constraint Query » STP & & 0.004 %

) K 4% 3k Query 84 AR

Catchconv 253, T — & o % » B ¥ /ey Query » £ H Z A A RIREHN B
>+ -+ & % 89 Query A QUERY(JUMPCOND1759e255¢6) » shistEn X 84 2 X E

1759 > # R &9 B3 Bk A 23-test.txt o

querysize,
prefiltersize,
zo0lvertime,

querytype
)
UALUES "', '’

Solving guery 23
Invalid.

or answer
23-test. txt

ASSERT( INPUT_MEM48Z24888_0FFSETH = BhexFFFEDE36

offset: @
value: FFFEDE36
byted: 36 byteZ: DE bytel: FE byteB: FF

ASSERT( INPUT_MEM48Z24881_O0FFSET1 = BhexBBBBABFS

offset: 1

value: HBBABAFS

byted: F5 byteZ: BB bytel: BB byteB: BH
running memcheck: rshello 23-test.txt

¥;

¥;

vgcommand: wulimit -t 388: rexprugccrinstrsbinsvalgrind --tool=memcheck --xml=yes
--log-file-exactly=23-test.txt-memcheck ~rhello 23-test.txt > 23-test.txt-stdout

2» 23-test.txt-stderr

BN+t 0 & A HE S Query

Catchconv % 31,2 2 X R A 1% >
e S PN
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UALUES ¢ ", 7,

QUERY:
il

Solving query 12
Invalid.

Creating new test case for answer 12

12-Z2-test.txt

ASSERT( INPUT_MEM48Z48@3_OFFSET3 =

offzset: 3
value: BHBBEH188

byte3: 88 bytez: 81 bytel:

running memcheck:
vgcommand :

——lug -file- exactlg 12-2- test txt-memcheck

ﬂdded to bug aggregate

QUERY(BULT( CU1535e18t4p3493thl , BhexBBBBABFF));

BhexddBBBR188 )

a8 byteB: BO
+hello 1Z-Z-test.txt
ulimit -t 388: rexpsugccsinstsbinsvalgrind --tool=memcheck --xml=yes
#hello 12-Z2-test.txt > 12-Z2-test.txt-

(upt filename="12-2-test.txt"” fuzztype="catchconu”

» TYPE Conversion3Zto

fuzzy

stackhash="e3bBc44298fc1c149afbf4c8996fb9I2427ae41e4649b934ca495991b7852bB55" seq

no="5" stackhash="822876393" type="SyscallParam"

uuid=

Currently at 1 out of 1 bugy info reports
: http:r/rwww.metafuzz . comsdevsdmolnar-metafuzz . comsdobugsaggr

Aggregate bugs URL
egate.php

i RN

FEE R R A
H F & results/errors

12-17-test . txt
1Z2-18-test txt
12-Z8-8-test _txt
12-Z1-8-test . txt
1Z2-Z1-test _txt
12-22-test _txt
12-Z3-test . txt
12-Z4-test _txt
12-25-test txt
12-Z6-test . txt
12-27-18-test . txt
12-27-test _txt
12-Z28-test _txt
12-29-test . txt
1Z2-Z-test.txt
12-38-18-test . txt
12-38-test . txt
12-31-test _txt
12-32-18-test . txt
12-32-test . txt
12-34-18-test . txt
12-35-18-test . txt
12-36-18-test . txt
12-8-12-test . txt

16-18-test.txt
16-11-test . txt
16-12-18-test . txt
16-12-12-test.txt
16-12-17-test . txt
16-12-18-test . txt
16-12-2-test . txt
16-12-8-test . txt
16-2-18-test . txt
16-27-18-test . txt
16-28-18-test.txt
16-29-18-test . txt
16-38-18-te=st . txt
16-31-18-test.txt
16-32-18-test . txt
16-33-18-test . txt
16-34-18-test.txt
16-35-18-test . txt
16-37-18-test . txt
16-38-18-test.txt
16-8-18-test.txt
16-8-test.txt
17-14-18-test . txt
17-14-11-test.txt

AR E B 12-2-test.txt » £2 R RFIFERR B 7T 52 49 &

SRt B R P 0 T UAE B B AT A A B AT A R B A R AR B A8 B
BH AN REE T TUAIBERZRAGRREBAN > LTHE -

28-18-test . txt
Z-8-test.txt
Z8-test _txt
29-18-test . txt
£29-1Z2-18-test txt
£9-16-18-test txt
29-test . txt
Z-test . txt
3B-18-test . txt
3B-test. txt
31-18-test . txt
31-test.txt
32-18-test . txt
32-12-18-test . txt
3Z2-14-18-test txt
J2-test txt
33-18-test . txt
33-1Z2-18-test txt
34-18-test . txt
34-12-18-test . txt
34-14-18-test . txt
35-18-test . txt
35-12-18-test txt
35-14-18-test . txt

debian: rugccrtests-gensearch-128493893175-test . txtit _

BN+

1% FA T LAF A cat 45 2 #4,

NEETHRS

LA F] B

79

"549165" >

Ghed ] £ 8

libstats.pl
libtriage.pl
LOOP
loop.err
loop.path

FOE-cc.tar.gz
POE.pm
prune.pl
QUERY

rco

runinfo

test.txt
update-file.pl
WWW-Cur1-3.82.tar .g=

WWW-Curl-4.88.tar.gz

“ML-Parser-2.36.tar.g=

XHL-Simple-2.18.tar.g=
zzuf .pl

AT A A BT A BRI E R AR AR BIAER B 2

BT E A YRR E N > Bk A Fuzz Testing &9 & & » B3 80
RTEPOF AR RBE £+ -

=R

Ha



12-29-test . txt
12-Z-test . txt
12-38-18-test . txt
12-38-test.txt
12-31-test . txt
12-3Z2-18-test . txt
12-32-test . txt
12-34-18-test . txt
12-35-18-test . txt
12-36-18-test . txt
12-8-12-test . txt

16-31-18-test .
16-32-18-test .
16-33-18-test .
16-34-18-test .
16-35-18-test .
16-37-18-test . txt
16-38-18-test . txt
16-8-18-test _txt
16-8-test . txt

17-14-18-test . txt
17-14-11-test . txt

txt
txt
txt
txt
txt

32-12-18-test . txt
3Z2-14-18-test . txt
32-test.txt
33-18-test . txt
33-1Z2-18-test . txt
34-18-test _txt
31-12-18-test . txt
34-14-18-test . txt
35-18-test _txt
35-12-18-test . txt
35-14-18-test . txt

runinfo

test.txt
update-file.pl
WWW-Curl-3.82.tar .g=

WWW-Curl-4.88. tar.g=
*HML-Parzer-Z.36.tar.gz

XHL-Simple-2.18 tar.gz
zzuf .pl

debian:expsugccstests/gensearch-1284989175-test . txt# cat =.txt

18emnnlinZanninnifininnilnlZnZuGu=buonZonononnn=nonbonon?noncennZallflAnnnnZunnlifn

pnldinliden"1eeDnZenZebe=nGe6e 2606060 RN E*nORO0GRETRORRGRGERERZlONNEEEE
pnEnlnZennlififeennn ' ZoannnnlnnnZennZaGExanGaGRGERRNRGRGERE=nGEG7o=002011A101181

plnnZelnnnDZe6=Z26m=*7711
18
debian: - vgccrtestssgensearch-1284989175-test  txt _

B+ @ AR cat 45 2B E AT E A BRI

=R >

Catchconv £ R RI:E A2 P & £ ) BATIEFEA H 30 » 35980
% P A & &9 Query » i ETF A4 driverbase TAME £ 5 RTHE -

xXx e: 143 t: 27
ASSERT(CV1658e143t11p27989th1[7:8]1 = CU165Hel143127p27989thl1[7:8]1 ) ;
CU1658e143t29p27989thl BITVECTOR(32):

ASSERT( CU1658e143t29p2?989thl = CU1658e143t11p27989thl);
CU1651e1441t9p27?9891thl BITUECTOR(3Z):

CU1651e144t7p2796891thl BITVECTOR(3Z2):

ASSERT( CU1651e144t9p27989th1[?7:81 = CU1528e11t17p27989th1[7:81 J);
CU1651e144t8p279689thl BITUECTOR(3Z):
CU1651e144t9p279891thl);

ASSERT( CU1651e144t8p27989thl =

CU1651e144t2p27969thl
xXx e: 144 t: @
ASSERT(CU1651e144tZpZ7989Lth1[7:8]1 =

BITUVECTOR(32):
CU1651e144t8pZ79A89th1[7:8]1 J):

CU1651e144t18p27989thl BITVECTOR(3Z):
ASSERT( CU1651e144t18p2?9689thl = CU1651e144tZ2p27989thl);
Xx¥X Stat counters:

Xxx Unhandled binop: B

Xxx Unhandled unop: B

Xx¥X CalcCondition: B

debian: vgccstests/gensearch-1284989175-test . txttt

B+ —  RAliG

=R

B2 E A PATIFE B 3

#¢ driverbase 4% £ P & B & R Fu &4 5 % A 89 Query » #&£EF 7 QUERY #8 £ + »
8,2 Query B RMEMH S X BARMLE -

XXX QUERY(JUMPCOND6951e87795¢c40 ); % TYPE Coverage XXX The destAddr = 0xSBBC7D7 ;
XXX QUERY(JUMPCOND6943e87813c41 ); % TYPE Coverage XXX The destAddr = 0x819A1B8 ;
XXX QUERY(JUMPCOND6951e87816c42 ); % TYPE Coverage XXX The destAddr = 0xSBBC7D7 ;
XXX QUERY(JUMPCOND6943e87834c43 ); % TYPE Coverage XXX The destAddr = 0x819A1B8 ;
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XXX QUERY(JUMPCONDG6951e87837c44 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87855¢45 ); % TYPE Coverage XXX The destAddr = 0x8§19A1BS ;
XXX QUERY(JUMPCONDG6951e87858¢c46 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87876¢47 ); % TYPE Coverage XXX The destAddr = 0x8§19A1BS ;
XXX QUERY(JUMPCONDG6951e87879¢48 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87897¢49 ); % TYPE Coverage XXX The destAddr = 0x8§19A1BS ;
XXX QUERY(JJUMPCONDG6951e87900¢50 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87918c51 ); % TYPE Coverage XXX The destAddr = 0x819A1BS ;
XXX QUERY(JUMPCONDG6951e87921¢52 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JJUMPCONDG6943e87939¢53 ); % TYPE Coverage XXX The destAddr = 0x8§19A1BS ;
XXX QUERY(JUMPCONDG6951e87942c54 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87960c55 ); % TYPE Coverage XXX The destAddr = 0x819A1BS ;
XXX QUERY(JUMPCOND6951e87963¢56 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JUMPCONDG6943e87981¢57 ); % TYPE Coverage XXX The destAddr = 0x819A1BS ;
XXX QUERY(JUMPCONDG6951e87984¢58 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;
XXX QUERY(JJUMPCONDG6943e88002c59 ); % TYPE Coverage XXX The destAddr = 0x8§19A1BS ;
XXX QUERY( NOT JUMPCONDG6951e88005¢60 ); % TYPE Coverage XXX The destAddr = 0x5SBBC7D7 ;

#] A Loop Detection 7 44 5 #7 45+ 5 X 49 Query » REFTH A ERE N > BHHEN
QUERY # £ F ; 4o F & LA Lk ®@ & Loop Detection &9y AN B » AR FIMAEXEHR
60951 9tk %X > EH B a9 B A OxSBBCTDT 0F > & @B A7 & 4 95645 % -

0x5BBC7D7 1

12

JUMPCOND6951e87795¢40

NOT JUMPCOND6951e88005¢c60

Catchconv #% 2| &9 42 X R R % & 77 807 results/errors &k & P > 6,471 3] 25 LR IR B9
BIRRE A 0 15 A T A A tree 354 %) 4 results/errors Bk & N @46 R RIRE R
Iz AR X e malE R -

|-- SyscallParam

| 1-- 1679461208

I | |-~ test.txt

| | I-- test.txt-memcheck
|| |- test.txt-stderr

| | "--test.txt-stdout

| 1-- 1793740102

I | |-~ test.txt
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| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| *-- 822076393

I |- test.txt

I l-- test.txt-memcheck
I |- test.txt-stderr

I “-- test.txt-stdout

I-- UninitCondition

| |- 1058365317

|| I--test.txt

| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| I-- 1413540393

|| I--test.txt

| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| |- 1428533681

|| I--test.txt

| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| 1-- 2220999866

|| I--test.txt

| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| 1--2234422911

|| I--test.txt

| | I-- test.txt-memcheck
|| I-- test.txt-stderr

| | "--test.txt-stdout

| *--2558958562

I |- test.txt

I l-- test.txt-memcheck
I |- test.txt-stderr

I “-- test.txt-stdout

|-- crashes
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|- test.txt

|-- test.txt-memcheck
|- test.txt-stderr

“-- test.txt-stdout

12 directories, 41 files

% T H123F 2 Catchconv &9 se R 7 FE » % % Catchconv AATAR B 65 69 48 B Ak & Fo
Z 3 o Catchconv AR ABEY > €AH LHRBEEIERTRINEHELA LT
Catchconv 89 B2 A B 7 2432 E http://www.metafuzz.com 4 B ~ 04733 8k B 84K

& 324% Catchconv ALY T A Ao 2 AE 447 B3 o

/2 www metafuzz com / results metafuzz.com { sishen_experiment | phpMyAdmin 3.3.7 - Windows Infernet Explorer

=181 x|
&= [ v mottuz o - HE o] x| oo e
BE® > x @EComert v [kt
S BEVRE | 5 0P Compresive Sensing Resws.
vy s on i peiosconl s o || fov 6 - e SHD- Z3HO- TAQ- @

phpMiyAdimin B A resultsmetatuze.com ) G F#H R sishen_experiment
EER_psaL SBE GEEMAES (050 SEH HEA SLEM
HEHE - Wit == == e - e

bugs =) 3 M X 1,208,889 MyISAM utf8_general ci  128.1 MB
instances =2 X 0 MyISAM latin1_swedish_ci 1.0 KB
queries ) M@ X 900,952 MyISAM utfd_generalci  121.1 3
runresults =} @ X €1 MyISAM  utfB_general ci

=} m X 3,627 MylSAM

=1 F (6 X 0 MylSAM at

] 3 [ X 139,265 MyISAM u

TEER -t 2,852,800 MyISAM u
B -

o PIETH L SRt

i 256.5MB O Bytes

A R ER RIS stshen ¢
£

s E

o]

@ ' THE e FAQ3

= BARERF phpMyAdmin 5E

[T @ [P~ [Ri0E -

+ -+ = : Catchconv & ¥} & 4 %
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B~ BmAEEAKR

AFERROSLBETERRAZAKRURIEN » MTAGHHF4HATIREZ LA
TP IAT ZARDLIE 8 > 30 47 HARARME

® AKATWBARTE

AN ERMBENEE L RERBETF AR X WB AT & X ko KA
() AFERBEFEAL/ B EBERHE  LXEBRSZ EERIH T (Wi-F -

WIiMAX) > SR H 2T 52 B H BGEBER () AT 4 bt B RmEsbig

REREZHEE - HERFEEBh T2 et Q) A FERAMN ARG NIRY

AR R ET R R A AR

TRBELZYEGERIEE  MASRAET R & 4158
BEEZFEBRIAME (4 At ERBEBRESGEZEAER REZ %R HRELEL

Z BT A B R R 00 1 R B SRRR E A AT & EBATARL iR M A e

B2 R e

Atz M BF S UCB & DETER F & B4 [ BR 5 00645 » AT 34 5 & 5248
AP R 0 4 At 448 5% DETER Federation 2 224#% » MA#AE % @48 #2 EmuLab
DETER ¥ F &£ ZHTRER  REB AL BT ARABELLEBRBEBETRZAR -

Emulab
A G v
E R EEZS v
(Wi-Fi, WSN)
REAE A X
BTG 4nis A
(& 8464 2 TR
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Day 1 (8/16)

Session 1: Leakage

Session 2: Lattice

Session 3: Invite Talk

Session 4: Homomorphic Encryption

Session 5: Theory and Applications



Day 2 (8/17)

Session 6: Key Exchange, +0OAEP/RSA, CCA
Session T7: Attacks

Day 3 (8/18)

Session 8: Composition
Session 9: Computation Delegation & Obfuscation
Session 10: Multiparty Computation

Day 4 (8/19)

Session 11: Pseudorandomness

Session 12: Quantum
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(1) Zvika Brakerski and Shafi Goldwasser, “Circular and Leakage
Resilient Public-Key Encryption under Subgroup Indistinguishability
(or: Quadratic Residuosity Strikes Back)”

Public key encryption (PKE) scheme #vik3:+ . mE ¢ § - B ixE£ &
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semantically secure 2. #t » L - H g LT E T BB ARFRB* VAT

(o e B

(a) Key-dependent message (circular) security. #P PKE scheme
e semantic security PF o — 4K F fp REE Bde %m??‘f § P2 8 e
ML PN 2o L AR EORT P P AL F TS F O

2N

@ dhisecret key v @ JEi‘secret key &P semantic security F¥
GRS & F SERCEE e WA
(b) Leakage resiliency. I 1% %8 (7 ¥ > secret key 1 & # = A/@
B T GASTEF TR RR Y F R "I%W;PFJ;«FG
Ko RS @Il A ﬁ”ﬁ';?ﬁﬁéﬁ(cold boot attacks)% = 3¢ o #f
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(c) Aux111ary input security. 2% M - B PKE scheme s > +# » 52 #
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PrE P en® > M e §_auxiliary-input security e

Bighw> ? o T - @ PKE scheme > ' 7 i% &~ ¥ & ¢h semantic
security *t { PR P gz A% 2o A gk ke ¢ ik I a PKE
scheme #_#*" quadratic residuosity (QR) assumption (&£ #_Paillier s
decisional composite residuosity (DCR) assumption) °

(2) Ali Juma and Yevgeniy Vahlis, “Protecting Cryptographic Keys against
Continual Lekage”
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AP 535 side—channel attack e+c % 37 i 5 leakage-resilient
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(3) Shafi Goldwasser and Guy N. Rothblum, “Securing Computation against
Continuous Leakage”
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B2 fe & ¢ key refreshing, oblivious generation of cipher texts,
leakage resilience re-generation, and blinded homomorphic evaluation of
on single complete gate (e.g. NADN) - f’?—*ﬁ PhThhe? s FEFE -
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(4) Craig Gentry, Shai Halevi, and Vinod Vaikuntanathan, “i-Hop
Homomorphic Encryption and Rerandomizable Yao Circuits”
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®  “Perspectives on lightweight cryptography” , Bart Preneel

®  “Public key cryptosystems with key-dependent message security”,
Moti Yung
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A EREFAARBIFE  FRF AR 202044 45 12 B
sessions:

Day 1 (10/21)

Session 1: Invited Talk I:
Perspectives on lightweight cryptography

Session 2: Encryption schemes
Session 3: Stream ciphers, sequences and elliptic curves
Session 4: Public key and elliptic curve cryptography

Day 2 (10/22)

Session 5: Invited Talk I1:



“Public key cryptosystems with key-dependent message
security”

Session 6: Hash functions
Session 7: Key management

Session 8: Cryptographic constructions

Day 3 (10/23)

Session 9: Digital signature (I)
Session 10: Privacy and algebraic cryptanalysis
Session 11: Digital signature (II) and authentication

Session 12: System security
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(# % ) This project proposes a Security Insurance and Inspection Solution for Mobile Devices.
The solution includes the following four sub-systems:
1. A heterogeneous network emulation testbed with wired and wireless networks:
Users can emulate heterogeneous network topologies with the possible network attacks.
2. A detection system against malicious document files:
Using virtual CPU and dynamic memory analyzing technology, this system can detect if
the target file contains malicious codes or tries to obtain sensitive system information.
3. A program defects detection system:
This project improved Catchconv which is a famous open source tool. The improvement
is focused on a loop avoiding algorithm.
4. A security management mechanism for mobile devices:
This mechanism includes an IDS (Intrusion Detection System) on Android and a secure
cloud storage system to improve the security management for mobile platforms such as
smart phones.
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