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Abstract

Information  technologies  have
ushered in a new era for computer-related
communications. Use of the Internet for



commercial applications and resource
sharing has accelerated in recent years as
well. Individuals can use the Internet to
instantly  access information  from
anywhere in the world. Owing to such
developments, computer security has
become a critical issue nowadays. Much
research has been conducted on areas
involving network security such as user
authentication, data confidentiality, and
data integrity. In some applications, a
critical message can be divided into pieces
and allocated at severa different sites over
the Internet for security access concern.
To secure the applications and data
the

examine the secret sharing schemes. A

transmission over Internet, we
secret sharing scheme could be very
hel pful

messages. In this project, we first attempt

in the management of secret

to present a novel probability model for
reconstructing a secret in a computer
environment. Algorithm to estimate the
probability of
reconstruction is presented as well.

secret sharing

Next, we propose two secret sharing
schemes caled multiple assignment
scheme and multiple secret sharing
scheme for sharing a secret. These
schemes provide generalized secret
sharing which alow multiple threshold
access structure for a shared secret and can

realize predefined sharing policies. We

aso propose two assignment methods,
called WSA (weighted share assignment)
RSHA  (ranked  share-holder

assignment), for assigning shares on hosts

and

in such a way that the probability to be
able to reconstruct the secret becomes the
highest with

unreliable computer networks. From the

regards to falure in
simulation results, we can see that in
almost each case the proposed agorithms
find suboptimal solution efficiently.
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