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Abstract

With the increasing prevalence of wireless networks, numerous attacks have occurred frequently
these years. These wireless network attacks have great impact not only on government agencies, but
also on private sectors. The illicit behaviors may cause sensitive information leaked and serious
monetary lost. Unfortunately, the current tools are not designed for the security testing of wireless
systems and software. To ensure our efforts will fit into the need of government agencies, research
institutes, and wireless equipments manufactures, the engineers and technical leaders of ITRI, IlI,
CSIST, NSB, and Alpha Networks have been invited to participate the planning of this project at the
beginning stage. The am is to construct a heterogeneous wireless multiple network penetration
testing lab, and develop a heterogeneous wireless penetration testing platform (WiSec@NCTU). We
have developed and established thirteen penetration testing systems and tools. These systems and
tools can be divided into two categories: wireless network penetration test and mobile devices
penetration test. These developed subsystems and tools can examine and test security issues on
heterogeneous wireless network (WiFi, WIMAX, and 3.5G), wired wireless devices, mobile wireless
devices and software. TWISC@NCTU has close relationship with Taiwan high-tech companies,
government, and research institutes. In respect to technology transfer, we have transferred five novel
technologies to National Security Bureau (NSB), Industrial Technology Research Institute (ITRI),
and Chunghwa Telecom. In regard to industria collaboration, Chung-Shan Institute of Science &
Technology, MediaTek, ITRI, and D-Link are currently involved in our center. TWISC@NCTU also
provides technical services to NSB, ITRI, Taipei Computer Association (TCA), and Institute of
Information Industry (I11). We hope government agencies and Taiwan industries can benefit by using
these tools to examine and evaluate their wireless networks or mobile devices.

Keywords. heterogeneous wireless network penetration test, mobile devices penetration test,
malware detection, software security analysis
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+ s Davik T 3F 5 B E L I s GldoR Mis R R R R
AZREAWEMPF SRS R T UG oF ik ERE S BAES
— &3 E

Android # & 7 + 3% 4 e Standard Java Library (% p ** Apache Harmony
Project) » 4= ¢ P dg4k & dex ;% 5 4ot Davik 4 328 % ez oh s B
TG pF d R R F T UE et ki T CGPSE A sty E
- EARAE A 2 kBB @ Android #2848 I et B o Android B #E15 E 22
7' & & # Android Runtime -

%‘

f Android = 5 b o B 0 s B U A S5 A

— % - #g ¥_JINI (JavaNative Interface) #7ef v 30 ;% B ik 0k » %] 5 Android & £ &0
SCEEY JavaiE B e = 0 Javafeit & & ¢ 5 VM (Java Virtua Machine) stz
Lo FE T RN A B iR R R AL e e b et el i VR (Bde TR
FET 3 EER)G AL L% C/ICHmB e 77 i 7 7 buffer overflow
PR AR FHRE L A o

— FCoOARYARNEE O ST T RES B F A
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AR R iR A S o e b ET T @K 0 7 i £ DoS -
Password crack =risc# -

> MY

MTFRLHFHEFTEE AR RPN AR o

& 71 % N R =
& RETRMASREP
LT SRR SRS A S M 0 - 536G Pl 2 B ki B - G WIMAX
oo B2 %iE kS o

N3G P RBLBE R
%% R (Penetration Test) & — kBl T % 2 ehE gL [24] 0 3 o3t @ 5eh
ME2RFEZ D ZERBOMAITYIFRLDLAERE L KPR
&%' C AR E K SR 7 s BB pé‘ P Ph s R REEZ. R BN R BT 2 B i
4 AL RSB ERPHES 3 2k [25] 0BG REE Al LR e B
,l-ziﬁiiﬁ'ljﬁﬁxgﬂﬁﬁiﬁ?&%f‘v s 1% fgfrA,Ej—%]zm,Q R BT §_+ﬁ? i E"f”I/I§ s o
U E i"i?']jﬁ-ﬁ%ﬁé RiFehg R aFd B Bt 28 LR
b ok o

WL

*‘*’Mi HhE A @Ja*ﬁz?l‘ﬁi%*ﬂ?# *’m%v‘*%\ﬁ [26] - 4%,?1&%2 Rk e

W R RIP A R R R (B oS EIRERE R R
20 FAXRIPRERT G THRFEEES 0N 5 A RPIRE DR Ry LR
iR ko e R P B T35 (T BB SRR O RERIZE RS LR %@.@;&aﬁ
FEPRRA R RERDE - P A AT R EHPIRREE > &8 S HFERSEH!
DL PP d F R RRERNZFEREY T EI AR FEamplET e ,, %
PO & AR R Y (Internet Service Provider » 4 ISP) B 2 { 2 6 I
A FE e 33 gk o

35G {7 BB G RGET A FF 5 F K schipli o ol d  (router) K il
ISP K siplE R Ep Jp k5L (autonomous system) & s BIEE E 0 F)P 2 G P R B
135G 76 e i 7% 5 RIR ik dE S IM&m/? @é‘E‘ & o

EI IR o - AR I A NN A Y /FJ FRAgFR DB X itfi i
traceroute iz B X Bl L & F I ehE - BT i@ 443)3 VPR EHFE T 20 P hRers
et BN H e B PRFRE R —*“ sip o traceroute «h1 TR I 4T 1 F AL o traceroute i J
ICMP (Internet Control Mmge Protocol " fepn 4 4112 2, ICMP)3t# 3 % ,?Jm
P34, 5 B ICMP 4t# TR z’v’ﬂr#;rﬂ?}ﬁ.'.“ (TimeToLive, TTL) > TTL & & ¢ i+
T4 A F T UFEL PP R E AL TTL X @uRkdts g:23E > ~ 7 TTL ¢hE
RE RFFHE FIEEE LSt Rl AP Feng - B B REEY BEEF



He L 2wl ICMP @pdte SFFI 4 o FE3 PRIIEF4e s T g 3%
TTL#ET * €378 :2 ICMP 3¢ > B3 4te cnds (F € 5 F D18 3% 3 B8c3ld p 1%
A B |ICMPw R 3te 5k o %ﬁd TR E ICMP 3 e cnggpl > 58 > 2 2 81
il ERIH 2 p AR A 2 B R T o

Mercator [20] &_— 45 B 4 % e peie d K st cnfz s > Mercator $2 % - 8. &
informed random address probing 7%z o+ (heuristic) H g (T8 B > T F M EIE - i
B b enl - 3 e EFRIE e > 2 G UaptiE Rk (hop) GdE R kAR E D 2
e LA o gt b o AT PR T B > Mercator it 4 2w endE Pl AR iE L F
S RIPy v 2 & 4o i Wi+ 2 (Boarder Gateway Protocol - f§ #- BGP)#: d %
R B hIRF AT Gy S R D A % & fF P fic o Mercator Tt A 3 ELd BaR T W] L fET
(diasresolution) » v ¥ 1 | Wkt [P = pt & AN - BELD B 03 e e iR n 4R R
I FE R 2R E R - Magoni % 4 [21] #2005 £3% 417 %5 nec s dn g W
£ %R 0 traceroute 1 £ 5 A A BT A A enpk d S o 22 Mercator # 0 nec
HAd A ZPEN A P BEHT AL TP IR PEETRSE R > 0 LR BER
P4 ¥ - ¥ Mecaor sz £ ¥ > nec *2% KRR ¥ 8 N0 Nk =7 -
nec~ L3 A 5 % 5L (autonomous system) ki s ehdp $E4E iR

f iR /@] BB L ks F S & ﬁ§—*‘“fi& I -4t e i 7 (backbone)
T egE B > 2 - Baford & 4 [22] 5 B F irdn 4R & P B d B
PARdfcniicd 4prt > A0 & R A i d Ap st ) o Pt iRip iR 2
% Rt g g ek s o Barford & A s B ROR A e p R4 el
AR AR PR R PR REST U E A HIE R RREES S 0 W AP
ENEr S sl B Hekip S A i RUNSTIER g S I

Rocketfuel [23] H_d Spring & A &3 ISP RERIpEFRIF -2 Ln 45
ehE W 3 1 B4 e ehE o Rocketfuel &30 H - 0 ISP FizdpeniE k0 © i
213% ISP ent T g 248 o Rocketfuel 4% 8 % /i i‘g’f;z %_ ( Boarder Gateway Protocol -
i f BGP)i: d # #iFmer ISP ¥ iz & M *"«w;» p B ANZE ISP R T o gttt s FE
BOER R R R - R al e 2 S AR ISP ¥ 87 > B Rocketfuel R ¢
wg H P - 0% iz ¥ %% Rocketfud & g2 &_7’/:\3{!% BIH - ISP e 57 35 > Spring &

AREFBERIS YD - BRY BEAEE TR VAP GERE AT IR
2R R R bﬂJm;m,*va:ﬁg—@uﬂiﬁ&ﬁnkﬂﬁﬂ # B L A7Ta o
Spring & 4 12 Rocketfuel #5717 31 10 #ASP ¥ iz o dp > ¥ ¥ #cig ISP e 4 12
FERAFRIGEEDEE R o HP 5 = ﬁISP vk Spring & A R E o B PR R

Rocketfuel 7 3] edfipl% % & 5 &

44

B WIMAX o it 2 335 & b

WIMAX 2 (- il fre it % 2 ohidjof 1% 5 M6 BB RR LR ¥ hd -
B T AT E AT RS R B AR R FR R T 2 R AL
558ho s TPt REGZEATI LT N E KBFANEBE T A R EARL o B RS R

=
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ETIAS

A7 B F B Eand = 2 (Trusted Third Party, TTP) #7138 {7 - 83015 ik A%
PEBOER QI FZERFLECTIPY U RREF L FAEF > T FH
BeBr R LR AT Rin® 2R KD TR RS % 2 b Yo ¥ L S48 Penetration
Testing Tools ¥ 1 & 5/ * 3 @ W p|1 EgadEra B o 75‘1'1—*‘ & & Nmap ~ Nessus % i3
iedte B R R L o Nmap - A% im@i%i#ﬁ*#l B T AL D
BARFE o d 2 R IT¥ L SH7 penpiite €5 7 Bk 0“7 Nmapid ¥ ¢
FI# FHRE P AT DT R 2 3t e chw iR R TR efasE o B R ki F ¢
#%I«K’é?—*‘" PR B R 4 5 BT AL o Nessus A - fEF L B 1
2o EFSREREXERA Y ke ¥ FL**%?# BIFEZ FER L A3 BE o < 3R
/T o Nessus € &gy ik Sienk B iFX|4T > @ 2 7 & B enlh B L AP 3R o 3F S pEIR 0 1

* A % € % Nessus # iz nmap F# 45 #FFip] % 5t o Hping .- A &ecdte ch1 & » 7% k&
AR B LG C® e TCPIP 456 > % pE S il i 2 RERS (P Vb

# IDSIPS %) - John the Ripper ~ Can&Able 38 8 aL 2§ a5 ch1 & > 7 % 2 R ~ gL
ﬁ PR L B o

tiE#» 1 22 5 B3 SAINTexploit ~ Metasploit ~ SecurityForest ~ CORE IMPACT
E SAINTeprOIt A_SAINT = @ 7R ch— B % 303 D et k5P b 2RF D
TE T HHE Y NGTE LT 0 RPROEF R RRLGE > TR T F2
‘5i¢ﬁ$§ﬂ$ﬁ?ﬁ‘ﬁiﬁ??ﬁé°Mdﬁm”{f§Q§%%§Eﬁ%
BRI SN ER e e T RS kB LA > drie ~ command

prompt % & ° & 7& F & T Metasploit &_j#i4-4f 4 chF % 2R AL ¥ A1 K2
o SecurityForest ¥ - B h4of51 £ > i1 2 g iF 5 exploit #2858 » 1 aE
% 0 ExploitTree > Flptpled 4 B 7 5B | B EcE exploit 425575 » ¥ (7%
#-COREIMPACT & - 23 * /%4/?‘]&51 A RT R S L ARSN Y v G35 gk
CORE IMPACT ¥ 12 At B3 end "o v 45 0 — B AIRN - ¥ d 373 Mokad B # g
Forc B o AR B ERIREAFY o H - B F F i o T OUERBREA R AR
cREe o Td RBLROT Aok R A R T - BE X T A

=4

)

¥ %ﬁ%/? = &
T;,wmﬁ% HEAMAT A a8 A W% - AR EL A RT2B3EKP Y
fh ta ey :&ﬁj\’gﬁ%/?

B FEEE AT 238K
Android (78 &% ks linux 2 Kk > 2H e % davik BRI EE TG
dex # > L & F %+ {vh A chjava® & £ %) > B android & * 4258 5 10T B AE S 2
— #-dex #h# v javabytecode ¥ £ # android 4+ G0 E o
—  ®JIVM 1} #E dalvik & #E S F L # android 45§ S0V R o
(MIA AV EREYRG RAILIE)
— ERBF- B4 android FEE R kR
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A TR O 1 PR s 2 p\gﬁ_ Uz 4 17 (static code analysis) k # 5 47 5 #5 ¢
T b SRV A AR T B 033 Bho PR @ #F R RIE G P4 5 (false positive, or false alarm)
@r’gm”i@ r]””i;ﬁiév\%frﬁi R ORERT o FI EE R I R A
It ePgE IR o 3 i ﬁwm“%*ﬁi?é‘ﬁﬁ ﬁﬁﬁiMﬁaa}d L ey
R TP 7 B Ul anA 4 K K% ApRi ATy 1 2 @ 3% Findbugs ~ PMD % o

B RGEI Y FOERE BRSNS R N FA BB B RRFET 2 g1 G D
FAE & H et eipfei9rg & mgz,,] * (Bl 3t e S i ﬂ—?%] »E)VEY - A
GEEDPT BT B ff H o N E i 4 gz,,] * AR R TR ke &AL IF fuzzer o
ﬂﬂﬁbg’:é_iﬁi\mﬁ%]”  fuzzer 3 % A 4 - iﬁﬂiﬂ% TSR BIARS 0 3 - T
WEEeNFL R cFuzzer & LR ARLZ E£F 5 B ﬁ*ﬁ © e gy HH
L g—}_ﬁié AP AT AT BRI ??‘m#‘ﬁfldﬂ/z i F AT R AR RS JT 0 A PEE P
7R PR R ORI S M T 3 jCute ~ javapath finder & % -
TAE R - B EFLPRRER ERREOD ZHFE D > ¢ i concolic testing
- * % f1* symbolic execution #4773 ?ﬁtﬁii‘ﬂi%] - ﬁv%ﬁzf’t?ﬁ B4 47 (symbolic
analysis) » 1 ff’éﬂ—ﬁ 4 ﬁi;—] ~ehfPRE ;¥ - 2 @ * concrete execution Fx E_p %] Ar5 ]
Wz sV TR > REF LN S B cndk B o Conclic testing R LB B A TR S
I R BE S AT sk o 3T *BHE FF AR T ] BT BB 2t A B AL
G antd oA PRS2 a;tz@;? Ak By aplE L 2§ A Az (multi-thread)
R PE Y o

B FHXE EL KRR

Google *+ 2007 # 4 4! Android = 4% (¥ % % %> TR IS FE g B2 7
pd e Flm Y T LELBITE fRRR LR BRES AT
WAL EAL L FFEAN T WP E N E S HanF f£oGoogle 42010 # 17 15p ¢
;44 Android Jk s NexusOne & Al £ 48 - a4 el = 7+ 7 274 2 W)
7 % (Kaspersky Lab Americas) 1§ i# & & #4487 7 B Roel Schouwenberg g3 -
% 2010 # Android < f:#-¢ il % * § chE R ® o & K B o 1~F, » Android =+ #% »
© 42008 & TpEFFE A X 2R PO NI ET UHHE LS LA K8

% — %7 %_JNI (Java Native Interface) 77+ v & 38 B e [27][28] » ] Android &
SR JavafEE A = 0 5 d VM (JavaVirtual Maching)siig & > 7 i > * & ik il
R AT o e B th3Rer et cnan VR (et BT ESIEF S F m;\)ﬁ_i:&)a"‘%mﬁ\{ﬁé
CIC++¥h B m = » R 77 i 7 7 buffer overflow ef? 38 m H 3 BE L £ 4840 ~ 1% o

PO SRR PR AL [28] B ET CHTEEE c SR TF L AL
A AR RS GRE D AR GuTE o BAc A ET Flrf\—@ﬁsa] » ¥ 5y i % DOS
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Password crack =iz # o

;’L‘”’ - ﬂ)’i;’:ph__ ‘T’V“"‘ ﬁA’Eﬁ?‘J"&{F%?Jiﬁﬁiphaﬂuﬁ'mﬁ ,{‘r ’ * @,@;‘gmé
B~ elaMons o] o R H Ty Bl ’fﬁﬁrfﬂljigﬁz o I R

N

S/ G S g 7 3 g 3&@2?#7?3**3’1’({6%”” FUEFEER S RS RF G A
PTG AR AR RARY L > BN ant e 43 e [29][30] oA PR E R A
Android i B & LAES B fitRipI1 & o };1 Y R AL Bt AR b o T L A E
AL A 3ns R ARM g2 ® > & 1 ARM A2 B A5 BiR ki £ B4
# 10 > b4 Android £ 3 ARMv4 j7 ARMVSte > e B @A g 4 7 2 248
’%Nﬁﬁlﬁiﬁﬁ£4>%%#%*Trﬁﬁw{ﬁﬁimﬁaﬁﬁAquw
* Fﬂ*i 7 e )i:jé M3t X86CPU» #7112 B B R AT & BB 1 & e i ¢ 2L
A Android * ¥ § 9 i Software Stack » H ‘2 % %45} I X86 18 5 )fg s E gL A
it #u Android porting 7 X86 B E ir*usb Fade de fi plenrt A o B R T F
Android 3¢ & > Google » 7 Android R 478 P #R3 4c 7 X86 instruction sets 338
> ¥ 5 ARM 3R > £_Android B 4 e o 9700t X86 $R A chdk & Bl G X T
LA 0 Blde o R R d A2 N %jﬁo,, A o U a‘ﬂ FRARER o FV s Y
AR IR A AR T*uv gl et QEMU F # A& 1 B Android enF 3w e o
P DIFT 2 & > & =% 438k 43" Instruction Level 15 L a5 p] » F] 5 fed &
Bt g oo ST LB ASLARR > B S M i £ 8 7 5 44T o F - B
Process = 11 8L R 5 F A iBiA T H s 4250 F] DIFT 2 s 5 M B 2 Fenf s o

= ?‘.;ﬁe

D 5 ?ﬂ?mﬁ&&%«a RHRBIT O HNBEFT I gRRRELFEREY B Y
ip M ek %_%t%/? BB RS MR F X 2R SRR R Y TRE o AT R SRR 2R R
Tomaaie () RFaR ) px i‘%ﬁ/? |2 (2) A KB f BB T MR BT A
R5EL2RPle 7 ARTE PR WIF 335 &P -~ 356 fr WIMAX 7o i % 5 1R (75
%ﬁffw—% 0% 2HkRl e 7 AR oI g R B Rl malware @R BER RT3

ERANGR 2 &% «w?*;#ﬁz? rEFHNRIL ‘sﬂ‘%&f«—!z 2HP X B LR
p\ PR AT YRR nE o A3 E 2000 2B B 13/% 2R E
Higd ¥ k2 HEdEE N2 Th aMERER  E(T mﬁrm—% 2RERPE ELITED
R e 'L— AREE IR MR AN DA E S R RPN P T RRERY 2 R
RIE g R DRERY FX 2T ADEHRE

T~ -ﬁﬁﬁj—ﬁiﬁé{ %P"‘Qﬁ‘l /\éw

BHERS % 2HAT 5 (WiScc@TWISC)™ & 3 5 6 8 F 5 (6]4c WIMAX »
35G~ WiFi ~ 7 &)~ 2 0K E (bldo: L4 3% ~ @ ix ia*: VRS )
2 3 54T ks (]4e @ Windows XP ~ Linux ~ Android) » 4c @) 4-1 #1757 -
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F A ER Windows

e H{FETE e Linux
o HAFMK ¢ Android

Wired network
WiF1 network
WIMAX network
e 3.5G network

Bl 4-1 ~ WiSec@TWISC i # 1

TPpi Rl P RfedF o B RR S X 2P & (WiSeC@TWISC)™ 4 5 & < 385 (4o
4-2 #5F) o - ﬁrg,'},\;;g FRRS EfopRBE®RR ﬁ%ﬁ,? ¥ % ¢ 3£ 3G~ WIMAX ~ Wi-Fi
22} L S N L ﬁﬁw’{%«%a%ﬁzﬂ » BRI %o #2472 4] R %6 ~ Netbook ~ 7 £ 4]
L% Gl FHRE T 5 Windows ~ Linux & K Andr0|d—1 Bo°

b

% 2B 6

(WlSﬁc @TWISC)

B42 B FaMS et 2R 52 FHE

FHBFTIPRCRRZZERPINE FRRFLEEKRP AP FHFaEi T 134
MRS Fe AR EEES R o T AHE RS R RSB SRS TR R
%(%E%/Edﬁ J‘%"I}' AR S 1/7535\, IFEHT;@_:B?PB%?E’“—I—?— .

® FFRAZPHPCREAR
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BRT RS P RRRBR D 6 A PEEERF T IES pRBE L RFE S
# ] WiFi ~ WIMAX 12 2 35G 7w et >4 o ,‘f‘g BEE5 T R P s R R g 1T
O T PR LI MR T E BRI o 5T 1 EAH L 356G BE R kR
(MoPT) ~ WiMAX BS Denid of service Testing System (WBDT) ~ Wireless Penetration Testing
System (WiPT) ~ Wireless Security Monitor (WiMon) 2 & > & @ ip] 4 5155 B 325 % 5(Simple
IDSInformer » £ SIDSI) o T AP RSB AL BF FRELE o

B MoPT: 35G #i& B 4%
EEERRIIE D G 0 98 E RN S SR A RRA SR MOPT 2k SZF 43Kk
L hof) 43 #E e

Userinterface

Pen-path analyzer

Pen-test
module

jtracert

M 4-3~ MOPT ¢ %% 4

i}%%ﬁ@@%ﬂ%?%ﬁaﬂ,tafqiﬁlﬂmﬁm: @i&g
(jtracert) ~ g5 /5 4~ 47 B (pen-path analyzer) &% &% pl# o2 (pen-test module) - ’
jtracert 3 A& ki ii¥ eh- B E 502 jcap-wincap SV E AR P I ETH ’5':‘4"7,;
Fdp LH B DR B4R - Pen-path analyzer v i&- o A 45 jtracert ik 2 T
T4 A kAP 3 EREEE > 10 pen-test BoEE (TR B A 4T o

Afpp e g jtracert 2 7R T 5 £4 5P BCRISP £ ¥ (9356 kit
fﬂzﬁﬁ% © MIEHEG LEFREREL - o SEE R ﬁ.%;m;s:ﬁz»; Fo
ISP 25 & & m*@%ﬁ4ﬁ°$%¢ﬂfpm%v%ﬁﬁﬂ,%m%ﬁ&ﬁﬁﬁ

a’m ﬁ@ vl G T N R S g o Bl T KRG 24 356G RRKF iR
Fe e Pl > & n’va‘ DR g R TE X R 5% 356 RS F L i

§°#m%% @%F?NﬁxTﬁﬁﬁﬁ%’%@¢4%ﬁi

— i ik d RS (trace routes) : #;, T_7 e p g B (destination) > 41 *  icmp
echolreply & TCP %2z > #51 KJh & 8 (source)®? p & BL2 [ enft d B
oo TG traces e

— e Eed BT (collect traces) @ sk #-sric B Pl enpt d BT AL R 0 A A R ALY
YRR S AR EE 0 ML LT R R - B RSB E (graph) o

— &7 5237 (andlyzetypeof nodes) @ & 47 iR R B IRE B Y L &R A

17



£ B (in-degree)#? #t » &£ B (out-degree) » i AT & BRendpd] o & kLY > K
B EEEA  ¢ B R ,/s—:a:s-z@ (snode) ~ p =& 2L (d-node) ~ ¢ B &gk (i- node)
£ % &8 (x-node) ~ % % &8 (v-node)® o - B & BT MR PFE G 5 AT

LB e B AL e PE AR n’ﬂ 2L (d-node)¥ £ 3 &2k (x-node) °

i},h $ &-8L (choose v-nodes) : &y BEF M B HGF A LGS % > ¥ S e
LEBICERY T ‘ﬁ&%%i%%o@ﬁ%%%?ﬂ$amﬁﬁnﬁm9%°
¥ % agk (atack v-nodes) t 35 X T F gk (L W OUEERT B E AT
. (nmap ~ nessus ~ metasploit % )¥tizdt X T F T RS A4 o d FE LR
EOoVE-HEFCOL RERER ST >IE R GETFCEER TR M ISP
PHS R E A RY o T L e H R 2R B2 B

4 )

\\\?{r

Collect Analyze type Choose Attack
Traceroutes > —> >
traces of nodes v-nodes v-nodes

]

- =

Bl 44 7okl RS thinz %

‘\IF“‘“’%W44"TT EBE D BT e R B AT S BT R X

THEEEH e L L - eRIFEFEEL (T Jtracert)’ % I B-FE LY MOPT %
FHHepl ki sLd ojtracert s - 217 Java BRI F T B F e RpEFEEIE > ¢V H 4:F
£ 2F FEHA MOPT P » & 5 RSB HRRPIOF - o pt1 B3 &8 uped & B RiF
B L SR BB RS EH ’]-F PERIR s TR R IR - B 4-5

ETIAS

jtracert endfk i€ 41 % o fxds jtracert 2 {5 o i€ * —"Ff A L gEE HORTH N #hr B
gk T JE AT R P & gh(d-nodes) Tl B H & kRE H 2 P enpt d BT o

18



1 Atached sddrens on iNtertace MO - 182 160 1 74 imacsd

o |

_ | wwm cham iy (om 2
L wncom - P e _________________________|

wm ore o b e g Fila Proba Oplions Yie  Help

wwe b gl b Hermnoes ekecind [ Fies vL Pakin Y
WOt Seeci Al L
o Wiy n"ﬂ o
wn oo LM - | 140 11411
22 MR I T - | e chanaRmes Com
o = | udn Coen
cmkion WA CIN COITY
pethIE __ WA PR B P
e WRITAEFER
21026001 1M 14011311
Al ol www google com

122 147 61 224
L] 48818 120
o 21172 00 07
bfi 20230007
| 290 24487178
o 488 10314
- | 210242214
[rn-Iu—inwl 32 122 128 13
LI~ RER - E

Witpoe BT when ) B4 Cagaset fietwony Coneecion il b
AL s et iie B

ARad AXwST o ittt 80 103 163 1 T4 imacxdB 17 | Pawms I—cml Propeiting l

Intertace B0 inted ) 290LUW Gigatd Mathwore Coniect
At nalecing srtaco 0O

Bl 4-5 -~ jtracert 2_ 3% it Fh &

e

e S

rove IEEETIETT =
I e

ot g Dwlete
haat) pend
LA

J --l Conastn 1 Fingertes

i

" (G Tracw

o (547 S - 100 1100 1 RN AV TR 1 1

= S AT SANE = A 1140 O T4 w2 .

B 4-6 ~ jtracert z_ 4pIF R[22 A {75 %

B 4-6° “r7)2 4 8.5 snodeS~F ¢ 5 d-nodes: =4 i v-nodes- #1iz &
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R BT S 0 PRI R R T AL BEE B 0 B AL B TR R
GHREIEA RV AR SRS R TR 2 AT 0 N R B LR
REC AR RLERRE Y 2 S R Y A

® WBDT : WIiMAX BS Denial of service (Dos) Testing System

AWIMAX g ¢ > & ¥ Base Station (BS) +: % Subscriber Station (SS) @ﬁ%l i A
£ ® FSSiE* x BAEE @ id S BSE 2L B R L ATE » WIMAX 4§ c1SSPF » 4
7 2 WIMAX e e o T3 e chDoS attacke=d 4 o 5 #3228 7 WBDT# | -
B g '3@1 S BRREE S N KR RIBSHEHAE R A e 4 BRI E A TE G
pro ifd VoA iR A 4 ALE RO s dEDoS attack chsc #F o

WBDT g B> Ao BiEA 173 B 27 B LSSHHER T 5 kA 4782
B f#BSHE % 4 feehic 4 o WBDT iR & 2 2 fifllperfer Tfgend 2 £ ¥ o~ & 447
(abnormal traffic) > £ i% i " winpcapd ;¥ B 5 A # 2 & ¥R e (traffic monitor) B
L mSSH Bk o JEL B fEE A HTBSIE A fechic 4 o B4-75 WBDTZ # it ot
Wl -

N .
* Tigen

W *winpcap

*Qt4 GUI

1 4-7 - WBDT # it 7+ &

A B4-8iE BRIEREE 2 b FHae ) EWBDTaHHE R > 2 8 24758 % o g
FHRB Y G or B2 REILASS virat @ (uplink) &2 ¢ (downlink)4g B i
W22 a3 LR (L4241 FeEEURRF > bl4oy 5 10M tEE EJSSL%
4 abnormal trafficis F& 4 3 4c 49 Fﬁﬁéﬁ? 1SS E 0 JHBEWBDT/E & & R e s R
FPWIMAX B ™ £ 4SSk g 7 0 » kB A 4 shabnorma trafflcm BEF 5Mbps’
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mov ebx, eax ebx.tainted_by = eax.tainted_by

add [mem1], eax [mem1].tainted_by.append(eax.tainted_by)
ret pc.tainted_by = [esp].tainted_by

jmp [mem1] pc.tainted_by = [mem1].tainted_by
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A S ﬁiﬂ = BRI ttest Bzt gE ka2 g7 5 endE i Joyce and Gupta
Jawmﬁaﬁazé,E%@wiﬁxiiﬁﬁﬁw’%w%@@Wﬁu&*&%
Rt g B | ETE H F ; Monroseand Rubin 4 * 2 #2443 R M2 His = f&
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SFEEsens E 0 B~ lightweight i7 5 72 2 (7535 5 Guvenetal P B 193544 1 dudt
ZFFanpeipiE 2 e € 0 A e 2B AR e € Ak Hocqueteta & H = 4
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% PR RARE R S A AR 14 B F o e S ArAZiE 5%
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Method & = i¢ * & gt 7 5 3] - &= 2|8 s > 1997 & peini> I N
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WEE AR T TG s BAEREE BRAEDE S E A - brbrag
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T A Al o ¥ Haidar et d A & 7 A S84 47 ~ Fuzzy Logic ~ #c8 st 2
2RFFmR b FRNT - BRERD o RA 0 TR LR A
FrILIL € R AR o 1 SYM ki K € TEi% § enpE e 7 model ¢
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BAERCA O HMM i * 3 *“%E'ﬁ%“ D R AURE B K R 3
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HRE > FF LI BT 30LE » 75 TR RESRRENRD]  Monrose et a R
B S R F TR AR DI BT TR AT Y 75 A
Araujo et a #-% » %“14_9 PR ATEE L7 5§tk sde » 53] 0 T2 P AR
* ; Hosseinzadeh et al & * % 27#7] (Gaussian Mixture Models) & 7 #E » ¥ & X %
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PR E T ®2ricdl (Gaussian Model) ~ A w i 77 R #-3] (Autoregressive Predictive
Model) ~ *Ei& 548 ¥ #id] (Hidden Markov Chain)rt 2 #cf sugh = 2 ka2 # %
RGETT G SRENCR o B A AP EHR Y F SR EHER O AP AR
ISR FE O FAET AT I EETHF AR IRE D A S 7L P fIY R
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Windows & » s 3iE FE L » A RT Y APk E » kAo
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ERE G RpROLI R > RERG D7 MPRL2BEIFEAZE Y T AR
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Security Applications
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WiFi WiMAX = WSN ‘ Wired
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FAMPRGS N ELTE AM LSS (* SSy £ 7)) HE IM 10 SS
(* SSym# 7)o % SSum 1 #cAz i 10 5 - SSiy B AT 5 5 0 # 1B SSH#-JE 17 -5 »+ 100kbps
HHEE 0 A W4cB] 5455 &7 o £ &gt WIMAX g7 > 2 4 abnormal traffic e
SS i e R e 0 & P HcR ALE WBDT 74 45 et T b e e B 38 P i
PR £ R R WIMAX g2 o
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ARTEER

o

e
=

LeRpeEE

Allcewted bindaicth (kb

Hhimter of 535
dM account

Bl 5-4 ~ SSyom i £ T 4 AR ]

MR

B

=

Ao ated tanteig (Whg)
g &2 8 8 8

[

Mmoo of S35
1M account

B 55~ SSjom i £ T 4 AR % B

B Wireless Penetration Testing System (WiPT)

WIiPT & - —?‘N’* TH D R R REREFRFZREOLIE o TR TFQ'T'JF#
oA BIHTE WIPT G059 354 Bzt WEP e  nfi SURES B (122 (3 R SRR
AP S RERIR Y K BE DT

Bl WEP = S8 S A% Al d S dte o2 2% Favdpw BRI - TARAZ
B EH L EAF I A F I WEP e %2R0 o 4p 5 3 > WIPT B4 #5607 58
T S A] T e Y F £ 4 7 E7% 0 ARPReqUest chdt# - i 8 A 5 ¥ i ARP
Reply #f# » F]pt » WIPT 7 1 g pr fF p & & 3 843 o 4o £ 0 L f391* WEP 7
Wenag o W F 17 B/ B E WEP £4gnE 3 % 2= L 248 - Bl 56 A7
WIPT it 53 % 54 3 BLJRA i § eh- 5 2 WEP 40 % e 8UA B 5 (7 Test_AP) > # 3]
Pk LR 2 R “hello” -
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Apfst.atluni Connect | Spodf |Thepnnrguy|pnurguy2(https)

AR station Information

MACHINE ESSID/Station Key | Quality MAC Entericey | ¢

@ TestAp  wep 54 ooncrocpiarie| M0 fe
&

S ADSLab WPA 54 00:50;7F36 0609 * £
g dlirk OPMN 54 00, 1CIFD:0D:80:79 * £
fge. sslab WRAZ 54 00:21:81:18:C7 . EF * 3

B 56~ A+ 5 BAEAZ

#5%*'”5‘ fru:aﬁ WIPT i 43 i3 KR supr e o A EE R § BE DT - 74
WIPT % %4 - 5 & 44 Bgzm KX 5lig * 4 A ,izzgzm TR g B e
?J‘FZF T3% A b ;_'rn S U ’f;};&* o AT il e A AR

PT 78 B~ ¥ 2545 > T ié n\d SSL 4v % e HTTPs 3¢ ¥ ¢ 4% WIiPT {# 4w - [ 5-7
MA@r Fg e LB HTTPs Bgganie | - 2 F 5y~ L iPEF 5L 2
F S B o R gl T TR VAR E N AR R AT R
ek i Eg% VKB P EIIZRSLR S (4oB] 5-8 #ror) 0 Flt HTTPs en% > (4 #-% >

,H

pw)

Pamipe S A RRpRT L uEy X0 mEEP ¥ BTG
g iveng Mpert b g~ Taipel WiFly & € i@ 2 2 a4 dosc®F o PP FIRP » R
BRPRFRES § P50 O ERAF g R TR fan’?‘;‘%‘ ™
i+ ' &

AT deRUTEIE Y L .

ﬁ . | B Il ES%kE “ " i

T EEET @AEA

ﬁﬂﬂ?ﬁ .
@|A123456789 [| [ 0 mBEA
EEELR Lo BRAR,
| 1/[evesceoses 1|

HERE SRl olradE. FERAFESE-16ANT , FEEATFES WER.
w TERA S5 gk EsRieclisl THRAIZEE) sl EREsl, NEsEsRT R
WERA e EET L SRS SREY. FEREErRERREATHENESR -

BIS7~®*%FF»E& pitnd g
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Host: https:ffebank,bot .com.twNNBank/NMNMNPFICDING.asp

Port:443

Host:

fCUEtParmld A123456789
tCustlaginld= halluwnrld
kie: kOt

B Wireless Security Monitor (WiMon)

WiMon # Trpf s fra v i & i m e farc B (T 5 o T AR F R F
KE 7 WIMoN i Bliy 4 o NP H2F 5 g MR EYE mE 3l ~F1E 47 (L
B 59) ¥ F % &4 Authentication flood attack % g/ WiMon =i it 4 - A
Authentication flood attack # » s 1% « &4 & & 4 g chk £ AP k3% AP
B A o B H w2 R iEE ‘@‘sﬁlmPﬁiﬂ» °

B 5104 WIMON S ¥ ¥ L ~ F1 2= 4> Y cha RNER LY > v %ﬁd %

4 WiMon AP #5ie GPS %= i s> B! & R ER T B % - LH 5117 >
Hd BATRIBOT EIEF T2 LT 0 AP At 55 0 Authentication flood
attack {¢ » B 5-12 ¢ & 2T & % + 3 %vaiMonAPR?B??fé,i? t".;xn? 7T dvﬁﬁ
D HZ R RL &I ‘sfxlni“r@#gmnﬁi TR BRI EREIX 2V UEFTIE-H
4 47 o 3 F WiMon %) 2 3% 5% & Authmtlcatlon/Deauthmticatlon flood attck (EL )
5-13) » S R E B AP EH G E AR o £ F 0 4B 514 r7 0 F 2P BB iEAp
R R E9T3 £ WiMon e X8 + o 5 #75 WIMONAPs ¥z ] 370z
FARRG o ZERP Ee AR 7 ¢ Ll £ P ke s A e o

a7



S
Engineering Hall C Y | iV At
6 Floor Plan s B b

Engineering Hall C ' 535
6 Floor Plan B C

Engineering Hall C
6 Floor Plan

=

Engineering Hall I[{iLE

EnglBering Hall C d{A )
6 Floor Plan il

oor Plan

n An_n

ﬂ—..—ba}l

G
i

Bl 5-13 ~ & 24 24T sc g B 5-14 ~ i i $1 s <0 §5LR] F] WiMon APs

B~ ZREMBERITR L (SmplelDSinformer » f§ £ SIDSI)
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SIDS| £~ 27 fhip] ~ 376 » @ BR] 4 SRR Gk B e 11T A g B sk ke
7 SIDSI scic 3= o s FRIFFL K T # o F AT (Attack types) frse R D
(Attack paths) i {7 4 4 = 47 #2033 s e 8 BB R i 7 SIDS
Wi R 5
— e F
1) Shellcode
2) PostScan
3) Fooding
— ¥R
H- SEF ~Edp iR (IDS) 2 AMPEREE T > B lReRy AL
LAN ~ WAN 2 WLAN = i § '3 5 4iipl3#- & il § (Deviseunder test > ff
FEDUT) > o 1= i 9927 jmid 07 5N (R T
1) WLAN—WAN

2) DUT - LAN
3) DUT —-WLAN
4) DUT -WAN
5 LAN-LAN
6) LAN-WLAN
7) LAN-WAN

8) WLAN -WLAN
SEAP TR - HER DUT X3P EF A TR 3 X 200k
o ipat s 4 W E_ LAN-LAN ~ LAN-WLAN 12 2 WLAN — WLAN (12 7+ 24 e %
critical paths # 71 &= i EjT) - B 515 Bt F a2 ¥4 B¢ @M n critica
paths - SIDSI & 2 flowbit 2_ # & > F]pt v 7 2 i3t e 22 SNOT 7] » 4o 5-16
e

shallcode
Portscan
Ffr-'lﬂdmﬂ
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] 5-15 - SIDSI 5% % 1 Fl
[ e eSS Ll

Fle Edit View Go Captire Analyze Statistes Telsphory Tools Hslp
BHaew nEXEE|AeraTi|BE QQQAf BYR % &

Fﬂ'ﬁﬂ:ltﬁp.‘a"‘mﬂmﬁqﬂ ~ Edpression;,, Cleat  Appb/

ST T T {'/.0..\.B.a

ST BAKL L BLCL L . BV C2R LY

=

o
@B eosos -
i ip a uly o090/

Eind | Save | Brint | Entire conversation (1493 bytas) _-l‘f‘ ASENL C EBEDIC O Hei Dump C Edirays - Raw i

Erstat| @enai-ing| | seron, [F O @ @ Brown. |Fgseton. | madnrsr. 8 & @(Ncmg

B & @redvas-| W mowndows. |_-\r1u:‘t.N..|]umi_eq .| [ Meresse.. |-(Unntle U -, ‘1H. [E R

B 5-16 ~ SIDSI £ & #54t e v # SNOT 27|

B 5-17 *‘%FTTT‘ AR~ At E F G EARTE
(it ) S F HRPIFEE 3= DUT ¥ & frde 1
00 L 55 SIDS| i3 B0 B 6 bt £ o Mk 3§
#F DUT 281 f7 g 4 o

F 3 get /admin-serv/config/admpw
Plzgdte J B DA Gt i
fr’sz LRl AT e pOE I R IR

A -\1,.

T ¥Mware Virtual Fthernet Adapter: Capturing - Wireshark

Ele Eft Yiew Go Coptus Amboe St Tekphony Took Help
Buadogw EEBXR2E AernTi EE aacan daBm% B

Filier. tpﬂamoql w Ewpression.. Clear Apply

# Frame 3 (1514 bytes on wire, 1514 bytes caprured)

# Ethernet I, Src: Broadweb 00:00:00 (00:0a:9e:00:00:00), Dst: vmware 78:f6:7a (00:0c:29:78:F6:74)

% Internet Protocol, Src: 192.168.1.100 (192.168.1.100), Dst: 192.168.136.128 (192.168.136.128)

® Transmission Control Protocol, Src Port: 54088 (54088), Dst Port: name (42), Seq: 1, Ack: 1, Len: 1460

0000 00 Oc 25 78 f6 7a 00 0a 9e 00 00 00 08 00 45 0Q
O0l0 05 dc 00 Q0 40 00 80 06 9 e6 c0 28 01 &4 c0 a8
0020 88 B0 d3 48 00 Za 00 00 0% b5 00 00 00 01 50 10
0030 7F ff 24 68 00 00 67 65 74 20 2f 61 64 &d A9 &e
0040 2d 73 85 72 76 2f 63 AT e 66 €9 67 2f 61 &4 &d
0050 70 77 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0060 00 0O 0O 00 00 00 00 00 00 00 00 U0 00 00 00 00

B 517~ 77 ERGEFE 2 A0 8de #5

B 518 & 7 & 4 SIDS| A 3 ¥ i
MakePacket_Diveded() s 5 43 x4t ¢ 5 # £ &

w,‘
w T
° 1}
A 3
[T
Y
5
B
How
(nd\ _
-
ﬂ_ 40
g 5k
3
|
o @
W)
ﬁ‘ﬁ @)

50



s

FERMF G

get> 7 - Bit# payload 5 /ad -

7 ¥Mware Virtual Ethernet Adapter: Capturing - Wireshark

Fie Edit Vew Go Copue Ambee Swbstcs Telophony Took Help

Beaee BEXZE A++aTL (BE QAR @@% % @

Filter: | fep stroameq | ~ Exesmion. Clear Apply

No Time Soures Destination . Protocol Info

| 3

5 0. 014200 192,.168,1.100 182, 168,136,128 TCP [TCP sagment of a reassemblad pPbU]
700024428 192.168.1.100 192.168.136.128 TCP [Tcr segment of a reassembled POU]
B8 0.034670 192.168.1.100 192.168.136.128 TGP [TcP segment of a reassembled pou]
9 0.044920 192.168.1.100 152.168.136.128 TCP [TCcrp segment of a reassembled Pou]
10'0.052588 1292.168.1.100 182.168.136.128 TCP [TCP segment of a reassembled PoU]
11 0.073014 182.168.1.100 192.168.136.128 TCP [TcP sagment of a reassembled Pou]
12 0.083188 192.168.1.100 192.168.136.128 TCP [TcP segment of a reassembled POU]
13 0.093391 192.168.1,200 192.168.136.128 TCP [Tce segment of a raassembled pou]
14 0.103607 192.168.1.100 192.168,136.128 TCP [TCP segment of a reassembled poU]

e Follow TCP Stream

Stream Content
et /admin-serv/confia/admpw. .

+ Frame 3 (1514 byres on wire, 1514 bytes caprured)
# Ethernet 1I, Src: Broadweb 00:00:00 (00:0a:928:00:00:00N Dst: vmware _78:T6:7a (00:0c:29:78:f6:7a)
® Internet Protocal), Spc: 192.168.1.100 (192.168.1.100), Ogr: 192.168.136.128 (192.168.136.128)

& Transmission Control Protocal, Src Port: 34088 (54088), name (427, Seq: 4204965837, Ack:

T POPT: 1, Len: 14560

9e 00 00 00 08
ed e6 <0 a8 01
00 01 00 00 00
74 00 00 00 00
99 00 90 09 99

00 45 00
&4 <0 a8
Q0 50 10
00 00 00
00 99 90

00 0c 29 78 Fa 7a 00 Oa
05 dc o0 Q0 40 00 80 06
88 80 d3 48 00 2z Q0 QO
7f ff 70 12 00 00 &7 &5
20 00 00 G0 09 09 09 GO

B 5-18 ~ SIDSI £ # » &ldte 2 7 it

PR AR T SIDSI 2 f 42 SIDSIE T R Ak g s A 2 Rl
LRSS | 2 E I U AR SN RPRERRDUT 2 % R8P a4

ﬁ’%ﬁ/* e Bl
B Android & ¥£2 EX*E R E

AP %K Android R EE ERFETRBIELAAFEL T ERD
S AR o bR KT RTF S - fl?iﬁv”ﬁi TR AT BT
FRT Faak > Android A AR ERETHRAIE ERZRTTHY 52 25

Jo £ javascript i& {7 overlay e#s (% o
B 5-19 &g & * % w? google it 7
‘ﬁ%%%’_gfggf&fﬁﬁﬂ B % javascript ok ¥F
1”7 %

Loading!

WAL oy T = google # | {5 Android
&2 5t 11 "DEBUG: Finish
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FE®R

& 5554 <hnild>

The page at 'http://www.
google.com' says:

DEBUG: Finish Loading!

Bl 5-19 - —r;&a T

#£F Android (78 %X E ER T PRI LA 2 2 45 ahpolicy k2 2 g dE = h
javascript S ®_F £ G & Pt F £ policy ¥ 2 I T F #-& 3 google shi T (R
] 5-20) -

http://wwiw.google.co...

FrEHE EE ke HE =5

Google

FEGUE - B - B

B 520 %7 AFRL P

BFEFAPET Andod 76 XS ERETRPII S SR E G ELANBD
T opA NP AE: - BRT o Hpn i http//140.113.216.158 o 3% 4 F AL E
E LA~ 7 crosssite aftack so#f 4 ;445 o Flpt o0 bz e e * F o0 Cookie
FTEAI R H AP EE T o P HE o Android FE K E ELRT Rl1 L AR AT
P o Bl % MR 4E0javaseript 3% ¢ (4@ 5-21 #77) o £ F Android 7 # 5%
FERPTRPLIEFRZRT 27 BELTF g2 v R F T 1 4cF

5-22 #7517 e 4, o
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& 5554 <huild>

K
&0 Tl &8 9:01 am

@ The page at 'hitp:/

/140.113.216.158" says:

DEBUG: Finish Loading!

W521 EL#T T

& 5554 <build>

&0 G Ml & 9:01 am

® The page at 'http:/
/140.113.216.158" says:

DEBUG: potential cross-site
attack

B 5-22 ~ = # i} ;p| F] cross-site attack

B Android &* srf < 2RFREIL L (G-exploit)

G-exploit 5 7Bl Android F &% 4258 2 i > Flet AN B A R AT AR B
PSR S s A A SRR hE 2R o *“Javaﬂwr{— Brrx >5ik
AL RN BEFE T 0 T F L R R & R TR g b
FRF g FE A G T % 2 A L0 F Android 2 ¥ o p 48R <
e » Android ZZ B * i % >» B ER o

pa G-exploit ¥ Rl P ehjava P s 2

1) Tzr"'r% F¢ 3E (COrrectness) : s g4z 3 P{;L AR LR T2 BT s W

LSRR TS A EF AN LA (bug) -
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2) B EHY IF (bad practice) @ #wRIAR KA B BIERFTRY IR > & |4of% g+
rﬁ;a”r”ﬁ R N S 4 m%?;i’_o
3) B ¥ i a5 (dodgy) MRl F FE TehfesN (7 E o Ao AR IL A % & o
Ay Snake iw B Android &t 425N 5 B 0 A % G-exploit 2o 4 (T AR T SR EE
G-exploit 2 7 {742 o 7 & » A i K-Snakedex £t @ T G-exploit | 5> TiEE
* Findbugs #ic 4 iufihi;,ﬁ; p (2B 5-23) -

Introduction Online Testing Reference Link Comment Board

B TRANE
jres
= | Ao Manidest il
| Sk dex
182 DEX B3
f&ﬂ?El%ﬁ 2witos T 1038
A
BAWD | = RO |
) [rEeE e = Tk

B] 5-23 ~ G-exploit % &P T &

¥ > Gexploit %% RAGRIF L > 408 5-24 471 o o HBEEL T g N Bk
#4254} 4 6BOKbS FF TS B LA o S HBIERL T E R LT DIRF LR S B
2 BUgSpli;%‘éE‘di?&&r‘s ’BUQSPZT:E iRt dEd o A 4RE4 Y chRatio Bl & 7 %
DB T At B e g R BRI R hE 2ERF S MS (LE 525) gkt A
Snake #7 ;'\ ¥ 3 - VA E L AN N EGd A L7 o T
X 2Rk T i Snake AN A E R AT REAIFH 2 ERF L HfRA
PHZ 5 - Snake #7258 K = £ et (package) -

Power by Findbugs

Bug Summary Analysis Information List bugs by bug category List bugs by package

FindBugs Analysis generated at: Thu, 21 Jan 2010 21:14:16 +0800

B 5-24 - G-exploit z_ ¥ p|4F 2
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Power by Findbugs

P1l P20 P BExp.
Bad practice (7: 0/7/0/0)
Correctness (1: 0/1/0/0)

Malicious code vulnerability (4: 0/4/0/0)
MS: Mutable static field (4: 0/4/0/0)
Field should be package protected (4: 0/4/0/0)

Performance (45: 0/45/0/0) |MS[MS_PKGPROTECT

A mutable static fisld could be changed by malicious code or by accident. The fisld

Dodgy (2: 0/2/0/0) could be made package protected to avoid this vulnerability

B 5-25 ~ 1 iR|.% * 2 FFmmp

B Android # i & R A2 KR 1 &

;ﬁd QEMU Tranglator =% es » 2L p 3 ¢ 27 10 = 74 - Android 2= 3 % x86 i
WHCEE & sLenk B oo T ou pt BT ELR] o B 5-24 E_Android 2 3K & X86 i SisRin AR o
B ﬂ}' # VM Dalvik #- Android chji * 425% i< Bt E4p £ F 0 ARM 4y

o FEF o Al QEMU Trandator » #- ARM dp 4 3% = 4F fedp £ 9 x86 4 4
Food > ARM dp 4 @ SARE T = x86 494 » AT T W 4K B x86 L iR, % ke
(QEMU) - #1 5 ‘& d Dalvik #1%# 4 k5 ARM :fﬂ LR X867 L E Fiik-€d
gt mi2F *"‘f%%f@ F AP ERZEFELFWA TS A AP RE- Y

7

Application

VM Dalvik

QEMU
Translator

Java

ARM

| ‘}\‘I?éﬁ

Bl 5-26 ~ Android 2E 3% % Xx86 % v b ek AR
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Rl 5-25 H A P de™ KAt m S AR R o A KA & A PRBYF T ARM 4
£ ihff iv4g (OP-code) » 7 3=+ g 4 LR GAHATH L2 0 R Aok T/ 2 897
#%-.féﬁ‘ﬁﬂ%"r,‘# Ryl A x86 kb i B R AN AT fé’?ﬁ”%’?x‘# RAPE R TR o
Barin SR R (s o A ira%f;? 1 H-ig ARM 3 4 3 S x86 45 £ 0 AR f ;éﬁ%? F1
4ol X86 ¢ side ik B R R T 5 Rk st kieF Android T 5 B R R ek R o

Application

VM Dalvik

java

QEMU Emulator
(XR6FAME RS M)

Bl 5-27 ~ 55341 i in A ]

B 2 ERRERAES KR KR (Forenser)

Forenser 5 — A&t B AN P ki v7 2 2% Y chE R ENE o 1
T AR 2 Forenser 41425 Windows #4174 A e B A2 0 1) 5-28 &g o+ Forenser
&4+ 25 Windows $4 17 4%t B ci 48 - Forenser € ik B R34y (i 2% B % - - B3R
B F(LH 529)  § Rl FPFE &R ERPIFEE DR R T SR (LR
5-30) 0 HRIEL BEAT L2y = BRERT -
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Forenser fa /7 FE

B RERP

R AR PO LA

Taiwan Imformation Security Center at NCFU

B] 5-28 ~ 4425 Windows #% % # P i 42

AR

4]

Zule

)

thomarduns/Desktop/Forencarpalmizn.badidil

Searching for CALLPOP sequence

B 529 « iRl ? & EmnF LR Y X
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Farenses ——

hnmerdsnaDeshtopForansentalmmss badydisk > >

1. Mover opan or axecuts this fils!
2. Please send this filw back to analyre

Hiddan Sinary Code Scanning complete!

B 5-30 - % & X 55 i % 2k

‘%‘
f‘?

EXHFRAH# R £ (MalwareBehavior Analyzer, MBA@TWISC)
T HHRXBE L TR B0 S 4 XB6 4y £ &6wm@@ e
TfRE Bdp 4 P ARATE S o bldr mov opl, op2 &k X86 45 4 ¢ v BFE 0p2

APREATAFA > FFd mov el > opl S L X PP R 2 & Jmp
[mem] ¢ H2e Rt n mem = A PE4cF] CPU 6742 5% 3 3 % (Program  Counter). ..
o ARG TRBELT gztETJJ}F] Lig o NPT KM€ BT P AT
‘f""%b‘p b ;J.,}]&PQ_\J_”TPEL 2 AL o

TR TR #;“B’*m LR RS G F AT R A RS TR

(A ,‘f‘f?/??— TR E AR A A 4T o X864 4 B 3 R
P rﬂ;fﬂ VAR A ’/&Jy Hb"ﬁ’gﬂ;x’il R e R e wa\lyiﬁlaﬁj
Kb Fiodert b2 2 W Bp BB A E Y S A AR enT RS BEAR
el RREES MR A THRESHE R P ERG 2T RGP
“’ééﬁ?”‘m“ﬁgﬁ*a@ﬁ%pfﬂﬁ (B S L NS S

Ae ©

ETIR

N

\4-\

"

"*

ek f R - SIZMB o XB6 L 817 1 & 5 i it 2568
25 e 5 fRAE B R AP E e A R A A K s o
ﬁgu‘}\)»/ 4‘\?‘!”5\14’“‘1’ Ff’*i %Fﬁ'rﬁﬁgmﬁ& —!1\."11 c'fﬁfﬁ’w 24b|t IE‘;; /? 5[ N l/g
FOE AR T P e 256 BB R ST E T A TR HE o 4o 5-31 #7
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TAINT SOURCE TABLE

Memory g
Tamt Source Entry 1

0x00000000 | data Taint Source Entry 2

0=00000001 data : .
Taint Source Entry n

0x00000002 data

Unused | Tamnt Source 1| Tant Source 2 | Tamt Count | Dty

0=00000003 data
TATNT PAGE DIRECTORY || 4| TATNT RECORD DIRECTORY

data -

Enwy 02000000 Taint Record |

0x000000FF | data

Entry OxFFFFEF (empty) Tant Record Oxff

B 531 fI% = fhdl § 12 5o U B T AL

F%%&?ﬁ?ﬁafiﬁé’&TiﬁpX%‘“ﬁﬁw@ﬁwhﬂ%
Wi s H P o0 RS G H 2 2 45 1CPU a5 5 B~ 2o Bl A AR
B R BT PR E R RS B R E R R R
B E ;u?;rs*ﬁ e ERE RN 0 AT A ?f—'g&-t&; Y A0 ABE AR
B THesr ) mE . TR ook

R Ee Ea A Faas i g B EAr G R ATNE Db o A kA
RO PR TR FRAF L E AN AF AT R R RS
@ﬁ@ﬁ%o&ﬂ;mrﬁﬁagiﬁﬂwﬁzié;N’z&:wziﬁﬁ%iﬁgum%m%
EEFSRIERRS =" RSN SO LR S R I IR £ ALY
Bepr A o B R EEE (7 a0 throughput o 2% 9 3B B % Sueha (5 ﬁJ%\ 3N
Wz B A 4ol 532 407 o fEd (AN CPU S 745 4 ~ (B)ik32dp 4 2 13
LA A EETREEMNEIORAELTEF «Lam?: AR }_%mmz&:#
MR R AR RIE o i AR R A TR o
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0F o]
A)ig i CPU E it 4

U

B4 Z T B
#ii5 fen skt AR

J

m&i&%ﬂﬁﬁﬁ
BT U A A4 R

4

Al|B]| |C

v 5B T

B 5-32~ F &t &t

B RHEGERE AR E R (RSPTN)

AF e 83 08 ER A A RHRIE AAFERRREZAHEE o T B0 -
Pl Bp RSPTN 2. * 3 U n 1482 7 0 o BRI F MAREF &<
B R TR AeT
— BEPIREFIRE

CPU : Intel Core 2 Duo E6300

Ram : DDR 11-667 1G*2

OS: LINUX 2.6.29.4
— XPIE %

CPU : Intel Pentium-M 1.5 GHz

Ram : 768 MB

OS : Windows XP Pro SP3

3 X PR i F RSPTN 8 » # &k & RSPTN i& {7 /%% R > P RSPTN if ¥ B
433 BRI R 24T o MUt X PIER B s B 0 538X 90 ) 0 RSPTN 7 4 2 % 3% R 4R
4o AR U Er ke A TR R R e (TE & % (Windows XP) - ¥ RSPTN v 1 jp] ) 87
B B FEEAY 2 - (LF533)-
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Wl MEINE ) TN . BTN | SR el ) MIRDESE | ) EREGEE ) 05T
| Rt 2ystunn Pometontion, Tasting —

Remote System Penetration Testing Network

pility testing agent

.| ) TEST RESULT

O
o
8

Test

 dptveion |
:l :: SUMMARY
o)
sttt

WVIndowes XF Time ETR12182W329 s
i Cllek'to ses the Ml et
&8 Chekto ses the full resulfs|
llllllll Cuunters e STATUS
oootos2e |
Develapment Unis Port State Service

o 138Ncp [ matat
159p g ! DOk
aditep sgien e o sat-gs
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# 5-1 ~ COMPARATIVE RESULTS OF EER IN EXPERIMENT

Analysiswith Digraph Analysiswith Trigraph
AR(1) 2.19% 2.93%
AR(2) 2.37% 2.81%
AR(3) 2.37% 2.68%
AR(%) 2.49% 3.08%
AR(5) 2.64% 3.08%
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# 5-2 ~ THE RATIOS OF USERS HAVING IMPROVED EER

Analysiswith Digraph Analysiswith Trigraph
AR(1) 41.18% 50.00%
AR(2) 50.00% 55.88%
AR(3) 44.12% 44.12%
AR(4) 55.88% 52.94%
AR(5) 52.94% 55.88%
Average 48.82% 51.76%

#. 5-3 ~ THEAVERAGE PROMOTION OF EER WITH DIFFERENT ORDER OF AR MODEL IN THE EXPERIMENT

Analysiswith Digraph Analysiswith Trigraph
AR(1) 6.21% 5.79%
AR(2) 5.17% 5.69%
AR(3) 5.84% 5.49%
AR(4) 5.73% 6.76%
AR(5) 4.27% 6.64%
Average 5.44% 6.07%
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wmx0: Capturing = Wireshark

File Edit View Go Capture Analyze Statistics Help
B oo e X E
E’Ellter:l \;]

Mo, . Time Source Destination Protocol | Info } =
1 0.000000 WiMax Unknown
2 1.000230 WiMax Unk nown
3 2.000236 WilMax Unknown

I D)
P Frame 1 (90 bytes on wire, 90 bytes captured)
~ PDU (90 bytes) - Genmeric MAC Header, No CRC
I Generic MAC Header (6 bytes)
P Unknown message type: 69 (84 bytes)
CRC 1s not included in this frame!

| CEREEIRANRASEE 45 00 00 54 00 00 40 00 40 01
|EDDlD b7 55 cO a8 01 01 cO a8 0l 02 08 00 de Of 36 4b
|EK)20 00 01l e4 13 ¢S 47 44 45 0b 00 OB 09 0a Ob Gc Od
|C|030 Oe Of 10 11 12 12 14 15 16 17 18 19 la 1b 1c 1d
|9040 le 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d
4 I

WiMax Protocol (wmx), 6 bytes Packets: 3 Displayed: 3 Marked...

1 5-35 2 WIMAX % b2 j& U T 3 5%

— DDoS s #9 5% :

DDOS sc# F % *f 7 v il SWOON 30 s 17 7 5@;\*#;;;, R
Pl SWOON 2z #& %4 - ] 5-36 5 1 * SWOON 2k 2% s $ TR 5t I%
x’«:?}«‘r‘{ (Attacker)Z i8 # 48 F (Zombiel ~ Zombie2)¥t < ¥ & (Victi m)g 7 11 DDOS
<% ; % DDoOS s<#2 7 > %3 —}5‘ T M CPU i % & 27 it :ﬁ}»]&:ﬁé’ L/ JE
SWOON 7 DDO0S gl ] & DDOS se # x5 W p| | — 52 ¥ 7 5 0 4 4¢ #&&
¥ W AT B T & TR EPF > 4o Bl 5-37 ror o WRIBCER § B D B oo ok st F
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2T e S CPU 1@ % F#w B ¥ kG (LB 5-38) -

CPU: High Sys. Usage

NET: Incoming Flood
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zombiel
IP:10.1.1.3

Attacker
1P: 10.1.1.7

IR 10.1:1.1

r bie2
) ero1s

0
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Bl 5-36 ~ 1t e B TR B

Start DDoS Attack

Victim - STAL
Zombiel = STA2
Zombie2 = STA3
Attacker = STA4

PUUSAGE RATE ™

usage rate

‘/””’/glﬂﬂ
second

) 5-37 ~ SWOON 14 ;p| 3] DDOS < #

Stop DDoS Attack
A Victim - STA1
Zombiel = STA2
Zombie2 = STA3

Attacker = STA4

[~ STAL!CPUUSAGE RATE ™

usage rate

/\ 0.00 second
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B % s (War driving) No Yes
MAC #5 (MAC No Yes
spoofing)

P # 50 (IPspoofing) Yes Yes
7RI (Wired Yes Yes
eavesdropping)

ﬂ@ﬂ%%@ (Wireless No Yes
eavesdropping)

¢ ORF A s Yes Yes
(Man-in-the-Middle)

IRE g4 (Bvil Twin) No Yes
A Rr3i g pRi% (DDoS) | Yes Yes
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ABSTRACT

We present security analysis of process control systems (PCS)
when an attacker can compromise sensor measurements that
are critical for maintaining the operational goals. We present
the general sensor attack model that can represent a wide
variety of DoS and deception attacks. By taking example of
a well studied process control system, we discuss the con-
sequences of sensor attacks on the performance of the sys-
tem and important implications for designing defense ac-
tions. We develop model-based detection methods that can
be tuned to limit the false-alarm rates while detecting a large
class of sensor attacks. From the attacker’s viewpoint, we
show that when the detection mechanisms and control sys-
tem operations are understood by the attacker, it can carry
stealth attacks that maximize the chance of missed detec-
tion. From the defender’s viewpoint, we show that when an
attack is detected, the use of model-based outputs maintains
safety under compromised sensor measurements.

1. INTRODUCTION

Control systems are computer-based systems that momni-
tor and control physical processes. These systems represent
a wide variety of networked information technology (IT) sys-
tems connected to the physical world. Depending on the ap-
plication, these control systems are also called Process Con-
trol Systems (PCS), Supervisory Control and Data Acquisi-
tion (SCADA) systems, or Cyber-Physical Systems (CPS).
The overall objectives of these control systems are: (1) to
maintain safe operational goals by limiting the probability of
undesirable behavior, (2) to meet the production demands
by keeping certain process values within prescribed limits,
(3) to maximize production profit.

Control systems are more vulnerable today than in the
past due to the increased standardization of technologies,
the increased connectivity of control systems to other com-
puter networks and the Internet, insecure connections, etc.
Because of the increasing risk to computer attacks, there has
been a significant effort in recent years to discuss and iden-
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tify the security issues of control systems [1, 2, 4-7, 9-11,
13-15].

In this proposal we focus on attacks on the regulatory
layer. The regulatory control layer has direct access to the
sensors that measure the process variables and is responsi-
ble for nominal safety and operation of the processes in the
system. Since the regulatory layer controllers are required
to demonstrate faster response, they are traditionally based
on the classic proportional-integral-derivative (PID) algo-
rithms.

2. OUR APPROACH

We believe that most of the previous work in the secu-
rity of control systems has three goals: (1) create aware-
ness of security issues with control systems, (2) help control
systems operators and IT security officers design a security
policy, and (3) recommend basic security mechanisms for
prevention (authentication, access controls, etc), detection,
and response to security breaches.

While these recommendations and standards have placed
significant importance in the survivability of control systems;
we argue that they have not considered new research prob-
lems that arise when control systems are under attack. In
particular, researchers have not considered how attacks af-
fect the estimation and control algorithms -and ultimately,
how attacks affect the physical world.

In this work we argue that the major distinction of control
systems with respect to other I'T systems is the interaction
of the control system with the physical world. We propose
to incorporate the physical process dynamics in the secu-
rity analysis of the control system and focus on an attacker
that compromises sensor readings. We have two major goals
(1) to develop a threat assessment methodology, and (2) to
design attack detection and response mechanisms.

3. ATTACK MODELS

In this proposal we focus on attacks on sensor networks
and the effects they can have on the process control sys-
tem. We consider the case when the state of the system is
measured by a sensor network of p sensors that observes the
measurement vector y(k) = {y1(k),...,yp(k)}, where y;(k)
denotes the measurement by sensor 7 at time k. All sensors
have a dynamic range that defines the domain of y; for all
k. That is, all sensors have defined minimum and maxi-
mum values ¥k, yi (k) € [,y Let Y, = [y, ™.
We assume each sensor has a unique identity protected by a
cryptographic key.
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Let g(k) € RP denote the received measurements by the
controller at time k. Based on these measurements the con-
trol system defines control actions to maintain certain oper-
ational goals. If some of the sensors are under attack, 7(k)
may be different from the real measurement y(k); however,
we assumed that the attacked signals g;(k) also lie within )
(signals outside this range can be easily detected by fault-

tolerant algorithms).

Let Ko = {ks,...,ke} represent the attack duration; be-
tween the start time ks and stop time k. of an attack. A
general model for the observed signal is the following:

yi(k) for k ¢ Ko
g(k): yz(k)—&-)\l(k) for k € Kq )
! Y for k € Ka, yi(k) + Xi(k) < y™®
ypnax for t € Ka, yi(k) + Ai(k) >y

This general sensor attack model can be used to represent a
variety of attacks such as additive injection, multiplicative
scaling, replay attacks and DoS attacks.

4. PROCESS DESCRIPTION

To test our attacks, we use the Tennessee-Eastman process
control system (TE-PCS) model and the associated multi-
loop PI control law as proposed by Ricker [12]. The process
architecture and the control loops are described in Figure 1.
The control objective is to regulate F4, the rate of production
of the product D, at a set-point F;*, while maintaining P,
the operating pressure of the reactor, below the shut-down
limit of 3000 kPa as dictated safety considerations, such
that C, the operating cost is minimized.

There are four input variables, denoted as ui, uz, us and

u4, available to achieve the above control objective. Ricker [12]

suggests the input-output pairings (or control loops) as seen
in Figure 1. The PI control law for the loop—i controller for
the k** sampling period is given by

wilk) = wilk — 1) + Ki <ei(k) Cek—1) + %ei(k)) (1)

where e;(k) = setpoint — measured value of controlled vari-
able for loop—i controller at k" sampling period. The con-

Disturbance
w(k)

L) Plant
(sensors)

u®) ' | model

~

Figure 2: The proposed detection module.

troller settings K; and k; are pre-tuned and given [12]. The
control input vector for k" sampling period is denoted as
uw(k) = (u1(k), ..., us(k))". We also add a Gaussian distur-
bance to the control inputs u(k) so that the system is never
in a complete steady state.

S. THREAT ASSESSMENT

We study the security issues of control systems by exper-
imenting and simulating cyber attacks on sensor signals in
the TE-PCS model. Because operating the chemical reac-
tor with a pressure larger than 3000 kPa is unsafe, it may
lead to an explosion or damage of the equipment. Assume
that the goal of the attacker is to raise the pressure level of
the tank to a value larger than 3000 kPa, we attack a single
sensor or a single controller at a given time. From the ex-
perimental results, we found that the most effective of these
attacks were the max / min attacks (make the forged signals
the extreme values, i.e, y™ or y™"); however, not all of
them were able to drive the pressure to unsafe levels. We
found out that, in general, the DoS attacks do not affect the
plant. We conclude that if the plant operator wants to pre-
vent an attack from making the system operate in an unsafe
state, it should prioritize the integrity of the sensors rather
than their availability.

6. MODEL-BASED ATTACK DETECTION

Detecting attacks to control systems can be formulated
as anomaly-based intrusion detection systems [3]. Our pro-
posed attack detection system is presented in Figure 2. The
control input sequence u(k) is fed to the physical system af-
ter being perturbed by an additive Gaussian process noise
sequence w(k). The process noise sequence can be thought
as unmodeled factors that affect the evolution of system
state. The input sequence u(k) is also fed to a system model
that is representative of the physical system and is internal
to the detection system. The internal model will produce
an output sequence (k). The anomaly detection module
(ADM) will compare the two measurement sequences: the
sequence (k) that is received from the sensor measurements
and may have been influenced by the attacker with the se-
quence 5(k) that is obtained from the internal model. The
ADM raises an alert if the deviation between the two se-
quences is significant.

To formalize this problem, we need (1) a linear model that
is representative of the physical system, and (2) an anomaly
detection algorithm. We use the linear model, character-
ized by the matrices A, B, and C, obtained by linearizing
the non-linear TE-PCS model about the steady-state oper-
ating conditions. The model dynamics that are linear in



state z(k) € R™ and control input u(k) € R™ are
z(k +1) = Az(k) + Bu(k) (2)

Assume that the system (2) is monitored by a sensor network
with p sensors. We can obtain the representative measure-
ment sequence, §(k) € RP, from the observation equations

9(k) = Cx(k), ®3)

For our anomaly detection algorithm we use a change de-
tection formulation [8]. The problem formulation is: given a
time series sequence z(1), 2(2), . .., z(IV), determine the min-
imum number of samples, N, the anomaly detection scheme
should observe before making a decision dy between two
hypotheses: Ho (normal behavior) and H; (attack). Let

zi(k) = [gi(k) — 9:(k)| — bi (4)

where b; is a small positive constant chosen such that
Eno[|9i(k) — gi(k)| — bs] <0 (5)

The nonparametric CUSUM statistic for sensor 4 is
Si(k) = (Si(k = 1) + zi(k))", Si(0) =0 (6)

and the corresponding decision rule is

H, if Sz(k) > T

dn,i = d-(Si(k)) = { Hy otherwise ™

where 7; is the threshold selected based on the false alarm
rate for sensor 1.

Our response strategy (shown in Fig 2) can be summarized
as follows: For sensor i, if S;(k) > 7;, the ADM replaces the
sensor measurements ; (k) with measurements generated by
the linear model §;(k) (that is the controller will receive as
input §;(k) instead of g;(k)). Otherwise, it treats ¢;(k) as
the correct sensor signal.

7. EXPERIMENTS

In this section, we briefly discuss how our defense system
works under attacks. We omit the details for determining
the two parameters (b and 7) of the nonparametric CUSUM
statistic. We also have to make sure that if there is a false
alarm, controlling the system by using the estimated values
from the linear system will not cause any safety concerns.
We found that while a false response mechanism increases
the pressure of the tank, it never reaches dangerous levels.

We now test the detection and response performance of
the ADM for certain attacks. Because operating the chem-
ical reactor with a pressure larger than 3000 kPa is unsafe,
all our attacks attempt to raise the pressure in the tank. In
order to quantify the magnitude of the attack we use multi-
plicative scaling attacks with parameter A" and attack each
sensor. Our attacks start at time 7' = 10 hours. We only re-
port attacks on ys here. The results for y4 and y7 are similar.
Sensor ys monitors pressure of the reactor. Attacking sen-
sor ys by lowering the value makes controller turn down the
purge valve to increase pressure. In an unprotected system
the safety of the system is compromised at time T' = 23.5
(hr) if we set parameter of scaling attack Ays to 0.5. With
ADM enabled, the attack can be detected at time T' = 10.7
(hr) and the plant remains stable.

If an attacker compromises two more sensors then he can
mount multiple attacks; however these attacks can also be
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detected independently by each statistic Sr(k). As an anec-
dote we attack ys with a replay attack and y7 with a scaling
attack. In the original plant system (without ADM), Fig 4
shows that plant goes to an unsafe state at time T" = 16.2
(hr). Compared with just launching an scaling attack on yz,
the combined attack takes much less time to drive the pres-
sure past safety levels. The reason is that the replay attack
on ys, gives an erroneous information to the controller that
tries to prevent an increase in pressure.

If we have an ADM the attack is detected by Sys(k) at
time 7" = 12.2 (hr) and independently by Sy7(k) at time
T =12.1 (hr).
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8. STEALTH ATTACKS

Although the proposed ADM can detect a wide range of
attacks, we consider a more powerful adversary that knows
about the detection scheme. We take a conservative ap-
proach in our models by assuming a very powerful attacker
with knowledge of: (1) the exact linear model that we use,
the parameters of the ADM, and (3) the control command
signals. Such a powerful attacker may be unrealistic in some
scenarios, but one may want to test the resiliency of our sys-
tem to such an attacker to guarantee safety for a wide range
of attack scenarios. The goal of a stealth attacker is to raise
the pressure in the tank without being detected. We define
and analyze three such attacks in our work.
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