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Abstract

Role Based Access Control (RBAC) is a
kind of access control which assigns the
access privilege to a role. The extensible
access control markup language (XACML) is
a standard access control language for web
services. Current XACML only supports the
RBAC model or an extension of RBAC, like
geographic based RBAC. However,
reputation information and the trust value of
routing path, etc., are also the important
factors while designing a flexible access
control mechanism for web service. This
paper introduces an access control
mechanism called flexible access control.
Flexible access control is a combination of
requester’s  role, location, requester’s
reputation, and the trust degree of the routing
path. The service provider easily calculates
the requester’s access privilege with respect
to a specific resource. If a requester is in an
unsecure network domain, the routing path is
not trusted by the service provider, or the
requester’s reputation is significantly low,
the requester’s access privilege will be less
than the role which was initially assigned.
We implement this mechanism using
XACML. The implementation results show
that the proposed mechanism is feasible.

Keywords: Role based access control,
Extensible access control
markup language, Flexible
access control, Location,

Reputation
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