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In this project we study the public-key
broadcast encryption system, in which one can
broadcast to a set of authorized users. To our
best knowledge, the best public-key broadcast
encryption system is not very efficient in the
size of the header, public key and private key of
users, compared to the secret-key broadcast

encryption system. One of the goals of this
research is to design and analyze efficient
public-key broadcast encryption schemes.

In 2008, we we designed two efficient
public-key broadcast encryption schemes. The
first scheme achieves O(1) public-key size, O(r)
header size and O(log n) private keys per user.
The decryption time is reasonably O(r). Our
second scheme achieves O(1) public-key size,
O(r) header size and O(log? n) private keys per
user. Although the private key size is less
efficient than the first one, its decryption time
is remarkably O(1). The paper of these results
has been published in prestigious PKC
conference. In 2009, we improve one of our
designed schemes to achieve the IND-CCA2
security and give a very strict proof. We have
submitted the improved result to a prestigious
journal.

In 2009, we also spent time on the
problem of key establishment problem in the
wireless sensor networks. We explore a very
novel security model in which the adversary is
instead storage-bounded, not computing-power
constraint. By this model, we propose a very
simple and secure key establishment protocol.
The protocol does not require the sensors to
pre-load secret. This result has been accepted
and published in IEEE Trans. Wireless
Communications.

In 2010, we studied the error correcting
coding problem for permutation codes. We
found many interesting properties and proposed
efficient decoding algorithms. The result has
been accepted by IEEE Trans. Information
Theory.

Keywords: Broadcast encryption, public key
system, permutation code, key establishment.
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Public Key Broadcast Encryption with Low
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Abstract. In this paper we propose three public key BE schemes that
have efficient complexity measures. The first scheme, called the BE-PI
scheme, has O(r) header size, O(1) public keys and O(log V) private keys
per user, where r is the number of revoked users. This is the first public
key BE scheme that has both public and private keys under O(log N)
while the header size is O(r). These complexity measures match those of
efficient secret key BE schemes.

Our second scheme, called the PK-SD-PI scheme, has O(r) header
size, O(1) public key and O(log® N) private keys per user. They are
the same as those of the SD scheme. Nevertheless, the decryption time
is remarkably O(1). This is the first public key BE scheme that has
O(1) decryption time while other complexity measures are kept low.
The third scheme, called, the PK-LSD-PI scheme, is constructed in the
same way, but based on the LSD method. It has O(r/¢) ciphertext size
and O(loglJrE N) private keys per user, where 0 < € < 1. The decryption
time is also O(1).

Our basic schemes are one-way secure against full collusion of revoked
users in the random oracle model under the BDH assumption. We can
modify our schemes to have indistinguishably security against adaptive
chosen ciphertext attacks.

Keywords: Broadcast encryption, polynomial interpolation, collusion.

1 Introduction

Assume that there is a set U of N users. We would like to broadcast a message
to a subset S of them such that only the (authorized) users in S can obtain the
message, while the (revoked) users not in S cannot get information about the
message. Broadcast encryption is a bandwidth-saving method to achieve this
goal via cryptographic key-controlled access. In broadcast encryption, a dealer
sets up the system and assigns each user a set of private keys such that the

* Research supported in part by NSC projects 96-2628-E-009-011-MY3, 96-3114-P-
001-002-Y (iCAST), and 96-2219-E-009-013 (TWISC).

R. Cramer (Ed.): PKC 2008, LNCS 4939, pp. 380-396, 2008.
© International Association for Cryptologic Research 2008



Public Key Broadcast Encryption with Low Number of Keys 381

broadcasted messages can be decrypted by authorized users only. Broadcast en-
cryption has many applications, such as pay-TV systems, encrypted file sharing
systems, digital right management, content protection of recordable data, etc.

A broadcasted message M is sent in the form (Hdr(S,m), E,,(M)), where
m is a session key for encrypting M via a symmetric encryption method F. An
authorized user in S can use his private keys to decrypt the session key m from
Hdr(S,m). Since the size of E,,(M) is pretty much the same for all broadcast
encryption schemes, we are concerned about the header size. The performance
measures of a broadcast encryption scheme are the header size, the number of
private keys held by each user, the size of public parameters of the system (public
keys), the time for encrypting a message, and the time for decrypting the header
by an authorized user. A broadcast encryption scheme should be able to resist
the collusion attack from revoked users. A scheme is fully collusion-resistant if
even all revoked users collude, they get no information about the broadcasted
message.

Broadcast encryption schemes can be stateless or stateful. For a stateful
broadcast encryption scheme, the private keys of a user can be updated from
time to time, while the private keys of a user in a stateless broadcast encryption
scheme remain the same through the lifetime of the system. Broadcast encryp-
tion schemes can also be public key or secret key. For a public key BE scheme,
any one (broadcaster) can broadcast a message to an arbitrary group of autho-
rized users by using the public parameters of the system, while for a secret key
broadcast encryption scheme, only the special dealer, who knows the system
secrets, can broadcast a message.

In this paper we refer ”stateless public key broadcast encryption” as ”public
key BE”.

1.1 Owur Contribution

We propose three public key BE schemes that have efficient complexity measures.
The first scheme, called the BE-PI scheme (broadcast encryption with polyno-
mial interpolation), has O(r) header size, O(1) public keys, and O(log N) private
keys per user', where r is the number of revoked users. This is the first public
key BE scheme that has both public and private keys under O(log N) while the
header size is O(r). These complexity measures match those of efficient secret
key BE schemes [11,20,21]. The idea is to run log N copies of the basic scheme
in [17,19,22] in parallel for lifting the restriction on a priori fixed number of
revoked users. Nevertheless, if we implement the log N copies straightforwardly,
we would get a scheme of O(N) public keys. We are able to use the properties
of bilinear maps as well as special private key assignment to eliminate the need
of O(N) public keys and make it a constant number.

Our second scheme, called the PK-SD-PI scheme (public key SD broadcast en-
cryption with polynomial interpolation), is constructed by combining the polyno-
mial interpolation technique and the subset cover method in the SD scheme [16].

! Jog is based on 2 if the base is not specified.
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Table 1. Comparison of some fully collusion-resistant public key BE schemes

header size[public-key size|private-key size|decryption cost®

PK-SD-HIBET o(r) o(1) O(log? N) O(log N)
BGW-I [4] o(1) O(N) o(1) O(N —7)
BGW-II [4] O(VN) O(VN)’ o(1) O(VN)
BW/[5] O(VN) O(VN)’ O(V'N) O(VN)
LHLS [15] O(rD) o20)’ O(D) o(0)
P-NP, P-TT, P-YF* o(r) O(N) O(log N) Oo(r)

Our work: BE-PI O(r) o(1) O(log N) O(r)

Our work: PK-SD-PI O(r) o(1) O(log® N) o(1)

Our work: PK-LSD-PI| O(r/e) o(1) O(log'™* N) o(1)

N - the number of users.

r - the number of revoked users.

T - the transformed SD scheme [6] instantiated with constant-size HIBE [2].

- the parallel extension of [17,19,22].

- the public keys are needed for decrypting the header by a user.

-N=CP.

- group operation/modular exponentiation and excluding the time for scanning the
header.

i
b
§
i

The PK-SD-PI scheme has O(r) header size, O(1) public key and O(log® N) pri-
vate keys per user. They are the same as those of the SD scheme. Nevertheless,
the decryption time is remarkably O(1). This is the first public key broadcast en-
cryption scheme that has O(1) decryption time while other complexity measures
are kept low. The third scheme, called the PK-LSD-PI scheme, is constructed in
the same way, but based on the LSD method. It has O(r/e) ciphertext size and
O(log' ™ N) private keys per user, where 0 < € < 1. The decryption time is also
O(1).

Our basic schemes are one-way secure against full collusion of revoked users in
the random oracle model under the BDH assumption. We modify our schemes to
have indistinguishably security against adaptive chosen ciphertext attacks. The
comparison with some other public key BE schemes with full collusion resistance
is shown in Table 1.

1.2 Related Work

Fiat and Naor [8] formally proposed the concept of static secret key broadcast
encryption. Many researchers followed to propose various broadcast encryption
schemes, e.g., see [11,12,16,17,20].

Kurosawa and Desmedt [13] proposed a pubic-key BE scheme that is based
on polynomial interpolation and traces at most k traitors. The similar schemes
of Noar and Pinkas [17], Tzeng and Tzeng [19], and Yoshida and Fujiwara [22]
allow revocation of up to k users. Kurosawa and Yoshida [14] generalized the
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polynomial interpolation (in fact, the Reed-Solomon code) to any linear code for
constructing public key BE schemes. The schemes in [7,13,14,17,19,22] all have
O(k) public keys, O(1) private keys, and O(r) header size, r < k. However, k is
a-priori fixed during the system setting and the public key size depends on it.
These schemes can withstand the collusion attack of up to k revoked users only.
They are not fully collusion-resistant.

Yoo, et al. [21] observed that the restriction of a pre-fixed k can be lifted by
running log N copies of the basic scheme with different degrees (from 2° to N) of
polynomials. They proposed a scheme of O(log N) private keys and O(r) header
size such that r is not restricted. However, their scheme is secret key and the
system has O(N) secret values. In the public key setting, the public key size is
O(N).

Recently Boneh, et al. [4] proposed a public key BE scheme that has O(1)
header size, O(1) private keys, and O(N) public keys. By trading off the header
size and public keys, they gave another scheme with O(v/N) header size, O(1)
private keys and O(v/N) public keys. Lee, et al. [15] proposed a better trade-off
by using receiver identifiers in the scheme. It achieves O(1) public key, O(log N)
private keys, but, O(rlog N) header size. Boneh and Waters [5] proposed a
scheme that has the traitor tracing capability. This type of schemes [4,5,15]
has the disadvantage that the public keys are needed by a user in decrypting the
header. Thus, the de-facto private key of a user is the combination of the public
key and his private key.

It is possible to transform a secret key BE scheme into a public key one.
For example, Dodis and Fazio [6] transformed the SD and LSD schemes [12,16]
into public key SD and LSD schemes, shorted as PK-SD and PK-LSD. The
transformation employs the technique of hierarchical identity-based encryption
to substitute for the hash function. Instantiated with the newest constant-size
hierarchical identity-based encryption [2], the PK-SD scheme has O(r) header
size, O(1) public keys and O(log® N) private keys. The PK-LSD scheme has
O(r/€) header size, O(1) public keys and O(log'™® N) private keys, where 0 <
€ < 1 is a constant. The decryption costs of the PK-SD and PK-LSD schemes
are both O(log N), which is the time for key derivation incurred by the original
relation of private keys. If we apply the HIBE technique to the secret key BE
schemes of O(log N) or O(1) private keys [1,11,20], we would get their public
key versions with O(N) private keys and O(N) decryption time.

2 Preliminaries

Bilinear map. We use the properties of bilinear maps. Let G and G; be two
(multiplicative) cyclic groups of prime order ¢ and é be a bilinear map from
G X G to G1. Then, é has the following properties.

1. For all u,v € G and z,y € Z,, é(u®,vY) = é(u,v)*Y.
2. Let g be a generator of G, é(g,9) = 1 # 1 is a generator of Gj.
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abe

BDH hardness assumption. The BDH problem is to compute é(g, g)**¢ from given
(9,9% g g°¢). We say that BDH is (¢, ¢)-hard if for any probabilistic algorithm
A with time bound ¢, there is some kg such that for any k > kg,

Pr[A(g, 9% ¢, 9°) = é(g,9)™ 1 g <~ Gsa,b,c < Zg] < e.

Broadcast encryption. A public key BE scheme IT consists of three probabilistic
polynomial-time algorithms:

- Setup(1%, Ip, U). Wlog, let U = {Uy,Us,...,Un}. It takes as input the
security parameter z, a system identity ID and a set U of users and outputs
a public key PK and N private key sets SK1,SKa,...,SKy, one for each
user in U.

- Enc(PK,S,M). Tt takes as input the public key PK, a set S C U of au-
thorized users and a message M and outputs a pair (Hdr(S,m),C) of the
ciphertext header and body, where m is a randomly generated session key
and C is the ciphertext of M encrypted by m via some standard symmetric
encryption scheme, e.g., AES.

- Dec(SKy, Hdr(S,m),C). Tt takes as input the private key SKj, of user Uy,
the header Hdr(S,m) and the body C. If Uy € S, it computes the session
key m and then uses m to decrypt C for the message M. If Uy & S, it cannot
decrypt the ciphertext.

The system is correct if all users in S can get the broadcasted message M.

Security. We describe the indistinguishability security against adaptive chosen
ciphertext attacks (IND-CCA security) for broadcast encryption as follows [4].
Here, we focus on the security of the session key, which in turn guarantees
the security of the ciphertext body C. Let Enc* and Dec* be like Enc and Dec
except that the message M and the ciphertext body C' are omitted. The security
is defined by an adversary A and a challenger C via the following game.

Init. The adversary A chooses a system identity ID and a target set S* C U
of users to attack.

Setup. The challenger C runs Setup(1%, ID, U) to generate a public key PK
and private key sets SKy, SKo,...,SKy. The challenger C gives SK; to A,
where U; & S*.

Query phase 1. The adversary A issues decryption queries Q;, 1 < i < n, of
form (U, S, Hdr(S,m)), S C §*, U € S, and the challenger C responds with
Dec*(SKy, Hdr(S,m)), which is the session key encrypted in Hdr(S, m).
Challenge. The challenger Cruns Enc*(PK, S*) and outputs y = Hdr(S*, m),
where m is randomly chosen. Then, C chooses a random bit b and a random
session key m* and sets mp = mandmy_, = m*.C gives (mg, my, Hdr(S*, m))
to A.

Query phase 2. The adversary A issues more decryption queries Q;, n+1 <
i < gp, of form (Ug, S,y"), S C S*, Uy € S,y # y, and the challenger C
responds with Dec*(SKy,y').

Guess. A outputs a guess b’ for b.
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In the above the adversary A is static since it chooses the target set S* of
users before the system setup. Let Advf%cca(z) be the advantage that A wins
the above game, that is,

Advzlf}licw(z) =2- PI“[_AO(P[(7 SKU\S*vaaml,Hdr(S*’m)) —b-
S* CU,(PK,SKy) « Setup(1%,Ip,U),
Hdr(S*,m) « Enc*(PK,S*),b<-{0,1}] — 1,

where SKyy = {SK;:1<i< N} and SKyp g = {SK; : U & S*}.

Definition 1. A public key BE scheme Il =(Setup, Enc, Dec) is (t,€,qp)-IND-
CCA secure if for all t-time bounded adversary A that makes at most qp decryp-
tion queries, we have Advﬁlﬁcca(z) < €.

In this paper we first give schemes with one-way security against chosen plaintext
attacks (OW-CPA security) and then transform them to have IND-CCA security
via the Fujisaki-Okamoto transformation [9]. The OW-CPA security is defined
as follows.

Init. The adversary A chooses a system identity ID and a target set S* C U
of users to attack.

Setup. The challenger C runs Setup(1#, ID, U) to generate a public key PK
and private key sets SK7,SKs,...,SKy. The challenger C gives SK; to A,
where U; & S*.

Challenge. The challenger C runs Enc*(PK, S*) and outputs Hdr(S*, m),
where m is randomly chosen.

Guess. A outputs a guess m’ for m.

Since A can always encrypt a chosen plaintext by himself, the oracle of en-
crypting a chosen plaintext does not matter in the definition. Let Adv’’;"*(2)

be the advantage that A wins the above game, that is,

Advy'i"(2) = Pr[A(PK, SKy\ s+, Hdr(S*,m)) = m : S* C U,
(PK,SKy) « Setup(1*,Ip,U), Hdr(S*,m) « Enc*(PK,S™)].

Definition 2. A public key BE scheme II =(Setup, Enc, Dec) is (t,€)-OW-CPA
secure if for all t-time bounded adversary A, we have Advﬁﬂ}cpa(z) < €.

3 The BE-PI Scheme

Let G and G be the bilinear groups with the pairing function €, where ¢ is
a large prime. Let Hy, Hy : {0,1}* — G be two hash functions and E be a
symmetric encryption with key space Gi.

The idea of our construction is as follows. For a polynomial f(x) of degree
t, we assign each user U; a share f(i). The secret is f(0). We can compute the
secret f(0) from any ¢+ 1 shares. If we want to revoke ¢ users, we broadcast their
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shares.
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Any non-revoked user can compute the secret f(0) from his own share

and the broadcasted ones, totally ¢t + 1 shares. On the other hand, any collusion
of revoked users cannot compute the secret f(0) since they have ¢ shares only,
including the broadcasted ones. If less than ¢ users are revoked, we broadcast
the shares of some dummy users such that ¢ shares are broadcasted totally. In
order to achieve O(r) ciphertexts, we use log N polynomials, each for a range of
the number of revoked users.

1. Setup(1%, ID, U): z is the security parameter, ID is the identity name of the
system, and U = {U;y,Us,...,Un} is the set of users in the system. Wlog,
let N be a power of 2. Then, the system dealer does the following:

Choose a generator g of group G, and let lg = log, and g1 = é(g, g)-
Compute h; = Hy(ID||é) for 1 <i <log N.

Compute g“;'l) = Ho(ID||i|5) for 0 <i <log N and 0 < j < 2%,
Remark. The underlying polynomials are, 0 <14 < log N,

2i
fi(z) = Zagi)xj (mod q).
=0

The system dealer does not know the coefficients ag-l) = lg Ho(ID||2]|5).
But, this does not matter.

Randomly choose a secret p € Z, and compute g”°.

Publish the public key PK = (I, Hy, Hs, E,G,G1, €, g, 9").

Assign a set SKi = {Sk,0,Sk,1,-- -, Sk,log N} Of private keys to user Uy,
1 <k < N, where

ki = (ng,i,ng,ifi(k)7ng,ifi(O)hg’)

and 7 ; is randomly chosen from Z,, 1 <1 <log V.

2. Enc(PK,S,M): S C U, R = U\S = {U;,,Ui,,...,U;,} is the set of re-
voked users, where [ > 1. M is the sent message. The broadcaster does the
following:

Let o = [logl] and L = 2.

Compute h,, = H;(ID| ).

Randomly select distinct ¢;41,%;42,...,% > N. These U;,,[+1 <t < L,
are dummy users.

Randomly select a session key m € G1.

Randomly select r € Z,; and compute, 1 <t < L,

L
rfa(ie) . zz r
g0 = (T Ha (|l 3))".
3=0
The ciphertext header Hdr(S,m) is
(c, mé(g”, ha)" g7, (iv, g" =) (g, g =02y . (i, g"T=0)Y),

The ciphertext body is C' = E,,(M).
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3. Dec(SKy, Hdr(S,m),C): Uy € S. The user Uy does the following.
— Compute by = é(g", gmefak)) = gIT’“""f“(k).

Compute b; = é(g"=, g"falia)) = g;rk’afa(ij), 1<j<L.

— Use the Lagrange interpolation method to compute

TTQQO
k,afa(0) _ I_ij7 (1)

(=io)(=i1)-(=dj-1)(=#j41) - (=iL) :
where }; = T—i0) (=) (i —i;—1) (i —511) (i, —iz) (mod g), io = k.
Compute the session key

mé(g, ha)” - g1 1 me(g? ha)” - g 2
é(gr’grk,afa(o)hg) - (g hp) er afa(0) =m. ( )

Use m to decrypt the ciphertext body C' to obtain the message M.

Correctness. We can easily see that the scheme is correct by Equation (2).

3.1 Performance Analysis

For each system, the public key is (ID, Hy, Ho, E,G,G1,¢,g,g”), which is of
size O(1). Since all systems can use the same (H, E, G, G1,é, g), the public key
specific to a system is simply (ID, ¢g”). Each system dealer has a secret p for
assigning private keys to its users. Each user Uy holds private keys SKj =
{8k,0,Sk,1,- - -+ Sklog N }, €ach corresponding to a share of polynomial f; in the
masked form, 0 < ¢ < log N. The number of private keys is O(log N). When r
users are revoked, we choose the polynomial f, of degree 2% for encrypting the
session key, where 2071 < 7 < 2%, Thus, the header size is O(2%) = O(r). It is
actually no more than 2r.

To prepare a header, the broadcaster needs to compute one pairing function,
2242 hash functions, and 2%+ 2 modular exponentiations, which is O(r) modular
exponentiations.

For a user in S to decrypt a header, with a little re-arrangement of Equation

(1) as
L \
| I j A A I | rfa (i
bjj = bOO . f ( ‘7
j=0

~

the user needs to perform 3 pairing functlons and 2% modular exponentiations,
which is O(r) modular exponentiations. The evaluation of A;’s can be done in
O(L) = O(2r) if the header consists of

A = (=ia) -~ (=) (=d541) -+ (=) mo ,
= (ijfil)"'(ij*ijfl)(ij7ij+1)...(ij,iL) dg,1<j<L.

The user can easily compute A;’s from S\j’s. Inclusion of S\j’s in the header does
not affect the order of the header size.
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3.2 Security Analysis

We show that it has OW-CPA security in the random oracle model under the
BDH assumption.

Theorem 1. Assume that the BDH problem is (t1, €1)-hard. Our BE-PI scheme
is (t1 — t',€1)-OW-CPA secure in the random oracle model, where t' is some
polynomially bounded time.

Proof. We reduce the BDH problem to the problem of computing the session key
from the header by the revoked users. Since the polynomials f;(z) = Zf:o agl)xj
and secret shares of users for the polynomials are independent for different i’s,
we simply discuss security for a particular a. Wlog, let R = {U1,Us,..., UL} be
the set of revoked users and the target set of attack be S* = U\R. Note that
S* was chosen by the adversary in the Init stage. Let the input of the BDH
problem be (g, g%, g%, g°), where the pairing function is implicitly known. We set

the system parameters as follows:

1. Randomly select 7, K, 1, pt2, . .., b, W1, Wa, ..., WL, € Zg.
2. Set the public key of the system:
(a) Let the input g be the generator g in the system.
(b) Set g” = g°.
(¢) The public key is (ID, Hy, H2, E,G,G1,¢é,9,9%).
(d) The following is implicitly computed.
— Set fo(i) = w;, 1 <i<L.
Let gaéa) — gfa(O) — ga . g'r — ga+'r'
— Compute g“ga), 1<i< L, from gaga) and gf~() = ¢gwi 1 < j < L,
by the Lagrange interpolation method over exponents.
— Set hy = g°- g = gt~
For j # «, choose a random polynomial f;(z) and set h; = g%,
where z; is randomly chosen from Z,.
3. Set the secret keys (g™, g"esfi (@), griifi (O)hf), 0 < j <log N, of the revoked
user U;,1 <1 < L, as follows:
(a) For j = a, let g"ie = g=bHri griafall) — (grie)wi and
gri_yafa(o)hg — g(7b+#i)(a+7')(gb+n)a — ga(,ui+n)fb7'+,ui7'.

(b) For j # «, randomly choose r; ; € Z, and compute g"7, g"+i7i() and

gri,jfj(o)h/? = g"ifi(0) (g*)%
4. Set the header (o, mé(g”, ha)", 9", (1, g"f«M) (2, g"f«@)) . (L, g T (L))

as follows:

(a) Let g" = g°.

(b) Compute g"7>(® = (g°)wi 1 <4 < L.

(¢) Randomly select y € Gy and set mé(g”, ha)” = y. We do not know what
m is. But, this does not matter.

Assume that the revoked users together can compute the session key m. Dur-
ing computation, the users can query H; and Hs hash oracles. If the query is of

)
the form Hy(ID||¢||j) or H1(IDJ|7), we set them to be g% and h;, respectively.
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If the query has ever been asked, we return the stored hash value for the query.
For other non-queried inputs, we return random values in G.

We should check whether the distributions of the parameters in our reduction
and those in the system are equal. We only check those related to a since the
others are correctly distributed. Since 7,w;,ws,...,wr are randomly chosen,
g“ga) .0 < i < L are uniformly distributed over GE*1. Due to the random oracle
model, their corresponding system parameters are also uniformly distributed
over GLtL. Since k, i1, ft2, . . ., o1, are randomly chosen, the distribution of hg
and g™, 1 < 4 < L, are uniform over G¥*!, which is again the same as that
of the corresponding system parameters. The distributions of ¢" in the header
and g” in the public key are both uniform over G since they are set from the
given input g and g%, respectively. Since the session key m is chosen randomly
from Gy, mé(g”, hy)" is distributed uniformly over G;. We set it to a random
value y € G;1. Even though we don’t know about m, it does not affect the
reduction. Other parameters are dependent on what have been discussed. We
can check that they are all computed correctly. So, the reduction preserves the
right distribution.

If the revoked users compute m from the header with probability €, we can
solve the BDH problem with the same probability €; = € by computing the
following:

y-m~t-e(g”,9%) 7" = é(g”, ha)" - €(g,9) """

é<ga7gb+m)c . é<g7g)—acm

é(g,9)™". (3)
Let ' be the time for this reduction and the solution computation in Equation

(3). We can see that ¢’ is polynomially bounded. Thus, if the collusion attack of the
revoked users takes t; — ¢’ time, we can solve the BDH problem within time #;.

4 The BE-PI Scheme with IND-CCA Security

In Theorem 1, we show that the session key in the header is one-way secure
against any collusion of revoked users. There are some standard techniques of
transforming OW-CPA security to IND-CCA security. Here we present such a
scheme [T’ based on the technique in [9].

The IND-CCA security of the Fujisaki-Okamoto transformation depends only
on the OW-CPA security of the public key encryption scheme, the FG security
of a symmetric encryption scheme £, and the y-uniformity of the public key
encryption scheme. The FG-security is the counterpart of the IND-security for
symmetric encryption. A public key encryption scheme is y-uniform if for every
key pair (pk, sk), every message x, and y € {0,1}*, Pr[E,;(z) = y] < 7. Before
applying the transformation, we check the following things:

1. The transformation applies to public key encryption, while ours is public key
broadcast encryption. Nevertheless, if the authorized set S is fixed, our public
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key broadcast encryption scheme is a public key encryption scheme with
public key pk = (PK, S). In the definition of IND-CCA security (Definition
1), the adversary A selects a target set S* of users to attack in the Init
stage and S* is fixed through the rest of the attack. Thus, we can discuss
the attack of A with a fixed target set S*. Note that A is a static adversary.

2. Let S be a fixed authorized set of users. For every m and every y € {0,1}*,
Pr[Hdr(S,m) = y] is either 0 or 1/q ~ 1/2%, where z is the security pa-
rameter (the public key size). Thus, our broadcast encryption scheme is
27 *-uniform if the authorized set is fixed.

Let £ : K x G; — G be a symmetric encryption scheme with FG-security,
where K is the key space of €. Let Hz : G1 x G1 — Z4 and Hy : Gi — K be
two hash functions. The modification of IT for IT’ is as follows.

— In the Setup algorithm, add £, Hs, H4 to PK.
— In the Enc algorithm,

Hdr(S,m) = (9", 0€(9”, ha)", Eny(0) (M),
(i1, g7 0), iz, g7 02)), L (i, g7 (0))),

where ¢ is randomly chosen from G; and r = Hz(o,m).

— In the Dec algorithm, we first compute & as described in the BE-PI scheme.
Then, we compute the session key m from €, () (m) by using 6. We check
whether 0é(g”, ha)" = 5€(g”, ha)™3@™ and g"fe(ii) = gfa(i)Hs(o.m) 1 <
7 < L. If they are all equal, m is outputted. Otherwise, L is outputted.

Let qm,, qm, and ¢p be the numbers of queries to Hs, H4 and the decryption
oracles, respectively. Our scheme IT’ is IND-CCA-secure.

Theorem 2. Assume that the BDH problem is (t1, €1)-hard and the symmetric
encryption & is (to,e2) FG-secure. The scheme II' is (t,€,qm,,qm,,9p)-IND-
CCA secure in the random oracle model, where t' is some polynomially bounded
time,

t = min{t; —t',ta} — O(22(qu, + qm,)) and
€= (1 + 2(QH3 + qH4)€1 + 62)(1 —2€1 — 2€9 — 2_Z+1)_qD - 1.

This theorem is proved by showing that if 1T’ is not IND-CCA-secure, then either
1T is not OW-CPA-secure or £ is not FG-secure directly. The OW-CPA security
of IT is based on the BDH assumption. We note that the application of the
transformation to other types of schemes could be delicate. Galindo [10] pointed
out such a case. Nevertheless, the problem occurs in the proof and is fixable
without changing the transformation or the assumption. The detailed proof will
be given in the full version of the paper.

5 A Public Key SD Scheme

In the paradigm of subset cover for broadcast encryption [16], the system chooses
a collection C of subsets of users such that each set S of users can be covered by
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the subsets in C, that is, S = U}, S,,, where S; € C are disjoint, 1 < ¢ < w. Each
subset S; in C is associated with a private key k;. A user is assigned a set of keys
such that he can derive the private keys of the subsets to which he belongs. The
subset keys k; cannot be independent. Otherwise, each user may hold too many
keys. It is preferable that the subset keys have some relations, for example, one
can be derived from another. Thus, each user Uy, is given a set SK}, of keys so
that he can derive the private key of a subset to which he belongs. A subset-cover
based broadcast encryption scheme plays the art of choosing a collection C of
subsets, assigning subset and user keys, and finding subset covers.

5.1 The PK-SD-PI Scheme

We now present our PK-SD-PI scheme, which is constructed by using the poly-
nomial interpolation technique on the collection of subsets in [16]. The system
setup is similar to that of the BE-PI scheme. Consider a complete binary tree T’
of log N + 1 levels. The nodes in T' are numbered differently. Each user in U is
associated with a different leaf node in T'. We refer to a complete subtree rooted
at node i as "subtree T;”. For each subtree T; of 7 levels (level 1 to level 5 from
top to bottom), we define the degree-1 polynomials

1})(@) = af}e +afy (mod g),

where ag-i)) = lg Hy(ID||¢]|4]|0) and agq = lg Ho(In||é]|4]|1), 2 < j < n. For a user

Uy in the subtree T; of n levels, he is given the private keys
Skij = <g?”k,z‘,j , ng,i,jf;i)(ij)’ grk,i,jf;i)(o)hp)

for 2 < 7 <7, where nodes 1,12, ...,4, are the nodes in the path from node i
to the leaf node for Uy (including both ends). We can read sg; ; as the private
key of Uy for the jth level of subtree T;. In Figure 1, the private keys (in the
unmasked form) of Uy and Us for subtree T; with n = 4 are given. Here, we use
h? in all private keys in order to save space in the header.

Recall that in the SD scheme, the collection C of subsets is

{S;+: node i is a parent of node t,i # t},

where S; ; denotes the set of users in subtree T;, but not in subtree T;. By our

design, if the header contains a masked share for f;i) (t), where node ¢t is in the
j-th level of subtree Tj, only user Uy in S; ; can decrypt the header by using his

private key sy, ; j, that is, the masked form of f;i)(s), for some s # t. In Figure 1,

the share fél) (t) is broadcasted so that only the users in S;; can decrypt the
header.

For a set R of revoked users, let Si, +,, Siy 55, Si,+, be a subset cover for
U\R, the header is

(i1) (iz)
(mé(gp, h)rvgrv (ilv tlvgrfjll (tl))v RS} (7’27 tzv g"“sz (tZ)))

)

where node tj, is in the ji-th level of subtree T;,, 1 < k < 2.
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U U U, U U U U U

— U, holds masked shares of f,9(i,), £;0(i;), £,9(i,)

— U, holds masked shares of £,9(i,), £;0(z), £,0(v)

—For subset S;,, a masked share of f,0(7) is broadcasted so that
U, and U, cannot decrypt, but others can.

Fig. 1. Level polynomials, private keys and broadcasted shares for subtree T;

Ik

(ix)
For decryption, a non-revoked user finds iy, tx, grf ) (corresponding to

Sy, t Where he is in) from the header and applies the Lagrange interpolation to
compute the session key m.

Performance. The public key is O(1), which is the same as that of the BE-PI
scheme. Each user belongs to at most log N + 1 subtrees and each subtree has
at most log N 41 levels. For the subtree of 7 levels, the user in the subtree holds
n — 1 private keys. Thus, the total number of shares (private keys) held by each
user is ZliozglNi = O(log® N). According to [16], the number z of subsets in a
subset cover is at most 2|R| — 1, which is O(r).

When the header streams in, a non-revoked user Uy looks for his containing
subset S;; ¢, to which he belongs. With a proper numbering of the nodes in 7', this
can be done very fast, for example, in O(loglog N) time. Without considering
the time of scanning the header to find out his containing subset, each user
needs to perform 2 modular exponentiations and 3 pairing functions. Thus, the
decryption cost is O(1).

Security. We first show that the scheme is one-way secure.

Theorem 3. Assume that the BDH problem is (t1, €1)-hard. Our PK-SD-PI
scheme is (t1 —t',€1)-OW-CPA secure in the random oracle model, where t' is
some polynomially bounded time.

Proof. The one-way security proof for the PK-SD-PI scheme is similar to that for
the BE-PI scheme. In the PK-SD-PI scheme, all polynomials f;i) (x) are of degree
one. Let (g, g%, g%, g¢) be the input to the BDH problem. Let Sy, 4, , Siy 105 - - - » Si- 1.
be a subset cover for S* = U\R. Due to the random oracle assumption for Hy
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and H,, all polynomials are independent. Thus, we can simply consider a partic-
ular S, in the subset cover for S* = U\R, where ¢ is at level 3 of subtree Ty,.

The corresponding polynomial is f(x) = f(a)( ) = a1z + ap (mod ¢q). Wlog, let
{U1,Us,...,U;} be the set of revoked users that have the secret share about f(t).
The reduction to the BDH problem is as follows. Recall that the public key of the
PK-SD-PI method is (ID, Hy, Hs, E, G, G1, €, g,9").

Let g be the generator in the system and g” = g°.

Set f(t) = w and compute g7 = g% where w is randomly chosen from Zg.

Let g% = ¢f(0 = g% . g7 where 7 is randomly chosen from Zg.

Compute g* from g/® and g® via the Lagrange interpolation.

The (random) hash values Hy(ID|l«||3]|0) and Ha(ID||x||3]|1) are set as g

and g*' respectively.

Set h = g° - g", where & is randomly chosen from Z,,.

The f(x)-related secret share of U;,1 < i < [, is computed as (g, g"/®),
g" /O nP), where g™ = g~ - g* and p; is randomly chosen from Z4. Note

that g fOpp = galpitr)=br+miT can be computed from the settmg in the

previous steps.

8. The non-f(x)-related secret shares of U;,1 < ¢ < [, can be set as follows.

Let f’ be a polynomial related to subtree o and level ﬁ where t’ is in the

B'-th level and U; € Sa/,t/. The secret share (g"i, g"i/" () g’”ff O)he) of U is

computed from (g"i g“‘ ® g if(o)hp) Let f/(t') = w', f'(0) = f(0) +a’ and

= =i + 7', where w’,a’, and v’ are randomly chosen from Z Thus gl =

Grk o=

e

gri-g" ,gnf (t) — (gm‘)w and ¢"if O pp = (g"i /O pe).gr f0). gria’.gr'a’ Note
that the hash values Hy(ID||&/||8||0) and Ha(ID||&/||8||1) can be answered
accordingly.

9. Set the challenge as

f(”)(tl)) ( f(72)(t2)) ' ( t gcf( z)(t )))

(y,9° (i1,t1,9 12,12, 9

where y is randomly chosen from G and thought as mé(g”, h)¢. Note that
(i1) ;

gc‘fjkk (tk), 1 <k < z, can be computed since f;zk)(tk) is a number randomly

chosen from Z,, as described in Step 2.

If the revoked users Uy, Us,...,U; can together compute the session key m
from the challenge with probability €;, we can compute

y-m~é(g%g%) " =élg” h) -é(g,9)”
=é(g%, g"t) - é(g,9)7*" = é(g,9)*"" (4)

with the same probability €;. This contradicts the BDH assumption.

Let t' be the time for the reduction and solution computation in Equation
(4), where t’ is polynomially bounded. Thus, if the collusion attack takes t; — ',
we can solve the BDH problem in time #;.

ack

Similarly, we can modify our PK-SD-PI scheme to have IND-CCA security like
Section 4
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5.2 The PK-LSD-PI Scheme

The LSD method is an improvement of the SD method by using a sub-collection
C’ of C in the SD method. The basic observation is that S;; can be decomposed
to Sik U Sk The LSD method delicately selects C” such that each S;; € C is
either in C’ or equal to S; ;U Sk +, where S; , and Sk are in C'. The subset cover
found for A\ R in the SD method is used except that each S;; in the cover, but
not in C”, is replaced by two subsets S; , and Sk in C’. Thus, each user belongs
to a less number of S; ¢’s in C” such that it holds a less number of private keys.

We consider the basic case of the LSD method, in which each user holds
(logn)3/? private keys. There are y/Iogn ”special” levels in T'. The root is at a
special level and every level of depth k- v/Iogn, 1 < k < /logn, is special. A
layer is the set of the levels between two adjacent special levels. Each layer has
VIogn levels. The collection C’ of the LSD method is

{S;,+ : nodes i and t are in the same layer, or node i is at a special level}.

There are two types of S;;’s in C'. The first type is that node 7 is in a special
level and the second type is that nodes ¢ and ¢ are in the same layer. Every
non-revoked set U\ R can be covered by at most 4|R| — 2 disjoint subsets in C’.

Our PK-LSD-PI scheme is as follows. Since C’ is just a sub-collection of C
in the SD method, our PK-LSD-PI scheme is almost the same as the PK-SD-
PI scheme except that some polynomials for type-2 S;; € C’ are unnecessary.
Consider a user Uy (or its corresponding leaf node). For his ancestor node i
at a special layer (type-1 S;:’s), Uy is given the private keys (corresponding
to subtree T;) by the same way as the PK-SD-PI method. There are /logn
such i’s and each T has at most logn levels. In this case, Uy holds (logn)3/2
private keys. For his ancestor node ¢ and nodes ¢ in the same layer (type-2
S;.1’s), choose degree-1 polynomials for the levels between ¢ and its (underneath)
adjacent special level only. There are at most v/Iogn such polynomials and Uy
is assigned corresponding v/Iog n private keys as the PK-SD-PI scheme does. In
this case, Uy holds at most log n-+/log n private keys since Uy has logn ancestors.
Overall, each user Uy holds at most 2(logn)3/? private keys.

Security. We show that the scheme described in this subsection is one-way
secure.

Theorem 4. Assume that the BDH problem is (t1,€1)-hard. Our PK-LSD-PI
scheme is (t1 — t',€1)-OW-CPA secure in the random oracle model, where t' is
some polynomially bounded time.

Proof. The collection of S;’s for covering U\ R in the LSD method is a sub-
collection of that in the SD method. The way of assigning private keys to users
is the same as that of the PK-SD-PI scheme except that we omit the polynomials
that are never used due to the way of choosing a subset cover in the LSD method.
In the random oracle model, we can simply consider a particular S, in the
subset cover for U\ R. Since all conditions are the same, the rest of proof is the
same as that in Theorem 3.
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With the same extension in [12], we can have a PK-LSD-PI scheme that
has O(1) public keys and O(log'™) private keys, for any constant 0 < € < 1.
The header size is O(r/e), which is O(r) for a constant e. The decryption cost
excluding the time of scanning the header is again O(1).

6 Conclusion

We have presented very efficient public key BE schemes. They have low public
and private keys. Two of them even have a constant decryption time. Our results
show that the efficiency of public key BE schemes is comparable to that of
private-key BE schemes.

We are interested in reducing the ciphertext size while keeping other com-
plexities low in the future.
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Abstract. The way of transmitting the encrypted digital content to
the legitimate subscribers over a broadcast channel has wide commer-
cial applications, such as Pay-TV, DVD, etc. In order to discourage
the legitimate subscribers from giving away their decryption keys, the
traitor tracing scheme comes up. In this paper, we propose a public-key
traitor tracing scheme that has optimal transmission rate. In other words,
our scheme enables everyone to transmit the encrypted digital contents
almost without any redundancy. As for tracing, our scheme supports
black-box tracing, i.e., identifying colluders without opening the pirate
decoder. Moreover, in our scheme, the storage requirement for legitimate
subscribers and digital content broadcasters is smaller than that of pre-
vious schemes.

Keywords: Traitor tracing, transmission rate, fingerprinting code.

1 Introduction

Consider the scenario that a data supplier distributes the digital content over
a broadcast channel. The data supplier gives a secret key to each legitimate
subscriber. Then the data supplier broadcasts the encrypted digital content and
the legitimate subscribers decrypt the digital content by their secret keys. The
protection for some Pay-TV, CD-ROM, DVD, and online databases is based on
this scenario. However, some malicious subscribers (called traitors) might give
copies of their secret keys to illegitimate users (called pirates). Then the pirates
decrypt the digital content for free. In order to solve the problem above, the
traitor tracing scheme comes up.

The goal of traitor tracing schemes is to discourage legitimate subscribers from
giving away their secret keys. One approach is to give each subscriber a unique
set of secret keys that both decrypt the encrypted digital content and identify
(“trace”) the subscribers. To avoid being traced by a tracer, the traitors may
collude to obfuscate their secret keys and generate a new secret key set (called
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pirate key). We call a traitor tracing scheme t-collusion resistant if at least one
of the traitors can be identified when ¢ traitors collude to generate a pirate key
in this way. If ¢ is the number of all legitimate users, the traitor tracing scheme
is called fully-collusion resistant. Note that the traitors may embed the pirate
keys into a “tamper-resistant” hardware (called pirate decoder) to prevent the
tracer from reading any data inside. So, during the tracing, the tracer has to
treat the pirate decoder as a black box — only the outcome of a pirate decoder
can be examined.

In many previous traitor tracing schemes, the overhead of broadcasting the
encrypted digital content is proportional to the number of legitimate subscribers.
But in some applications, such as Pay-TV, the number of legitimate subscribers
might be up to millions. This is a great burden. The approach of public-key
traitor tracing schemes is to enable everyone (e.g. Pay-TV stations) to broad-
cast the encrypted digital content. The public traceability of a traitor tracing
scheme allows everyone with a pirate decoder to trace the traitors. In order to
measure the efficiency of traitor tracing schemes, we consider the “transmission
rate” of encrypted digital content (“ciphertext”), that is, the ratio of the size
of ciphertext to the size of the digital content. We also care about the storage
requirements of subscribers’ secret keys, and the broadcast keys.

Related work. The traitor tracing scheme was first introduced by Chor, Fiat
and Naor [9], and later refined in [15,10]. The concept of public-key traitor tracing
schemes was proposed in Kurosawa and Desmedt [14], and Boneh and Franklin
[2]. The traitor tracing schemes in [2,3,8,12,11,14,13,16,18,21,22] are public-key
traitor tracing schemes. In [8], Chabanne, Phan, and Pointcheval proposed the
concept of public traceability. A class of traitor tracing schemes relying on the us-
age of fingerprinting codes [5,20] was introduced by Kiayias and Yung [13]. They
showed that if the plaintexts are large (e.g. multimedia content), it is possible to
obtain constant transmission rate. For example, the schemes in [8,18,17,11] have
constant transmission rate. While considering the transmission rate, we have two
main categories in the traitor tracing schemes:

— Schemes with no constant transmission rate [2,4]: These schemes are well-
suited to encrypt small digital content (usually using for the session-key
exchanges in the “hybrid encryption”). The user-key size and the public-key
size are often relatively small in these schemes. But the transmission rate in
these schemes is often linear or sublinear to the maximal number of colluders.

— Schemes with constant transmission rate [13,8,11] (including ours): These
schemes are well-suited to encrypt large digital content (e.g. multimedia
content). They are all constructed by using the fingerprinting codes. One
advantage of these schemes is that they often have efficient black-box trac-
ing algorithms. Nevertheless, the user-key size and the public-key size are
often relatively large (according to the codeword length in the fingerprinting
codes).

Our Contributions. We propose a public-key traitor tracing schemes with effi-
cient black-box tracing and the optimal transmission rate. The storage
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Table 1. Scheme Comparison

transmission user-key public-key black-box traceability

rate size size tracing
BF99 [2] 2t 41 2t 2t + 1 inefficient private
BSWO06 [4] 6V N 1 4v/N +2 0 public
KYO02 [13] ~3 20 40 O private
CPPO05 [8] ~1 20 £+1 X private
FNPO7 [11] ~1 20 10¢ (¢} private
Ours ~1 0+ 2 2041 O private

T £: the codeword length in fingerprinting code
t N: the total number of legitimate subscribers

requirements in our scheme for user-keys and pubic-keys are smaller than previ-
ous schemes that have the constant (or optimal) transmission rate. Our scheme
is based on a fingerprinting code, and an all-or-nothing transformation [6,7,19].
The idea is to encrypt a block of the output of an all-or-nothing transformation
by a special public-key scheme. The encryption does not entail much overhead
and allows us to feed indistinguishable messages for tracing. The comparison
with other related schemes is given in Table 1. We show that our scheme is se-
mantically secure based on the DDH assumption and the indistinguishability of
PKE-AONT. We also show that our traitor tracing scheme is ¢-collusion resistant
under the DDH assumption.

2 Preliminaries

Notations. A function f : N — R is negligible if for every constant ¢ € N, there
exists an integer ko € N such that f(k) < k¢ for all k > ko, denoted by neg(k).

We use 2 < X to denote that x is chosen from the set X uniformly. Let M be
the plaintext space.

Fingerprinting Codes. The fingerprinting technique with fingerprinting codes
embeds a specific fingerprint (codeword) to each document copy so that one can
identify which copy of document by examining the embedded fingerprint. The
codeword is a collection of some alphabets. The traitors will collude and try to
modify their codewords to avoid being identified. However, the coalition of the
traitors is restricted by the marking assumption: the traitors are only able to com-
pare their codewords and make a modification from their respective codewords
differing in some positions. Under the marking assumption, the possible modified
codeword set from ¢ traitor’s codewords set W is called a feasible set of W.

— For a codeword w € {0, 1}¢, we write w = wjws...w;, where w; € {0,1}.

— Let W = {wW, .., w®} C {0,1}*. We say that a codeword w is feasible for
Wit Vi e {1,2,...4} 35 € {1,2,...,t} st. w; = wl(]). For example, if W =
{0101,1111}, the codewords {0101,0111,1101,1111} are feasible for W.

— For a codeword set W C {0,1}¢, we say that the feasible set of W, denoted
by F(W), is the set of all codewords that are feasible for .
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Table 2. Length of the fingerprinting codes with respect to the number N of codewords

t-collusion resistant fully-collusion resistant
BS98 [5] £ = O(t" log(N/e)log(1/¢)) £ = O(N?log(N/¢))
T03 [20] = 0(t*log(N/e)) ¢ =O(N?log(N/e))

A fingerprinting code scheme consists of two probabilistic polynomial-time al-
gorithms: the codeword generation algorithm G and the codeword tracing algo-
rithm T. Algorithm G generates codeword set I' = {w™), ..., w™} € ({0,1}4)N
for some ¢ > 0 and the trace-key tk. By taking a pirate codeword w and tk as
input, algorithm T outputs at least one of the traitors who collude to gener-
ate w. The fingerprinting codes enable a data supplier to distribute an “object”
with many fingerprinting copies. Assume I" € ({0,1}Y)" is a codeword set gen-
erated by the algorithm G, and denote a L-length object to be distributed by P.
First we partition the object P into ¢ blocks and embed exactly one “mark” in
each block. Let P;; be the j-th block which contains the j-th mark with state
s € {0,1}. For each block, choose a random key Kj ,, the distributed data will
be {fx, . (Pjs)|1 < j < s € {0,1}}, where f is an encryption scheme. Let
w™ € I' be the codeword in I" and associated with user u. The private user-key
for u is {KnguhK ﬂvéu)’ veny K&qv?)}7 and P(w(“)) = Pl ) ‘HP

2 Z,wéu)
will be the copy of P implied by w®).

Boneh and Shaw [5] constructed a fully-collusion resistant fingerprinting code
as well as t-collusion resistant secure codes. Tardos [20] proposed a shorter code.
The comparison of their codeword lengths is in Table 2, where N is the number
of codewords, and ¢ is the security parameter.

w® P27u);u)

All-Or-Nothing Transformation. An all-or-nothing transformation (AONT)
X is an efficient, unkeyed, and randomized transformation with the property
that it is hard to invert unless the entire output is known [19]. X maps an ¢'-
block sequence x, together with a random string p to an ¢-block sequence y with
the following properties:

— Given z and p, y S X(z; p) can be computed efficiently.
— Given all blocks of y, z « X ~!(y) can be computed efficiently.
— It is infeasible to get any information about z if any block of y is missing.

Notice that the AONT expands plaintext size by roughly 1 + 1/¢. This results
in an asymptotical unitary ciphertext-to-plaintext ratio.

Decisional Deffie-Hellman (DDH) Assumption. For a cyclic group G with
a generator g. Let V be the distribution {(g, g%, ¢*, ¢*¥)} and R be the distribu-
tion {(g, 9", ¢",9")}. For any polynomial time adversary A, A distingishes the
two distributions V and R with negligible function of A, i.e., |Pr[A(X) =1 :
X € V] -Pr[A(X) =1: X € R]| = neg(|G|).
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3 The Notion for Public-Key Traitor Tracing Scheme

A public-key traitor tracing scheme is a 4-tuple of probabilistic polynomial-time
algorithms (Setup, Encrypt, Decrypt, Trace), where

Setup(1*, N). The setup takes as input a security parameter A and N, the
number of users in the system. The algorithm outputs a public broadcast-key
BK, a secret trace-key TK, and the private user-key SK,, for each legitimate
subscriber w.

Encrypt(BK, M). The encryption algorithm takes as input the public broadcast-
key BK and a message M € M. The algorithm outputs a ciphertext C.

Decrypt(SK,, C'). The decryption algorithm takes as input the private user-key
SK,, of user u and a ciphertext C. The algorithm outputs a message M or
€.

Trace” (TK). The tracing algorithm takes as input the private trace-key TK and
queries the pirate decoder D as a black-box oracle. The algorithm outputs a
traitor set S which is a subset of {1,..., N}.

Moreover, the scheme must satisfy the correctness property as follows:

For all u € {1,..,N} and for all M € M: if (BK,TK, (SKy,..,SKy)) <
Setup(1*, N) and C' <& Encrypt(BK, M), then Decrypt(SK,, C) = M.

Semantic Security Game

— Setup. The challenger runs Setup, and gives BK to the adversary.
— Challenge. The adversary chooses two plaintexts My, M1 € M to the chal-
lenger. Then the challenger flips a coin b € {0,1}, and gives a ciphertext

Cy & Encrypt(BK, M},) to the adversary.
— Guess. The adversary returns a guess b’ € {0,1} of b to the challenger.

The advantage of winning this game by the adversary is AdvgsT S = | Pt =
b -,

Definition 1 (Semantically secure). An N-user public-key traitor tracing
scheme is semantically secure if for all polynomial time adversaries A, AdvgsTS

1s a negligible function of the security parameter.
Traceable against t-collusion Game

— Setup. The challenger runs Setup and gives BK to the adversary. The ad-
versary chooses a traitor set T = {uy,...,us} C {1,..., N} to the challenger.
Then the challenger gives the adversary SK,,, ..., SK,, to produce a pirate
decoder D.

— Trace. By taking a pirate decoder D as a decryption oracle, the challenger
runs the algorithm Trace” (TK) to obtain a traitor set S C {1, ..., N}.

The adversary wins this game if (1) D decrypts all valid ciphertext with a con-
stant probability d, i.e., Pr[D(Encrypt(BK, M)) = M] > ¢, and (2) SNT # 0.
The probability of adversary winning this game is Advg’.
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Definition 2 (Traceable against t-collusion). An N-user pubic-key traitor
tracing scheme is traceable against t-collusion if for all polynomial time adver-
saries A of corrupting t users and any constant 6 > 0, Adv¥£s 1s a negligible
function of the security parameter.

4 A Public-Key Traitor Tracing Scheme for Two Users

In this section, we give a construction of a public-key traitor tracing scheme for
two users. Then we show that this scheme is semantically secure and traceable
against 1-collusion. Indeed, this scheme will be a subscheme in the construction
of our public-key traitor tracing scheme for N users in section 5.

4.1 Our Construction

Our public-key traitor tracing scheme for two users is 2-PK-TTS = (2-Setup, 2-
Encrypt, 2-Decrypt, 2-Trace), where

2-Setup(1*) Given a security parameter A, the algorithm generates a A-bit prime
q, a cyclic group G of order ¢, and a generator g of G. Then the algorithm
chooses f(z) = ag + a1 (mod q), where ag, a1 & Z; and sets
— Public broadcast-key bk := (g, (g*°, g**))
— Secret trace-key tk = (f(x))
— User-key sko := (io, f(ic)), where i, € Z7, Vo € {0,1}
2-Encrypt(bk, m) Given bk and a plaintext m € M, the algorithm chooses , j &
Zy, where j # ig or iy, computes g0 = (g% (g*)7)" and outputs the
ciphertext ¢ := (mg™®, g", (§,¢"/0))).
2-Decrypt(sky,c) Given a ciphertext ¢ = (A, R, (j,W)) and a user-key sk,
the algorithm computes the plaintext based on the lagrange interpolation:
m = AJWih RIG
2—TraceD(tk) Given a pirate decoder D that decrypts all valid ciphertext per-
fectly as a decryption oracle. The algorithm does:
1. 2-TrEncrypt(bk,m) The algorithm chooses r, 7, j & Zy and computes a
probe ciphertext ¢ & (A=mg"* R=g",(j, W = g™ @),
2. Yo € {0,1}, pre-compute V,, = Wit RIGe)is%5
3. Vo € {0,1},if D(¢) = A/V,, output S = {o}; else output S = {0,1}.

4.2 Security Analysis of our 2-PK-TTS scheme

Theorem 1. The 2-PK-TTS scheme is semantically secure under the DDH as-
sumption.

Proof. By contradiction, assume that there exists a 2-PK-TTS scheme adversary
A that wins the semantic security game with a non-negligible advantage € >
0. We construct an algorithm B that breaks the DDH assumption with non-
negligible advantage € as follows:
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— Setup. Algorithm B is given as input an instance (g, g%, g¥, X) of the DDH
assumption, and it wants to determine whether X = g“¥ or X is a random

element in G (G has prime order ¢). B chooses ag, a; & Z;; and sets bk =
(g, (g™, g"1)) to A. (we see that f(z) =u+ a1z (mod q))

— Challenge. A chooses two plaintexts mg, m; € M to B, then B flips a coin
b € {0,1}, and sets the challenge ¢, = (mp X, g%, (j, X (9”)*9)) to A, where
i<z

— Guess. A outputs b’ € {0,1} to B. If b’ = b, B answers that X = ¢g"*; else B

answers that X is a random element in G.

If X = g", A gets a valid ciphertext ¢, = (myg™?, g°, (j, g**T*9))). Therefore,
A answers b/ = b successfully with probability } + €;

If X is a radom element in G, A gets an invalid ciphertext. In this case, A
answers b’ = b successfully with probability %

Hence, B solves the DDH problem with non-negligible advantage e. This is a
contradiction to the DDH assumption. So we conclude that such adversary A
does not exist.

Theorem 2. The 2-PK-TTS scheme is traceable against 1-collusion under the
DDH assumption.

Proof. By contradiction, assume that there exists an adversary A that, given
the public-key bk and one of user-keys sk, in 2-PK-TTS scheme, A produces
a pirate decoder D that decrypts all valid ciphertexts perfectly, i.e., Pr[D(2-

Encrypt(bk,m)) =m : D & A(bk, sk,),0 € {0,1}] = 1. But when given a probe
ciphertext ¢, D outputs a different value from the pre-computed values in 2-Trace
algorithm with non-negligible probabilistic € > 0, i.e., Pr[D(¢) # A/V,] = e. We
construct an algorithm B that breaks the DDH assumption with non-negligible

advantage 5 as follows:

— Setup. Algorithm B is given as input an instance (g, ", g¥, X) of DDH as-

sumption, and it wants to determine whether X = ¢“¥ or X is a random
z .1

element in G. B chooses i, z & Z; and gives A bk = (g, (g, g"* = (S“ ).
A chooses a traitor set T = {0} or {1} to B. Then B gives A sk = (i, z) to
produces a pirate decoder D.
— Trace. By taking a pirate decoder D as a decryption oracle, B runs the
modified 2-Trace as follows: ¢ e
1. Choose A < G , and j < Z, where j # i. Compute W = X((gX) )Jt
and set the ciphertext as ¢ «— (A, g", (4, W)).
Pre-compute V «— Wi—: (¢*)*
3. If D(¢) = A/V, B answers that X = ¢"? or X is a random element in G
randomly; else B answers that X is a random element in G.

—1

—J
i—j .

o

If X = g"?, ciphertext ¢ is a valid ciphertext, since

X((g;;)z )ji_l _ guv((zzzz )ji _ ;

In this case, D(¢) = A/V, B gives the correct answer with probability é;
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If X is a random element in G, ciphertext ¢ is an invalid ciphertext. In this
case, D(¢) # A/V with probability ¢, and D(¢) = A/V with probability 1 — e.
Therefore, B gives the correct answer with probability € + 5 (1 —€) = 5 + &.

Hence, B solves the DDH problem with non-negligible advantage 5. This is
a contradiction to the DDH assumption. So we conclude that such adversary A
does not exist.

5 A Public-Key Traitor Tracing Scheme for N Users

Our construction is based on the use of our 2-PK-TTS scheme, an AONT X' and

a fingerprinting code I' = {w™ ..., w™)} over {0, 1}%. At a high level, the idea is

to “concatenate” ¢ instance of 2-PK-TTS scheme according to the code I'. Each

legitimate subscriber u € {1,..., N} is associated to a codeword w(*) in I'" and
(u)

assigned a private user-key set SK, = {sk1 w1 skz w(u)}7 where w; is the
Wy s Wy

j-th bit of the codeword w*), and sk; ¢, sk; 1 are the keys for the j-th instance of
the 2-PK-TTS scheme. For example, let ¢ = 3. If the codeword corresponding to
legitimate subscriber w is 011, its user-key set is {sk1,0, sk2,1, sks,1}. For tracing,
we use the j-th 2-PK-TTS to identify the j-th symbol of the pirate codeword, for
all j € {1,2,...,4}. Finally, by the tracing algorithm in the fingerprinting code,
we find the collusion codeword set for constructing a pirate codeword, i.e., we
find the collusion traitor set.

In order to achieve the optimal transmission rate, we notice the cryptosystem
PKE-AONT proposed by Zhang, Hanaoka, and Imai [23]. It encrypts some bits
of the output of an AONT by a public-key encryption scheme. Given an AONT
X and a public-key encryption scheme (G, E, D), PKE-AONT first transforms the
original message M’ into an all-or-nothing message M = m|...||m, by X and
then randomly chooses a block of M to encrypt it as C' = my||...||mg—1||E(pk, my)
[lmi41]l...||me. For decrypting the ciphertext C, the decryption algorithm first
decrypts the k-th block to recover M and compute the original message M’
by X.

5.1 Our Construction
For convenience, we introduce some notations in our scheme:

— Let X be an AONT that maps an ¢'-block sequence together with a random
string to an /-block sequence.

— MINUS, (M) Given an ¢A-bit message M = mq]||...||m¢ and a position index
k€ {1,...,¢}, the algorithm “minus” the k-th block of M, i.e., MINUS, (M) =
mal|...|[me—1| Mg |]...[[me.

— COMB (Y, m) Given an ({—1)A-bit message Y = y1]|...||ye—1, a A-bit message
m and a position index k € {1,...,£ — 1}, the algorithm first splits Y into
X1]| X2, where X7 is the front (k — 1) bits of Y and X5 is the rest bits of
Y. The algorithm “combines” and outputs the messages with order Xy, m,
and Xo, i.e. COMBL(Y,m) = y1||--ye—1lIm||ygl|---||ye—1.
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Our traitor tracing scheme for N users IT = (Setup, Encrypt, Decrypt, Trace) is
as follows:

Setup(1*, N). Given a security parameter A and user number N, the algorithm
generates a fingerprinting code I' = {w™®, ..., w™} € ({0, 1}*)Y for some .
Then it runs 2-Setup ¢ times to generate the keys ((bk;, tki, (sko i, sk1,:))¥ )
(but use the same ¢, G, g,i0,41) and sets

— Public broadcast-key BK := (g, (g*7, g**7 )§:1>
(we denote the k-th key of BK by BKj = (g, (g%*, g¢1+)))
— Secret trace-key TK := ((f;(x))}_,)
— User-key SK,, := (w®),ig, i1, (f;(i,0)iy), Vu € {1,2,..., N}
J
(we denote k-th key of SK,, by SKy = (i, fk(i,w)))
k k

Encrypt(BK, M’). Given BK and a plaintext M’ € MY, the algorithm chooses a
random string p & {0,1}7, and computes X' (M'; p) = M = mg]|...||m¢. Then
it chooses a position index k & {1,2,...,£}, and computes the ciphertext
C & (k, 2-Encrypt(BKy, my ), MINUS, (M)).

Decrypt(SK,,, C). Given a ciphertext C' = (k,ci,Y), user u computes my, «—
2-Decrypt(SK,, i, cx) and M' = X~1(COMB (Y, my)).

TraceD(TK). Given a pirate decoder D that decrypts all valid ciphertext per-
fectly as a decryption oracle. The algorithm does:

— For each position index k € {1,2,...,(},
1. Compute X (M’;p) = M = mq||ma]|...||me¢, where M’ E MY and
3
p—{0,1}".
2. Call 2-TrEncrypt(BKy, my) LR Cr = (A = mpg" o+ R=g", (4, Wi =
g™ (D))}, Set the probe ciphertext as ¢ & (k, ¢, Y = MINUSE (M)).

3. Vo € {0,1}, pre-compute My, , = COMBy(Y, A,/ W,/ ™' RIGa)ig 25y,

4. Yo € {0,1}, if 2(D(C); p) = My, set wi = o; else set wj; = 0 for
convenience.

— Recover w* = wiws...wy, then call the tracing algorithm in fingerprint-

ing code by taking w* as the input to obtain collude codewords. Finally,

output the corresponding traitor set S.

5.2 Security Analysis of Our Scheme

Theorem 3. The scheme II is semantically secure under the semantic security
of 2-PK-TTS and the indistingushability of PKE-AONT.

Proof. For each position index k € {1,2,...,¢}, we use two games to bound the
advantage of semantically secure in IT with Advie < TT and AdviKEAONT a5

follows:

Game Gy. Define Gg as the original semantic security game and let Sy be the
event where b’ = b, i.e., Advig := | Pr[So] — 1.
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Game G;. This game is identical to G except that in the Encrypt, rather than
being set Ax = myg" 0+, in Gq Ay is a random A-bit string, i.e., C' & (Ag &
{0, 13N R =g, (j, Wi, = g""*())), and we let S; be the event that b’ = b in this
game.

Claim: | Pr[So] — Pr[Sy]| < 2AdvEIHTTS,

By reduction, if there exists an adversary A that distinguishes the challenge
of Gy and G; with non-negligible probability ¢ > 0, we use A to construct
an adversary B for breaking the semantic security of 2-PK-TTS scheme with
non-negligible advantage as follows:

— Setup. Algorithm B is given as input an instance bk = (g, (g*°, g**)) of 2-PK-
TTS scheme and wants to determine whether the challenge C' is construct
by Go or Gi. B chooses aoj, a1,; & Zy, Vi € {1,2,..., 0}\{k}, lets g0+ =
g%, g+ = g™, and sets BK = (g, (g%, g*9)i_;) to A.

— Challenge. A chooses two plaintexts My, M € MY to B, then B flips a coin
b € {0,1}, and it calls X(My;p) = my 1 |- me e, lets ma_p g &
{0,1}*, and sends my = mpy k, M1y = mi_p x to 2-PK-TTS scheme chal-
lenger. Then 2-PK-TTS scheme challenger flips a coin b € {0,1} and sets
the challenge ¢, S 2-Encrypt(bk, my,) to B. Finally, B sends A the challenge
Co = (k,c0, Y = mu 1| [[m p—1llmes sl | [mer o)

— Guess. A outputs be {0,1} to B. Then B gives b as its guess to 2-PK-TTS
scheme challenger.

By the above construction, we see that B “interpolates” between Gg and G; for

A:

- If ¥ = b, A gets a challenge in Gy;
-IfY =1-10b, A gets a challenge in Gy.

Thus, it holds that Pr[So] = Pr[b = V|0’ = b] and Pr[S)] = Pr[b = b/|b’ =1 —b),
and we get

Pr[b = b] = Pr[b = b|b’ = b] Pr[b/ = b] + Pr[b = b|p' =1 — b] Pr[t) =1 —b]

= ;(Pr[l; = b’ = b] + Pr[b=b|p' =1 — b))

= ;(Pr[ by =b]+1—Prb=1—blp' =1—10])
11 _ ,

=, 2(Pr[ VY =b] —Pr[b= by =1—1b])

- ; ;(Pr[SO] Pr[Sy]).

It follows that | Pr[So] — Pr[Si]| = 2| Pr[b = b] — 1| = 2Advad " T™.
To conclude the proof, due to indistinguishability of PKE AONT, the adver-
sary distinguishes the ciphertexts in G; and the random bit string (as the same

length with ciphertexts) with probability é + Adv ,TjE AONT
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Hence, by the discussion above and the triangle inequality,

| Pr[So]| = | Pr[So] — Pr[S1] + Pr[Si]|
< | Pr[So] = Pr[Si]| + [ Pr[Si]]
— DAQUEPKTTS | AGuPKE-AONT | ;
Since AdvZg "> and AdvEKEAONT are two negligible functions of A, we conclude

that the advantage of A winning the semantic security game is bounded by a
negligible function of .

Theorem 4. The scheme II is traceable against t-collusion under the DDH as-
sumption.

Proof. By contradiction, assume that there exists an adversary A that, given the
public key BK, t of user keys {SKy,, SKy,, ..., SKy, } and an AONT X, produces
a pirate decoder D that decrypts all valid ciphertexts perfectly. But when given
a probe ciphertext, D outputs a different value from the pre-computed values
in Trace algorithm with non-negligible probabilistic € > 0, i.e., Pr[X(D(C); p) #
My, -] = €. We construct an algorithm B that breaks the DDH assumption with
non-negligible advantage 5 as follows:

— Setup. Algorithm B is given as input an instance (g,¢“,¢",X) of DDH
assumption, and it wants to determine whether X = ¢"¥ or X is a ran-
dom element in G (G has prime order ¢). B chooses a position index k &
{1,2,..., 0}, chooses f;(z) = aoj + a1 ;x (modq), where ag j, a1 ; & Z;,Vj €
{1,2,...,0}, chooses ig, i1,z & Zy and gives A BK = (g, (907, 9"7)5_,)
but repalces g*0:# by g% and g%+ by (gi )i‘:l’ where o & {0,1}. A chooses
a traitor set T C {1,...,N} of size ¢ to B. Then B chooses ¢ codewords
wn) qp(u2) - qp(ue) Er (even if I" is public, the information of which user
get which codeword can be hiden, so B can choose t codewords by his own)

satisfy w("™) = w("?) = . = w{") = & (the existence of these codewords is

guaranteed by the fingerprinting codes) and sets A the keys

SK“I = <w(u1>7i07i17 (fl (iw(lul))v RS fk—l(iwi::ll))? 2, fk+1( )7 teey fz(iwéul))»?
SK“Z = <w(u2>7i07i17 (fl (iw§u2))’ sy fk—l(iwiuzl)% 2, fk+1( )7 S ff(iwguz))»a

T (up)
W41

i (ug)
W1

SKu, = (w") ig, i1, (frliy o) o1 (i) 25 fia(

to produces a pirate decoder D.
— Trace. By taking a pirate decoder D as a decryption oracle, B runs the
modified Trace algorithm as follows:

)7"w fk(imuiu‘)))>’

T (up)
W41
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1. Compute M & X (M'; p), where M’ & MY p & {0,1}".

2. Choose j & Zy, where j # ig or i;. Compute ¢ «— (A = mpX, R =

9%, (J, Wi, = X((g;)z)ji;1)> and set the ciphertext as C' « (k,c,Y
MINUS (M)).

3. If 2(D(C); p) = COMB(Y, A /W R*0o)ia ) B answers X = g
or X is a random element in G randomly; else B answers X is a random
element in G.

If X = g"?, ciphertext ¢ is a valid ciphertext, since

X( (g;()z )ji;1 = g"( (izzz )ji;1 _ guv((gz )igl)vj _ guv(gal,k)vj _ gv(u-‘rth,kj)_
In this case, X(D(C); p) = Ml,’w,7 B gives the correct answer with probability é;
If X is a random element in @G, the ciphertext C' is an invalid ciphertext.

In this case, X(D(C);p) # M, , with probability ¢, and X(D(C);p) = M;,
with probability 1 — e. Therefore B gives the correct answer with probability
e+ (l—e)=5+5.

Hence, B solves the DDH problem with non-negligible advantage 5. This is
a contradiction to the DDH assumption. So we conclude that such adversary A
does not exist.

6 Conclusion

We propose a fully-collusion resistant public-key traitor tracing schemes with
efficient black-box tracing. It achieves the asympototically optimal transmission
rate for ciphertexts. The storage requirement of each user-key and each public-
key are ¢ + 2 and 2¢ + 1 respectively, where ¢ is the codeword length of the
fingerprinting codes. We show that our scheme is semantically secure based on
the DDH hardness assumption and the indistinguishability of the cryptosystem
PKE-AONT. Also, our scheme is t-collusion resistant.

There are two open problems. First, How to improve the storage requirements
of the user-keys and public-keys further? Second, Billet and Phan [1] proposed
a general attack “Pirate 2.0” to attack the code-base traitor tracing schemes. In
Pirate 2.0, traitors only give away “part” of user-keys away such that a tracer
can trace them with a small probability only. This probability is controlled by
traitors according to a specific set of given away keys. How to avoid such attack
is also an important problem to make the code-base traitor tracing schemes more
practical.
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Key Establishment Schemes Against
Storage-Bounded Adversaries in Wireless Sensor
Networks

Shi-Chun Tsai, Wen-Guey Tzeng, Kun-Yi Zhou

Abstract—In this paper we re-examine the attacking scenario
about wireless sensor networks. It is generally assumed that the
adversary picks up all radio communications of sensor nodes
without any loss and stores the eavesdropped messages for later
use. We suggest that in some situations the adversary may not
be able to pick up all radio communications of sensor nodes.
Therefore, we propose the storage-bounded adversary model for
wireless sensor networks, in which the adversary’s storage is
bounded.

We propose two key establishment schemes for establishing
shared keys for neighboring sensor nodes in the storage-bounded
adversary model. The first scheme needs special beacon nodes
for broadcasting random bits. In the second scheme, some sensor
nodes play the role of beacon nodes. Our results are theoretical
in some sense. Nevertheless, we can adjust them for realistic
consideration.

Index Terms—Bounded-storage model, key establishment, un-
conditional security, wireless sensor network.

I. INTRODUCTION

A wireless sensor network usually consists of a large
number of small autonomous sensor nodes. Each sensor node
has some level of computing power, a limited size of storage,
a set of sensors for exploring the environment and a small
antenna for communicating with the outside world. One way of
deploying a wireless sensor network is to scatter senor nodes in
the field randomly. Then, these sensor nodes form a network
autonomously via their built-in programs. Due to restriction
of small antenna, each sensor node can communicate with its
geographic neighbors only. We say that two sensor nodes are
neighbored if they can communicate with each other via radio
directly. In some situations, we may deploy a set of special
nodes, called beacon nodes, for broadcasting instructions and
data to the sensor nodes. A beacon node is more powerful so
that its radio signal could cover a larger area.

There are some security issues about wireless sensor net-
works, such as, communication security, message authentica-
tion, node authentication, etc. We are concerned about the key
establishment problem, which is to establish a shared (secret)
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key for two neighboring sensor nodes via the public radio link.
The established key is later used for secure communication
(encryption) or authentication. The key establishment problem
for wireless sensor networks has been studied actively. In this
paper we re-examine the attacking scenario about wireless
sensor networks. It is generally assumed that the adversary
picks up all radio communications of sensor nodes without any
loss and stores the eavesdropped messages for later use. We
suggest that this may not be the case. For example, the radio
quality of a sensor node is not very good and its coverage area
is small. It is hard for the adversary to get all communications
between sensor nodes. Therefore, we propose the storage-
bounded adversary model for wireless sensor networks to
capture the nature of incomplete eavesdropping. In this model,
the adversary cannot eavesdrop all communications of the
sensor nodes. We could conceptually think that the adversary’s
storage is limited so that it cannot store all communications.
The storage-bounded adversary model has been studied in
the cryptographic field for its advanced view. It explores the
possibility of encryption in the era of quantum computation.
We bring the model to wireless sensor networks for exploring
an alternative adversary model.

By considering the storage-bounded adversary, we propose
two key establishment schemes. The first scheme needs some
special beacon nodes for broadcasting random bits. In the
second scheme, some sensor nodes play the role of beacon
nodes. Our results are theoretical in some sense. Nevertheless,
we can adjust them for realistic consideration.

Our key establishment schemes have the following prop-
erties. Firstly, they do not pre-load secrets to sensor nodes.
This saves quite a lot of setup work before sensor nodes
are deployed to the field. Secondly, the connectivity rate of
neighboring sensor nodes is very high and the probability
of repeated keys is very low. Thirdly, even if the adversary
captures a large fraction of the deployed sensor nodes, almost
all of the shared keys of un-compromised links remain secure.
We note that most key pre-distribution schemes allow only
a small fraction of sensor nodes to be compromised by the
adversary. Finally, the shared keys in the first scheme are
unconditionally secure. Furthermore, since all shared keys are
generated in the field without pre-loaded secrets in sensor
nodes, shared keys can be updated from time to time.

We do not consider the adversary that applies other types
of attacks, such as node impersonation, node replication, etc.
There have been many proposed countermeasures [S]-[7]. If
we need them, we can simply use them without too much



effort.

Related work. Maurer [8] first proposed the storage-bounded
adversary model. Cachin and Maurer [2] proposed a complete
solution for encryption under the storage-bounded adversary
model.

For key pre-distribution, Blom [1] proposed a scheme for
multiple parties to establish pairwise keys. Eschenauer and
Gligor [6] proposed to assign a random subset of the key space
to each sensor node. They showed that two neighboring nodes
can establish a shared key from their own key pools with a
reasonable probability. Chan, et al. [3], Du, et al. [5], and Liu
and Ning [7] improved the basic random key pre-distribution
scheme of Eschenauer and Gilgor by using multiple random
key pools for each sensor node. Ren, et al. [12] discussed how
to pre-distribute keys in large scale.

Miller and Vaidya [9] proposed a key pre-distribution
scheme by assuming that the communication channels be-
tween sensor nodes use the orthogonal frequency-division
multiplexing technology. They considered that these channels
cannot be eavesdropped all together. Thus, each sensor node
broadcasts its pre-loaded secrets to its neighboring nodes
through these channels randomly. Due to the characteristics of
the channels, only a part of broadcasted secrets are obtained by
the adversary. Then, two neighboring sensor nodes can use the
common secrets to establish their shared key. The essence of
their assumption is similar to incomplete eavesdropping. But,
they used it in designing a key pre-distribution scheme. Our
schemes are not key pre-distributed. Furthermore, our analysis
technique is quite different.

II. PRELIMINARIES

We assume that the sensor nodes are scattered to the
field randomly. Each sensor node has no post-deployment
knowledge about the other sensor nodes. All it can do is to
use its antenna to communicate with its neighboring sensor
nodes.

The adversary can eavesdrop all communications of sensor
nodes. But, due to storage limitation it can store only a fraction
of the eavesdropped messages. After that, the adversary com-
promises a fraction of the sensor nodes (compromised sensor
nodes) and gets the secrets inside them. Then, the adversary
tries to infer the shared key held by two neighboring sensor
nodes that are not compromised.

Our first key establishment scheme is called Key Establish-
ment with Beacons in the Storage-Bounded Model, denoted
as KEB-SB. The beacon nodes are deployed like the sensor
nodes, but with a much less number. Each beacon node
broadcasts random bits that are received by the sensor nodes
within its radio range. Then, two neighboring sensor nodes
use the received bits to establish their shared key.

The second key establishment scheme is called Key Estab-
lishment in the Storage-Bounded Model, denoted as KE-SB.
KE-SB needs no beacon nodes. Each sensor node can play
the role of a beacon node. Unlike KEB-SB, a sensor node
that broadcasts random bits establishes shared keys with its
neighboring sensor nodes.

The used parameters and notations of the schemes are
shown in Table I.

TABLE 1
THE USED PARAMETERS AND NOTATIONS.

o n: the number of deployed sensor nodes in a wireless sensor network.
Assume that the sensor node set is {V1, Va,..., Vi }.

e o the number of broadcasted random bits by a beacon node.

e [3: the number of stored bits, with respect to each beacon or beaming
node, by the adversary.

e ~y: the number of broadcasted random bits by a beaming node.

o k: the length of the shared keys established among neighboring sensor
nodes. Typically, ~ is 128-bit long.

e 1 = 2y/ka: the number of randomly stored bits of a sensor node for
each beacon node in the KEB-SB scheme.

e K j: the shared key computed by sensor node V; for its neighbor V;
within a bacon or beaming node.

® Pcomplete: the probability of forming a complete network.

e H: a cryptographic hash function with x-bit output.

o G: a pseudorandom generator that stretches a short random bit string
to a very long pseudorandom bit string.

e |S|: the number of elements in set S.

e a < b: ais much smaller than b.
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Fig. 1. Deployment of sensor and beacon nodes in a field. Each beacon node
uses a different frequency to broadcast random bits and each sensor receives
and stores some of them.

In our analysis, we use a Chernoff bound to derive a closed
form for approximating security probabilities [11]. Let X;
be identical and independent Boolean random variables with
expectation F(X;) =6, 1 < i < t. Then, almost all values of
22:1 X, are around its mean E(Zzzl X;) = t0, that is, for
any 0 < e <1,

t
P} X; > (1+€)th] < e/,

i=1

III. SCHEME: KEB-SB

Assume that the field deployment of sensor and beacon
nodes is like that in Figure 1, in which a dot is a sensor
node and a triangle is a beacon node. We assume that there
are z beacon nodes Bi,Bs,...,B,. We shall determine an
appropriate z later. Without loss of generality, we only present
steps for beacon node B; and sensor nodes Vi, Va,...,V,,
within its radio range. The adversary gets a fraction of the
broadcasted random bits of B;.

The Scheme. The sensor nodes within 3; use the steps in
Figure 2 to establish their shared keys. Those within other



1) B; generates and broadcasts o random bits on the fly.
2) Each V;, 1 < ¢ < m, randomly stores p bits
TiyTig = Tiy,- Let S; = {il,ig, e 7iu}.
3) Each V;, 1 < ¢ < m, does the following:
a) Exchange S; with each of its neighbors V; via their
direct radio link;
b) Let Sivj = Sz N Sj = {81,52,. . .,Sl}. If ‘S@j‘ =
I >k, compute K; ; = H(rs,rsy - 75,).
¢) Erase the stored bits r;, 7y, - - - 7, from its memory.

Fig. 2. KEB-SB: Steps of establishing shared keys between neighboring sensor
nodes within the radio range of the beacon node B;.

beacon nodes do the same thing. The idea is that 3; broadcasts
« random bits and each sensor node randomly stores p bits.
Then, two neighboring sensor nodes exchange the indices of
their stored bits and find their common bits. Finally, they
compute the shared key from the common bits by taking
the hash value of the common bits. It is easy to check that
K;; = Kj; since V; and V; found their common bits from
the publicly exchanged indices.

It is critical that some sensor nodes V' lie within the radio
coverage areas of many beacon nodes, say, Bi,Bs,...,B;.
Assume that B;’s use different frequencies for broadcasting
so that they won’t interfere with each other. In this case,
V' establishes shared keys with its neighboring sensor nodes
within various beacon nodes By, 1 < k < 7. Thus, a network
that connects all sensor nodes can be formed. For example, the
sensor node V; has a shared key K 3 with V3 within B; and a
shared key K 7 with V7 within Bs. V; plays as a connecting
node between the sensor nodes within B; and the sensor nodes
within Bs.

Probability of Establishing Shared Keys. In the scheme
each sensor node within a beacon node stores p = 2v/ka
broadcasted bits randomly. Two neighboring sensor nodes
within a beacon node will have 4x common bits on average.
Furthermore, the probability that two neighboring sensor nodes
have at least x common bits is 1 —e~*/4 at least. For k = 128,
1—e /4~ 1. The following lemma shows this fact, where S
and T are the sets of indices of stored bits by two neighboring
sensor nodes, respectively.

Lemma 1 ( [4]): If S and T are randomly chosen from
the 2y/ka-element subsets over {1,2,...,«}, then, for suf-
ficiently large a,

P;HS NT| < kK] <e "™

Security of Shared Keys. Assume that the adversary stores
(3 = 0« bits of the broadcasted « bits, where § < 1 is a
constant. The security of shared keys depends on § and . Two
neighboring sensor nodes within a beacon node have | = 4«
common bits on average and the adversary gets a fraction
0l of them on average. Although the number [ of common
stored bits is a random variable, we take the average | = 4k
for simplifying analysis. We show that the probability that the
adversary gets up to (4 + €)l common bits is very low, where
od+e<1.

Let A C {1,2,...,a} be the set of indices of the stored
bits by the adversary, |A| = 3, and B the set of indices of
the commonly stored bits by two neighboring sensor nodes,
|B| = I. We fix A first. The probability that the adversary
stores (0 + €)l common bits is, for § + ¢ < 1 and integer
1(6+e),

s (),

(7)

It is hard to derive a closed form for the above equation.
Nevertheless, we can compute a pretty tight upper bound. In
the above computation the elements in B are randomly chosen
one by one from {1,2,...,a} without replacement. However,
if o is much larger than [, we can think that the elements are
randomly chosen one by one with replacement. Let B’ be a
multi-set with [ elements randomly chosen one by one from

{1,2,...,a} with replacement. Since « is indeed much large
than [ in our schemes, we can safely say that

l:]’gr[\Aﬂ B> (0+e)l] = gl/rHAﬁ B'| > (6 + e)l],

Pr|ANB| > (0+€)l] =
i=(6+e)l

which is bounded by the following lemma.

Lemma 2: Let A be a fixed subset of {1,2,...,a} with
|A| = f and B’, |B’| = | < 3, a multi-subset randomly
chosen from {1,2,...,«} with replacement. It holds that

PrAnB| > (6 +€)l] < e/ (30),

Proof: Let X; be the indicator random variable for
whether the ith chosen element of B’ isin A, 1 < ¢ < [.
We have [ANB/| =Y\, X; and E(3\_, X;) = 6l Since
X;’s are independent, by the Chernoff bound, we have

l
Z i >0+ o))

—8l(e/8)?/3

PlANB| > (6 + )]

l
=Prd_X; > 6l(1+¢/0) <e
1=1
_ 6—162/(35).

|

Since the above holds for any fixed A, the probability holds

no matter how the adversary stores broadcasted bits. For x =
128, § = 2/3, e = 1/4, we have

1;;[|A NB'| > (11/12)]] < e *°,

In this case, the adversary does not know at least (1—0 —¢)l =~
43 common bits of two neighboring sensor nodes within a
beacon node.

Probability of Complete Connectivity. We now compute the
number of beacon nodes that are needed for high pcompicte-
The most important factor for pcompiete is the size of the
overlapping area of radio coverage since the sensor nodes
within the overlapping area connect sensor nodes within
different beacon nodes. Let R be the radius of the field and r
be the radius of the radio coverage of a beacon node. Recall
that there are z beacon nodes. We take a very conservative
and ideal estimate for the required z. Here, we assume that



each overlapping area is shared by three beacon nodes. For
each beacon node, the overlapping area of coverage is at least

(nr?z — mR%) /22,

where 2z — R? > 0. If we want the number of sensor nodes
within the overlapping area of a beacon node to be at least c,
we need ) )
n wr‘z—mR

TR2 ( 2z

)= c,

which implies
S nR? |
? = —2cR? M
With these c connecting sensor nodes within each beacon
node, the probability that the sensor nodes within the beacon
node are isolated from the whole network is at most (2¢~%/4)¢,
There are n/z sensor nodes within each beacon node on
average. The probability that any one of them fails to connect
to another sensor node is at most (n/z)e™"/4. Since there are
z beacon nodes, the probability pcompiete that all sensor nodes
are connected is at least

1—z((n/2)e "% 4 (2e77/4)°),

which is very close to 1 for a relatively large n, say, n = 1000.

Our analysis is based on idealistic assumptions, such as a
good frequency management and the coverage of the random
deployment is reasonably well. For practical consideration,
please see, e.g., [10].

IV. SCHEME: KE-SB

In the situation that no beacon nodes exist, we let some
sensor nodes play the role of broadcasting random bits. We
call these sensor nodes as beaming nodes. Assume that each
sensor node becomes a beaming node with probability p
independently, where p will be determined later. The choice of
p is to have enough beaming nodes to cover the whole field.
A field deployment is shown in Figure 3, in which V; to Vj,
denoted as triangles, are the beaming nodes. Note that since
a beaming node uses a seed to generate pseudorandom bits,
the adversary’s computing power should be polynomial-time
bounded, instead of unboundedness.

The Scheme. The KE-SB scheme is shown in Figure 4. A
beaming node V; broadcasts y pseudorandom bits G(s;) =
741742 .- .75~ and each sensor node V; within its radio range
stores 4k bits of them randomly. Then, the sensor node V;
sends the indices (7, j1), (4, J2), - - -, (4, jax) of the stored bits
to V; and computes the shared key K; ; which is the hash value
of its stored bits. V; computes the stored bits of V; from the
random seed s; and the shared key K ; in the same way. It is
necessary that a beaming node uses a pseudorandom generator
to generate pseudorandom bits since these pseudorandom bits
are used later for computing shared keys with its neighboring
sensor nodes.

Security of Shared Keys. The security analysis of a shared
key is the same as that of the KEB-SB scheme. Recall that an
adversary has a storage of ( bits. By Lemma 2, the probability
that the adversary gets [(§ + €) of the stored bits of a sensor

node is less than
e 4re®7/(36)

Fig. 3. Deployment of sensor nodes in a field. Some sensor nodes become
beaming nodes for broadcasting random bits.

- Each V;, 1 < ¢ < n, randomly acts a beam-
ing node with probability p. Without loss of gen-
erality, let Vi,V5,..., V. be the beaming nodes and
Vi1, Vigo, ..., V, be the non-beaming sensor nodes.

1) Each beaming node V;,1 < j < 7, generates a secret
seed s; randomly and broadcasts « pseudorandom bits
G(sj) =7jarj2- - Tjy-

2) Each non-beaming sensor node V;, 7+ 1 < i < n, does
the following. Assume that V; is within radio range of
beaming nodes V1, Vs, ..., V,, wlog.

a) Randomly store 4x bits 7,74, - -7} j,. from

each V;;1 < 53 < p Let S;; =
{(jajl)a (jan)a cee (j7j4.‘£)}’ 1 < ] < p-

b) Send S;; to V;, 1 <j<p.

c¢) Compute the shared key K;; =

H(rj 7o Tgae) With Vi, 1< j < p.

3) Each beaming node V;, 1 < 5 < 7, computes
the shared key K;; = H(’I‘j7j1’l“j7j2 "'Tj,j%_) by S@j
with each of its neighboring sensor nodes V;, where
Tj.j174.52 = " Tj.ja. 15 T€-computed from its random seed
Sj.

4) Each beaming node V; erases its random seed s; from
its memory, 1 < 7 < 7.

Fig. 4. KE-SB: Steps of establishing shared keys between beaming nodes and
their neighboring sensor nodes.



Density of Beaming Nodes. The larger p is, the higher
Deomplete 15. Nevertheless, we want to have a smaller p so
that the expected number np of beaming nodes is as small
as possible. Assume that r is the radius of radio range of a
beaming node and R is the radius of the deployment field.
Note that this r is smaller than that of a beacon node in the
KEB-SB scheme. The expected number of beaming nodes is
np, which is equivalent to z, the number beacon nodes. By
Equation (1), we need

nR?
nr2 — 2cR?’
where c is the expected number of connecting nodes in the
overlapping area of two beaming nodes. Thus, we have
R2
nr2 — 2cR?’

z=np>

D2

V. DISCUSSION

Our schemes are designed on an abstract model of wireless
sensor networks. Many details are omitted. Comparison be-
tween the conventional and storage-bounded adversary model
is uncalled-for since their basic assumptions are fundamentally
different. Even though our schemes are theoretical, we can
use some techniques to improve their performance on energy
consumption, storage requirement and computation cost.

1) No re-send: It is possible that a sensor node does not
receive some random bits from beacon or beaming
nodes. The sensor node can simply ignore a lost bit
and continues to wait for the next one. This does not
affect its functionality since only a very small fraction
of broadcasted bits are stored by each sensor node. Thus,
the beacon and beaming nodes can broadcast in a “raw”
mode.

2) Sleeping: In our schemes, random bits are broadcasted

for a relatively long period of time. But, the sensor
nodes do not store all of them. Thus, the sensor nodes
can use the random sleeping technique to reduce energy
consumption. Each sensor node stays in a state of very
low energy consumption for most time and wakes up to
receive bits from time to time.
Furthermore, when a sensor node needs to receive broad-
casted random bits from different beacon or beaming
nodes in different frequencies, it can switch to a different
frequency in each wake-up. Thus, the beacon or beaming
nodes can broadcast random bits at different frequencies
without worrying about whether their neighboring sensor
nodes can receive them simultaneously.

3) Pseudorandomness: In our schemes, all kinds of nodes
need some random bits. Beacon and beaming nodes
need to generate random bits for broadcasting and sensor
nodes need to generate random indices for picking up
broadcasted random bits. In fact, pseudorandom bits can
replace random bits for better efficiency. A node can
sample a short random seed s from the environment
and uses the pseudorandom bit generator G to generate
pseudorandom bits G(s).

It should be noted that if we use pseudorandom bits in
the scheme, the storage-bounded adversary should be

polynomial-time bounded also, instead of computing-
unboundedness. This is because a computing-unlimited
adversary can search the seed by the eavesdropped
pseudorandom bits and the pseudorandom generator G.

In reality, an adversary may jam the media to block the
process of key establishment. It is hard for wireless commu-
nications to resist this kind of denial of service attacks. Due
to sensor nodes’ low hardware profile, it is not practical for
them to receive the random bits from a satellite. In the above
we only discuss how to establish shared keys for the sensor
nodes that are within the radio range of beacon and beaming
nodes. For others that are neighbored can establish direct link
through the path-key finding process.

VI. CONCLUSIONS

We have introduced the storage-bounded adversary model to
wireless sensor networks and proposed two key establishment
schemes in this model. We are interested in improving effi-
ciency of the schemes for practicability in the future. We are
also interested in proposing different kinds of security schemes
for wireless sensor networks in this model.
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Permutation arrays under the Chebyshev distance
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Abstract—An (n, d) permutation array (PA) is a subset of S,
with the property that the distance (under some metric) between
any two permutations in the array is at least d. They became
popular recently for communication over power lines. Motivated
by an application to flash memories, in this paper the metric used
is the Chebyshev metric. A number of different constructions are
given as well as bounds on the size of such PA.

Index Terms—Permutation arrays, Chebyshev distance, flash
memory, code constructions, bounds

I. INTRODUCTION

Let S,, denote the set of all permutations of length n. A
permutation array of length n is a subset of S,,. Recently,
Jiang et. al [5], [6] showed an interesting new application
of permutation arrays for flash memories, where they used
different distance metrics to investigate efficient rewriting
schemes. Under the multi-level flash memory model, we find
the metric induced by the [,, norm very appropriate for
studying the recharging and error correcting issues. This metric
is known as the Chebyshev metric. We consider a noisy
channel where pulse amplitude modulation (PAM) is used with
different amplitude levels for each permutation symbol. The
noise in the channel is an independent Gaussian distribution
with zero mean for each position. The received sequence is
the original permutation distorted by Gaussian noise, and its
ranking can be seen as a permutation, which can be different
from the original one.

To study the correlations between ranks, several metrics on
permutations were introduced, such as the Hamming distance,
the minimum number of transpositions taking one permutation
to another, etc. [3], [7]. For instance, Stoll and Kurz [14]
investigated a detection scheme of permutation arrays using
Spearman’s rank correlation. Chadwick and Kurz [2] studied
the permutation arrays based on Kendall’s tau.

Under the model of additive white Gaussian noise (AWGN)
[4], there is a probability for any amplitude level to deviate
from the original one, which may yield a large Hamming
distance but with a rather small Chebyshev distance. Mean-
while, the original rank may still be in good shape even
after some perturbation. Observe that two permutations with a
large Hamming distance can actually have a small Chebyshev
distance and vice versa. They appear to complement each other
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in some sense. This inspired us to use the Chebyshev distance.
Technically, with [, norm, we find it is much easier to encode,
decode and estimate the sphere size of permutation arrays than
with the other [, norms.

In this paper, we give a number of constructions of PAs. For
some we give efficient decoding algorithms. We also consider
encoding from vectors into permutations.

II. NOTATIONS

We use [n] to denote the set {1,...,n}. .S, denotes the set
of all permutations of [n]. For any set X, X™ denotes the set
of all n-tuples with elements from X.

Let id,, denote the identity permutation in S,,. The Cheby-
shev distance between two permutations 7,0 € S, is

dmax(ﬂ,g) = maX{|7Tj *ij‘ | 1 S] < n}

An (n,d) permutation array (PA) is a subset of S,, with the
property that the Chebyshev distance between any two distinct
permutations in the array is at least d. We sometimes refer to
the elements of a PA as code words.

The maximal size of an (n,d) PA is denoted by P(n,d).
Let V(n,d) denote the number of permutations in S,, within
Chebyshev distance d of the identity permutation. Since
dmax(idp, 0) = dmax(m, 7o), the number of permutations in
S, within Chebyshev distance d of any permutation 7w € S,
will also be V' (n, d). Bounds on P(n,d) and V(n,d) will be
considered in Sec. IV.

III. CONSTRUCTIONS

In this section we give a number of constructions of PAs,
one explicit and some recursive.

A. An explicit construction

Let n and d be given. Define
C = {(71'1, ..

Theorem 1: If n = ad + b, where 0 < b < d, then C is an
(n,d) PA and

. Tp) € Spl|mi =i (mod d) for all i € [n]}.

€1 = ((a+ 1)Y*(a)* .

Proof: Let1 <m < dandu = |(n—m)/d]. For = € C,
we see that (7, Tmtds Tm42d, - - -, Tm+ud) 1S @ permutation
of the set {m, m+d,m+2d,...,m+ ud}. This set contains
(a+ 1) elements if 1 < m < b and so there are (a + 1)!
possible choices for (7, Tmtds Tmt2ds - - - » Tmtud) and all
can used. Similarly, there are a! choices if m > b. Hence the
total number of permutations in C is ((a + 1)!)°(al)4"t. =

In particular, we get the following bound.



Theorem 2: If n = ad + b, where 0 < b < d, then
P(n,d) > ((a+1)1)°(a)??.
Example 1: For d = 2, we get
P(2a,2) > (a)*.

We note that if 2d > n, then ¢« = 1 and b = n — d and
so |C| = 274 If 2d = n, then a = 2, b = 0, and we
have |C| = 2¢ = 2"~ as well. However, if 2d < n, then
|C| > 279, Especially, when d is small relative to n, |C|
is much larger than 2"~?. For example, for n = 30,d = 2,
|C|/2" 1 ~ 6.37 x 101°.

This construction has a very simple error correcting algo-
rithm. For d > 2t + 1, we can correct error up to size t
in any coordinate. For coordinate ¢, the codeword has value
m; =1 (mod d). Suppose that this coordinate is changed into
o = m; + u, where |u| < t. Then 7; is the integer congruent
to ¢ which is closest to o. Therefore, decoding of position
is done by first computing

a=1—o0

(mod d),

where —(d —1)/2 < a < (d —1)/2. Then a = —u, and so
we decode into o + a = ;.

B. First recursive construction

Let C be an (n,d) PA of size M, and let » > 2 be an
integer. We define an (rn,rd) PA, C,., of size M" as follows:
for each multi-set of » code words from C,

(7 aDy j=01,..r—1,

let

(4)

pj:(’rﬂ-l _j""vrﬂ-gzj)_j)’jzoala"'aT_la

and include (po|p1]- .- |pr—1) as a codeword in C,.. It is clear
that under this construction the distance between any two
distinct p;, p; is at least rd. It is also easy to check that
(polp1| - - |pr—1) € Spn. Hence |C\.| = M. In particular, we
get the following bound.

Theorem 3: If n > d and r > 2, then

P(rn,rd) > P(n,d)".

Proof: Let C be an (n,d) PA of size P(n,d). Then
the construction above gives an (rn,rd) PA of C,. Hence
P(rn,rd) > |C,| = |C|" = P(n,d)". [ |

C. Second recursive construction

For a permutation 7 = (71, ma, ..., 7,) € S, and an integer

m, 1 <m <n+ 1 define

Om(m) = (m, 7}, mh, ..., 7)) € Snia
by
=T if m; <m,
m=m+1 ifm>m.

Let C be an (n,d) PA, and let

1<s1<s9<---<ss<n+1

be integers. Define
Cls1,82,...,5:] = {5, (m) [ 1 < j <t, me C}.
Theorem 4: If C'is an (n,d) PA of size M and
sj+d<sjppforl <j<t—1,

then C[s1,s2,...,8¢] is an (n + 1,d) PA of size tM.
Theorem 5: If C is an (n,d) PA of size M and n < 2d,
then C[d] is an (n+ 1,d + 1) PA of size M.
Proof: If j > 7', then

dmax(@s,- (77)7 Ps i (U)) > 85 — S50 2> d.

Next, consider j' = j. If 7,0 € C, ™ # o, then w.l.o.g, there
exist an ¢ such that w; > o; + d. Hence

m—o;+1>d
Wi—UiZd

if m; > S; > 04,

) ) >
dmax(ips] (ﬂ—)a Ps; (0)) = otherwise.

This proves Theorem 4. To complete the proof of Theorem 5
we note that
>0, +d>d+1>d,

and
o;<mi—d<n-—d<d.

Hence m; > d > o; and so

dmaX(@sj (m), Ps; (0)) 2d+1.

The constructions imply bounds on P(n,d).
Theorem 6: If n > d > 1, then

Pin+1,d) = (| 5] +1) Pn.d).

Proof: Lett = |n/d] + 1. Then (t — 1)d+1 < n+1.
If C is an (n,d) PA of size P(n,d), then Theorem 4 implies
that C[1,d+1,2d+1,...,(t —1)d+ 1] is an (n+ 1,d) PA
of size tP(n,d). Hence P(n + 1,d) > tP(n,d). [ |
Example 2: In Example 1 we showed that the explicit con-
struction implied that P(2a,2) > (a!)?. Combining Theorem
6 and search, we can improve this bound. We have found that
P(7,2) > 582, see the table at the end of the next section.
From repeated use of Theorem 6 we get

P(2a,2) > (a(a—1)---5)? -4 P(7,2) > g(a!)z.

Theorem 5 implies the following bound.
Theorem 7: If d < n < 2d, then

P(n+1,d+1) > P(n,d).

Proof: Let C be an (n, d) PA of size P(n, d). By Theorem
5, C|d] is an (n+ 1,d + 1) PA of size P(n,d). Hence

P(n+1,d+1) > |C[d]| = P(n,d).

Theorem 7 shows in particular that for a fixed r,
Pd+1+r,d+1)>P(d+r,d) ford>r. (D)

We will show that P(d + r,d) is bounded. We show the
following theorem.



Theorem 8: For fixed r, there exist constants ¢, and d,. such
that P(d + r,d) = ¢, for d > d,. Moreover,

e < 2% (2r)! (2)

and
d- <14 2r—1)c. —r. 3)

Remark. The main point of Theorem 8 is the existence of
¢, and d,.. The actual bounds given are probably quite weak in
general. For example, Theorem 8 gives the bounds ¢; < 8 and
dy < 8. In Theorem 9 below, we will show that ¢; = 3 and
d; = 2. Theorem 8 gives co < 384 and de < 1151, whereas
numerical computation indicate that c; =9 and dy = 5.

We split the proof of Theorem 8 into three lemma.

Lemma 1: If d > r, then P(d+ r,d) < 2% (2r)!.

Proof: Suppose that there exists an (d + r,d) PA C of
size M > 22" (2r)!. We call the integers

1,2,...,randd+1,d+2,...,d+7r

potent, the first r smaller potent, the last r larger potent.
Two potent integers are called equipotent if both are smaller
potent or both are larger potent. If the distance between two
permutations (71,2, ..., Ty), (p1,p2,...,pn) is at least d,
then there exists some position ¢ such that, w.l.o.g, m;—p; > d,
Then 7; is a larger potent element and p; is smaller potent.
Each permutation in S;, contains 2r potent elements and we
call the set of positions of these the potency support x(m) of
the permutation, that is, the potency support of 7 is

xmM={{]1<m<rufi|d+1<m <d+r}.

The potency support of C'is the union of the potency support
of the permutations in C, that is

x(C)={i|1 < m <r for some 7 € C}
U{i|d+1<m <d+r for some m € C}.

Let m € C. For each p € C, p # 7, we have d(m,p) >
d. Hence there exists some i € x(m) such that p; is potent.
Therefore, the set

{(p,i) | p€ C and i € x(m)}

contains at least 21 + (M — 1) > M elements. Hence there is
an 4 € x(m) such that

|{p € C'| pi is potent}| > M/(2r) > 22" (2r — 1)
Since

{p € C| p; is potent} ={p € C'| p; is smaller potent}

Hence we get subset Co C C such that
|Cy| > 22772 (2r — 2)!

and the elements in position i, are equipotent (and the
elements in position ¢ are equipotent).

Repeated use of the same argument will produce for each
j, 1 <5 <2r aset C; such that

|| > 27779 (2r — 5)!

and for j positions ¢y, 42, . . . 75, the elements in those positions
are all equipotent. In particular, |Cy,.| > 1, all permutations
in Cy, have the same potency support {i1,is2,...,i2.}, and
for each of these positions, all the elements in that position
are equipotent. This is a contradiction since the distance
between two such permutations must be less than d. Hence
the assumption that a PA of size larger than 22" (2r)! exists
leads to a contradiction. [ ]

Lemma 1 combined with (1) proves the existence of ¢, and
d, and gives the bound (2).

Lemma 2: If C is a (d+ r,d) PA of size M where

d>rand d+r > |x(C)|,

then there exists a (d—1+r,d—1) PA of size M. In particular,
if M = P(d+r,d), then

Pd—1+4r,d—1)=P(d+rd).

Proof: Replace all elements in range r + 1,7+ 2,...,d
in the permutations of C' by a star = which will denote
“unspecified”. The permutations in C' is transformed into
vectors containing the potent elements and d—r stars. Note that
if we replace the unspecified elements in each vector by the
integers r+1,r+2,...,d in some order, we get a permutation,
and the distance between two such permutations will be at least
d since we have not changed the potent elements.

Since the length d 4+ r of C' is larger than |x(C)]|, there
exists a position where all the vectors contains a star. Remove
this position from each vector and reduce all the larger potent
elements by one. This given a set of M vectors of length
d — 1+ r and such that the distance between any two is at
least d — 1. Replacing the d — 1 — r stars in each vector by
r+1,7r+1,...,d—1 in some order, we geta (d—1+r,d—1)
PA of size M.

If M = P(d+ r,d), then we get

Pd—1+r,d—1)> P(d+rd).

Since P(d — 1+ r,d—1) < P(d + r,d) by (1), the lemma
follows. u
Lemma 3: If C is ? (d+r,d) PA of size M and d > r,

U{p € (ayi 1s larger potent

there exists a subset C'; C C' such that
|Cy| > 2271 (2r — 1)!

and the elements in position 7; = ¢ are equipotent.
We can now repeat the procedure. Let 7 € C. There must
exist an 42 € x(m) \ {41} such that

[{p € C1 | ps, is potent}| > |Cy|/(2r — 1) > 22"~ 1(2r — 2)!.

Ix(C)] < M(2r — 1) + 1.

Proof: Each permutation has potency support of size 2r.
The potency support of any two permutations in C' must over-
lap since their distance is at least d. Hence each permutation
after the first will contribute at most 2r — 1 new elements to
the total potency support. Therefore,

IX(C)] <2r+ (M —1)(2r—1).



|
Remark. By a more involved analysis, we can improve
this bound somewhat. For example, we see that two new
permutations can contribute at most 47 — 3 to the total support.
We can now complete the proof of Theorem 8. Let C be a
(d+r, ) code of size ¢,. By Lemma 3, |x(C)] < ¢.(2r—1)+1.
Ifd >1+c¢(2r—1)—r, then d +r > |x(C)|. Hence,
by Lemma 2, P(d — 1+ r,d — 1) = P(d + r,d). Therefore,
d. <14c¢.(2r—1)—r, thatis, (3) is satisfied. This completes
the proof of Theorem 8.
Theorem 9: We have P(d+1,d) =3 for d > 2.
Proof: We use the same notation as in the proof of Lemma
2. Let C be an (d + 1,d) PA. The only potent elements are
1 and n. W.lo.g. we may assume the first permutation in C
is (1,n,*,x,...) where * denotes some unspecified integer in
the range 2,3,...,d. W.l.o.g, a second permutation has one
of three forms:

(ny 15,5, .., (nyx, Lok, o), (1, ny %, L),

We see that if the second permutation is of the first form, there
cannot be more permutations. If the second permutation is of
the form (n,*,1,%,...), then there is only one possible form
for a third permutation, namely (1, *,n,*,...). Hence we see
that P(d+ 1,d) <3 and that P(d+1,d) =3 ford>2. R

To determine P(d + r,d) along the same lines for r > 2
seems to be difficult because of the many cases that have to be
considered. Even to determine P(d+ 2, d) will involve a large
number of cases. For example for the second permutation there
are 138 essentially different possibilities for the four positions
in the potency support of the first permutation. For each of
these there are many possible third permutations, etc.

D. Encoding/decoding of some PA constructed by the second
recursive construction

Suppose we start with the PA
Cqy=1{(1,2,3,...,d)}.
Forv=d,d+1,...,n—1let
Cyy1=C,[Lv+1].

Then C,, is an (n,d) PA of size 2"~ For some applica-
tions, we may want to map a set of binary vectors to a
permutation array. One algorithm for mapping a binary vector
(z1,22,...,2n—q) into C,, would be to use the recursive con-
struction of C,, by mapping (z1, 2, . .., 2;) into a permutation
7 in Cyq4. Recursively, we can then map (z1,zo,...,x;,0)
to ¢1(m) and (21,x2,...,24,1) t0 @aiit1(m).

However, there is an alternative algorithm which requires
less work. Retracing the steps of the construction, we see
that given some initial part of length less than n — d of a
permutation in C,,, there are exactly two possibilities for the
next element, one “larger” and one “smaller”. More precisely,
induction shows that if the initial part of length ¢ — 1 contains
exactly ¢ ”smaller” elements, then element number ¢ is either
t+1 (the ”smaller”) or n —¢+t+ 1 (the “larger”). This is the
basis for a simple mapping from Zgid to Cy,. We give this
algorithm in Figure 1.

Input: (z1,...,2,_q) € Zg_d
Output: (7q,...,7,) € Cp
fori: —n—d+1tondoxz; —0;
t < 0; //* t is the number of zeros seen so far.*//
for i — 1 to n do
then {7, —t+1; ¢t —t+1;}
else {m; —n—i+t+1;}

Fig. 1. Algorithm mapping Z5~% to C,

We see that the difference between the larger and the smaller
element in position ¢ < n — d is n — ¢. Hence we can
recover from any error of size less than (n—i)/2 by choosing
the closest of the two possible values, and the corresponding
binary value. We give the decoding algorithm in Figure 2.

Input: (7q,...,m,) € [n]™
Output: (z1,...,Z,—q)
t < 0; //* t is number of zeros determined. *//
for i — 1 ton—ddo
ifm<(n—i)/2+t+1
then {z; — 0;t — t+ 1;}
else {z; — 1;}

Fig. 2. Decoding algorithm recovering the binary preimage from a corrupted
permutation in Cf,.

Without going into all details, we see that we can get a
similar mapping from g¢-ary vectors. Now we start with the
PA

Cl-1a=11,2,3,...,(¢g = 1)d)}.
For (¢—1)d<v<n—1lets; =(j—1)lv/(¢g—1)] +1 for
1<j<g—1and s, =v+1. Let
Cu+1 = Cl,[sl,SQ,...7$q].

Then C,, is an (n,d) PA of size ¢" (9~D9, Encoding and
decoding correcting errors of size at most (d —1)/2, based on
the recursion, is again relatively simple.

IV. FURTHER BOUNDS ON P(n,d)
A. General bounds

Since dpax(m,0) < n—1 for any two distinct permutations
in S, we have P(n,n) = 1. Therefore, we only consider
d <n.

Since the spheres of radius d in S, all have size V(n,d),
we can get a Gilbert type lower bound on P(n,d).

Theorem 10: For n > d > 2 we have

n!
V(n,d—1)"

Proof: It is clear that the following greedy algorithm pro-
duces a permutation array with cardinality at least n!/V (n,d—

1).

P(n,d) >



1) Start with any permutation in .S,,.

2) Choose a permutation whose distance is at least d to all
previous chosen permutations.

3) Repeat step 2 as long as such a permutation exists.

Let C be the permutation array produced by the above greedy
algorithm. Once the algorithm stops, S,, will be covered by
the |C| spheres of radius d — 1 centered at the code words in
C. Thus n! < |P|-V(n,d — 1) which implies our claim. H

Similarly, we get a Hamming type upper bound in the usual
way.

Theorem 11: If n > d > 1, then

n!

Vi [[@d=D/2])

Proof: Let C be an (n,d) PA of size P(n,d). The
spheres of radius |(d — 1)/2] around the permutations in C
are pairwise disjoint. The union of these spheres is a subset
of S,,. Hence

P(n, )V (n, [(d = 1)/2]) = [C[V(n, [(d —1)/2]) <n!

P(n,d) <

and the bound follows. [ |
If n < 2d and d is even, we can combine the bound in
Theorem 11 with Theorem 7 to get the following bound which
is stronger than the ordinary Hamming bound, at least in the
cases we have tested.
Theorem 12: If d is even and 2d > n > d > 2, then

(n+1)!
DS Ve
Proof:
Pn,d) < Pn+1,d+1)< V(Zl—'_dl/);)

Example 3: For n =11 and d = 6, Theorem 11 gives

P(11,6) < { J = 3367

|1
V(11,2)| | 11854

whereas Theorem 12 gives

P(11,6) < { J = 850.

120 | | 12
V(12,3)] [ 563172

Remark. We can of course use Theorem 7 repeatedly r times
and then Theorem 11 to get

(n+m)!

Vin+r|(d+r—-1)/2])
for all » > 0. However, it appears we get the best bounds for
r =1 when d is even and r = 0 when d is odd.

P(n,d) <

In general, no simple expression of V(n,d) is known. A
survey of known results as well as a number of new results
on V(n,d) were given by Klgve [8]. See also Klgve [9] and
[10]. Here we briefly give some main results.

As observed by Lehmer [11], V(n,d) can be expressed as
a permanent. The permanent of an n X n matrix A is defined
by

perA = Z 1,7, " Oy, -
TESy

In particular, if A is a (0, 1)-matrix, then
perA = |{mr € S, : ajn, =1 for all i}|.

Let A9 be the n x n matrix with ag;’d) =1lif|i—j| <d
and aEZid) = 0 otherwise.
Lemma 4: V(n,d) = per A,
Proof-

V(n,d) =|{m € Sy : dmax(id, 7) < d}|
=|{r €S, :|m —i| <d for all i}|
(14) — 1 for all i}]

i,7Ti

={resS,:a
—per A4
|
For fixed d, V(n, d) satisfies a linear recurrence in n. A proof
is given in [13] (Proposition 4.7.8 on page 246). For1 < d < 3
these recurrences were determined explicitly by Lehmer [11],
and for 4 < d < 6 by Klgve [8]. In particular, this implies
that
nlLII;O V(n,d)"™ = pg,

where (4 is the largest root of the minimal polynomial
corresponding to the linear recurrence of V' (n, d). Lehmer [11]
determined p14 approximately for d = 1, 2, 3 and Klgve [8] for
d <8.

For an n x n (0, 1)-matrix it is known (see Theorem 11.5
in [16]) that

perd < H(ri!)l/”,
i=1
where r; is the number of ones in row <.
For A(m4) we clearly have r; < 2d 4 1 for all 7. Hence
V(n,d) < [(2d + 1)!]"/ @D for all n (4)

and
pa < [(2d + 1)1/ @d+D),

In Table I we give ug and this upper bound.

TABLE I
tq AND ITS UPPER BOUND.

A pg [ [@d+ DI7CTD | 1g/(d+ 1)
1| 1.61803 1.81712 0.53934
2 | 2.33355 2.60517 0.46671
3 | 3.06177 3.38002 0.43739
4 | 3.79352 4.14717 0.42150
5 | 4.52677 4.90924 0.41152
6 | 5.26082 5.66769 0.40468
7 | 5.99534 6.42342 0.39969
8 | 6.73016 7.17704 0.39589

We note that for large d, 114/(2d 4+ 1) = 1/e ~ 0.36788.
Combining Theorem 10 and (4) we get
Corollary 1: For n > d > 1, we have

n!

P(TL, d) 2 [(zd_ 1)!]71,/(2d—1)'




Combining equations (33) and (34) in Klgve [8] we get the
following lower bound on V' (n,d):

n!(2d + 1)™

Vind) 2 =i

&)

For d odd, (5) gives
nld"
V(n,[(d—-1)/2]) =V(n,(d-1)/2) > AT
Combining this with Theorem 11 we get the following explicit

upper bound on P(n,d).
Corollary 2: For d odd and n > d > 1, we have

2d71nn

dn
Similarly, for d even, combining Theorem 11 and Theorem 12
with (5), we get the following.

Corollary 3: For d even and n > d > 2, we have

2d72nn 2d(n + 1)n+1

(d _ 1)n’ (d + 1)n+1
The bounds on V'(n,d), both the upper and the lower, are

in most cases quite weak and so the bounds on P(n,d) also
become quite weak.

P(n,d) <

P(n,d) < min{

B. Table of bounds on P(n,d)

We have used the following greedy algorithm to find an
(n,d) PA C: Let the identity permutation in S, be the
first permutation in C. For any set of permutations chosen,
choose as the next permutation in C' the lexicographically
next permutation in S,, with distance at least d to the chosen
permutations in C' if such a permutation exists. The size of
the resulting PA is of course a lower bound on P(n,d).

The lower bounds in Table II were in most cases found by
this greedy algorithm. For n = 8, d = 5, the greedy algorithm
gave a PA of size 26. However,

P(8,5) > P(7,4) > 28
by Theorem 7. Similarly,
P(10,7) > P(9,6) > P(8,5) > 28.

Some other of the lower bounds are also determined using
Theorem 7. They are marked by *. The upper bound is the
Hamming type bound in Theorem 11 or it’s modified bound in
Theorem 12. Since P(n, 1) = n! for all n, this is not included
in the table.

V. CONCLUSION

We give a number of constructions of permutations ar-
rays under the Chebyshev distance, some with efficient error
correction algorithms. We also consider an explicit mapping
of vectors to permutations with efficient encoding/decoding.
Finally, we give some bounds on the size of PAs under the
Chebyshev distance.

Tamo and Schwartz [15] independently considered this
problem and gave, among other results, a construction equiv-
alent to our first construction as well as some other construc-
tions.

TABLE I
BOUNDS ON P(n,d).

d=2 d=3 d=4
n=d+1 3 3 3
n=d+2 6—24 9 9—12
n=d+3| 29-120 20 — 34 28 — 43
n=d+4| 90—720 84 — 148 68 — 166
n=d+5 | 582 —5040 401 — 733 283 — 4077

d=5 d=6 d="17
n=d+1 3 3 3
n=d+2 9—12 9-18 9—18
n=d+3 | 28 —43 28* — 60 28* — 60
n=d+4| 95—166 95* —216  95* — 216
n=d+5 | 236 —714 236* —850 236" — 850
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