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II. (FORM1)

BASIC INFORMATION OF THE PROGRAM

Program Title:Advanced Technologies and Applications for Next &ation Information Communication

Networks (II)
Sub Project 5 Network Security
ol PR R R )

ST s 2

Affiliati National Tsing Hua University

P . 1liation

Serlal NO.. NSC96'2752'E'009'006'PAE National Chiao Tung University

g | Name Wen-Hsiang Tsaif * 4 S| Name |Yaw-Chung Chen 3

o g

= ©

§ Tel: (03) 5731206 s| Tel (03)573-1864

g S

© S

& Fax: (03) 5731205 8| Fax | (03)572-7842

g g

o . : a :

E-mail whtsai@cs.nctu.edu.tw E-mail |ycchen@cs.nctu.edu.tw
Expenditures(in NT$1,000) ManpowéFull time/Part time(Person-Months)
Projected Actual Projected Actual

FY 2004 5008.300 5149.078 27/310 24/313
FY 2005 6180.000 6057.439 21/403 24/400
FY 2006 6129.000 5430.260 24/410 36/398
FY 2007 6321.000 5946.193 24/400 24/408
Overall 23638.300 22582.970 96/1523 108/1511

Notes:"*Please explain large differences between projemtechctual figures.

Program Director/Principle Investigator Signature:




[ll. (FORM 2)LIST OF WORKS, EXPENDITURES, MANPOWER, AND MATCHING SUPPORTS FROM THE PARTICIPATING INSTITUTES ( REALITY ) .

Serial No.:

NSC93-2752-E-009-006-PAE

Program Title:Sub Project 5 Network Security

4%

NSC94-2752-E-009-006-PAE o )
VRt A 2
NSC95-2752-E-009-015-PAE
NSC96-2752-E-009-006-PAE
Expenditures (in NT$1,000) Manpower (person-month)
Research Item Seminar/| Matching Supports from th
. _ Project- Cost for Principal Research/ o .
(Include sub Major tasks and objectives Conferen Supporting Participating Institutes
. Salary related | Hardware & Total Investigaf Consultants| Teaching Total . . .
projects) e-related Staff (in English & Chinese)
expenses Software ors Personnel
expenses

1.Active Information Hiding Techniques 4,212.66p 9@ | 546.255| 696.204 5,482.094 72 - 298 0 370

2.Security Knowledge Warehousing Technolpg®,666.712 | 729.811 369.756| 732.196 4,498.475| 144 - 243 36 423
Sub-Project 5

_|3.Advanced Research on Pluggable Secure

Network Security 4,318.573 | 428.541 265.495| 859.342 5,871.951| 144 - 340 36 520

Framework for Middleware

4.High Performance P2P Security Gateway 2,807.42620.643 | 483.834| 227.293 3,939.196 72 - 210 24 306

SUM 14,005.376|1,605.9651,665.34Q0 2,515.035 19,791.71¢ 432 - 1,091 96 1,619




IV. (FORM 3) STATISTICS ON RESEARCH OUTCOME OF THIS PROGRAM

LISTING TOTAL DOMESTIC INTERNATIONAL SIGNIFICANT * CITATIONS ? TECHNOLOGY TRANSFER
JOURNALS 52 7 45
PUBLISHED ARTICLES CONFERENCES 58 10 48
TECHNOLOGY REPORTS
PENDING 2 2 -
PATENTS
GRANTED 1 1 -
COPYRIGHTED INVENTIONS ITEM
ITEM 5 5
WORKSHOP$CONFERENCES
PARTICIPANTS 340 340
TRAINING COURSES HOURS
(WORKSHOP$CONFERENCES) PARTICIPANTS
HONORS AWARDS” 8 8

PERSONAL ACHIEVEMENTS KEYNOTESGIVEN BY Pls

EDITOR FORJOURNALS 1 1

ITEM

TECHNOLOGY TRANSFERS LICENSING FEE

ROYALTY

INDUSTRY STANDARDS® ITEM

ITEM - -
TECHNOLOGICAL SERVICES

SERVICE FEE - -

!Indicate the number of items that are significaine criterion for “significant” is defined by thdsPof the program. For example, it may refer to Jayrnals (i.e., those with impact factors in thger 15%) in the area of research, or
conferences that are very selective in acceptibgiiited papers (i.e., at an acceptance rate noegrsan 30%). Please specify the criteria in ApipeiV.

2Indicate the number of citations. The criterion‘fitations” refers to citations by other reseateams, i.e., exclude self-citations.

3Refers to the workshop and conferences hostedebgrtigram.

“Includes Laureate of Nobel Prize, Member of AcadeSinica or equivalent, fellow of major internatibacademic societies, etc.

®Refers to industry standards approved by nationaiternational standardization parties that amppsed by Pls of the program.

®Refers to research outcomes used to provide teafical services, including research and educatipragrams, to other ministries of the governmenirofessional societies.



V. (FORM4)  EXECUTIVE SUMMARY ON RESEARCH OUTCOMES OF THIS PROGRAM

(Please state the followings concisely and clearly)
1. General Description of the Program: Including Objexs of the Program

In this sub-project, we investigate key issuesteeldo network security, which could be viewed arigus
aspects. Since nowadays most software systemsxposexl to the Internet, these systems may be atlack hostile
users or affected by various virus, worms or Trgyamgrams. To protect software systems in the t@igactors, we need
techniques to guard the private software systenmesd techniques can be divided in four levels: ogwevel,
middleware level, application level and contengeleas shown in Figure 1. The network entranclesfitst gate, we try,
to block out the incoming data packets which mayh&enful here. Since the P2P traffic occupies ntbaa half of the
Internet traffic volume, and a large portion of lsuaffic may be harmful, thus we try to investigafficient techniques
which can accommodate the P2P traffic in a costetiffe way. However, there are various attack biehswvhich can
not be identified based on examining the individeetket; instead we need the knowledge in secddtygain including
attack patterns and detection methods, which apduttenal over time in a changing environment. Eiere we have
investigated dynamic knowledge acquisition methtmdsicquire these useful embedded rules based upmesigned
worm concept hierarchy. Furthermore, to accommodat®us harmful data, we need to build a knowledgeehouse
framework that keeps all related information regagdhe security knowledge. By comparing with théermation in the
warehouse, we should be able to judge whetheretteived data is safe or not. In addition, basedfficient incremental
mining as the operators through the knowledge vwearsd, we could extract suitable knowledge for #igishe decision
of security maintenance. Besides, a large amoukhoivledge including triggered alarms dramaticéligreases daily;
we could also acquire useful knowledge for imprgvBecurity strength. However, it is still difficuid detect and to
block out harmful traffic completely, so some oétt may still break into the private network domaimd thus into the
proprietary computer systems, therefore we needddleware level security, which is to protect trmmputer software
system from being affected even the harmful dateudie into the system. To ease the developmentiogiment,
monitoring, and resource restriction of distributegstem software, we have developed a plug-and-pgurity
middleware framework. To validate the usefulnessthef middleware, some typical application domains also
considered and implemented (such as grid computiogie automation, and P2P pub/sub system). If tunfately the
system has been broken through and the privateniafiion has been accessed, we still can preventnipertant
information from been read, that is, the informatican not be displayed meaningfully to human beisgghat the
intruder is unable to understand the content ofdsteéen information. These tasks are categorizéa fiour research

topics which have been investigated in this sulgmto]
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Information Hiding Techniques for
Multimedia Authentication on P2P
Network

Security Knowledge Warehousing
Technology for P2P Intrusion
Detection and Prevention

P2P middleware for pubfsub
applications

High Performance P2P Security
Gateway

Application Level Securit

liclclieware Level Securif

Network Level Security

Figure 1. Layered Network Security Architecture in Sub-Project 5




2. Breakthroughs and Major Achievements

Technology State-of-the-art Breakthroughs
Information Very few studies about A complete study on authentication
hiding techniquel authentication of files off  techniques for verifying the integrity and
for multimedia various formats fidelity of files of various formats after th¢y
authentication of are transmitted through P2P networks:
P2P Networks a. proposing more precise and secure

authentication techniques for various
popular file formats;

b. using secret keys in the authenticatiof
processes, which enhance security
protection of the transmitted files;

c. detecting not only the spatial tamperijg
performed on video sequences but also
the temporal tampering performed on
image frames

Since digital media contents transmitted througR B&tworks could be tampered with illegally, inscessary to verify
the integrity and fidelity of concerned images a&idkos after they are transmitted. In the pasttrenglies on informatior
hiding are about watermarking for copyright proimtt There are few investigations about authertioabf multimedia
and files of other formats. Accordingly, we propdise authentication techniques for various popfilarformats for more
areas of applications:

a. binary image;

b. grayscale document image;
c. colorimage;

d. flash file;

e. video.

By means of these authentication techniques, usarsletect whether the digital media content has b@mpered with
or not. Furthermore, the tampered regions can héadaand displayed to help users confirm the digitadia contents'
authenticity. Additionally, to enhance the secutéyel, we use secret keys to encrypt the authetitit signals so as t

protect signals from being forged by malicious sser

10
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Technology State-of-the-art Breakthroughs

Dynamic VODKA b - knowled
knowledge a. Dynamic knowledge
P TEA
acquisition _
Knowledge WISE b. Trend of inference log
warehousing
TOARM c. Incremental mining
NOM
LNOM d. Performance

Although lots of well-known domain knowledge candmuired from experts and technical reports, marinown or
variant security problems derived from old one atif emerging to threaten the cyber world due he thange of
environment as time goes on. Hence, we have des@ljpriant Objects Discovering Knowledge Acquisitiy ODKA),
a new knowledge acquisition methodology, in thetfiyear to iteratively discover the variants dediieom original
objects. In the second year, we proposed the TEamlution Acquisition methodology (TEA) to consttuihe worm
knowledge base and the worm concept hierarchy based VODKA. The TEA enhances the VOKDA by integrgtthe
context information including the frequencies oéél rules and the trend of inference log. A Wornmme Service Exper:
system (WISE) is also implemented to evaluate tiopgsed methods. In the third year, besides integréhe VODKA
and TEA into a dynamic EMCUD to help experts iteely acquiring dynamic knowledge in a single siseveral
heuristics are proposed to collaboratively extusdful dynamic knowledge in a collaborative envinemt. To deal with
the dramatically increasing knowledge, we proposeew knowledge warehouse framework in the thirdr yteastore
knowledge instead of usual data, doing so wouldubeful for storing the security knowledge, inclglipre-defined
parameters, context attributes, content attribwted, negative-border information. Three algoritincduding Three-phase
Online Association Rule Mining (TOARM), Negative-Bier Online Mining (NOM), and Lattice-based NOM (OiN)
are proposed and implemented to efficiently extdeep knowledge and to discover the useful wormadiges and
patterns to identify the possible attackers inlmowledge warehouse. To handle extremely largesalee have proposed
Meaningful Report System (Mrs.) to reduce falserataand further feedback to security product tarelese false alarm:
and to alleviate the loads of system administratothe last year. Adaptive Speedup Algorithm fott@a-matching

(ASAP) is also developed to improve the misusedetts power and efficiency.
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Technology State-of-the-art Breakthroughs

Grid computing Globus Toolkit 4 (GT4) dhroughput: * 2

b. Reasonable programming styl¢

Heterogeneous | X10, UPnP, HAVi, Jini,

(9]

. Event-driven pub/sub model

home automatio OSGi d. Heterogeneous integration
e. Scalability
P2P pub/sub Viceroy f. failure recovery & replication

system

Regarding the middleware, we have designed a masurity core architecture called Fast Java Mésgagrsion 2
(FIM2) middleware. FIM2 has remarkable performamzepersistence features; on top of which we ade firexible
mechanisms, such as pluggable interface layergphig modules layer, CODEX (content-based filtériager, resource
monitoring/restriction layer, grid computing framenk, and other application supports. These mechenée stillacked ir
commercial products, and therefore make FIM2 a ecare and flexible middleware for mission-critidistributed

applications.
0
plication 4500 P—
o - o /
Java Message Services APl (JMS API) /
3506
Authentication Interface A ion Interface ~ Encryption Interf: =
Intertace §‘ oo # f\i
I - A
E
Filter Interface 3 /'\
S B0
Content-Based Filter Module (CODEX ...) e . / \ % /\\
! Mon Persistence
FUM Core || e e o0 /’%\\
o M L n n
_ Comectionlnteface ! 4 1 R - I TR I
Moz el By}
I —B— e Qel-L) —E—opea a0k 1 —#—PFIM(l-1)
Network —— SonirkiC -Thaverme —8— opeumail-Tavege —d— PETMil-Tiaveae

During the past years, our main breakthroughstaeefold. The first is the grid computing infrastiure. Our
FJIM2-based grid computing solution outperformsititeistry-standard Globus Toolkit 4 (GT4) in thae thto-1 and 1-to-
throughput are twice as much better than that of.G/We also have more reasonable programming stylike the
underlying infrastructure still maintains interogkility with GT4.
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The second is the heterogeneous home automatitiarpla Our MHAP (MOM-based home automation platfprm
solution introduces the message-oriented middled@M) into home automation systems and providenedriven
publish-subscribe facilities. In this way heterogens integration of a variety of home automatiovickss and platforms
(such as X10, UPnP, HAVi, Jini, and OSGi) is poesiand the interoperation model among them is iatpooved.

’:) :Gateway, PC or Server

o

-Inside home J :0SGi Gateway

Jlnl__fA)( B1achme ](10 te’merature sensor J Home Automation Appliarce

The third is to undertake a pilot study on the pobty of introducing publish/subscribe mechanigmo P2P system. In
this preliminary study, we choose a P2P protoggdfathm: Viceroy as the research target. We impittecViceroy's “level
ring” topology, and achieve better failure handlirgplication, and concurrent stabilization.

—a— Criginal
A —i— Lewel Ring
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Technology State-of-the-art Breakthroughs

TCP Splicing Transport Layer Algorithith a. Network Layer Algorithm
(* Performance improvement)

P2P Gateway [-ess than 5 million packety 6 million packets per second can be

per second in name-brand ) . .
commercial products achieved by using our scheme, with

(Year 2006) much less cost. (Year 2006)

P2P Gateway

) a. Expensive Proprietary | a. Cost effective commodity netwofk
(version 2)

Architecture processor

b. Vendor resonfigurabilityy 1 yUser re-configurability (Year 2047)
(Year 2007)

Internet Protocol version 6 (IPv6) was devised id 80's. IPv6 extends the IP address from 32 lit428 bits and
completely solves the insufficiency of IP addresstmswvever, the transition to 128-bit IPv6 addredsas been proceeding
slowly. The problem of NAT (Network Address Trarigla) would remain until IPv6 become popular wovile. We
have developed a system to solve the problem of NI&Tavoid the inconvenience of the related wank, tain guideline
of this work is to make the system easier to bdayeyl. Furthermore, peer-to-peer network structsii@troduced to this
system to improve performance. In addition, we hdseeloped two new techniques: Passive TCP SpiidePaire TCP
Splice to improve system performance. This systambe applied to IPv4/IPv6 Translation and Firewadlversal, as wel
as P2P Gateway. Furthermore, it can support compet@pherals which connect to home network.

Since P2P traffic contributes most of the Intetnaffic nowadays. P2P detection needs a high spgathination of the
payload contents. The examination requires fagepatmatching techniques, which has been well iya®d. In the
project, we have also done the P2P filtering bythierr improving the performance by taking advanta§eparallel
mechanisms. We have developed a system in resti&PRP traffic and allow normal packets flow to pa#/e employ
Signature-Based method, checking application-lggfoad, on classification P2P traffic. There aranynpopular P2F
protocols we could correctly analysis and filtarcls as eMule, eDonkey, BT, and so on. AlthoughShgmature-Based i
admitted best method in terms of accuracy, inefficy is the drawback on this method due to comparis every packe
flow through the system. To overcome its inefficgnwe build the system on Intel IXP425 networkqassor embeddefl
system. We fully utilize the three micro-enginesH3), the special-purpose processor, on IXP425 psoceo speed-ujp
P2P traffic classification. The system takes admgmtof parallel mechanisms from 1XP425 processbe &xperiment
result shows that the throughput of the systemeamily achieve multi-megabits per second, with gapaint which only

cost few hundred USD.
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3. Categorized Summary of Research Outcomes. Theiarftg top conferences and journals should bergased
introduced briefly in the beginning of this sectidm each research area, please give a brief suynomathe research
outcomes associated with the area. Note that timensuwies should be consistent with the statistieergin Form3.
Please list and number each research outcomest@a sder in Appendix 1, and list all the publiiwas in top
conferences and journals in Appendix Ill.

In the past 4 years, we have been working intehsiga the investigation of network security. Singgstem for
network security is complicated, we divided thetsgsinto four levels. Each level deals with differéask. The most
inner level is dealing with the protection of th&rious digital contents including video, flash, dndary documents, we
have developed techniques which prevent the canfemin being read correctly even it is stolen. Alse developed a
plug-and-play P2P platform for home automation. sTlsystem runs across the Internet and outperfortmes
state-of-the-art commercial system. We have als@ldped knowledge warehousing technology as wekrasvledge
acquisition system so that we could accommodat®usgrsecurity problems such as virus, worm, andugnbn much
precisely and quickly. We also investigated andettgped cost-effective P2P gateway so that we cdedd with the ever
increasing P2P traffic in an affordable and effectivay. All these systems have been prototypedwaorlt successfully.
Some technologies have been extended to be deployieed commercial applications.

Our research outcomes are of great academic imm&tand we have 52 journal papers and 58 confeneagers in
these four years, not including the submitted opablished under the program. One ROC patent istega 2 patents are
pending.

4. Program Management: the Mechanism for PromotingaBotation and Integration among the Institute®lvned
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5. A Summary of the Post-Program Plaincluding the Detailed Description of Budget andrPAdjustment of the next
year)
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6. International Cooperation Activities (Optional)

—
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VI. APPENDIX |: MINUTES FROM PROGRAM DISCUSSION M EETINGS

Main Project :

2004/05/04 -- Program Integration Meeting
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2004/10/18 -- Program Integration Meeting
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2005/05/13 -- Program Integration Meeting
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2005/09/26 -- Program Integration Meeting

~ “PFR 194E 097 260 EH- ¢ x 128LEF

S HEB FEARFTIEMTE RS

CERAA D ESAE RE MY H RE

B EAR D ORI WK B RE FREZRBR CFIF - FT R LA RE L
M~ 2EF - RAM(EFHAEE) MFT - TRE-FEIH
P BRI RPE R P R R 2R E M
M RE S Fy AR SRR Z AR L R SRR &
PR HRER R F

ke Fe

A stk AL

(=) H&BEETIEE > 4o Byee § S0 REFH g ~ KPR PELEFTR -

(=) FFE2REF R RIP N SFEF > 7l PR 7% 0 401107 583

Mgk 110 EA Y ko

u

|5

\}

(z) 3 ,xéxiff(;;;}i Tt e *ﬂ;};%ullﬁﬁiﬁ R L Pl AN FE D o AR
if_i:"”‘é‘l“ﬁﬁg R A K o
() FLIL Bk FgRIEF 2353440 -

19



2005/12/16 -- Program Integration Meeting
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2006/09/22 -- Program Integration Meeting
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2006/11/22 -- Program Integration Meeting
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VIl. APPENDIX II:

NogahlrwdpE

PUBLICATION LiIST ( CONFERENCES, JOURNALS, BOOKS, BOOK CHAPTERS, etc.)
PATENT LIST

INVENTION LIST

L1ST OF WORKSHOPS/CONFERENCES HOSTED BY THE PROGRAM

LI1ST OF PERSONAL ACHIEVEMENTS OF THE PIS

LI1ST OF TECHNOLOGY TRANSFERS

LIST OF TECHNOLOGY SERVICES

1. PUBLICATION LIST (CONFERENCESJOURNALS, BOOKS, BOOK CHAPTERS etc.)

JOURNALS

1.

10.

C.H.Tzeng, Z.F.Yang, aMl. H. Tsai(2004). " Adaptive data hiding in palette images by color
ordering and mapping with security protectipn|EEE Transactions on Communication&l. 52,
No. 4, pp. 791-800. (SCI, El)

C. H. Tzeng andlV. H. Tsai (2004). " A combined approach to integrity protection andfigation

of palette images using fragile watermarks and taigsignatures; IEICE Transactions on
Fundamentals of Electronics, Communications and @der SciencesVol. E87-A, No. 6, pp.
1612-1619. (SCI)

C. C. Lin andW. H. Tsai(2004). " Secret multimedia information sharing with dataitgdcapability
by simple logic operations, Pattern Recognition and Image Analyais). 14, No. 4, pp. 594-600.
C. C. Lin andW. H. Tsai(2004). " Secret image sharing with steganography and aith&on, |
Journal of Systems & Softwaiol. 73, No. 3, pp. 405-414. (EI)

Y. C. Chiu andW. H. Tsai(2006). " Copyright Protection by Watermarking for Color Ineag
against Print-and-Scan Operations Using CodingSymathronization of Peak Locations in Discrete
Fourier Transform Domain,; Journal of Information Science and Engineerikgl. 22, No. 3, pp.
483-496. (SCI)

T. Y. Liu andW. H. Tsai(2007). " A New steganographic method for data hiding in Msaft Word
documents by a change tracking techniqydEEE Transactions on Information Forensics and
Security Vol. 2, No. 1, pp. 24-30.

I. S. Lee andW. H. Tsai(2007). " Data hiding in binary images with distortion-miniirig
capabilities by optimal block pattern coding andhawic programming techniques, |EICE
Transactions on Information and SysteWsl. E90-D, No. 8, pp. 1142-1150. (SCI)

Shun-Chieh Lin and Shian-Shyong Tseng (2004¢onstructing Detection Knowledge for DDoS
Intrusion Tolerance, Expert Systems With Applicationgol. 27, No. 3, pp.379-390. (2004/2/11
submitted, 2004/5/11 accepted) [SCI, El]

Shun-Chieh Lin, Po-Chih Huang, Shian-Shyong Tsemgl Nien-Yi Jan (2006)," Knowledge
Acquisition Assist in Analyzing Network Behaviors, to appear inWSEAS Transaction on
Computers|El]

Shun-Chieh Lin, Chien-Hao Wen, Shian-Shyong Tsamgl Yao-Tsung Lin (2006)" Rule Base
Partitioning for Constructing Meta-rule, accepted bylournal of Internet Technologyith minor
revision. [El]
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

.C. Y. Wang, S. S. Tseng, T. P. Hong and Yian-Shw (2007/01), " Online generation of
association rules under multidimensional considmmnabased on negative-border, Journal of
Information Science and EngineeriNgl. 23, No. 1. pp. 233-242 (SCI, El)

Shian-Shyong Tseng, Kenny Huang, Johannes Chi&@@y)2 Internet exchange traffic sharing and
market competition, Journal of Internet Technologyol. 8, No.1. (El)

S. S. Tseng, P. C. Sue, J. M. Su, J. F. Weng, andNWI'sai(2007), " A new approach for
constructing the concept map, Computer and Educatiof9, pp.691-707. (SSCI)

M. T. Chen, B.M.T. Lin, and S. S. Tseng (2007)Multicast routing and wavelength assignment
with delay constraint in WDM network with heterogemis capability; to appear inJournal of
Network & Computer ApplicationgSCI) In Press, Corrected Proof, Available onlik® August
2006

Shun-Chieh Lin, Shian-Shyong Tseng, Wen-Guey Tzemgl Shyan-Ming Yuan (2007) A
framework of high confidence e-healthcare informatsystem,; Asian Journal of Health and
Information Science¥ol. 1, No. 2, pp.176-188.

Yian-Shu Chu, Shian-Shyong Tseng, Chin-Hsuan ChaPigang-Sheng Chen (2007) A
Learning-by-Doing Remedial Tutoring System for Builg and Managing SIP/ENUM DNS
Servers, International Journal of Electrical Engineeringolume 14, No. 1, 2007, pp. 33-38. (El)
Shun-Chieh Lin, Chia-Wen Teng, and Shian-Shyongn@sé€007) " Capturing Evolutional
Knowledge using Time Interval Tracing, Journal of Advanced Computational Intelligence &
Intelligent InformaticsVol.11, No. 4, pp. 373-380.

W. H. Tarng, M.Y. Chang, L. K. Lai, S. S. Tseng andr. Weng (2007):" An Adaptive Web-based
Learning System for the Scientific Concepts of Wdlgcle in Primary Schools, Journal of
Advanced Technology for Learningol. 4, No. 2, P208-1093 2007. (El)

Wen-Chung Shih, Chao-Tung Yang, and Shian-Shyorend,s(2007), " A Performance-based
Parallel Loop Scheduling on Grid Environments Journal of Supercomputing1(3), pp. 247-267.
[SCI, El.

Hsiao-Han Chen, Wei-Hsun Lee, Shian-Shyong Tse@@AR " A Spatiotemporal Traffic
Bottlenecks Mining Model for Discovering Bottlenaci Urban Network, ; World Congress on
Intelligent Transportation Syster®ct. 10-Oct. 13, 2007, Beijing, China.

Shun-Chieh Lin, Shian-Shyong Tseng, and Chia-WengT@008/02) " Dynamic EMCUD for
knowledge acquisition, Expert Systems with Applications Vol.34 , Issup@2833-844. (SCI, El)
Yian-Shu Chu, Shian-Shyong Tseng, Yu-Jie Tsai,Red-Jei Luo, " An Intelligent Questionnaire
Analysis Expert System, Expert Systems with Applicatigngolume 40, Issue 3, 2008. (SCI)
Shian-Shyong Tseng and Shun-Chieh Lin (2008)VODKA: Variant Objects Discovering
Knowledge Acquisition; to appear in Expert Systems with Applications [&Q|

W.-C. Chen, S. S. Tseng, and T.-P. Hong (2008)n efficient bit-based feature selection method,
to appear irexpert Systems with Applicatiof&Cl,El]

Chao-Tung Yang, Wen-Chung Shih, and Shian-Shyore;d,;s(2008), " Dynamic Partitioning of
Loop Iterations on Heterogeneous PC Clusterdournal of Supercomputiny/ol.44(1),P1-23 [SCI,
El]

Wen-Chung Shih, Chao-Tung Yang, and Shian-Shyoegd,52008)," Using a Performance-based
Skeleton to Implement Divisible Load Applications Grid Computing Environments, Journal of
Information Science and Engineeri@@SE). (2008/1/28 accepted) [SCI, El].
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

Wen-Chung Shih, Shian-Shyong Tseng, and Chao-TwamgY " Using Taxonomic Indexing Trees
to Efficiently Retrieve SCORM-compliant Documentse-Learning Grids, to appear idournal of
Educational Technology & Society(2007/7/23 accepted) [SSCI].

Shian-Shyong Tseng, Jun-Ming Su, Gwo-Jen Hwang, -Baar Hwang, Chin-Chung Tsai and
Chang-Jiun Tsai, An Object-Oriented Course Framework for Developiddaptive Learning
Systems, to appear inaurnal of Educational Technology & Society2007/10 accepted) [SSCI].
Wen-Chung Shih, Shian-Shyong Tseng, and Chao-Twamg,Y " Wiki-based Rapid Prototyping for
Teaching-Material Design in e-Learning Grigs,Computers & Educatian(2007/10/22 accepted)
[SSCI].

Wei-Hsun Lee, Shian-Shyong Tseng, and Sheng-Haip T'sA Knowledge base Real-Time Travel
Time Prediction System for Urban NetwqgrkExpert System with Applications. [SCI, El] (acteg)
Yaw-Chung Chen and Wen-Yen Chen,An Agent-Based Metric for Quality of Services over

Wireless Networks,” Accepted purnal of Systems and Software
Wen-Kang Jia and Yaw-Chung Chen,Performance Evaluation of Ethernet Frame Burst Made

EPON Downstream Link,; ERTI Journal Vol. 30, No. 2, April 2008, pp. 290-300.

Cheng-Yuan Ho, Yaw-Chung Chen, Yi-Cheng Chan, ahdn@-Yun Ho, " Fast Retransmit and
Fast Recovery Schemes of Transport Protocols: Aeyuand Taxonomy, Computer Networks
Vol. 52, Issue 6, pp. 1308-1327, April 2008.

Cheng-Yuan Ho, Yi-Cheng Chan, and Yaw-Chung ChénWARD: a transmission control
protocol-friendly stateless active queue managemseme,; IET Communicationsvol. 1, Issue 6,
pp. 1179-1186, December 2007.

Cheng-Yuan Ho, Yi-Cheng Chan, and Yaw-Chung ChéW/ARD: A Deterministic Fluid Model,
IET Communicationsvol. 1, Issue 4, pp. 711-717, August 2007.

Cheng-Yuan Ho, Yi-Cheng Chan, and Yaw-Chung Chén[CP-Ho: A Congestion Control
Algorithm with Design and Performance EvaluatipnEICE Transactions on Communicationol.
E90-B, No. 3, pp. 516-526, March 2007.

Cheng-Yuan Ho, Yaw-Chung Chen, and Cheng-Yun Hdmproving Performance of Delay-based
TCPs with Rerouting, IEEE Communications Lettergol. 11, Issue 1, pp. 88-90, January 2007.
Cheng-Yuan Ho, Yi-Cheng Chan, and Yaw-Chung Chégallop-Vegas: An Enhanced Slow-Start
Mechanism for TCP Vegas, Journal of Communications and Networt§ICS), Vol. 8, No. 3,
pp.351-359, September 2006.

Cheng-Yuan Ho and Yaw-Chung Chen,Snug-Vegas and Snug-Reno: Performance Improvement
of TCP over Heterogeneous Networks|EE Proceedings — Communicationl. 153, Issue 2, pp.

169-176, April 2006.

Yuan-Rung Yang, Chia-Tai Chan and Yaw-Chung Chémptoving Performance of XCP over
High Bandwidth-Delay Product Networks," GESTS In@ronal Transactions on Computer Science
and Engineering, Vol. 28, No. 1 February 2006,133-144.

Y. C. Chen, P. C. Wang, C. L. Lee and C. T. Ch&wrformance Improvement of Hardware-based
Packet Classification Algorithm,” Lecture Notes @omputer Science (LNCS), Vol. 3421, pp.
728-736, April 2005. [SCI-Expanded, EI]

Yi-Cheng Chan, Chia-Tai Chan, and Yaw-Chung Chd®gVegas: A router-based congestion
avoidance mechanism for TCP Vegas,” Computer Conuations, Vol. 27, Issue 16, pp.
1624-1636, October 2004.[SCI-Expanded, EI]

Yi-Cheng Chan, Chia-Tai Chan, and Yaw-Chung Ch&gdVegas: Performance Improvement of
TCP Vegas over Heterogeneous Networks,” IEICE Tr&umdamentals, Vol. E87-A, No. 7, pp.
1672-1680, July 2004. [SCI-Expanded, EI]

Ping-Jer Yeh, Ruey-Shyang Wu, and Shyan-Ming Yuabjstributed System Management through
Automated Injection, ; WSEAS Transactions on Business and Econorssse 4, Vol. 3, ISSN
1109-9526, pp. 276-283, April 2006.
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45,

46.

47.

48.

49.

50.

51.

52.

Mu-Chi Sung, Ming-Chun Cheng, Zhi Xin Fan, Ping-Yeh, Shyan-Ming Yuan, Chia-Yuan Huang,
Lo-Chuan Hu, " An Experimental Study toward Failure Impact on Op&) ; WSEAS Transactions
on Communications/ol. 5, Issue 6, pp. 1067-1073, June 2(B8.

Ming-Chun Cheng, Shyan-Ming Yuan! A Real-time One-to-Many Video Broadcasting System,
WSEAS Transactions on Computéfsl 5, No 6, pp. 1154-1161, June 20[E]

Tsun-Yu Hsiao, Shyan-Ming Yuan, A Scalable and Flexible Management Framework for
Distributed Computing System; WSEAS Transactions on Compugéfsl 5, No 6, pp. 1162-1168,
June 2006[EI]

Ruey-Shyang Wu, Shyan-Ming Yuan, An Adaptive Architecture for Secure Message Orignte
Middleware, ; WSEAS Transactions on Information Science and égijpins Vol 3, No 7, pp.
1239-1246, July 200[!]

Chi-Huang Chiu, Hsien-Tang Lin, Ping-Jer Yeh, artya&-Ming Yuan, " An OSGi Platform
Connecting Heterogeneous Smart Home Appliances Marfile Devices, WSEAS Transactions
on Computersvol 5, No 7, pp. 1549-1555, July 200Bl]

Ping-Jer Yeh, Winston Lo, Yung-Yu Chen, Shyan-Mikgan, " A Persistent and Durable
Extension to Globus Toolkit Java WS Coreg, to appear ilnWSEAS Transactons on Computers
Issue 2, Volume 6, Feb 200El]

Ming-Chun Cheng and Shyan-Ming Yuan, An Adaptive and Unified Mobile Application
Development Framework for Java, Journal of Information Science and Engineerikgl. 23, No.

5, pp. 1391-405, Sep 200BCl]

Ruey-Shyang Wu, Fengyi Lin, Anderson Liang, ShyangvMYuan, "A Reference Model for
Building Enterprise Computing Platform and Its Badategration Framework,; International
Journal of Technology Manageme¥bl. 38, No.4 pp. 439 - 462 , 20gBSCl]

CONFERENCES

1.

P. M. Huang, D. C. Wu, and W. H. Tsai (2004/06)A novel block-based authentication technique
for binary images by block pixel rearrangementsProceedings of 2004 IEEE International
Conference on Multimedia & Expo (ICME 2004), Taipgaiwan, Republic of China.

Wei-Liang Lin and Wen-Hsiang Tsai (2004/12).Data Hiding in Image Mosaics by Visible
Boundary Regions and Its Copyright Protection Agadibon against Print-And-Scan Attacks,
Proceedings of 2004 International Computer SympoqiCS 2004), Taipei, Taiwan, Republic of
China.

Y. C. Chiu and W. H. Tsai (2004/08)" Copyright protection by watermarking for Color Inesg
against Rotation and Scaling Attacks Using Peale®®n and Synchronization in Discrete Fourier
Transform Domain, ; Proceedings of Third Workshop on Digital Archiveschinologies, Taipei,
Taiwan, pp. 207-213, August 5-6, 2004.

Y. C. Chiu and W. H. Tsai (2004/08)! Copyright protection by watermarking for color inesg
against print-and-scan operations using coding symthronization of peak locations in discrete
Fourier transform domain, Proceedings of 2004 Conference on Computer Visgmaphics and
Image Processing, Hualien, Taiwan, Republic of @hin

K. L. Huang and W. H. Tsai (2004/08)" Secret sharing with steganographic effects for HTML
documents; Proceedings of 2004 Conference on Computer Viskwaphics and Image Processing,
Hualien, Taiwan, Republic of China.

S. C. Hung, T. Y. Liu and W. H. Tsai (2005/6).A new approach to automatic generation of tile
mosaic images for data hiding applications2005 Conference on Digital Contents Management &
Applications (DCMA 2005), Kaohsiung, Taiwan, Repaldf China, pp. 11-20.
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7.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

T. Y. Liu and W. H. Tsai (2005/6)." Active quotation authentication in Microsoft Wordaliments
using block signatures, 3rd International Conference on Information Tedbgy: Research and
Education (ITRE 2005), Hsinchu, Taiwan, Repubfi€aina.

Y. C. Chuang and W. H. Tsai (2005/8). Active copyright protection of html files by a
watermarking technique, Proceedings of 2005 Conference on Computer Vis@maphics and
Image Processing, Taipei, Taiwan, Republic of China

L. Y. Weng and W. H. Tsai (2005/8)! Integrity authentication of grayscale document iesag
surviving print-and-scan attacks, Proceedings of 2005 Conference on Computer Vigwaphics
and Image Processing, Taipei, Taiwan, Republictoh&

Y. Y. Yang, D. C. Wu and W. H. Tsai (2005/9). Watermarking of numerical databases using
spread spectrum techniques,Proceedings of 4th Workshop on Digital ArchivescAiologies,
pp.79-84, Taipei, Taiwan, Republic of China.

S. C. Hung, D. C. Wu, and W. H. Tsai (2005/12)Data hiding in stained glass images,
Proceedings of 2005 International Symposium onlligént Signal Processing and Communications
Systems, pp. 129-132, Hong Kong.

K. F. Chien and W. H. Tsai (2006/08). Authentication of surveillance video sequences and
contents by hiding motion vector informatign, Proceedings of 2006 Conference on Computer
Vision, Graphics and Image Processing, Taoyuanydiai Republic of China.

C. Y. Hsu and W. H. Tsai (2006/08)" Creation of a new type of image - circular dott@age - for
data hiding by a dot overlapping schemeProceedings of 2006 Conference on Computer Vision,
Graphics and Image Processing, Taoyuan, Taiwarylifiepf China.

Y. L. Wang and W. H. Tsai (2006/08)" Lossless visible watermarking for copyright proiactof
H.263 videos, Proceedings of 2006 Conference on Computer Vis®rgphics and Image
Processing, Taoyuan, Taiwan, Republic of China.

P. P. Chen and W. H. Tsai (2006/08-09)Copyright protection of palette images by a robust
lossless visible watermarking technique,Proceedings of 5th Workshop on Digital Archives
Technologies, Taipei, Taiwan, Republic of China

I. S. Lee and W. H. Tsai (2007/08), Data hiding in grayscale images by dynamic prognarg
based on a human visual model, Proceedings of 2007 Conference on Computer Vigtsaphics
and Image Processing, Miaoli, Taiwan, Republic biin@.

Wen-Yi Hsin, Shian-Shyong Tseng, Shun-Chieh LirD&0" A Study of Alert-Based Collaborative
Defense, in Proc. of The 8th International Symposium onafel Architectures, Algorithms &
Networks (ISPAN 2005), Dec. 7-9, 2005, Las Vegasyadia, U.S.A., pp. 148-153.

W. C. Shih, C. T. Tung, and S. S. Tseng (2005/03A hybrid parallel loop scheduling scheme on
grid environments, in Proc. of 4th International Conference on Grid £ooperative Computing
(GCC 2005), Nov. 30-Dec. 3, 2005, Beijing, Chinal arecture Notes in Computer Sciences ,Vol.
3795, pp. 370-381. [SCI]

Chien-Hao Wen, Shun-Chieh Lin, Shian-Shyong Tsamgl Yao-Tsung Lin (2005)" Rule Base
Partitioning for Constructing Meta-rule, Proc. of TAAl 2005 (CDROM), Dec. 2-3, 2005,
Kaohsiung, Taiwan, R.O.C.

Chia-Wen Teng, Shun-Chieh Lin, and Shian-Shyongn@sg2005) " Evolution in Knowledge
Acquisition method with Time Interval Tracing Orted,; Proc. of TAAI 2005 (CDROM), Dec.
2-3, 2005, Kaohsiung, Taiwan, R.O.C.

Wen-Yi Hsin, Shian-Shyong Tseng, and Shun-Chieh (4605) " Designing a Collaborative
Defense System, in Proc. of TANET2005,* £ + & . Taichung, Taiwan, Oct. 26-28, 2005.
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CAKE: COLLABORATIVE FOR ACQUISITION KNOWLEDGE EVOLUTION
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PRINCIPLE INVESTIGATOR 'SFEEDBACK : (AVAILABLE )

Thanks for reviewer's comments. We will try to exdeour research to more practical application at@sas
suggested.
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REVIEWER 'S COMMENTS & SUGGESTION:

This sub-field addresses many interesting appations related to security. It does develop twerototypes, which potentially can be
applied to commercial systems. It creates many intesting results.

It may be interesting to put some of systenm the web so that users could help test the sedyristrength or protection capability.
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