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A method for detecting a program with a virtual machine
(VM) aware ability includes the following steps: several VMs
are provided through at least one physical machine.

Wherein, at least two of the VMs are heterogeneous. A
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sampling program with a VM aware ability is received.
Each of the VMs is driven to execute the sampling program
respectively. At least one execution trace record, which
. records information about each VM executing the sampling
program.  The execution trace records are compared to
obtain at least one check point between the execution trace
records. A program to be checked is received. Determine
if the program to be checked includes the check point.
Wherein, if the program to be checked includes the check
point, the program to be checked is determined as the one

with the VM aware ability.
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