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o EXBARE

A computer system and a method for tracking
information flow are provided. @ The computer system
divides a task of tracking information flows into two
decoupled tasks which are executed by two procedures. The
first procedure is configured to simulate executions of
instructions, and divides the instructions into code blocks
according to the execution order of the instructions. The
first procedure translates the instructions of the code blocks
into information flow codes and transmits them to the second
procedure. The first procedure also translates the
instructions of the code blocks into dynamic simulation
instructions, and executes the dynamic simulation
instructions to generate addressing results of dynamic
addressing instructions. The second procedure executes the
information flow code based on the addressing results to
simulate the instructions of the code blocks. Moreover, the
method also tries to reduce transportations between the two
procedures when the first procedure executes the task of
simulation. Therefore, the efficiency of tracking the

information flows is improved.
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18] ——> push ebp

189 ——> Mov ebp, esp

183 ——> Mov eax [ebp+0x8]
184 ——> add eox, [ ebp+0xc]
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508c
add eax, ebx

& 5C



201329862

@fﬁ

0202020302020 C
§10f 10e 10d 510(5 {)IOb
g EAY
mul ebx
B 5D

n



201329862

610 620 630 640 65 660 670
0y VY \ \ \ \ &
00 [D]|sS| wH i | emEEn | wmmEs
N— 602
bA
612 620 630 650 660 670 680 690
0y vV N \ \ \ \__ 3
D| S|t | E&EET | RIREHE | D_OFF | S_OFF
N 604
[ 6B
692
\

€ax

€CX

/

662/

& 6C



201329862

30 -

181 —>{ push ebp

182 — mov
18 —={ mov
184 =1 qdd

ebp, esp
eax, [ebp+0x8]
eax, [ebp+0xc]

4

18

18

enqueue(counter)
enqueue(block_seq)

n

emulate("push ebp”)
add(counter)
enqueue(last_phyaddr _written)
emulate('mov ebp, esp’)
add(counter)

emulate("mov eax, [ebp+0x8]’)
add(counter)
enqueue(last_phyaddr_read)

emulate("add eax, [ebp+0xc]’)
add(counter)

enqueue(last_phyaddr_read)

7 —>{ MEM_EBP_DW_BW_OVRWRT
720 —>| EBP_ESP_DW_BW_OVRWRT
123 —>| EAX_MEM_DW_BW_OVRWRT
124 —>1 EAX_MEM_DW_NB_APPEND
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902 —

903 —>

Input:
offset: offset encoded in EBP-based accessing instruction
ebp: current value of EBP register

paddr_base: physical address of base page.
paddr_siding: physical address of siding page

Output:
physical address accessed by this instruction

Algorithm:

PAGEMASK = OxFFFFFO00
if ((ebp & PAGEMASK) != (ebp+offset) & PAGEMASK)

return paddr_siding + ((ebp+offset) & ~PAGEMASK)

else
return paddr_base + ((ebp+offset) & ~PAGEMASK)

B 9
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