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The present invention is an enhanced window-based mutual opposite
form (EW-MOF) for scalar muiltiplication in elliptic curve cryptography
(ECC).First, an elliptic curve and a base point on the elliptic curve are
selected. Next, essential pre-computed points for a selected window
size are calculated. Then, a private key is randomly generated and the
MOF is used to convert the private key’s binary representation into a
signed binary representation. Finally, the public key is calculated using
the enhanced window (EW) method. By greatly reducing the number of
pre-computed points, the proposed EW-MOF reduces the average key
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generation time (including pre-computation time).
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[0 77 B 2 B4R )

0001] ABZHAAAMN—HBEABBKWES X > BIAZXFH
N—HEAEBEAEF oI EPRBEAIBAARNLERE
BE R BANGENEFE -  BABRREALAHBED
g E N TR -
[ AT 4]

0002 AR N efg(RRAE@EBRELZREALEF BRE
EREZBRAL H#HBEZLHITERFARBER -
M ERFAARE-—BEK(RA)BBELRFHE
Ag#H - BAreL(Ra) @R TR (AR)HRNET
Bl BEIER  AARERTEFLARDFE -
BiEfRRBEGSER -

0003 AR EHWMBER > FLOMAABRERAE E 2
AR Ay EAS > £ RSAWEEH & - DSA
mEEEE R EEEE(ElIliptic Curves
Cryptography * ECC)-- % » A+ X BB Ex &% O
BERORSAWMEBEZEEABB SR ERE LI RER/R
MLk E > B T RAT

[0004] RSAAw % E H ik (bits) WE &%k FEEE(bits)
1024 160
2048 224
3072 256
7680 384
15360 512
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[0005] #ET 2 HAABRGRTLEHRET HEHGLWEEL W
EREKETEBLCF L EFE L (0 'RSA) B A
REBRWE > EOPME BB R EEEE LB TR
REGEalE CEARBRAwEREE  SHEAHE
R EHABELZFFRSGARANEK(RAA) BB L2
RAGHEE  BoFE LRI REBETHEELT S
BRilE@AMRMNBHEF -

O [0006] MmAMBSENTEEST  fHlo BEBGEHMELEL
X#mEEK(Elliptic Curve Diffie-Hellman » f§ 4%
"ECPDH) AW B e B % F£® B £ (Elliptic Curve
Digital Signature Algorithm:> # 4% : ECDSA) » &
ANERRBMERRET > R FREFE LB H80%
B3t B W EHMB R EBLTSIHTE BB
WP KB AR -

0007] RE-FSUAMBSLEBLBLIBREE LA 4 H
FIRAT AX BG4 (RA)BBFTLEANT L B
ARBRRBEBEEB RPRARAG B EBEAZRLE - D8R
é‘»ﬁ?’zy\zd%KA *Q, RA CRRI B EE EBI S NBA
é}ﬁ%h\ZUEKB QR ,ﬁ:—‘PRAB\RBéa\Z'HO’Fﬁﬁﬁt :

[0008] R, =K,xQ, 5 Ry=K,xQ, s _E_. R,=R,

[000] XE—FEHo=x> APPROABESL Ly HMEL >
MEKAEXS  BHRATHAXBRE Mg T S5
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[0010] Kzg,‘,zf,w,mkie{l,o}
[0011]
b R k-eswmoonoonn), > QAR AKMERBRE AR
P, 2P, 3P, 6P, 12P, 24P, 25P, 50P, 51P,
102P, 103P, 206P, 412P, 824P, 1648P, 1649P,
3298P, 3299P, 6598P, 6599P FEHATIOKR -
[0012] HPALLTARARAMBBRZETHB/RT S > KA
A k7 X (nutual opposite form)#it R & F
$ 7 A B de F AToR G
1100111000111
K=6599=ITI:02?5'.%%=(10101001‘001001),
[0013] HPhsizirmamsise(Conplenentary recod-
ing) Bl B e F B 5 A Ak T AT ¢ K=es9=(10011000111),
K =(0011000111000).
K =2" - K -1 ={100Tio00i 11001,
[0014] H¥HhsgizskA—xsas(Non-Adjacent Form >
NAF) Bl #3569 F & 71 Rl B 4o F A7
K =6599 = (11001110001 11), ={10101001001001),
[0015] AetHATHiey = EBB/FEBITHLE -
[0016] | ¥ 347k kAR HRIBEAT| ZHRENX
(NAF) =, (Complement
(MOF) ary recod-
ing)
EWHEELE | A A A}
(Hamming
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weight)

W BhHEA BhEEA

(Scanning wAiEZEL

direction)

FHPATEHR | BKRKk(large) @

(Average (medium)
execution

time)

l

O

[0017]
[0018]
O
[0019]
[0020]
[0021]
100148211

X #sgEkE %A E ok(Window method) Bl A A
B F & PR A ke F AR G

EHIKRANDWE2 > MITUATFH &5 ¢

K = 6599 = (1100111000111,

w=2 = K=(1 00 11 1 000 11 1},

RIEBER B3P -

FBOAKRDWEH3 AT TF 3 &7 ¢
K =6599 =(1100111000111),

w=3 = K=(1 00 111 000 111),

RMIERER AP ~5PRTP -

BEETo  BORBREEHERED > 2T &P R4
MR BE  BEIEBFARIFAFTA ZHEEAR
—ABEABUATOERNEATALANBESLSHS 53
Yo F A&

A, HRIBEAFAALS T 0% ERFOR DA A

» AR E 43P 5P~TP~ 9P~ 11P~ 13PR&15P -
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[0022]

[0023]

[0024]

[0025]

(0026

100148211

B. —aEEHRAESEOE > ERE T KDWADAH -
HEEeaE3P-~5P-TP~9P~11P~13P ~ 15P~1T7P
BAB21P -

C. Bt EsTur EREo R IwhBIAEE &
EFESe3E3P~5P~TP~9P~11P~13P ~15P~17P -
21P ~ 23P ~ 25P ~ 27P ~ 29P A& 31P -

Bl £@BBET_AFBEAGFHRTHERR
E > AABBREZEAF O EAXRIHEZHEALESET X
FMEZHEMNBERRS  ERUARIBFETAE
SEOE  BTRERD FHRTHRM > LRARRS
M EfeRE HEARORPRAGHRINTE
BiEuunEmg -

(EAn%]

HEN LA BoRELZMAE AEAIBHRRLERM
—HEREBRVE oy iR AXB AN ERER
Az AN SR WEFE 0 B R E o8 T RAH
BEEAREBRINTEFHA

BREAFAzZBEY RE-—FLERAEBRVG O LivA
ERFAXNGERFREEIHBAN G K E ik
EABRMEL —HKHEBRALEL LRI - HEFKE
TzEoRk N FHE L L EzEES(essential pre-
computed points) - AZKBBRAEALA LK EAAMBE
EEMX BBz oA FTABRRFAR B
AR RBAMAHBVFToFEEL LG  HEARER
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[0027] R KREXZILEFORIEALEFELGEATHY

A
[0028] 2P, 4P.6P-- (34 25)P.(5+6S)P. (7+10S)P, -}

[0020] A EFMEAKXPSTHEABEHLEL > BS2]1 0 X & A2
Z228mE(2S)P2F AL BEHESL -
He  2¥BAEoFEzEEFEo A (w4

O (0030] Hb > BFEZEABMUREALAALBEA _BAINGFT S A
R B EF B I A8 E X% (nutual opposite
form) FX - BB FE_mETR o
(003l] &LAull SN FEARBKEESZIHST BT b
HMBEBALBURBLIASLERTEIN AT BT ok
I E A SR BN E SR
[0032] AEAERAZ LE LB Y C AR AB I P RHEE G
| B> TXHBARETHRG TRAFMBA > Fwp
U Ao T o
[EmrR]

[0033] URTFTHLBAEAHBR  RAKALAZEAERAY T O
HEMBAZEZAANGERLEE L 2Z2HAN B S
EHEZFwRG > BEENER > TEEHRH T 2480
AHHAEEZRERTRRAA - L+ A2 B X

HEGEATERHBOARATLA AL AAERE
WRERZEFTUHAHERE K ABRRAMZE XYL

PIAREMABERAZTANEEERESIANED » &
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[0034]

[0035]

[0036]

[0037]

[0038]

[0039]

[0040]

[0041]

[0042]

[0043]

(0044)

100148211

AW -

ABERAZ—HEAXBAE oS SR AXFEANGG
ERFFEE S ZIBANMBE T N L BAER KK
BegAAL LwAL BEREREZEOAND L
bt B AR - RAMBEEARKE R _BuH
e AT BEZFTEINUMEZRLH (nutual oppos-

ite form) A XEAFTABAKE M ETK °

EABHE  BEANEoEErAALERABLER
TR 8

0P, AP, 6P (3+25)P, (5+6S)P, {7+ 10S)P,--}

ArdEAX PSHBmE L BHHHEEF > BS=1 ) XHZE A%
28w (2S)P2BE AL ERESL - P—FARIHR

MEvFEErPEoAR NN wW)=4-

Bplmt 2AFRIBAAKAFREARBEEORYE
ko AEBOARNBITAE BERALERESAIIP

B ESEM] 2R3 L BRI A E S o T AR - U
S =1»22z4{(2P, 5P, 11P, 17P, 23P, 29P}

(29P + 2P)=31P - # A & B F A6 -

S = 22285 {(2P, 4P, 7P, 17P, 27P}

(27P + 4P)=31P > # E L 2L M FAD -

S = 3, x2854%{(2P, 4P, 6P, 9P, 23P, 37P}

(37P + 6P)=31P» % HE 2 289 H F A6 -
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LUU40 |

[0046]
O
[0047]
G
[0048]
[0049]
100148211

MR BEORBE A A ERATE O L BB LT AHILS
1@ - o % %3P, 5P, 7P, 9P, 11P, 13P, 15P, 17P,
19P, 21P, 23P, 25P, 27P, 29P, 31P> m#¥ % A 3
R E kL RAELE Y B5E - 53 B (2P, 4P,
TP, 17P, 27P} > T4 AP A ZHBRANETogE
EHETERBRIBEBHE -

FLEMBLEAT  AAHBUEoRELARAE 0 R
BrABRANEORITZHRESHIUEE - & 8 A
T4 EEANEORESRBALATOFEEEAMAY
BOXKNTF  HEMAEAGLEREREINAE - &
BRAZAFMNAXBVE o REL AL ERENAN
W EFEZER -

EABRATY  RE-—FSHBAM SR nEORBR @
HleFeEIERT AR F &I AMERHY (nutual
opposite form) FREATABRFFE B AT - o &
RRARBRBER I HE BHUATRIYLERAED

RULBUBARLGEFTEINEAT  PTRIOHENE
W R EHNBHA TG -

FEMEIE  HGABABTRAZBANBAET 0 H ki
EXFVANRERFFEE LI BAB S E TN & -
ERAEBRKRAGB YO BLLHRTALE L5 5
% %o F AR 5w

(SIOER —HEAMGLE - HELBLEBE RS (4o
T #3(prime field  GF(p)) BB M SBLEDLR
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[0050]

[0051]

[0052]

[0053]

(0055 ]

[0056]

(0057}

[0058]

[0059]

100148211

FAAK
Fex+ax+b ; H P abeGF(p) » H 4074276720

(SIDDEZAmAM Bz —A2nP, BP=(X,Y) &
PXRYLARBBPHAOMAL G RO ERME -

(SIHERGRMEE F 2 — KA HHREREIE—
Lo BEF-—FoA b BHERAHFLELERES -

(SI)EHE L L EZEREREG  BEALERELOHMAM
BEBRBHGBLEEF -

FLMPAR R AAARBEHZRANBRYET o ikiosa
ERXBHAANGEREFEAIBEAL SR TS LR
AABRLRAERTHARGALRER - RSB Ao
T Ao

(S20)sa# 2 £ —# 48K -

(S2) M H k@R — AP FTEI > BREZLFT ST
A8 A X % (mutual opposite form)H K&k FAFH

A (- A3 S W

(S2AOWRBETHE R IEALAERBALEZRAES B
HRBGHEREE -
(S26)fE A A E o RERMAAMNLERAELALE

UBMAEXKEGKHETEINERT  ERMAELENR -

Brrmdk dNAEBRIVYLEBRELALBUBELR
MmE TSI AT BPITRIVAEBRABBHEE S
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BT E R -

[0060)] AAXFEHATY » A FB(S26)14 28— 645 T 5 & 58 :

[0061] (S260)HEARRMEB B EE AT ORBHE I RIE R A
BOREEMAEAANMESLEREL - X2 #ITT 5 $ 5B
» F R AT ER(S264)

[0062] (S262)EABE A BRAN E o EELMALNLEHED
FRAXEHRBTENNBITHE  EMmAELENE

[0063] (S264)RH(S2HMBAER > AA Y ABRBHEBALER

O
AEOE L ERED  IREFNRBAGTHHLE B
T4 8 (S262) -

[0064] 3 EAFHE >  RBGHEERARECEANLEZRELD -
MERELRBBENLEREL B3R BT 2
ERAGAEEE -

[0065] 4R EFFH > BRAFAZRERAHEBAE e Fikfoig g
BRAANGERZFEL LS IBAB SIS NE N £ £

9,

EFE—RSLEBTFTHEL :

[0066] (1B A2 MBR T o FELAA R MR VELLH B

©

[0067] (2)EHE AL G ERFFELGHEL— B RER VYL B
RABARAZISGHT SN ERE TR
FHBAB S EYNBAENER -

[0068] EARAMLEHBERBACHFTAERAZIRET IS > 2
BRI LS B AFRKTEMSANAEHR
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BEEKRD  MAERELAMTFEANRE AR ELH
AFEAREZHHARED - RAAKREE R TR AR
ATREANBEBA - E&H#H -HE el - M~
# Ao 0 o 45 B -

[0069] HEub > AXNLABTHERBANMAERT  BERA
A RS mIERBUMHAKER - KA KE
EhamyFEANEBARL  EBERSEHFH
3R PR A S AT &Y 8 A o
[BXHERA]

[0070] #1B#EKL(ARR)EETER -
FORGEBRAVE o FRELRBAT O RE L ARBRGE
DADNTZREBHIHERE -
E3RGAAEARALERRAAAR T AMB & HRE
mAZE -
FABRGAZARALEKRAMNERTH AR AELERRE
E o
[ aRRA]

[0071] RRIEHEIEE A
P E K ED
%8 : S10~S16
% 8 : S20~S26
B 1 S260~S264
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1. —RREAXBRAEOF AR EIIS B AN LEREEE
EX AR R E TR GER BB E o EE K
REZHMBORD  EAHBELEZRESD -

2 . wYVHFEHNEDR I AL ERAERY T o FikfomE
XFAANLEREFEEZ2IHAM S G wEI 5> £ b
ZEBUVEGORELEAALEREBRGEATAG ALK
B ap.62- (54 250 (5 +68IA. 0 1050}
GRATSHBULEHGHE > BSZ] ) XEALER
mE(2S)PZHE AL ERES -

3. WwYFIMNEBAF2EMEZBAX BV E o sfomE
REPANRERZTEAE A2 MAM S GO E S5 L &
PR S HLREAEBVEGoFEREETFTE ORI (W)= -

4. P HFEHNEBFIAMEIBRAREYE O Y bfomE
XEBANBERLIFE L2 HBBAMSENE L > £ P
RE- S HALBBRR_BAFAFTF S BRESF S
FIRBARBTHREFTX URH R _ERHHFEH AT

O

o

D . WYFEAMNEEBFIEM LI REAR BB E o N shos
XEAARLERLAFE LI A GG W E N5 £ &
P SRS UL ERAEIR AR IR BETE T E
B A -4

6. ~HERAEBAGToOF EhREIXISFHANLEREEE
EX A EENE K HaiE
ER-—BREAE SR
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100148211

EFELUME M SR A ERP BP=(X,Y) A ¥XR
YV AZSARBPHR AU AN SR —RRLE ;
THEBLAANEB T —RAHBEERRIIE—GAEH
R EBE-FORD o EHERFELARELEZHREL
R

FHERA UL ERERH  BEZLERELORMEHR
BEIRRAGHEIT T -

WY EHNEBECEAEZRABRA G o kL
IEMANGERFFEEEZIBAMBAWE N X £ F
UMEAMBGERABAERYE AV BRKEBFET oKX

eveans (R bR 5 J wweo o
W EEANEEAFTEAAAZEAR BV E oI B E
IHEAXN B ERFFLEZIBARGKOE N E LT
FABNRMAELT R

R A A — 48

BB BR R BRSO —FET] > BREAF B U—
HREIBEAT TRV R—BILXBEHKBFTET
BEEZEOE oA IELAEHBLERAES  BHFN—
RAGHEE AR RBEIFLHBETEINEATIARKY
REHBEERR AR
BRAEULERES A MELIEHBTE I EITHE
wmALEZNE °

e FEAMEBRSAMEZRAE BV GO Fikiia L
REMANGLERFFE L IBAM BEWE X £ F
ERABBRANEoEELMAANLERELARBRIARIE S
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LSRG B E I TR BT OB AL RAEL G S T2
ZHREE
FHRADBEEICEBAELREANEZLEHES »
AEBRAEILZRABREABARHS b F & 5] 47
WHE O EMEABLNE S XA
FARMGBEBABELRALA NS UL ERHEAL - &
BHREF-FoXD BHREAXSHBEF I AEEEME
ER G ALENABUBFEYLEREL  EREVR G

O BEE AEASULEHABABRLLE BB S
BATHE  EmEAZNE -
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