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The present invention provides a method for keys generation, member authentication and security
communication in a dynamic group. Assigned a set of vector including common group vector elements and
a unique individual vector element to each member in the group, and assembled an authentication vector
and an access control vector according to the vector. The vector elements are used to generate related public
key elements, and the public key elements can form an authentication public key and a access control public
key. A privacy key is generated using a polynomial and the vector. The present invention uses these public
keys and privacy key which generated from the vectors to do serverless mutual member authentication and
data access control between group members. This method keeps membership anonymity simultaneously

and increases communication security.
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The present invention provides a method for keys generation, member
authentication and security communication in a dynamic group. Assigned a set
of vector including common group vector elements and a unique individual
vector element to each member in the group, and assembled an authentication
vector and an access control vector according to the vector. The vector elements
are used to generate related public key elements, and the public key elements
can form an authentication public key and a access control public key. A privacy
key is generated using a polynomial and the vector. The present invention uses
these public keys and privacy key which generated from the vectors to do
serverless mutual member authentication and data access control between group
members. This method keeps membership anonymity simultaneously and
increases communication security.
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