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A method for recording, recovering, or replaying real traffic is

adapted to process a plurality of packet of a plurality of connection.
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The method may include a recording process, a recovering process
and a replaying process. The recording process includes the steps of
receiving a recording parameter (N, M, and P); recording completely a
head and a payload of the packets in a connection, and accumulating a
payload accumulation value; recording the head and the former M bits
of the payload of the continuous P packets in the connection
corresponding to the payload accumulation value, when the payload
accumulation value is greater than N; and recording the head of the
packets in the connection corresponding to the payload accumulation

value after recording the continuous P packets.
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[ 59 77 B 2 F AT 4R K]

AEAGHMN—EGE BRAFHERREZNT L H v
ARMATOREEEBRSF BRBRFXRAEEN TSRS
7B o
CHIET P

e A A e BT B ok B4 DU B a0 R
HEBREERBEHRTE > RS ERD R (captureloss) @
FAHGR AL CHRBNHERBTENTRTERESHH
B -HF424 BHEAIEFEERR BRTRAKFRALK
REBI R Z 9 0 A BEMEFAK B (Time Machine ) &9 445 »
AW EBRETAHNTXRDEHAFERN - SHEZIKRA
10000~20000 4 .48 (bytes) #9487 (cutoff) ##l R4 &
HREBER ANEERARERFTIRAN D HMERH
LA EBARR FARBHERTRAEEEKLISE I nEn @
Wmegigy o MABRBAGREHNRENIHESGERE -

R AT AP AR R A TR/ EH @B F4 RN
AR B BERAZHERAZNRS - RHERAZN T E 0 E
BREMELHEUBEFT EER+oESA RELRRZ
A-BBABMEERERANMAZR EIHMERAABEANSE
BAE EMBEXHERTARRNATEBAE - 24
H ANBEEARZELRRGATERME  MBERRKY
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B -
7 B 7 & 4% 4935 4 B 9 345 > 4o TCPreplay 14A4R 45 85 A
v 3t (timestamp) # 4T & 4% ; Tomahawk B € %45+ — B &,
BREZABERT—AHC - ANERRIMALEELEARAE
MBRFPEZALFEABHBCHRE  ELEKE TS
(stateless replay ) &4 FJ=8 o
SRR R T B S WG R AR (AR S
o #% - stateful replay) 89347 o 4|40 TCPopera £ E# @B A &
BHE A 4 #8387 (heuristics) R i 24K B & 41/ @R @ 25
# & (Transmission Control Protocol/Internet Protocol » TCP/IP )
%1 F4 69 ) - Monkey B] & & B 47323035 & (socket) bAAE
#& TCP/IP # & AL 4% 4835 15 . - Avalanche R 5T 3% — 4y 16 ¢
HE (trace file) A LATHHERBEERBBRERHEA
FREAEHREEBRFRE I RH — BT R T UL E
® W% BASHR SR A - BT B R R o
AMBEERENRMT— o BB ERRAEHHMFIE
BARSH TS/ EEEBES | HRARAR BB RETR
SHERT SRBATELYERBRAFTEER+HBEAR
HRARAZA B ERBHUART AL ERERTLEYE
RIOEERER N F O AR T2 EB LR BooBHTE
EH M EWEH EH (reproduce event) » My #kLLiF 40 8% B4
BEAEAERA -
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B L5 7T B AF 4o 0 40y 4t & (packet) &R 3F
FiET BARFULIREBEBAENT E HEARER
ROBEER -REBRAHERNGRE  8EREF T ESH @R
HOBAFLCEABRMEZEBER AREEFEFREARTF
Ak

BERREHEOMMA A ARSE - EHE -BERREHE
BAREAOFF EAURTERZ S EEBERY S EEB
@ °

AF ARG - BRATHERA TG T L0
WER  UHHE—AEBERGU AR EKNEBRHE - 4%
WEFAOE  BER—%E48 (NMP) EFN-MUR
PHAANENTARE REGECLERELNE—EE
B3t ey —HE AR AR — Bk (payload) » ¥ 2 3t& — @M%
Seh—BlREE ) EBRAEXI -8B N i HEBRedE
HEHEREGHEE P BEBHOKEET—EE%H LY
PAEEE > URBIRMAT M ERLE  AREHRAAEZ —4
BN EHEBMBLEAHENEREKELGE P BEKHE
zH HAMBRAAHESEBEROERH UK E B —EE
BiteLehigaa -

RBFAERAZ —FTHES G - BRAFTHERREN
FEATORE—ZRBR MEREFTAHEAUAT IR & —
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WMEEABRHCHHEHEURBBRTEE B2V —EFRE
Fomuaar JBERT AR REGEE URER L
v HEBHOREA R ENREAN BT TES R RER T2
WBHLHMEE FEFEEGERH O —BREE S UA
REBIREE  BA—E#E (dummy) 45 2 R 7% 64 4935 3
Qe B, o
BREAATORUATHH - ERATENEBHLELAR
@ WS BT T RSB RBER T LG @B OHE
AR RGO A EBR O SERTENEBH CORE
REA LG @B CORE B2 R TG @R 08§
RE RARBMBERE  BARBREFLFT T EHEBHE
&Y B 3K,
BEEALETARAT S B REAB LN EBH L
# 58 &) — & 3% ( sequence number ) A B — 7 W %
o (acknowledgement number) » 3 i # J&4% (capture loss) #4 %
b — R ORI BURSH HE #) 483518 5 o) F b BT 3
G BARMSHE LR KRR QISR BER%H
CHBRRE AR KREMERRE  EAEBRGHARSKHE
SEE |
MR b E AL T AL -
 BBABRAZ LG 4 BRAEHEBA Y
FEBRTORE—ERNRERRF AETEEUTHHE - BK
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—EREG AR FHAERERANHENE ) — B
BiEROEBIHE

BEMHERBFATOL REEBEKENNEREER
frak ~ — BRI AR —ERERIE TR ZTLEBIER
PEHI—HERE  UREHRH T EZRAOERHE

ERENERLALET O SR AFTHEME EAEH
2 —EERERGERHE

EEREREAXTOE SR AFTHFRZIATLE RMAH
HEV—BERERGERIE

AP il @2 g ub 47T A @R EBHaar (IP
address ) - M T L @R E R T AT A FHITHH X
( Transmission Control Protocol: TCP ) #,4& A # & #+1# & ( User
Datagram Protocol * UDP) -

SEfRM ABAMREZEE BRAFHERTEY

M AREHEETHUAREEFEEREABEH L]

Mo BABFHUBABREANEBRE MEE TRRNOHA

TR BRBENTHSEELZF S RGO EEIH OBEHR

MR FAEBERP T XA ENHERH L - LEEH L

FRedk b S s 40 A8 Bl 2 BB AR R B 44 0 DU 2R 3 iR
WEREBFH
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UTFTEERIAN T Ha{A AT A H @B UUARE
BORENZRABEABRERMELYE TRAEAZIRERE
EHEREH BERBFEARAEZMBELIRNE - P HEHEAR
B ETHRERANRELTEHHERZLAFARNPZ MR
B -

ARARG—HGR RRAERERRENT L LA
AR I % B 4835 3% 4% (connection) &) % 18 48% 41 &, (packet) o
AP @EBEKTUARGSFWEH % L4438 (Transmission
Control Protocol * TCP) 24 A £ &4 & (User Datagram
Protocol » UDP ) #) 4882 4% - MmER H i @R ERE

(Internet Protocol layer > IP layer) &4 49388446, o

SR -BERAETHABRENT RO —KERLA > U4t
HE-—BEBERANTLEBREROEARH L - HHE—1E
Wy HEBFEXAERERTRABAGH G oy
o MAERB A RENEAEERM -

SR - BRAEREBRENFT AR TR —BREF X
A-—EEREHRF - ETERLAGAUNMHE—AEBE
KEAWBEROEBH O MEFR IR LFAGTHKEY
WREZKGHOZ P EFNBERTIHONER—EBE
o B ¥ @B FMHb ko HEE T oy R F 4 (attack event)
% % F 14 (virus event ) ~ 254125 & A (peer-to-peer application
P2P application) 2 Zi& &K T EIEHF -
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FLRTEIE  RGARBEAEA—FTRip 24y
BRAFTHERA TN EZHEB - "H 18, AT 8%
W BRATHERAEN T ETRBITHKELESF (T
S300) ~ $STEEEFA (F58 S400) AR BITEEM EHEHF

(8 S500) th 8% - AMAFARB2ZEURAS - BRE
FOABREENERZFTERNERMPIT TTUMETIEF A
LB BATZ R MET  BEUVEBRFTEEEROCHTE
SUGEBAEE R RAPTHELFFTRSITERRE
B UFRBRAEGERTERTNR

BTREG "E 28, RAGEELA2SH TE2H
HARBAFA-FTREFIEURAZTLER -

TAER—SESH (NMP) EFN-MURPHA
ARNENEHEHE (FHS30) kB RBFTHEABREMNGKE
SHGUMAEBRERHERH O FTTHNE—BE%ER
FRERABMNFE LB LKA EBH O -FHEF LT EGH
b ey B — A3t .69 — 4858 (header) LA R —BH
# (payload) » # Bt —B@ERE e —BKked (F5
S320) ¢ 34 &) 3R > M BE S320 F 0 M54t & 6 4% 5E L R BH
M TG B RBALAB T CHEE AR OB
B R BTt (byte) o

G FAGRERH AT FFRE LA BB RAHER
FABSE SN (F5S330) ZafieEx— (Lt
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EE—EARERGBRAME) S RABB N> Q44 7 LR
REBHLHNE - MEBRBEX—RLABANE B8N
HSLB LB H B @B RS P BEBHONEE—
18 4 2 4 L6946 58 0 AR BN K a9 AT M B4 s 4m (35 8% S340) -
WMo R EHERAH —EAEBERARE @R OB B
RAEANARBN B N LERE QRGBT R P EEK
RESH A HBERB E AT M B/ TE -

Mg REEZ 42BN EHEZS N ey sbBRoapy
oy EB e R EEH%E PEEBH 24 HEBBEEHRE
MEBERERHOKREE—BEBR AR (F5
S350) - #FT X » NP S04 YU PER T Ly @B H 014
HNLEREROBETRATA @RI OEEE A ¥E R
B EB e B

BRGRBFRBEGE S A TEREGR AL RS
HaedBik BETRARBRISELEARAEFmEOmES
Fle Bex MR BA SR E AT A 3 a9 48 SE A R 3838 47 AT
MZBRAS DG ESEBAETONEREEE LR AR
BERERFIVRERZAY -

HE4H (N, M, P) 4TaEREFE - ERFAHER
FHTRESERAREGME  RHmbR  HRREEY %
FHOTE—RREALEN-M UE P Y UFFHEE
FIX et B ERM@BFHaOE L8
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U H AR EHZHEH LAY FLBTHE3AR )
B UH 3B B, Ao ARBAEA—FREMNIGEEH
BER - AFTRA-—@%RFHANAGR 20 —RHERER
FH-NEdG 2] R —HEBFTR-NE R 22-

BRRLFMAGKRB HEBIME PEELERT 1929 #Hx £
FHoETH 333 4 BREASBRORERALE 2000
bytes - HHIA (N,0,0) 9% RSB BTER - LHARBEK
sk 2 W g F B R4k 2 2 B R 69 AT N 18 bytes » 24
FWiE 333 SRR EARTTURER - AERMHLE R
"% 3AE & N & 2000 5B £ 30,317 BB FM MY
PR TRAEERY I6EARFHBAERRONMESELER -
HEUS —EERREAT EHMEE 16 B BRFHAMEEH
By AL mERERW "E 3B B, - AT EHEE
FRE &)L B4 AILBEUAB RS N EmtEHE ROEE
ER I TR -

BT REH &% 040 %8 (50000,0,0) ERZ @R
BEMH 0 REEELE (0,M, oo) #iTHE » LRRA EH 518
W38 3t L6y AT Mbytes 89 - TBRER LT X -

AREHZRBEREL B $kz Kb (byte)| M 25 A&
SHELLCODE x86 setgid 0 | 151611 1300

SQL  Injection  comment | 206085 140,
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attempt

Web-CLIENT Windows Media | 390745 200
‘ Player zero length bitmap

Adobe BMP Image Handler | 561305 90

Buffer Overflow

BWERTUIE > $MB200%  FTUERL T =
B BEH o sbsh o Bl E 53 (2000, M, ) F2 371
L S %3 (2000,0,0) S5 ERY 6 BAAREMS S Rp &
3CE o "TH3CH ) PH—EBEAHME#R 23 Tl 4o
B EMA200bytes BFEPT ER L Py 11 ey BEH -
BELETRYALP > HE 4% 28 (2000, 200, )
EREH AT EREOBELIMA I ARAB T BN S
Z I BE - BHRERL "E3DB, Aim - £ E TR — R
EREBESHP EHR 24 AR —HEWBEAETH-P Ay
® 25 %P A 130055 11 EARFEHETHER - AtaBn T
JoZ SR WA A EBH LML - & P A 1300 85 0 TH 87%
B EER -MmEP AH20085 BMITERSEXRESHALH L
0% A7 2/ -
BERS HNAREH @B TSR T 458 23(2000,
200, 1300) 7T LAA% 28 98.5%8) 435 F 4k « B AR BN G H P ¢
LB B Fo BT 0 REFT B 8T%IBEAE R B o SABALLEY H ik AT
TWmZi% ToHNBEFHEROEBES 48 23 (6000,
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0, 0) fEHABEE 93%en @B FH LR E S B4 T0%EEEE
Bl o BBl o $NEEHIER » BlBS B a2 UDP iz
FLBTRAE ) RGARBEARA-FTHRES &K
REZHAE  -HEBFTHREEN—HEELE 30 L&
WHEFEI0TaiE—2pieHiEsm (connection track module)
32~ — 3t L, #AER & & (process characterization analysis package
database ’ 2, #% & packet capture database - PCAP database’ PCAP
ETHE) 34 LR —4#%F (network interface card » NIC ) 36 -
SR K E 30 TR -IFEBUAR — NI EHBEHE - A
BR 3E &k W A2 sh SR 4B 28 LA R PY B 48R 2 R UGB X 4 IR 3 4R 09 4
Bite, BRI HMEE 32 A BEBF 365 B LEBHE
R PRS2 THRS AR OGEEAPCAP L ¥
PCAP # £ 77i1& PCAP T# & 34 & - st ARATF ¥ 1. PCAP
F§ R AR PCAP T & 34 4] > ARTFT/ERA R 4b A 2424k 48
BAEZEHBEARHBAEER
HE - BRAFTHERMNENTEZETOLREREF -
2B TESEH ) RAARERAETA-TREFAZIEBREZFZ
mAZE -
SUBRATRAREBAEEZMME TS LI 6 @3
BHEMR BiARFESLEEBRHORK(ER)@RMEA
TEAGHLBREFEAGUNABHOERERTE X

it
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o ENEABHROTERBSLEEREREZSF MARE
MHERHOAHBERRFREDE  BRELEEZRSTER
)?. °

BREFEAHRBEAZIHCLKE (total length)
FEM AEBATHERH ONBEBEUARMBRT AL (F5H
S410) - XHBHOAF G ALY BAEHELBTRAE - 2
AR TE > AlE—FH diEKkE (header length
HLEN) B ¥ B RABLR T L O ERHORTEE R XY
138 (58 S415) -

ERARENEBRIOELE T EAEBES ARBERAZEY
WL LB BRI AR EHEBH AN —BREE (F&
S425) - BRBAFBARKEMBERE > EA—E#4 (dummy)
YRR TEG @B OB (F 8 S430) - EF i o 4%
FREHEBH OO BTLEGIHOLEERERBERRE
BPT AR KE i AEBH OB R EBHER T AL
o

MERTEOEBIHCEA R T LA A E ki

BERTENEBH O BEOEBR L L @B 54

AT WL 0694858 (B S420) - B E — Bt s
HERIOZIEANNBERS ER  Hlhoiz B LA 48R
B9 R B IP 4 ht (Source IP address) ~ B &) IP {3 4t ( destination

IP address ) ~ i# #i# & (Protocol ) ~ 7£7& 85 R (time to live)
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AR (flags) B 4E R —BEBEKGELEREHE
TR R R ARG EE o HEEE T HLEN & total length i3 i
1B M4 A 694548 - =T sA#) A T total length = HLEN + & & & |
oA E 8 o %545 (identification) MM E 69 Bk X HEF
— B R B 0 B3 A — 1B 4838 31 ¢4 identification AR ALAE #Av
15 B b7 oA 46 o A7 1% F) 4k R R3% 69 483841 .49 identification
WM E RS EFE - KRG BTHEAPHEBICET—R
K BxFo (checksum ) #93t & > L1548 #5588 P checksum #4{E -
Yotb— R 0 AR TTRIB S ST 948 SRHAT L5 B S425 LR
B 5430 - 43RS ARAF Y B E W a -

bz 4t BRERAEEARAE R T A &Y R&
(capture loss) &9 — Rk L EERZ - BA—RFEB R ES
BEFY N TRARSELARTENERH L  RERRTDHFB
ey RERH & o HH TCP » RIEH7 A2 B 818 T 45 2R L %1
Z #4638 (TCP header) = — A%k (sequence number) AR —#
338 (acknowledgement number ) B R B FEH B R LT H
Bite Rk o 27 UDP: RIRERREBRHACRATELT
RN IEL -

4B TR 6B > HAARBAEAS —Fhiip2E
BREFZIHEZE -

BRBFT ARG AR 00 3 L FE SR & 3R
BARR > FIBRT ARk Q (FHS435) 5 BB RISk
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HE APTHE S0 REE S -
HZERERFRBEZ Y — BRI L A TS BEER
HHE RBERRSKEBH OHBOERE G E b Es
& BRRKERH AEE (F5 S440); RFRKEB
LEIEIR  FERER I ENBBEERE (T S445); UA
REMERE  EAESREAARSEBHCHBE (FH
S450)
[ R ¥ 4mihif  ARIE TCP @M & > HAWRB IP firak s B
—HERER T —BERHE A% E
XA AR OHFEN I —AEBH O EHEE
(datalength) FAA—EHiF XL MBELHEBHLE -
RAERTHEABRERNGEE L EERHOREEF AR

EE?'-&";L.? %{%ﬂ °

& IP AL ht B £ 2 [

W k|1 2 3 4 5 6
®

RE>BH |ADB |A>B |B>A |ADB |ADB [B>A

F 5% a at10 |b a+t20 |a+40 |b

B3R5 b b at10 |b b a+50

EH&kE |10 10 0 20 10 0

(byte)

WRAT @HHL2HFREREBHE
W 1 EHKE (10byte) -

1 9 F %o b
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BREBH O 4 ARGHO MBREF TR EABIE
130K 56- £+ R Ad AZBIEBHA2URSHAE
WA G EYREF—EEHEKEA (at20) - (at+l0)
HEBHO  CRRERI L4 - RB L EBE EREFT
HRBREHO BKRER — @R L @R H OEREME
k% Sl

BT BREFTEOEBH T ZHER E4RER
MEFEBRRGOEBH G ERSGEBREET AN ERE
Mo

FERENABREX L EENERRFER NI OE

BAEAKERERERE/H - ATRLFTESMACHKEX
WERHOAGTHFN EERERRFREARE4ZAH
B E O FRELRSTRIRNEREARFHZHeEnE

BomE (BreEite) &2 -

FLRTETE . RGARBAEA— TR 2BE
MEXRFZIRER -

EEMEREF A B KEBEFY —FHEFHRR—
WREEM (FHSS10) AP ERELEMAIEE D —
BRIBARArhE o HFIRIFEIRIE R 0 T ERF R Y
BehZE ) — AR eReEBIte (F5S520) £ +4skig
S HE ST AT MR s e ak (IP address) » AR T 354
B IP bk bA K B AZ IP fak -
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RHadi ERMNERRAFACHKENERERITE
REFHEBUZEHBRR A n4aE 8RR IP L ht AR B 42 IP
fratey ety (WERHE) LEH2 -

FHELBRTESE  EAARBAEAS —FHEMZ
ERENERRFZINEE AT RES Y SEREREF
BHEE XY EEH O R ERRIE L2 @R TS
Bk o

o EREKENR TEABRERMNZ I BT 6,35 —EKiE
BRI T AR — Rz E (port); B P @B QRIBT L — %
BIBUR—BEYE - MR S L FM (BPRIRIP frat ~ B
a9 IP firhk ~ BHWE - RBREURBHEEL ) BTIHT— 45
ERER o

RLEEBERETNEAS Ll S T MeF ERHEHAE
FFeTARIE R R R R 2 R A ik ~ BB R I T AR 48

® BEGREF  REEBER OB LG (SBSSI12); $E
#HF g eymgite (FBSS14)-

EEMRABALEHGRATCERABES ($ B
S516) - EREHUBEARZLIHOARARANER@ABRES - &
REEBEKEANRRRIBEH T R{H ARBFEBELM
NHERAEREIGUANHTRGE) —FEBEEHERHE
(B S520) - #4588 S520 F » T & ArH SLEBE LA
HENAMAEBESR  NEXERAKLFH -
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W ERSS22 BAREMIB AT CEREABEMS - ZHK
A Bl EHAFTHEMNS FAERME) —EERERY
Wagdt e (FERS524) - RFEFHFRE EEMEREFTE
WA R e @R EAF AR EASH T OEBESR UTR
EREAKFH

A 0 NP ER S526 BREMHILATCERERTF
B kR N EHEFHBHMZAE REHNE DS — 18
WELR R e m 6 (B S528) -

BERBABTHZ —FHis > ZN P S528 214147 K&
HEREARFS  EENBABERFERAGEBHE L
ERWBFH

FHBLEE TEOE . AGARBAZTA-THRESZ
EEMERZTER c REFHFH 62 AREHERLFTH
FEMNEHEF DS EMEREE 60 PEFEMMIEK - UER
WEFM BERFEEARBRERE N TURFI B TREHER
B4 60e H4meRiEs 60e A XM AR B X RSER - A4K
BTESE i BENEEES K ERBESLER 60c -
493238 4% 60a~ 493838 4% 60c - 483438 4% 60b LA R 4858 & 60d
CRA E4E B LR 4R 60 o

BRBEALAZREREZFUREEREHRAFATEEA—
BEMBKEE -F4RBR"HE 108 o RAARBAZA—F
WA EFERERREIIRE - —EEHEHKE 40T
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O3 —EEM FIE /N B (selective replay interface) 41 ~ —#T &
3 % (preprocessor) 42 ~ i &piBHeMi 4 43 - —REKIEH 3] &
(loss-recovery engine) 44 ~ — &3% 3] % (replay engine) 45 -
—iEEERAZX /& (socket application program interface °
socket API) 46 - —3% 554248 (routing module) 47 ~ —Ea#Ei
48 (validate source) 48 - 492 F 49a ~ 435F 49b ~ PCAP %
A E 422 A R — & # 4esk (replay log) 452 - BiE3EM Sk #
B A0 GAEBWERF 492 LR 49 Rt EFE 2 @B LL —F
B % B (device under test) 50 -

EEMERN DI ARELERAFHEZFHER 2 XA
FBEKEN BHRCLETRFELANRES 2 - TREER
42 it & PCAP Bk E 422 “Pﬁ-i‘] CHRFHEBAE > BB
HIBLIRE T RE TCP E4#& (TCP segment) 2 UDP &k
3 (UDP datagram) R4 G Hisism 43 - 2 REHE S
43 f bk sy 60 B B FEIKAE » HF B B AT I8 4 62 B
#4726y TCP & UDP # 3B ey N BR B L RFKIEEI B 44- R
SRS M4 RPATERES > HB BT ZEBHARTR
¥ RRRFTARKZIHE - AL EF - REEHIF M5
BEBHG - BIRKIERTNE 44 & RARAMA AR
IR -

odb— R FH#5F 45 F 2 LG EHIAR (stream ) 3
ZBEERARKNT 46 AR ERGEIMEL & - BEH
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