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This invention presents a new mechanism that can trace the execution sequence of kernel functions that
process data network packet and record information of concern. With such trace, we can analyze the
networking behavior, conduct software debugging and optimize performance of networking devices. The
underlying idea of the mechanism is that the execution sequence of functions process a network packet can
be derived from the sequence the functions access the data structure of the network packet. The proposed
mechanism first adopts a function analyzer to identify all functions that refer or handle the data structure of
network packets, and then patches instructions in each function identified. At run time, the execution of each
patched function will trigger the patched instructions automatically to record the function identity and other
information of concern. Because, the patching instructions are executed in a sequence exactly the same as
the one of the patched functions, the patching instructions can thus record the execution sequence of the

patched functions.
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struct timeval tv;

do_gettimeofday(stv);

printk("Entry time: [%1d](31d] functiom: [%p}, skb: [3plin",
tv.tv_sec, tv.tv_usec, _ FUNCTION_ , skb);

TW 1425795 B

___________________

RPRPEE

................................................................................

struct inet sock *inet = inet_sk(sk);
struct rtable *rt = skb->rtable;

struct iphdr *iph;

/* Build the IP header. */

skb_push(skb, sizeof(struct iphdr) + (opt ? opt->optlen :

skb reset network header(skb);
iph = ip hdr({skb};

iph=>version
iph=»ihl
iph=>tos

4;
5;
= inet->tos;

if (ip_dont_fragment (sk, &rt->u.dst))
iph->frag off = htons(IP DF);

else

iph->frag off = 0;
= ip select ttl{inet, &rt->u.dst);

iph=»ttl
iph=>daddr

= rt->rt_dst:

my;
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Method for Tracing Processing Procedure of
Network Packet
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This invention presents a new mechanism that can trace

the execution sequence of kernel functions that process data

network packet and record information of concern. With such
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trace, we can analyze the networking behavior, conduct
software debugging and optimize performance of networking
devices. The underlying idea of the mechanism 1s that the
execution sequence of functions process a network packet can
be derived from the sequence the functions access the data
structure of the network packet. The proposed mechanism
first adopts a function analyzer to identify all functions
that refer or handle the data structure of network packets,
and then patches instructions in each function identified.
At run time, the execution of each patched function will
trigger the patched instructions automatically to record the
function identity and other information of concern. Because,
the patching instructions are executed in a sequence exactly
the same as the one of the patched functions, the patching
instructions can thus record the execution sequence of the
patched functions.
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be derived from the sequence the functions access the data
structure of the network packet. The proposed mechanism
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Bl REGMUAHCOEREMABIGRBERLA &

@ & LHNAMERGHBRBEBEOMEFRTER -BF
EHBRHOTHALBCRE 2L v e o T A(Linux
Kernel Profiler) 2 A R W B & 2 # % %4 v R
) (internal )7 A  BAH T E RS T U B8 ' R

A #§ (Source Instrumentation) ~ = i& %] =T B %3
(Binary Instrumentation) - % #t B 4k #8 (Statistical
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Kernprof

Source Instrumentation £ & & % 2 % % R ¥ &
(Source Code) » HEARE LR A S W 3P B M35 & » BLiE B
N M A &A% o IR &) (internal)4T & o 4] 4o Linuxié ¥ T B
4 % — 4% (Linux Trace Toolkit Next Generation, LTTng) »
oo P R o 4 2 B #2 KX (Kernel Tuning and Analysis
Utilities, KTAU) ~ Linux 4% = Ak #& & # 2 (Linux Kernel
State Tracer, LKST)% » S %X 24 4 P E &2 894 o & X » ik
CHEEFABCEALARTHERZSOML D X FARE KX
%’ﬁﬁTﬁcgﬁﬁ%ﬁm AR>S & 4oy &R

TA > b ski®F 645 LT x i (context switch) ~ 3t 8%
% #7 i% (timer expired)#v % % =% Y (system call) ¥ % -
EX RABLH o EREBHEOEB CELANITR

ﬂ@ﬂ’ﬁﬂ%%é%%ﬁﬁﬁkimﬁ%%ﬁ@&ﬁﬁ
| (sequence) » 7% B #b 4k 3T 4% & vk i BY B AR B i R 4 R 4
AN BOCEBBRWENRIEBE 20 &R & H (Kernel
Function Trace, KFT) -~ FTracefv Kernprof% - 8] i& — &% %
AR WA %A S &R R T & X BRAT IR Fo AT B
MEAM L =ZABRMELCELRIHAAA % &KX
BARKE TEBREABECLH4OESRBERE  ERF —
Pt 7= & ©

# % :index3s £ & K (primary function) &) 4 3% ~ %time
& primary function#y 4 A 8 i b ~ self#s primary function
¢ i€ 47 85 B ~ children3s primary function=f #f F (child) & &

4
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BF F] ~ called4s #% «F =4 &9 48 =k 2L ~ named§ primary function
4% EEEKAEE H K 4% (Index) 5 5 A [20]1 %
[21] > £ £ & X 89 £ TF 345 4 & (Parent) & -F (Children) &y £
R (R ERAGFHRMATE)  Km o HEFRA R EF
AR EETR EAESBERBCLAREH LY IXNRITIE
FiRFERERABEIRBINER EMAKEHRE
EHEBERHLEGHIZCRHXNFT -
Binary Instrumentation¥* £ % A 5 & 4 % #% B 5
®  (Object Code) » # #4712 4 B % 5] b3 6% % 4% 79 30 K
& X REHNHEIHALANFGITAH - UAKEKEH
(Kprobe) & ] » B % & F & # & 4 F 2 X (Compiler) s &
R 43 #2 X (Disassembler)&y 4 8 » T ARE B 2 v &
Ry sa AHBLBET LR EH ALK SH
BRAFMERTR-
X Kprobe » Kernlnst ~ Di& # (DTrace)sb Z B H T £ &
o RIEHIE S & &ty R B (Object Code) » LA i 3] & RE - #7
Ao NI ITHA 0 £ A H £ b Compilersk # Disassembler
MBI BREABRESE EXERALETEEABCLZLRE
Mo eN FTRELIEABERMOLELY

SHAAFF O LLBERTEEFBEABFEE IR ORA LE
sk - EN BT ABMZ 4 HBHH)HEX
(Systemtap) " b R EERRH{ —BE N BLERF > HE
AE#bitN @it BKprobedty B gk - 18 A H R A 32
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HEBEBSHA LM Systemtapg FHR & BAFEHE L FH
Koy F Bt 8 % ARk £Kprobe: 12 & 48 A F14K A
FRZEARBCALREGABRH OB OB FRIKELE
FEMERHOLEGHUBCREAFI ARRABELEEDFH
HEagANERELHABCHXNFT -
AARABILE > WO EHFMER % % (Kernel Level
Aspect-oriented System, KLASY) » st 3 #i7 & & & 4t — 8 A
W e RAE BERAEE G N & HILE A Kernlnstey B
ok > HiBBE ke Compiler(gec) b i o2 X ME
BoROMELH4HEE LR BERBTE  EHZT U
RUEBBEARLEHENLHE  KLASYZA R EBREEHE
AR ESE S n 0 3 85 &k £Kernlnst > 12 % b 4%
WMAEEANSHENEBNRAR ERAEFRLREARXRHER
aEagem XN F BLUBEREEFILY
compilerih By » HHBRAX R ENHEZBERFTE -
NEHEEALBAEAMCE LR EARH Q)8 H
o A TUAALIRRG T NERFORERF > RMA
IRAFAFEER R HERIAELE  REEHFHK
WEHMHLOAB S R &6 & KXNMITIEF » ™ HBinary
Instrumentation#) % X 2 & A M R #& £ &) - £ » Statis-
tical Sampling®* E R B MK ECPUF E A ITHIE AL
(Instruction) » BA#H L LR U LI HF X > ZRLE
AE - m#Oo#TE(Oprofile)m s » bEMWMEER
RSB F X oM B R4 iTh BHMBRERSH
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BAELGERUAATH IR 2R LERE Bt ¥
WwHERMERBLTGHBRCHIXFT -

e RGEEH4HREARH LS I A MRtk AR
BARBLARERREHOHIXNAITIES - Bk B A
AE—FTLAEGRAIHEERM s A LR BEABRBREE
ZHEGREHOHRIAIPITIES BB HABELRELER
EHEABHLEE REGEHMURHSCEREN MY RE o
tt % # 4% o 5 # T B (Linux Kernel Profiler)E B 7 i&

@ mnENEEATHANRR LRSS T

1., 82RELHCEFAHNRIXNF I ZBHR L HH
RESHREHLH BN ZIHRTESAOERAF RS
12 3

2. LBREBEENEIRBIOEERFTRAAIRA HP
BARXKENHERERTR ) UK

3. BRAELALEHHOLRERZAAKLT i &t

o BRALIKRB TN HEANERESL,  BREEFHALZEHHEHE -

At B EHXAFFNZEIREHCE Y ER
WEHE L BAENMNEEBFIHNEERL AL A GEHEORE
BLZAT B IAIRNIXNEN B S FRAALTE

CRIERBRAAE AN EF —HEREABRHOZIRER
FhZEk BRTIEFXKBRRAEIREBERZH EENER
RERABEHGBERBEHI I FAEE R ik 8% 3N
BROHEFRZARTRAEZI DL FEPAEA KRR A
HBREATF AWM IRERABRH LI ARAETHHREH
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MR MEFL24ABCZRERFIF AL R > LR o7
AMAEEERB sk buff bk— B TEHIEBLRAELKEK A
HENARD 2B XM aAREBEZ I P RERDEH
BATHAAHORNREHFAE -

[#AnE]

AFERAE-—HER -—E@BHE
—RERFOFT R AT ZEABHE
N> BEZERBRHLAE 2B ORI

O THFHE +9—FARFR
EHRBREREZRF -

BEE A EHERALAE— Linux ZEHLEHESL
— sk_buff» LMF XA R LA 4B S UAFTRIAEBH G >
T EEOAHA-—BEIARERAEB T ATR
EREFALZRENEHBZ —HTHERE -

X#HB— X EHMAOBRBERE  AFAT R E R —
e -—ERHOL—REERAFS T L E P2 EBHE
Gl —ABBORBSHRERF SF O ERTH
BoR#£-X UAEZEABRHEL HFZEKXEL—%
BORAZSLHZ-EFHARL UABHFZREHREE
L MERZIRBLF

B4 BT EHEHBERLGA—HHFHEELS
MBEHAELL— sk buff 2 BLERAELR—FBE
% - |

ER BFEHNEHABLTUAA AL - —FHLL

(Network Packet)=x
HEFE-BEREH
LHRERF

REHEHE BHER

G
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EHAELX—EREHER MREHMALELLEHL A
ZEBHOZ—EHRBEELME -

ER  HAFERETURLRZALZHB L — R
P FHR—FRZEABHLHNEZIA >  H P ZHFRIAEABRH
CHAXNA—HAEFRIABABHLHIAXR—HMELER
B RS RE I

BREE ZIFXLEEFREBHOHEIXGHNA —
e E 4% % (Global Variable) s — 4 # A E L -~ — @

. BALLRL " ERZRAUNEBEFRZEABHE

BEE BT HBEEREBLHOH IR G —
of v 17 B 48 B 4 @ 2 &% X (Indirect Caller) & — # 77 &

% 3t 6,2 & X o (Indirect Callee)» $ £ —Eun 5 X m
Bl %A - ZEBHOHER AERZEBHE

ERRA—BTITOBERE AT AP A —HEH

—HBRHOZ—REBFOT R A FH@ABRHOGE -

® A4 ORNBEIRREEF BT F0OETIE R4
FRZEABHLH - BN BRA—ERELSNZ I T
ASATZEX L EMBEZERIEL  ARLHKZ L
AZX—BINF BHFUEHRIRELZSF -

TR BFFEFHERIEALSGTUE T BERBE
(Instrument Source Code)  Z A 4 B — £ 4% K — K 55 -

ARAE D LEBMBOMA BPRRAHAMER 2 6
MBFHOHREBFRFZIZ REMNASYRZ KA UF R S
EHEH MHEUAERIRELZF LTEAZRI LB



1425795

EHAE L MBENFTZEHEAR LU ERIRERAF
zﬁé°%7%%a%’iﬁ%w%éTﬁzﬁ&%mw
BB~ EmER -

G R ZED

ARARE VO ER L EBRAAKLE P X ER
ERHORERLFHAB AN TEIB I FTRE
BHOEHGYERF  LHREABFOLABCEZHKLORER
FoABARAAEBAREAEF  TUAREARITLH
?ﬂ#ﬁn&fﬁ&ﬁ%ﬁfﬁa%ﬁ&ﬁﬁ?ﬁﬁm%
BHOEHG &KX EALERK P& ' fd 2 K
$%ﬁﬁ&ﬂ%%ﬁvﬁﬁ%%AAa%%ﬁ%ﬁﬁﬁ%
BRALBEIRBEFONTZAMENR KEATUHHA
Linux S 24N ARNFTEABRGFEABRH O ETHLEHE
(sk_ buff) M AL ANTREZERH L ITHEGR
g‘l_;o

ARBELGE B ELBRKBAEEIRE S M
AHNAZEBAEARYLAITA  EFAAZA@ABAEAR
(BB REREZCHERMBHKE RG] A > wREAR
BRMKR B EFREINATRAE TP ARAE AT URERTT
REBHOHFIXPTEF EREIZLNFTREARH G
MITHRERMBRARIEMOELBERZGIRA-KET
EERZEAYORETRAE WBREAREXRERGE
¥ mIBEAZAEARN ARG BAR ZE - TREH
(Note- book) ~ PDA ~ # # (Handset) - A% F R & & -
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WBEXEREME@EES -

A EMAFX Linux B 24586 @RI
Linux < 24N REHBE » &4 F K (measurement)
EH B EIAAABIRNEZLERE I ZIHAS
(statring)B5 fi] » A RS AR E L REBHOLREREF
g # H 2 — 18 8 12 F %6 (applying) ] » sb B2 4k T A A M
# (developing) @B £ E LA F E2BREA-EALARLRA
ERBERAL—BRE R EZHLEEARHCEHAILESL  H

® o iRABMEREAGAEEBHAGES AR
HERMN Linux B 4T #A Linux B AR RIS
ARHFOZENEHE ERLNXBCALANFRAEER
HOWTAHAARHE WBHELETH Linnk S 24N
ey WBAITA -

A AP Linux 8 &2 &8 F 5B 0 £ &3 Ho B 3
o AERBOCALNIERAEARH LY I ARITIES

@ HEBHAHEAL-BARAFTAT G FHLMNE-E
TR—@EBHon—FHEH sk buff Lag—F2F
# (Management Data) & — #t & & # # 5 (Packet data
storage) * AZHAF A Linux BB 24N ANTE AL
FEBRHANEHER FASEOARE R HFRE
BHoHHZIX > MAELDXBCRAARSIANETEARRE
ERHOHEHLEHEP A sk buff- FLHME=B » B
e - @B aex—REZFOFT L AP ZaEn
HOGBELZETHEEN LZEBRH LA -2 &BC
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NBELZBRERF BRI F0HELTIE > F9 — F KU
BHEZEHES EHEANERZRELEF MAFRAR
Heh XA ERIXAFHFE sk buff (W E =B P& E
EERAmT~H) TREH#GIXFTAFTRERHE
ABHATUE HFJEXEN Linnx B iéHiZ P o

B kLA B — Linux MEAEHEH L —
sk buff> ZFEZFNAZLAAB U FRZAEABLHE » %
FEREOSAA " HEARAANFRZERFH L BARE
BEAZEHLEHBZI-—RTRSF -

XEB-EZZEMORBERE - FLHNEOE > 248
TR BEEE —HERARBRHCZIRERFASTE R T
DEBHOGEAABCRBLIZREBF S F H 6
o THFB RE— X UREZEARBHEG HFA B
RE— 2 TRAULHZ—ETHAUEL UREHFH
EMAEL MERZIREZF - ETA LB FTRXHE
HAERLGTUAEA-—HBFHRETE - M AELHAF A KR
Ro#HArEk o BFRBFLETHZIBELNT % %
BETEHIAERLO R LA RAEREHBALEL -

FE#LnxBSAAHREHZ T EFXRFRSE
BHOHYEIXTF  AETUREAZETHRAEL A —
sk buff b—H T EHZRLHEL FTUHA LW
REL FH2MEwBE A BA CETHAE ML (Alas) -
£ %4t F B A & (Customized data types) ~ £ B H & #
(Nested Structures) £ 8] L Z A EFHEHAE R LT U A
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— 5% 4l —FHAETHABAREL 42 —EREHELEHR
43 mEMAEL 3 HELEEZARF LT —FHAE
A A M
B CETHRATULEBHSIEFIAFRBLE
#HoBRARAFRAY IS T EL—BAEFRFTRERH
BZEHAGFTR  BIFEOSRZLAGB O — RSB
P o EFH - AFRIEABHLHZA EFPZFRZEK H
b s—HAEFRZEABH LB —HER
® svassewax - wsrMEOED BARsREL
Ho B XGAAATOESIN > —2RXEHOTHEA
“CLELSHEHE” > Global Variable)44d - — & X 89 2 #
A A& £ (Parameter Type)45 ~ — @ 1% & & & (Return Type)46
% — & B & £ (Local Definition)47 > 4 A A HFRZL AR
#H e o
A-—Z B LHBEFRFLEHSBEXERANARLE
@ UTHIX FLHUNEZIE ZMEFRABHEH DA A
F A —Fo FERA%H S & A (Indirect Caller) » B4 & R
Edo| B FREBH L2 HIXFAHH EEd — 1§14t (call
by reference) 7 X * mEBEK FRF 2 -z @B
HER RAREEASUFRIAEBHE A0 EXE AT
— R @B H 62 & K F o (Indirect Callee)’ X H
EgAREABBFLZHAX G 9 AH > H #£d call by
reference M EH GRFZEHEBHOHHEL B 4
B FAFRZERHE

-
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B# BHosrmzT  FLHUFEtBEE AL Aar
FZB) #RAKRIF—BITITHAERE » AEATUA
AriiaXowdik HEBAFEFFREBHCH D
R AL RXTHRAHELS  THAEFALH - HLLERS
BHOZEEREANO T2 AT Z @B HOLE— 24K
CSHABERZREBF BT 26E T HHE  RE|EFRIZ
ABHOH - IR HBRA-EREBELS (Hlo £AF BT
M REHRERFE S — T A KR4 (Instrument Source
Code)70 > R—EAEHRBMENIE L) WZ R T > M
BpiITZEX > LEMAEZLERIELS ARLHFZIAZ
— WK BFURERZRERF ©

TR LB T EZLHERBELBTAAS - T AR
Ao LIS B AL T RS T XY IAITESF UR
IS AARFERXETRFNL RUEFAZTEFERA S
MAGhERKE REBRINFAHA LB —RBEREL
A2RXEMHYHFHR AEATUERANEBEETSHME B
AMEBCLAREZE RWEELBHLER  RRAMLE
ME FAENBR RKREZWEE ML R KFEATUR
frEanaRMEENRBEHERETRBERAKAE AEBEEARE
jio

XAEITHWRESYMEF A - packet processing
sequence - packet processing procedure -~ packet
trace -~ packet flow » packet data type A kernel
function % - MEREXEHNEALBRAZABAE A EA
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T E#HRE 4.4 (http://www. uspto.gov/)ef £ & £ 4

TF -
1. "packet processing sequence" AND "packet data
type": 0 &
2. "packet processing sequence'" AND ‘"kernel

Vo sy

function": 0 &
3. "packet processing procedure” AND "packet data
type": 0 &
® 4. "packet processing procedure” AND "kernel
function": 0 &
5. "packet flow" AND "packet data type": 9 B

LA

"packet flow" AND "kernel function": 7 &

AL

6

7. "packet trace" AND "packet data type": 0 &

8 "packet trace" AND "kernel function": 0 &

EHRHEORFEORCREFENZIEHNEMHEI T ¢

® 1 US 7,453, 801

Admission control and resource allocation 1n a
communication system supporting application flows
having quality of service requirements

2 US 7,305,511

Providing bothwireline and wireless connections to
a wireline interface

3 US 7,164, 657

Intelligent collaboration across network systems

15
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4 US 7,136, 904

Wireless cable replacement for computer
peripherals using a master adapter

b US 7,127, 541

Automatically establishing a wireless connection
between adapters

6 US 6,963,955

Scattering and gathering data for faster processing

7 US 6,950,859

Wireless cable replacement for computer
peripherals

8 US 6,894,972

Intelligent collaboration across network system

9 US 6,665,495

Non-blocking, scalable optical router architecture
and method for routing optical traffic

10 US 7,689, 254

Runtime adaptable search processor

11 US 7,631, 107

Runtime adaptable protocol processor

12 US 7,627, 693

IP storage processor and engine using RDMA

13 US 7,536,462

Memory system for a high performance IP processor

16
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14 US 7,487, 264

High performance IP processor

15 US 7,415,723

Distributed network security system and a hardware

processor

16 US 7,376,755

TCP/IP processor and engine using RDMA
XEMEXEHREABRMNEANAEHNERERET 2

® # (http://ep.espacenet.com/)8F » & F & T :

1. "packet processing sequence" AND "packet data
type": 0 &
2. "packet processing sequence" AND "kernel

ALK

function": 0 &

3. "packet processing procedure" AND "packet data

P

type": 0 &
® 4. "packet processing procedure" AND "kernel
function": 0 &
5. "packet flow" AND "packet data type": 0 &
6 "packet flow" AND "kernel function": 0 &
7. "packet trace" AND "packet data type": 0 &
8

AA

"packet trace" AND "kernel function": 0 A&

BFLEREFAOARBTRNEZAALAEZRTLLHELYER B

THMBEABFAEMRIAAR > EPAAEALAETHHEMNHF
F) o

17
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G Eprii RERHEER— SO %RS A EHAS
W EXARGRZEREH NHERERIRERLF E A
FrERSSBZEHYEL AT EEREGHREIZETH
RAELUERIREZFZISHE - HAREAREZA
+ FEREEMAZEREH  RAEFTRoMFFEHNE
Bl AT ok AR o

[B X ERA]

F—B A RH T A2 Kernprof # < & X
BHEHE B

F_B RATHSEREBHOZIRERAFN T E
FMAIRAZEMERNEREE

B RAFAZIHEAZXNFIYABREETHLEHEY
BRETHRAZEARXTE

FoB A RAZAZFERACETHINL - FEALE
HUBREKRAHRLEBEANZBET R B K
B

FuB B REABEAREBBFLH I XN 2REH -
FANSHAEL HHEAELRERIZRELZKXE |

FEE - RAARSTERERF L2 HA 92 KX %3
B ;

EXB RARAAKFRABFH OZ HI Ty K&
T EORER

¥ tB RE-ZBIHBAELCLEROBETHRAZIE
KB -
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41 :
43 :
45 :
47 -

(22 AHARAA]
7 4
SR F A
SHAE L

B R A

42 :
44 .
46 :
70 -
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Pz -

102411 B22 B4R

- EHEA R
— #E it % — 9@ % 3 & (Network Packet)z — R & F
B hE A PHERHOLBAFLE—ERLEHEN BSH
Bt —42%2 42489 KerneDAELZRER
FooMA kel TR
ﬁ#ﬁﬁ’%%%ﬁ ¢ — & K, (function) > X & 2 ¥
mumie Az RE— 28,
EERBSLHZ—EHRYEL
BEMEFZEHARL MR s X2 —®WAHF
MAN—BHRBFELSNZLHTF 0 XA
TG H ARG EZETNLEHE ERABRATEZE K
MBS S ERES BERBEZBNFRERZIRERE
B oo
2. 4o F EH lﬁ%llﬁﬁﬁizﬁ/f\‘ EVH A4 b—
Linux > mZ EAE&EH A — sk buffr ZFEHNAZA K
MO FRIZEB MO R FEFEECHHA — 8 T & K
GRUABRHOG LZREEFAHAZEHEHRZ —HATIA
B oo
. ¥ FEMNEEARL | Bz AFPZEHBEEL
A -—HFHARL ML EHBEL B — sk buff 2 &
BARAELRR-—EHWHEL -
4 P FEAGEAF I BMAEZI T E B PAEHBAREL
BopaE  —FRAEARVBE R - RRTHELEH > @ %
WAL GEEBAZEABRH O —FHAUEEANB -
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102411 A 22 a5 E£R

Dl P FEAMNEBE 1 BREZ F X LEAKZ L %M
Z—RBEHYFR - GFRIZEBHEHRIK H PR
FRZEABRHOAIXNA - AEHFRZEBH LY & K
Z—REFRZEABHELHAR -

b PHFEFAMNRBESFAMEI S Z AP R ARFRE
¥ e s X GAHA—CF S5 e % % (Global
Variable)  — 2 # A & 4 - — 0OV R LR —EHRET A
NEBEGFRZEB G -

TP FEARBESAMEI S E AP RMBELFRSE
BitaoyHAGHNA — Y FRAKH 2 % K (Indirect
Caller) & — #%& & B 48 % 3 & = & K =+ # (Indirect
Callee) t #  —Fun F XA MHESF -G EBHE
IR AFRZEBHE -

B.Ww P FEANBEF 1Bk L P His sk
% — 1 B B ¥ # (Instrument Source Code) » %A & 4
— L&k —RE
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12411 422847

vait_for tcp memory [177]

_generic copy from user [126)

tcp cund application limited [468]

tep prequeue process [35]

tcp rev established [24]

'l
[
|
[
|
|
[
l
|
i

tep_rev state process [172])

2 E:

index % time  self children called  name -
1,72 4.67 405453/405453 ine;ngendmsq [19]

(200 43 172 4.67 405453 tep sendnsg [20]
0.8 3.49 369229/378536  tcp write xmit [31]
0,14 0,42 378536/581181 alloc_skb [60]
0.35  0.00 378336/378936 tcp send skb (73]
0,00 0.03  3011/11680 _release sock (107)
0,02 0,00 63593/104363  tcp mem schedule (144]
0,00 0.02  2292/2292
0.00  0.00 1262/344547 _wake up [39]
0.00 0,00 16033/801788
0,00 0,00  123/1384 _lock sock (178]
0.00 0.00 10/13627
0.00 0,02 1473/581181 tep delack timer [96)
0,00 0,13 12520/581181  _release sock [107]
0.11 2,71 264926/581181 tep vd_rcv [26)

b2 309 302262/581181
1 4.2 0 5.9 S8l mwmmml
" 0.4 5.16 S60181/500181  tcp rcv establ

0.00 0.01  800/1000
0.00 0,00 200200 tep_child process (226]
0.00 0,00  400/400 tep vd hnd req [247)

% — B

|
|
|
| {
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102411 A 22 BH5ER

BEER
| sk_buff 1
! next - L
i ey : sk_buff
| list »
| [
l stamp |
: dev —T'—> net_device
| h '
| nh ' P
|
. & ] I
' S |
i len i W2 | WAC header |
| 2o ! | IP_header |
| 2‘*‘5" | | UDP header |
ata : | |
d | ! |
E il | > datarefp:1 |
e _ e |
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int 1p build_and send_pka(struct sk_buff *skb,. struct sock *sk,

= e - ———————— ==}

; § g be32 saddr, - b832 daddr, struct lp options *opt)

struct inet_gock'*inet = inet_sk(skn;
struct rtable *rt = skb->rtable;
struct iphdr *iph;

/* Build the IP hedder. %/ e

_--______-_-_-_.---.----------.-.-_---‘_..-_.-__--------_--_-------—-__-----_--_..__--__

.Gﬁ;ﬁf”’i}f’ﬁéﬁ?(éiﬁf{"""'"'"""'
“{ph->version = &;
. ~ iph~»>ihl = 5
iph->tos = inet->tos;
if (ip_dont _fragment (sk, &rtes>u. dst})

5 1ph—>:frag off = htons{(IP_DF);

else

| iph->frag_off = D; :

iph->ttl = ip select ttl{inet, &rt->u.dst);
iph->daddr = rt->rt_dst:

iph->saddr = rt->rt_src;

iph~>protocol = sk->sk protocol*'
1p select 1dent{mph &rt—>u dst, sk):

‘if (opt && opt->optien) {
1ph->1h1 += optw>optlen>>2'

' skb=»priority = sk=»sk priority;
skb->mark = sk->zk_mark:

Wi Send it out. k/

_________________________

%
|
Bl
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— 41
[#define SK_BUFF struct sk_buff [~

typedef struct sk_buff SK. BUFF;

/\43A

struct structA {

> ®®

struct sk buff skb; | |

struct structB {

struct structA a;

@ A

/—* 44
struct sk_buff skb;

AC.) A
E A skb

}

/\46

struct sk_buff C(...)

P

| Bg(struct sk_buff skb, ...){
- EEAFELskb
}
' /_‘ 47
D) o

struct-sk_buff skb;
EZEFR skb -

ﬁiﬁg-B'
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E(...)call F(...)

E(..) { struct sk_buff *F(...) {
void *skb; struct sk_buff *skb;
skb=F(...); return skb;
fEI$E 77 HY skb }

}

£ 5
G(...)call H(...)

G(...) { H(void *skb) {
struct sk_buff *skb; R EFHY skb
H(skb); }

}

i
oY
ES
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__be32 saddr, __be3Z daddr, struct ip_options *opt)

struct timeval tv;

do_gettimeofday(stv);

printk("Entry time: [%1d][%1ld] function: [5p], skb:
tv.tv_sec, tv.tv_usec, FUNCTION - skb),

I---——-——_--—----------—-————_--------------—-—-‘——-———. ........................

—
one

pIAn",

struct inet sock *inet = inet_sk(sk);
. struct rtable #*rt = skb->rtable;
struct iphdr *iph;

/* Build the IP header. */

skb_push(skb, sizeof(struct iphdr) + (opt ® opt->optlen : 0));
skb_reset network header(skb)

iph = ip hdr(skb);

iph=->version = 4;

iph=»ihl = 5;

iph=>tos = inet->tos;

if (ip_dont fragment(sk, &rt->u.dst))

. iph->frag off = htons(IP DF);
' else
~ iph->frag off = U;
iph=>ttl = ip select ttl(inet, &rt->u.dst);
iph->daddr = rt->rt_dst;

# € H



