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A METHOD AND A SYSTEM FOR AUTOMATICALLY ANALYZING AND CLASSIFYING A
MALICIOUS PROGRAM
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A method and a system for automatically analyzing and classifying a malicious program are disclosed.
The method comprises: providing the sequence of IDs of system calls of an known malicious program;
executing a to-be-matched program, and simultaneously recording the sequence of IDs of system calls
invoked by the to-be-matched program as a to-be-matched system calls IDs sequence; calculating the
similarity between the to-be-matched system calls IDs sequence and the sequence of IDs of system calls of
the known malicious program; and determining that the to-be-matched system is different from the known

malicious program if the similarity is not greater than a similarity threshold.
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= BRARER
A method and a system for automatically analyzing and classifying a
malicious program are disclosed. The method comprises: providing the sequence of
IDs of system calls of an known malicious program; executing a to-be-matched
program, and simultaneously recording the sequence of IDs of system calls invoked

by the to-be-matched program as a to-be-matched system calls IDs sequence;
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calculating the similarity between the to-be-matched system calls IDs sequence and
the sequence of IDs of system calls of the known malicious program; and
determining that the to-be-matched system is different from the known malicious

program if the similarity is not greater than a similarty threshold.
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