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Cite as: 4 Tech. L. Rev., Oct. 2007, at 147.

Finding the Best Solutions to Adequately Pro-
tect Consumers’ Financial Privacy in the New
Era of Financial Services

Yu-Ting Lin
Abstract

Financial Privacy means that a person owns the civil right to exclusively de-
cide how one’s financial information and data are collected, disclosed and proc-
essed. Also, in recent years, with the emerging tide of the financial aggregation ac-
companied with great development of technology, the wealth management has
taken the lead role in the industry and the customers are introduced to an era of
tailor-made and elaborated financial services. Meanwhile, the catch is that the fi-
nancial institutions’ customers have to join in to the big, comprehensive, and ambi-
tious data-collection pool and have their financial privacy right diluted.

We’re working on the project to have the financial service and the institutions
well regulated now in Taiwan. While it is an important beginning to have the finan-
cial institutions’ conduct of business regulated, this paper plans to provide some
discussions and suggestions as to how to provide some level of protections to the
personal financial data collected by the financial institution by making laws and
promulgating regulations. This paper exams the idea and contents of financial pri-
vacy as well as the characters of the wealth management, and also develops the
comparative study of the US and Taiwan Law. Moreover, this paper elaborates the

pros and cons of the two dominant models regulating the FIs’ usage of customers’
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information and data — opt-in and opt-out.

This paper concludes that, adopting opt-out option for affiliate sharing, opt-in
option for sensitive information sharing and non-affiliate sharing, and the rights to
access and to correct the personal data are the least but not the last things to well
protect the customers’ financial privacy.

Keywords: financial privacy, opt-in, opt-out, wealth management,
Gramm-Leach-Bliley Act
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211 Ef LA
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Review V¥ %ﬁ "% A (The Right to Privacy ) ZJ ; Warren = Brandeis ¥
FLHET A A7 57 20 iV A8 F]] (the right to be let alone) 3, *Frﬁ HiZ

2 See Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARv. L. REv. 193-
225 (1890), available at http://links.jstor.org/sici?sici=0017-811X%2818901215%294%
3A5% 3C193%3ATRTP%3E2.0.C0%3B2-C (last visited July 13, 2007).

3

See id. at 193.
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into hIS private affalrs) ;2. MR iF’ I> X Bf] (Public disclosure of embarrass-
ing private facts about the plalntlf‘f.) > 3l %E?*%%ﬁ?{@&lﬁ%i NN
( Publicity which places the plaintiff in a false light in the public eye.) 2 ; 4.5%
IR TR VI R (Approprlatlon for the defendant’s advantage,
of the plaintiff’s name or likeness. )
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See id. at 205.

> See William Prossor, Privacy, 48 CAL. L. REv. 383 (1960), available at http://links.jstor.
org/sici?sici=0008-1221%28196008%2948%3A3%3C383%3AP%3E2.0.C0%3B2-E (last
visited July 13, 2007).

% Seeid. at 389-92.

" Seeid. at 389, 392-98.

8 Seeid. at 389, 398-401.

9 Seeid. at 389, 401-07.

10 B >t Professor Prosser #74% J\'&F BT v AaF A2 P ~ 247 P EH S M X
BAET 20 v R o R AHREY o B EMEALE LT WA R LK Z
AR A B gy L% o T 2-12 (1999) o

11

See Grisworld v. State of Connecticut, 381 U.S. 479 (1965); Katz v. United States, 389 U.S.
347 (1967); Roe v. Wade, 410 U.S. 113 (1973); Whalen v. Roe, 429 U.S. 589 (1977).
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1< o | 41 (2005) -

See FEDERAL TRADE COMMITTEE, PRIVACY ONLINE: A REPORT TO CONGRESS (1998), avail-
able at http://www.ftc.gov/reports/privacy3/index.shtm (last visited July 15, 2007).

See generally Export.gov, Safe Harbor Overview, http://www.export.gov/safeharbor/SH_
Overview.asp (last visited July 14, 2007).

Export.gov, Safe Harbor Privacy Principles, http://www.export.gov/safeharbor/SH_Privacy.
asp (last visited July 14, 2007).
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16

Id.

.

18 “Individuals must have access to personal information about them that an organization
holds and be able to correct, amend, or delete that information where it is inaccurate, except
where the burden or expense of providing access would be disproportionate to the risks to
the individual’s privacy in the case in question, or where the rights of persons other than the
individual would be violated.” Id.

19 “Personal information must be relevant for the purposes for which it is to be used. An or-
ganization should take reasonable steps to ensure that data is reliable for its intended use,
accurate, complete, and current.” Id.

20 g,

21

See Charles M. Horn, Financial Services Privacy at the Start of the 21st Century: A Con-
ceptual Perspective, 5 N.C. BANKING INST. 89 (2001).
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22 See Tournier v. National Provincial and Union Bank of England [1924] 1 K.B. 461.
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23 See Recent Case, Banks and Banking, Deposits, Liability of Banker for Revealing Confiden-

tial Information Regarding Depositor, 38 HARv. L. Rev. 1, 108 (1924), available at http://
links.jstor.org/sici?sici=0017-811X%28192411%2938%3A1%3C108%3ABABDLO%3E?.
0.CO53B2-M (last visited July 15, 2007).

Peterson v. Idaho First National Bank, 83 Idaho 578, 367 P.2d 284 (1961). # % i 2
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See id. at 291.
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L&A n B FAFHGE AP M T 5 see id. at 290. F BBt H S MY RR A
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24

25
26

27

Tl

erty to disclose the intimate details of its depositors’ accounts. Inviolate secrecy is one of
the inherent and fundamental precepts of the relationship of the bank and its customers or
depositors.”ld. at 290.

28 See id. at 289.
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The Fair Credit Reporting Act of 1970, 15 U.S.C. § 1681 (1970).
See The Bank Secrecy Act, 31 C.FR. § 103.
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Financial Institution Privacy Protection Act of 2003, S. 1458, 108th Cong. (2003).

Financial Privacy Protection Act of 2005, S. 1594, 109th Cong. (2005).
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See Federal Trade Commission: About ldentity Theft, http://www.ftc.gov/bcp/edu/mi-
crosites/idtheft/consumers/about-identity-theft.html (last visited July 15, 2007).
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