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Abstract: Traditionally, document authentication or knowledge validation is performed in a
paper-based format and consequently results in several shortcomings such as inefficient document flow
and authentication status tracking. Based on the current internet technology, this paper presents an
internet-based solution for document authentication and knowledge validation. In the proposed
solution, the document authentication process can be determined according to the document contents
and authority. The corresponding framework, data definition and process model are explored and a
prototype system is also implemented to demonstrate the online authentication and status tracking for
the credit card business. According to case study, it is ensured that application of the proposed system
significantly enhances the efficiency of document accessing, authentication, and status tracking.
Moreover, incorporated with the mechanism of security control, different auditing levels can be
assigned to ensure the higher system security. Ascribing to the popularity and user-friendly operation
of the internet technology, the proposed models and system can be effectively integrated with the
existing internet-based solutions adopted by the modern enterprises to efficiently reply and satisfy the

miscellaneous customer requests.
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