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A TRAFFIC CLASSIFICATION SYSTEM BASED ON MESSAGE SIZE SEQUENCE AND METHOD
THEREOF
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Proposed is a traffic classification system based on message size sequence, comprising: a collection for
common message size subsequence corresponding to a variety of network applications, a traffic collection
module for collecting network traffic, a traffic decomposition module for decomposing the network traffic
into multiple flows and producing a message size sequence corresponding to each flow, a flow classification
module for comparing the message size sequence with the common message size subsequence collections
of each network application in the database, and an arbitration module for determining the flow to be a
known or an unknown network application. The present invention uses extraction of flow behavior
characteristics for network traffic identification to resolve existing application packet detection issues about

encrypted communication or deliberately hiding contents.
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Proposed is a traffic classification system based on
message size sequence, comprising: a collection:for common
méséage size subsequence corresponding to a variety of

E0. 0008 .. : -
network applications, a traffic collection module for
collecting network traffic, a traffic decomposition module for
decomposing the network traffic into multiple flows and
producing a message size sequence corresponding to each flow,
a flow classification module for comparing the message size ‘
sequence with the common message size subsequence
collections of each network application in the database, and an
arbitration module for determining the flow to be a known or
an unknown network application. The present invention uses
extraction of flow behavior characteristics for network traffic
identification to resolve existing application packet detection
issues about encrypted communication or deliberately hiding

contents.
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A TRAFFIC CLASSIFICATION SYSTEM BASED ON
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