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Abstract Generally speaking, comparing to the unicast or
broadcast methods, it is more efficient to transmit multime-
dia data via the multicast method to massive users. However,
the ease of delivery of multimedia data may cause the copy-
right of such multimedia to be easily infringed upon, and the
fingerprinting scheme is one of effective means for conque-
ring this problem. Fingerprint embedding process often gene-
rates the multimedia contents into many different versions,
which have to be transmitted via the unicast method. In this
paper, we propose a new genetic fingerprinting scheme for
copyright protection of multicast video. In this method, the
encryption and decryption keys, which aim at scrambling and
descrambling multimedia contents, are first produced with
genetic algorithms. Next, multimedia data are then encrypted
and multicast to all users. At the same time, a secure channel
is employed to unicast a designated decryption key to each
user. When a user deploys the designated key to decrypt the
received data, a corresponding fingerprint would be embed-
ded into the contents. Once upon the reception of the finger-
printed multimedia content, the embedded fingerprint can be
extracted shortly, and the copyright can be confirmed and
assured. Experimental results demonstrate that the proposed
method can transmit multimedia data to clients effectively
and cause only a slight degradation in perceptual quality.

1 Introduction

Lots of Internet e-learning and entertainment applications
contribute to the importance of Internet TV and video/
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multimedia on demand (VOD/MOD) services besides the
existing text- or image-based retrieval applications. Never-
theless, the Internet TV and VOD/MOD applications have
encountered some difficulties, including (1) the dramatic
increase in bandwidth requirement for transmitting multime-
dia data, especially video data, and (2) the rampant pirates
problem. These are burning issues to the video-based Internet
applications.

There is a growing interest in digital rights protection
(DRP) and digital rights management (DRM) researches
because of their potential capabilities to prevent media
content from being pirated (Cox et al. 2001; Pan et al. 2004a,
2007). Besides the conventional schemes by employing cryp-
tographic schemes, or data encryption, to protect data, digital
watermarking is a commonly used technique for DRP and
DRM (Pan et al. 2004b). As people know, after completing
the encryption process, the output looks like noisy pattern
(Chang et al. 2007), which may easily cause the suspicion by
the eavesdroppers. From another perspective, watermarking
is a way to secretly and imperceptibly embed the specific
information, called the watermark, into the original multi-
media contents. After performing watermarking, the original
multimedia content and its corresponding output look very
similar, hence reducing the possibility by the suspicion from
the eavesdroppers.

When an embedded watermark is associated with a par-
ticular user, it can be considered as a fingerprint. Once the
fingerprinted media have been illegally distributed, the cor-
responding user could be easily traced back from the
re-distributed versions. Unfortunately, the fingerprint embed-
ding process often makes the media content into many dif-
ferent outputs, which have to be transmitted via the unicast
method. Generally speaking, it is more efficient to transmit
a unique media via the multicast method to massive users
(Chuang and Sirbu 2001; Zhao and Liu 2004). It becomes
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quite important in the field of video-based applications to
efficiently transmit video data embedded with fingerprints to
all the users. Several different techniques have been proposed
to tackle the problem above. A brief review of those research
efforts is described as follows.

According to the time when a fingerprint is embedded into
a video, most of proposed methods can be classified into one
of the following cases:

transmitter-side fingerprint embedding,
receiver-side fingerprint embedding,
intermediate-node fingerprint embedding, and
joint fingerprinting and decryption.

Ealb o e

Each of these cases will be briefly introduced and discussed
in the following sections.

1.1 Transmitter-side fingerprint embedding

The goal for transmitter-side fingerprint embedding schemes
is to embed users’ fingerprints into the video to be multicast
at server side. Next, the video is scrambled such that each
user can only descramble his/her own fingerprinted video.
Wu and Wu (1997) proposed a technique that multicast most
of the video and unicast a portion of the video with unique
fingerprints. When a larger percentage of the video is cho-
sen to be fingerprinted, scrambled, and unicast, the security
of transmitted video gets enhanced, but the efficiency of the
protocol begins to resemble that of the simple unicast model.
Boneh and Shaw (1998) presented a method to distribute
the fingerprinted copies of digital data with the scrambling
approach, also called the encryption approach therein. In their
approaches, only two watermarked versions of video were
needed, and video data were transmitted in a multicast man-
ner. However, the bandwidth requirement was almost dou-
bled over that of the normal multicast case. The strategy was
also adopted by some other methods on frames (Chu et al.
2002), packets (Parviainen and Parnes 2001), and segments
of video streams (Thanos 2001).

1.2 Receiver-side fingerprint embedding

The architecture of this type of embedding methods was ini-
tially introduced in Macq and Quisquater (1995), and more
recently discussion were appeared in Hartung and Girod
(1997) and Bloom (2003). In this scheme, a video is protec-
ted to produce a scrambled content, also called an encrypted
content, and it is then multicast to users from the server side.
At the receiver side, the encrypted video is decrypted and fin-
gerprinted with an unique mark by a decryption operator. For
security reasons, tamper proof hardware must be employed
in order to protect the purely decrypted host media content
from eavesdropping. However, tamper proof hardware is dif-
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ficult to build and it is an interesting, open research topic till
now.

1.3 Intermediate-node fingerprint embedding

This method proposed to distribute a fingerprinting process
over a set of intermediate nodes such as routers (Judge and
Ammar 2002). Thus, by tracing the routing paths, the owner
of a specific fingerprinted copy can be identified. However,
this method creates a different set of challenges, such as vul-
nerability to intermediate node, compromise and suscepti-
bility to standard network congestion, and packet dropping
(Luh and Kundur 2004). Hence, these are also interesting,
open research problems.

1.4 Joint fingerprinting and decryption

The Joint fingerprinting and decryption (JFD) method, pro-
posed by Kunder and Karthik (2004), integrates the decryp-
tion and fingerprinting processes at the client side. In the
method, a server is allowed to multicast only one encrypted
video to all customers, and to unicast a designated decryption
key to a specific user. The user can only decrypt a portion
of the video data with the decryption key, and the video data
that remain encrypted constitutes a fingerprint. However, in
the method in Kunder and Karthik (2004), they perform the
fingerprinting process in the discrete cosine transform (DCT)
domain, and DCT coefficients are partitioned into subsets to
represent binary strings, that is, the user ID. The bandwidth
required for unicasting decryption keys would be increased
with the increasing number of subsets.

In this paper, we propose a new JFD method based on
genetic algorithms (GA). The method first generates encryp-
tion and decryption keys with GA. Multimedia data is then
encrypted and multicast to all users. At the same time, a
secure channel is used to unicast a designated decryption
key to each user. When a user employs the designated key
to decrypt the received video, a designated fingerprint would
be embedded into the video. Three features of the proposed
method make itself a suitable approach for protecting copy-
right of multicast media on the Internet. These features are:

1. Adaptive fingerprinting. The transform domain coeffi-
cients that are suitable for embedding fingerprints are
selected with genetic algorithm. Therefore, different cri-
teria can be adopted for different applications with the
suitable design of fitness function.

2. Effective transmission. Only the decryption keys, that is,
the random seeds in our implementation, need to be deli-
vered with the unicast method. All the remaining data,
including encrypted contents and information related to
decryption, can be transmitted with the multicast method.
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3. Security and imperceptibility. While a video is
encrypted, on the one hand, most of the transform domain
coefficients are scrambled such that it has little or no
commercial value. On the other hand, a decrypted video
left only a few coefficients that are still encrypted, and
a fingerprint, or the encrypted coefficients left in the
decrypted video, causes only imperceptible degradation
in video quality.

The rest of the paper is organized as follows. Section 2
introduces the concepts of genetic algorithms. Section 3 pre-
sents the scheme about how to encrypt a video frame and
how to generate decryption keys with genetic algorithms.
Section 4 discusses about the fingerprint detection method
of the proposed scheme. Experimental results are presented
in Sect. 5. Finally, in Sect. 6, we summarize the proposed
method and draw a brief concluding remarks.

2 Brief descriptions of genetic algorithms

It is commonly seen that in a non-linear function with mul-
tiple variables, finding the maximum and minimum values is
a difficult task by use of conventional optimization schemes.
One scheme called the “genetic algorithm” (GA), based on
the concept of natural genetics, is a directed random search
technique. The exceptional contribution of this method was
developed by Holland (1992) over the course of 1960s and
1970s, and finally popularized by Goldberg (1989).

In the genetic algorithms, the parameters are represented
by an encoded binary string, called the “chromosome.” And
the elements in the binary strings, or the “genes,” are adjusted
to minimize or maximize the fitness value. The fitness func-
tion is defined by algorithm designers, with the goal of opti-
mizing the outcome for the specific application, for instance,
the conventional traveling salesman problem (TSP) (Gen and
Cheng 1997) and more recently, applications for watermar-
king (Pan et al. 2004c; Huang et al. 2007). It generates its
fitness value, which is composed of multiple variables to be
optimized by GA. For every iteration in GA, a pre-determined
number of chromosomes will correspondingly produce fit-
ness values.

GA is mainly composed of three building blocks, namely,
selection, crossover, and mutation. Figure 1 demonstrates the
flow chart for a typical binary GA. It begins by defining the
parameters for optimization, the fitness function provided by
algorithm designers, and the corresponding fitness value, and
it ends by testing for convergence. According to the applica-
tions for optimization, designers need to carefully define the
necessary elements for training with GA.

The three major building blocks in Fig. 1, or the core
components for GA, can be briefly depicted as follows.

N Chromosomes,

I-bit in length

) A A A

Mate Selection

(ps)

Crossover

Mutation

(Pm)

Final iteration?

Optimized output

Fig. 1 Flowchart of a genetic algorithm

Mate selection: Assume that there are N chromosomes, and
each has the length of /-bit for training in GA. A large
portion of the chromosomes with low fitness values is
discarded through this natural selection step. Algorithm
designers need to provide a parameter called the “selec-
tion rate”, py, for training in GA. The selection rate
defines the portion of chromosomes with high fitness
values that can be survived into the next training itera-
tion. Consequently, there are (N - ps) chromosomes that
can be survived into the next iteration.

Crossover: Crossover is the first way that a GA explores a
fitness surface. Two among the (N - py) survived chro-
mosomes are chosen from the current training iteration to
produce two new offsprings. A crossover point is selec-
ted, and the fractions of each chromosome after the cros-
sover point are exchanged, and two new chromosomes
are produced.

Mutation: Mutation is the second way that a GA explores
a fitness surface. The mutation procedure is accompli-
shed by intentionally flipping the bit values at the chosen
positions. It introduces traits not in the original indi-
viduals, and keeps GA from converging too fast. The
fraction between the number of chosen positions, and
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the total lengths of chromosomes, is called the mutation
rate, p,,. Consequently, a total of (N - [ - p,,) bits are
intentionally flipped during the mutation procedure. The
pre-determined mutation rate should be low. Most muta-
tions deteriorate the fitness of an individual, however, the
occasional improvement of the fitness adds diversity and
strengthens the individual.

After obtaining the fundamental concepts in GA, we are
able to design an optimized, DCT-based fingerprinting sys-
tem with the aid of GA, and to evaluate the fitness function in
addition to the terminating criteria with the natural selection,
crossover, and mutation operations in a reasonable way (Gen
and Cheng 1997).

3 Genetic fingerprinting scheme

The proposed genetic fingerprinting scheme is mainly applied
to transmit and protect media content for a multicast scena-
rio. In this section, the multicast scenario and a performance
metric for multicast fingerprinting schemes are introduced.
Next, the embedding and detecting methods for the proposed
GA fingerprinting scheme are also described.

3.1 Performance evaluation for multicast
fingerprinting schemes

Multicast transmission described in this paper is similar to
that in Kunder and Karthik (2004). First, we assume that
there is only a public channel between a media server and
all clients. Data transmitted with the public channel can be
received by all of the clients simultaneously. In other words,
sending data directly with the public channel is called the
broadcast transmission. If the server needs to send secret
data to a specific client, the data should be encrypted with
the secret key associated with the client before transmission.
All clients’ secret keys are delivered with a secure chan-
nel. Encrypting and transmitting data to a specific client is
referred to as the unicast transmission. We use the term mul-
ticasting for the transmission of data using the combination
of the unicast and broadcast methods. To speak qualitatively,
the transmission of media content is efficient if it incorpo-
rates both the broadcast and unicast methods such that the
broadcast channel is used only a few times, while the uni-
cast channel is seldom employed (Kunder and Karthik 2004).
From quantitative point of view, the efficiency of a distribu-
tion method is measured; it relates to the purely naive broad-
casting scenario and it can be defined by the ratio given in
Eq. (1),
mp

n=—, (1)
mo
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where m p is a value proportional to the bandwidth used by a
fingerprinting scheme, and my is a value proportional to the
bandwidth used in the unicast channel case. In particular, m
is defined to be the number of times the public channel is used
when the fingerprinted content is sent to each user respec-
tively, and m p is the number of times the public channel is
used by the fingerprinting scheme. We expectthat0 < n < 1.
In addition, for two fingerprinting methods, if Method 1 is
more efficient than Method 2, we refer to n1 < n3.

3.2 Genetic fingerprinting embedding

As discussed in Sect. 3.1, it is much more economic to use
the broadcast channel than to use the unicast channel to
transmit data. Therefore, the proposed scheme employs the
broadcast channel to deliver the encrypted media content
and decryption-related data required by all clients. To verify
the applicability of the proposed genetic fingerprinting algo-
rithm, we use image data to serve as the multimedia content.
Itis directly extendable to video or other media formats under
consideration with only minor modifications.

In our scheme, a method to modify the frequency domain
coefficients of images is required for encrypting and fin-
gerprinting the images. Any method having following pro-
perties, along with the watermarking requirements, can be
adopted. These properties are: (1) robustness, (2) impercepti-
bility, and (3) reversibility. The first two properties are similar
to the requirements of a general watermarking system (Pan
et al. 2007; Huang et al. 2007; Shieh et al. 2004). The third
property is that the modification made by the method should
be reversible such that clients can decrypt the image. In this
paper, we invert the sign bits of some DCT coefficients to
encrypt the image. The DCT is applied to the entire image,
and unlike conventional schemes, it is not divided into 8 x 8
blocks for reasons of perceptibility of the fingerprint. Next,
decryption keys, that is, the random seeds in our implemen-
tation, are provided to clients through the unicast channel.
The encrypted image and decryption-related information are
broadcast to all clients. By combining decryption keys and
decryption-related information, all clients have the ability to
decrypt the encrypted coefficients to the most, and to obtain
their own fingerprinted image.

Figure 2 demonstrates the process of fingerprint embed-
ding. First, we randomly select a decryption key for each
client. The decryption key is regarded as a random seed at
the client side. Then, GA is applied to choose the suitable
DCT coefficients to be encrypted, and to generate a coef-
ficient decryption table. The coefficient decryption table is
shared among all clients. Finally, the encrypted image and the
coefficient decryption table are delivered to all clients with
the broadcast method, while the decryption keys are sent to
each client with the unicast method.
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Fig. 2 The process of fingerprint embedding in this paper

Entry Coefficient #1 Coefficient # m
1 44 -1
2 173 35
3 62 44

Fig. 3 The coefficient decryption table

An example of the coefficient decryption table is depic-
ted in Fig. 3. An entry of the coefficient decryption table
contains at most m coefficient indices. Each index corres-
ponds to a DCT coefficient. A larger coefficient decryp-
tion table requires the more bandwidth for transmission, and
consequently adds variety to the encryption and decryption
processes. At the client side, the decryption key is used to
serve as arandom seed to select K entries from the coefficient
decryption table randomly, and then to decrypt coefficients
indexed by the selected entries. Some encrypted coefficients
will not be decrypted and form a fingerprint for the user.

Figure 4 presents another example for the decryption and
fingerprinting processes. On the left side in Fig. 4, suppose

that an image with the size of 3 x 3 is to be protected. Both
the encrypted DCT coefficients and the coefficient decryp-
tion table are ready to be broadcast to all the clients by the
server. The encrypted DCT coefficients are represented by
dark blocks, namely, coefficients 2, 3, 4, 6, 8 are encrypted at
the server side. On the right side in Fig. 4, suppose that two
clients have received the encrypted image. With their own
decryption keys, the two clients choose three entries from
the coefficient decryption table, and decrypt the six corres-
ponding DCT coefficients. Since the clients do not have the
knowledge about the exact combination of coefficients that
are encrypted at the server side, some coefficients may be
left unchanged during the decryption process. On the one
hand, some encrypted coefficients that are not selected are
still encrypted. On the other hand, if some coefficient is not
encrypted by the server side, it may become fingerprinted at
the client side due to the coefficient decryption table. We can
see that for Coefficient 7 for Client 1, and for Coefficient 9
for Client 2, both of them present this phenomena.

To speak more precisely, let X be the candidate coeffi-
cients to be encrypted in the original image, and let X be the
candidate coefficients extracted from fingerprinted image of
client u. The fingerprint of the client # can be calculated with

Eq. (2),

F,() = % (1 + sign(X (7)) - sign(f((i))), 1<i<L, (2
where

. 1, > 0;
o= [, 20

and L is the number of candidate coefficients. Thus, the
fingerprint of the client is a binary string. If an encrypted
coefficient is not decrypted, the corresponding bit is equal to
1; otherwise, it is equal to 0.
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Fig. 4 An example for the - -

. L. Selected entries Selected entries
decryption and fingerprinting Encrypted Image 2?3’ Sn e Cz’ 3, F
processes of the proposed DCT coefficients Coefficient
method Decryption Table Decrypted Decrypted

1 1 3 Broadcast coefficients coefficients

26 ] 11213 1123

3 2 4

45¥ % ? 41516 41516

65 -1 819 718
Client 1 Client 2

Since the decryption keys associated with the clients are
chosen randomly, the genetic algorithm is used to select pro-
per coefficients for encryption and to generate coefficient
decryption table such that the client will leave some encryp-
ted coefficients to form a fingerprint. Therefore, chromo-
somes of the genetic algorithm consist of a binary string and
an integer array. The length of the binary string is equal to the
length of X. When a bit is equal to ‘1’ in the string, it indi-
cates that the corresponding coefficient should be encrypted
at the server side; and when the bit is equal to ‘0’ the coef-
ficient will be left unchanged. The integer array represents
a coefficient decryption table. The value of each integer is
regarded as the index of a coefficient to be decrypted, and a
special value —1 is used to indicate that this table cell does
not points to any coefficient.

From the discussions above, we observe that there are
lots of flexibilities for implementing encryption and finger-
printing, and GA is suitable for conquering this task with a
properly designed fitness function. For designing the fitness
function, we consider the following goals.

1. The original image and the encrypted one should be as
dissimilar as possible.

2. The correctly decrypted images corresponding to each cli-
ent should be as similar to the original image as possible.

3. Different fingerprints should be as diverse as possible in
order to differentiate the specific client.

4. The statistical difference between different fingerprints
should be as apart as possible.

Therefore, the fitness function proposed in training with
the genetic algorithm, containing four different parts, is
depicted in Eq. (3),

fitness = —w; - PSNR,
U
+wy - Y PSNR,
u=1
U u (3)
—w3- > sim(F;, Fj)
i=1 j=1
J#
U U
+awy - Zdiff(E,Fj),
i=1 j=1
J#
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where w;, i = 1,2, 3, 4, are weighting factors for each term,
U is the number of clients. In the first two terms, correspon-
ding to the image quality, PSNR, is the peak signal-to-noise
ratio (PSNR) value of an encrypted image, and PSNR,, is the
PSNR value of the decrypted image of client u. Next, for the
remaining two terms relating to the fingerprint, and in order
to reduce the computational complexity, the similarity and
difference measures between different fingerprints, sim(e)
and diff(e), are defined as follows,

' Lif 7 (FFj) > T

. N , T i J ’
sim(F;, Fj) = [0, otherwise; “
diff(Fj, Fj) = [0 othLer(w;se' /) v

where F;, F; denotes the fingerprint i and j. T and ¢ are the
corresponding, pre-defined thresholds. By doing so, we are
ready to maximize the fitness value in Eq. (3).

With the fitness function, we hope to find an encryption
manner to degrade the visual quality of the encrypted image,
and to enhance the quality of clients’ decrypted images.
Moreover, the fingerprints of any two clients should be only
partly different to prevent from a comparison attack. We can
also take into account the robustness of fingerprints to certain
image processing methods. This would make fingerprints to
be placed in more secure coefficients. Consequently, with GA
described in Sect. 2, it can be employed to find proper coef-
ficients to encrypt and form a coefficient decryption table.
Since the decryption key associated with a specific client is
only arandom seed, the bandwidth required to send a decryp-
tion key can almost be omitted. Hence, by using a coefficient
decryption table with a proper size, we can distribute finger-
printed image efficiently.

4 Fingerprint detection

When client « decrypts an encrypted image, a fingerprint F,
is embedded into the image immediately. If a redistributed
copy of the image is obtained, we can detect the fingerprint
F, with Eq. (6),

1
similarity = 7 (F,-9), (6)
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and
S@) = % (1 + sign(X (7)) - sign(i((i))) . 1<i<L,

where X is the candidate coefficients for encryption,
extracted from the redistributed image. If the similarity cal-
culated by Eq. (6) is larger then a pre-defined threshold T,
the redistributed image is considered to be embedded with
the fingerprint F,.

5 Experimental results

In this section, we present some experimental results to eva-
luate the performance of the proposed method. A 256 x 256,
8 bit/pixel gray scale image, Lena, is used as the test image
in all experiments. This test image will be encrypted and
transmitted to 5 different clients. 15, 000 DCT coefficients
in middle frequency are chosen as candidate coefficients for
encryption, thatis, L = 15, 000. Coefficient decryption table
contains 15, 000 entries, and each entry can keep 2 coeffi-
cient indices at most. After receiving the decryption key, the
client will randomly select 70% entries of the coefficient
decryption table, and will decrypt the coefficients indexed.
Four weighting factors in the fitness function are assigned
tobe w; = 0.5, wp = 1, w3 = 5, and wy = 5. Since the
coefficient modification method in this paper is inherently
robust against image processing operations, the fitness func-
tion does not take the robustness measure into consideration.
Even though there is no robustness measure in the fitness
function, we will still evaluate the robustness of the pro-
posed fingerprinting scheme with general image processing
operations.

First, the genetic algorithm is applied to find out proper
coefficients to be encrypted, and a corresponding coefficient
decryption table for the five clients can be generated. Cor-
responding to Sect. 2 and Fig. 1, in our experiments, the
number of chromosomes is N = 200, the length of each
chromosome is [ = 45, 000, the selection and mutation rates
are set to p; = 0.5 and p,, = 0.04, respectively, and the
number of training iteration is 450. Figure 5 depicts the fit-
ness value of the best and the worst chromosomes in all the
450 generations. The resulting image encrypted by the best
chromosome in GA is shown in Fig. 6, with the PSNR =25.24
dB. The fingerprinted image with the lowest image quality
among five clients is illustrated in Fig. 7, with the PSNR =
43.22 dB. Figure 8 demonstrates the resulting image decryp-
ted with a randomly generated decryption key, which does
not belong to the five clients. And we can see that the ran-
domly decrypted image has poor image quality and is not
suitable for commercial use. As shown in Fig 8, after the
encryption process, from subjective point of view, the image
content is still visible, but the image quality is too low to

32

30

28 maximal fitness value
26

24
minimal fitness value

Fitness value

0 50 100 150 200 250 300 350 400 450
Generation

Fig. 5 Fitness values of best and worst chromosomes in 450 genera-
tions

Fig. 6 The encrypted image, PSNR =25.24 dB

have commercial value. After decryption process, although
the decrypted image contains a fingerprint, it is impercep-
tible to human eyes. As depicted in Table 1, PSNR values
of all fingerprinted images are higher than 43 dB, and the
one with the lowest PSNR value is illustrated in Fig. 7, with
acceptable quality from subjective point of view. Moreover,
based on our design methodology in algorithm, any two fin-
gerprints are only partly different, so the collusion attack can
be prevented.

In the second set of experiments, five fingerprinted images
are attacked with three general image-processing methods.
They are: (1) low pass filtering, (2) high pass filtering, and
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Fig. 7 The image with the worst quality among 5 decrypted and fin-
gerprinted images, PSNR = 43.22 dB

Fig. 8 The image decrypted with a random key, PSNR = 28.64 dB

(3) JPEG compression. The detection values are presented in
Table 2. From Table 2, it can be seen that although the fitness
function does not take these attacks into account, the fin-
gerprints are still robust to these image processing schemes
applied intentionally, because the proposed algorithm is inhe-
rently robust to such processing. Thus, the fingerprint can
hardly be removed unless the image quality is severely degra-
ded.

@ Springer

Table 1 The PSNR values of five fingerprinted images, corresponding
to five clients

Client number PSNR for fingerprinted image (dB)

1 43.35
2 43.42
3 43.31
4 43.22
5 43.54

Table 2 The detection values of fingerprints after various image pro-
cessing operations

Client Low pass High pass JPEG compression,
number filtering filtering quality factor = 15
1 0.92 0.99 0.717

2 0.93 0.98 0.706

3 0.95 0.99 0.693

4 0.91 0.99 0.660

5 091 0.99 0.683

Finally, in our experiments, the encrypted Lena image is
transmitted to five clients and then fingerprinted. As discus-
sed in Sect. 3.1, the efficiency of our method is

mp 1+0.9155

)”:—:

= 0.3831,
mo 5

where the term 0.9155 is the bandwidth required to broadcast
coefficient decryption table. This result, 0.3831, is lower than
the results presented in Boneh and Shaw (1998), Chu et al.
(2002), Parviainen and Parnes (2001) and Thanos (2001),
which have a n = 0.4. Moreover, the fingerprinted images
have acceptable to good visual quality. Summing up, the pro-
posed method is very suitable for the application needs to
transmit fingerprinted media in broadcast environment.

6 Conclusion

In this paper, we propose a new genetic JFD method. The
method randomly select decryption keys for clients, and then
generates an encryption key and decryption-related informa-
tion with genetic algorithms. Media data is then encrypted
and multicast to all client. At the same time, a secure channel
is used to unicast a designated decryption key to each client.
When a client uses the designated key to decrypt received
media data, a designated fingerprint will be embedded in
the data correspondingly. The proposed method have three
features:

1. Adaptive fingerprinting,
2. Effective transmission, and
3. Security and imperceptibility.
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Experimental results demonstrate that the proposed
method can transmit media data to clients effectively and
cause only a slight degradation in perceptual quality. More-
over, the proposed method has the capability to resist some
attack methods if an appropriate encryption method is
adopted.

References

Bloom JA (2003) Security and rights management in digital cinema.
In: 2003 International conference on multimedia and expo,
pp 621-624

Boneh D, Shaw J (1998) Collusion-secure fingerprinting for digital
data. IEEE Trans Inf Theory 44:1897-1905

Chang F-C, Huang H-C, Hang H-M (2007) Layered access control
schemes on watermarked scalable media. J VLSI Signal Process
Syst Signal Image Video Technol 49:443-455

Chu HH, Qiao L, Nahrstedt K (2002) A secure multicast protocol with
copyright protection. ACM Comput Commun Rev 32:42-60

Chuang JC-I, Sirbu MA (2001) Pricing multicast communication: a
cost-based approach. Telecommun Syst 17:281-297

Cox 1J, Miller ML, Bloom JA (2001) Digital watermarking: principles
& practice. Morgan Kaufman, Los Altos

Gen M, Cheng R (1997) Genetic algorithms and engineering design.
Wiley, New York

Goldberg DE (1989) Genetic algorithms in search, optimization, and
machine learning. Addison-Wesley, Reading

Hartung F, Girod B (1997) Digital Watermarking of MPEG-2 Coded
Video in the Bitstream Domain. In: 1997 IEEE international confe-
rence on acoustics, speech, and signal processing, pp 2621-2624

Holland JH (1992) Adaptation in natural and artificial systems. The
MIT Press, Cambridge

Huang H-C, Pan JS, Huang YH, Wang FH, Huang K-C (2007)
Progressive watermarking techniques using genetic algorithms.
Circuits Syst Signal Process 26:671-687

Judge P, Ammar M (2002) WHIM: watermarking multicast video with
a hierarchy of intermediaries. Comput Netw 39:699-712

Kunder D, Karthik K (2004) Video fingerprinting and encryption prin-
ciples for digital rights management. Proc IEEE 92:918-932

Luh W, Kundur D (2004) Digital media fingerprinting: techniques
and trends, Chap. 19, Multimedia Security Handbook. CRC,
Boca Raton

Macq BM, Quisquater J-J (1995) Cryptology for digital TV broadcas-
ting. Proc IEEE 83:944-957

Pan JS, Huang H-C, Jain LC (eds) (2004) Intelligent watermarking
techniques. World Scientific Publishing Company, Singapore

Pan JS, Hsin YC, Huang H-C, Huang KC (2004) Robust image
watermarking based on multiple description vector quantisation.
Electron Lett 40:1409-1410

Pan JS, Sung MT, Huang H-C, Liao BY (2004) Robust VQ-based digi-
tal watermarking for the memoryless binary symmetric channel.
IEICE Trans Fund Electron Commun Comput Sci E-87:1839-
1841

Pan JS, Huang H-C, Jain LC, Fang WC (eds) (2007) Intelligent multi-
media data hiding. Springer, Berlin

Parviainen R, Parnes P (2001) Large scale distributed watermarking of
multicast media through encryption. In: IFIP conference procee-
dings on communications and multimedia security, pp 149-158

Shieh CS, Huang H-C, Wang FH, Pan JS (2004) Genetic watermarking
based on transform domain techniques. Pattern Recognit 37:555—
565

Thanos D (2001) COiN-Video: a model for the dissemination of copy-
righted video streams over open networks. In: 4th International
workshop on information hiding, pp 169-184

Wu T-L, Wu SF (1997) Selective encryption and watermarking of
MPEG video. In: International conference on image science,
systems and technology, pp 261-269

Zhao H, Liu KJR (2004) Bandwidth efficient fingerprint multicast for
video streaming. In: 2004 IEEE international conference on acous-
tics, speech, and signal processing, pp 849-852

@ Springer



	Genetic fingerprinting for copyright protection of multicast media
	Abstract
	1 Introduction
	1.1 Transmitter-side fingerprint embedding
	1.2 Receiver-side fingerprint embedding
	1.3 Intermediate-node fingerprint embedding
	1.4 Joint fingerprinting and decryption

	2 Brief descriptions of genetic algorithms
	3 Genetic fingerprinting scheme
	3.1 Performance evaluation for multicastfingerprinting schemes
	3.2 Genetic fingerprinting embedding

	4 Fingerprint detection
	5 Experimental results
	6 Conclusion


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org?)
  /PDFXTrapped /False

  /Description <<
    /ENU <>
    /DEU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [5952.756 8418.897]
>> setpagedevice


