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Abstract

One-time signature scheme, a kind of digital signature schemes, is used to sign at
most one message; otherwise the signature can be forged. One of the advantages is that
the one-time signature generation and verification are very efficient and it is useful for
chip cards, where low computation complexity is required. Lamport first invented a
one-time digital signature scheme based on one-way functions. However, the Lamport
one-time scheme requires a large amount of space for storage of authentic information if
a large number of messages are signed. In this paper, we improve the Lamport one-time
signature on the amount of storage space for public keys and signed message saving
storage space and propose an efficient scheme to sign a long message. Thus, we make
the Lamport one-time signature useful in practice.
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1. Introduction

One-time signature schemes were first proposed by Rabin [5] and Lamport
[2] and based on the idea of committing public keys to secure keys using one-
way functions. For more 25 years, Lamport one-time signature schemes have
been proposed and investigated by many researchers [1,4,8,9]. Indeed, one-time
signature schemes have found many interesting applications, including on-line/
off-line signatures, digital signatures with forward security properties, broad-
cast authentication protocols and proxy signatures [7], etc.

In recent years, one-time signature schemes have attracted more and more
attention, as an attractive alternative to the traditional signature schemes
based on public key cryptography. One of the main advantages of one-time
signature schemes is their reliance on one-way functions that can be imple-
mented using fast hash functions such that SHA-2 [3] or MD5 [6]. The
resulting signatures are the order of magnitude faster than signatures based
on public cryptography applying on the resource-constrained, small devices,
such as cell phones, pagers, smart cards etc. The other of advantage of such
a scheme is that it is generally quire fast. However, the scheme tends unwiel-
dy when used to authenticate multiple messages because additional data
needs to be generates to both sign and verify each new message. By contrast,
with conventional signature schemes like RSA, the same key pair can be
used to authenticate multiple documents, which will face the threat of replay
attacks.

In this paper, we propose a new scheme to generalize the Lamport one-time
signature. We group the message by power of 2. Then, each group of the mes-
sage is encoded and signs individually by selecting the corresponding private
keys from the private key box to create the signature. Thus, the proposed
scheme saves on the storage space of the public keys and the size of the signa-
tures. Moreover, we propose an efficient solution for signing a long message to
make the proposed scheme more operative in practical.

2. Lamport’s one-time signature

In this section, we briefly review the Lamport one-time signature, which in-
cludes three algorithms: key generation, signature and verification. Suppose
that 1 Y — Z is a one-way hash function.
2.1. Key generation
1. Select 2k elements y;; € Y randomly with 1 <7<k and j=1, 0 where k is

the length of message based on 2.
2. Compute z;; = f(y;;) for all i,j.
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3. The key K consists of the 2k y’s and 2k z’s. The private key SK box and the
public key PK box are shown as follows:

z z ..z
SK — Yio Y20 Yk0 . PK= ( 10 220 kﬂ).
BT N B 8 | Z11 2201 - Zkd
2.2. Signature

To sign a k-bit message m = m ...my, we should do the following steps:

1. The corresponding entries of the message my,...,my are yi .. -, Vicm,-
2. Define the signature
Sig(ml7 e 7mk) = (yl‘m]ﬂ tee 7yk,mk)'

3. Select corresponding entries from the key box to create signature.

For example, we want to sign a message m = 10...1. The signature is

. Y10 [J’z,o] SRR (%0
sig(my, ... ,my) = = ()’1,1 Yo - ykAl)
[Jﬁ,l] V21 [ykJ]

on message my, . . ., M.
2.3. Verification

To verify signature (y112,0---Vk1) On message my,...,ny, we check if
f(Yim) = zim holds, where 1 < i < k.

If the equation holds, we accept the signature otherwise reject it.

A message to be signed is a binary k-tuple. Each bit selects the correspond-
ing value in the SK box as signed value. If the ith message bit is m; the signature
is y;,,. in the SK box. To verify the signature, we just check whether the hash
value of each element is the corresponding value in the PK box. The Lamport
one-time signature scheme faces the large length of signatures that is the half
size of SK box. It is not implemented in practice.

3. The proposed scheme

We propose a new scheme to improve the size of Lamport one-time signa-
ture. Furthermore, the Lamport one-time signature scheme is just a special case
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of the proposed scheme. The new scheme including key generation, signature

and verification is described as follows.

3.1. Key generation

We should do the following steps:

. Select a number ¢ and set v = 2",

2. Based on v, encode message m = (my,...,m;),, where [ is length of message

after encoding.

. For each column i, randomly select ¢ + / elements € Y with suffix by
power of 2 a8 y,50,¥;,, -+, Vip, Where 1 <i</and Y is mentioned in Sec-
tion 2.

. Compute the corresponding public key box by using hash function.

Thus private key box SK and the public key PK box are shown as

follows:
y1,2“ y2.20 e yl,2“ Zl,20 22720 N 21120
y1‘21 y2,21 e y1121 21,21 2221 e 21121
SK = , PK =
Yipe Vape oo Vioe Z1p¢  Z22¢ ... Zp2°

3.2. Signature

To sign the message m, we should do the following steps:

. Encode the message based on v as m = (my,...,my),.

2. Decode each digit m; based on 2 as m; = (uy, u, . . ., U,)>.

. According to m; = (uq,uy, . . .,u,), select corresponding entries of Y at col-
umn 7. For example, if u; = 1 select y; »;, else discard it, where 1 <j<e.

Thus, the signature of message m is the selected items in the private key box

(al)a2) et >an)-

To sign on message m for example, we select e = 3 and set v = 26" = 16 and

encode m=3A4...1);s; then we decode 3=(0011),, 4A=(1010), and
1=(0001),, etc. and select the corresponding entries in the private key box

(ar,az, ..., a,) = (Y120, Y1,21,12,21,2.2% - - - ¥1,20) a8 a signature
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[yl,zo} Yoo o [yl,zo]
sig(34 1) — [J’Lz'} [J’2.2‘} s it
g T Y122 Yooz e )2
Y123 [)’2,23} s Vi3

= ()/1‘207)’1,21 yVaplsVoods- - »)’1720>-

3.3. Verification

To verify the signature (ay,ds,- . .,a,) on message m. We hash each elements
of the signature (a;,d,. . .,a,) and check whether equal to corresponding en-
tries in public key PK box.

For example, we check the signature (v, ,0,;,,1521, 2235+ - > 0) ON mes-
sage m = (34...1);¢; select the corresponding entries in the public key box and
check that the pre-image of the selected entries are the signature as the follows:

(21 ] Zy20 e [21,20]

[212] [z - Zia!
f(y17207y1,21’y2421 1y V235wt vy1,2°) =

21122 22122 e ZlA22

zip lBxl o oz

In the proposed scheme, a message to be signed is based on the power of 2.
The message is divided into / digits. Each digit of the message is signed individ-
ually. The signature is the corresponding entries of private key box with 1’s
binary in each digit encoded by based of 2. The verification is checking
whether each items of signature is the pre-image of the corresponding public
key entries.

4. Security analysis and performance

The adversary attempts to forge the proposed signatures. We show the
adversary how to invert the proposed scheme. Assume the adversary forge
the signature with probability 6. From the rows of the signature, the terms se-
lected from the private key box are about § so that to break the signature of
row is with probability 2. Because the signature has / columns in the signature
box, the adversary forges the signature with % * % We know to break the hash
function f with a negligible probability ¢ such that we have x| % ¢ and there-
fore o = % To break the proposed scheme is with probability around g

Lamport’s one-time signature scheme is not efficient on the length of signa-
tures and public keys. The proposed scheme, moreover, saves the space storage
of the signatures and the public keys. We consider that the length of message is
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Table 1
Comparison of the proposed scheme and Lamport one-time signature scheme

# Of public Avg. # of Avg. # of

key items signature terms verification times
Lamport’s signature 320 160 160
Proposed scheme based on 32 160 80 80
Improvement (based on 32) 50%

160 bits and the proposed scheme based on 32. We compare the proposed
scheme and the Lamport’s one-time signature scheme in the Table 1.

We encode the message based on 32 and get / = 160/5 = 32. The number of
items in each column is e + 1 = 5, since e = 4 deserves five items and the special
item when the message digit is 0. The public key has 325 = 160 items. The sig-
nature items are average of one half of the public key items. Therefore, we save
about (320-160)/320 = 50% storage in storage space compared to the Lamport
one-time scheme.

Although, the proposed scheme is better than the Lamport one-time signa-
ture scheme, it is still not efficient to sign a very long message. We may improve
the problem by hashing the message before signing, i.e., to sign message m, first
we compute the hash value m = f(m) by using hash function, then we sign the
message m by the proposed scheme. The result leads that the signature is not
increasing with the length of the message to be signed. We consider using
the SHA-2 hash function in the proposed scheme such that the length of the
message is 160 bits.

5. Conclusion

We have proposed the generalized Lamport one-time signature scheme
which saves storage space. The proposed scheme is used to sign a long message
by hashing the message before signing to make the proposed scheme more effi-
cient. We expect that our scheme can be used to build more operative one-time
signature schemes.
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