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Hybrid method for modular exponentiation
with precomputation

C.-Y. Chen, C.-C. Chang and W.-P. Yang

Indexing terms: Cryptography, Digital arithmetic

The authors present a new hybrid method for perfonming
modular exponentiation using a hybrid ternary—quinary number
system. A recent result concerning performing modular
exponentiation with precomputation was presented by Dimitrov
and Cooklev: their average number of modular multiplications is
0.3381n, where # is the length of the modulus, while the authors’®
proposed method only needs 0.3246n modular multiplications.
Furthermore, compared to Dimitrov and Cooklev’s approach, the
authors’ method reduces the amount of storage by 56.8% if the
modulus is a 512 bit number.

Introduction: Modular exponentiation is one of the most impor-
tant computational problems. A typical exaraple of its applications
is in implementing the ElGamal cryptosystem {1]. In that crypto-
system, a fixed element g of a group Z,, where P is a large prime,
is repeatedly raised to many different powers. In a binary number
system (BNS), performing the modular exponentiation g¥ mod P
requires on average 1.5#» modular multiplications, where # is the
length of the modulus. Because g is fixed, the values g% mod P for
i=0,1, .., n1 can be computed in advance and loaded in a table
for later look-up. Thus, the average number of modular multipli-
cations in this case is 0.5x. In 1995, Dimitrov and Cooklev [2] pre-
sented a new hybrid binary—ternary number system (HBTNS). If
the exponent x is represented in such a hybrid binary-ternary
form and the precomputed values g%¥ mod P, where 2'3<P, are
stored, then the average number of modular multiplications is
reduced to 0.3381n. However, it needs more precomputed values
than BNS. We estimate that this method requires at most n +
(n+1)log, P — (n/2)log;2) stored values. For a 512bit modulus, it
requires 83370 stored values.

In this Letter we present a new hybrid ternary-quinary number
system (HTQNS) to represent the exponent. According to this rep-
resentation, the values g¥Y mod P, where 35< P, should be
precomputed and stored. Now, we only focus on nonzero digits,
say 1 and 2, in the representation of exponents. We use the tech-
nique of [3] to quickly compute g* mod P within 0.3246n modular
multiplications on average. This result is somewhat faster than
that of [2] On the other hand, the number of stored values in our
method is at most ¢ + (¢+Dlogs? — ((z+ 1)/2)logs3, where ¢ =
LlogzPJ If nis a 512-bit number, then our method requires at
most 36027 stored values. Obviously, compared to [2], our method
reduces the amount of storage by 56.8%.

Hybrid method:

o))

Hybrid ternary—quinary number system: The following algorithm is
to compute the HTQNS representation of the exponent x:

Input: x

Output: two arrays digit[] and base[]

Step 1: Set i = 0.

Step 2: If x = 0 then stop and output.

Step 3: If x mod 5 = 0, set base[i] = 5, digit[{]=0, and x = x/5, and
goto Step 5.

Step 4: Set y = x mod 3, digit[i] = y, base[i] = 3, and x = | x/3].
Step 5: Set i = i + 1 and goto Step 2.
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Take x = 47, for example. We have base|]
digit[] =[2, 0, 0, 1].

Assume the quotient is of the form 15k + ¢ at the sth stage.
Then, the form of the previous quotient will be one of the follow-
ing forms:

{15k’ + ili = 5*(t mod 3) or i = 3*(t mod 5) + uforu=0,1,2
and i mod 5= 0}. Let P¢, re {0, 1,2, .., 14}, be the probability of
the quotient of the form 15k + ¢ at the sth stage. We have a recur-
rent relation

=13, 5, 3, 3] and

5(t mod 3 3(t d 5)+u
= 4 L 3t

(u+3t) mod 530
That is to say, we have the following recurrent relations:

1 1 1
P =200 )+ spha + 2Pl

5 3 3
;1 +1 +1
Ps 5275 1 3105 —1 3ps 1

and

1 1 1 1
Pt = gplgl + gpiz it 3Ps—1 + SPi‘h

Obviously, let P° = py! = ... =p,'¢ = 1/15. The asymptotic solutions
for the above recurrent relations are p.°= p.. 5 = p.. '° = 0.056, p..!
= pms =ph= 0.058, pwz =pJ :pmxz = 0.076, pws =pl= PwB —
0.058 and p.* = p.* = p.1* = 0.084. Therefore, the proportion of
the quinary digits is P, = p.0 = p.° = p.'* = 0.168 and the propor-
tion of the ternary digits is Pr = 1-p, = 1-0.168 = 0.832. The
average base of the proposed number system can be evaluated by
b = 3pr5pe =~ 3.268. So, the average length of the digits of x in
HTQNS is about (log,2)n = 0.5851. In addition, the proportions
of zeros, ones and twos are p, = p.° + p.} + p.° + p.S+ p2 + pN0
+p2=0446,p, =pl+pt+p]+p =027 and p, = p.2 +
pt+ ptt+ ptt = 0.277, respectively.

@

Hybrid algorithm for computing modular exponentiation: Assume
that the exponent x in HTQNS is represented as base[] = [b,.4,
bzy -y by} and digit(| = [d,.1, d,.s, ..., dy]. Before describing the
algorithm for performing modular exponentiation we introduce
the theorem of [3].

Theorem 1. Suppose x = Z.'ax, where 0 < g, < h. If g¢¥ mod P is
precomputed for each 0 < i < m and if m + k1 > 2, then g* mod P
can be computed with m + & — 2 modular multiplications.

According to this theorem, we give the following algorithm to
compute g* mod P.

Tnput: g, P, digit[] and base[]

Output: g med P

Step1: Setb=1,a=1,and d=2.

Step 2.. If d = 0 then stop and output a.

Step 3. Setit=0,ig=0and i =0

Step 4: If base[i] = 5 then set ig = ig + 1 and go to Step 7.

Step 5: If digit]i] = d then set b = b*Fidl[ig]. /* Fif]lig] = g4
mod P. ¥/

Step 6: Set iz = it + L.

Step 7:Seti=i+1. If i=m, thenif d=2thena=belsea=a*
b, set d = d -1 and go to Step 2.

Step 8: Go to Step 4.

How many modular multiplications are needed in the above algo-
rithm? We shall count only those multiplications where both mul-
tiplicants are unequal to 1. Let N, be the number of ds which are
equal to d. So, when d = 2, it needs (V, — 1) multiplications. When
d =1, it needs (N, + 1) multiplications. Because on average N, =
mp, = (0.5857)(0.277) = 0.162n and N, = mp, = (0.5851)(0.277) =
0.162n, the average number of modular multiplications in the
algorithm is 0.324n.

Now, we count the number of stored values. Because 35 < P,
the number of these is and js will be

[logg P)

L10g3 +E ‘}og5 J<t+(t+1)1og5 P—t(Hl)

logs 3
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where ¢ = LlogSPl If P = 22, then at most 36027 stored values -

are needed.

Furure work: This point leads us to wonder whether an optimum
HTQNS representation exists such that time and space is further
reduced. For example, take two bases k and &, where k > h and &
# 2. We can construct the following recurrent relations:

1 k@tmodn) , 1 At mod k
pts_E s(—tlmo ) E p,s&"lmo )+u7t=071727'“7kh*1
(u-}vhz)“:?)d k#0

These asymptotic solutions will estimate the average number of
modular multiplications. Conversely, the amount of storage is at
most ¢ + Zf_, log(P/W)], where ¢ = |_10g,,PJ. In our view, search-
ing proper bases k and 4 such that both time and space are
reduced is an open problem.
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Analogue squarer and multiplier based on
MOS square-law characteristic

S.-I. Liu and D.-J. Wei

Indexing terms: Multiplying circuits, CMOS analogue integrated
circuits, MOSFET

A simple CMOS squarer based on MOS square-law characteristic
is presented. This circuit was fabricated in a 0.8um single-poly
double-metal n-well CMOS process. Experimental results show
that the nonlinearity of the squarer can be kept below 2% across
the entire differential input voltage range of +1V. The total
harmonic distortion is < 2% with the input range up to +0.8V.
Moreover, a four-quadrant multiplier can be also realised using
the proposed squarers. The proposed circuits are expected to be
useful in analogue signal-processing applications.

Introduction: Many CMOS analogue signal-processing building
blocks which exploited the square-law model of the MOS transis-
tors have been developed in the literature [1 - 6], e.g. CMOS mul-
tipliers, transconductors and resistors based on the square-
algebraic identity can be easily realised since the squaring function
can be obtained from the well known square-law model of the
MOS transistors operated in saturation [1 — 6]. In this Letter, we
propose a simple CMOS squarer which can also be used for realis-
ing a four-quadrant multiplier. Experimental results are given to
verify the theoretical analysis.

Circuit description: The proposed CMOS squarer and its symbol
are shown in Fig. 1. Assume that all the devices in Fig. 1 are
biased in the saturation region without the body effect. Let the
transconductance parameter and the threshold voltage of M| to
M; be equal to K and V,, respectively. I is the DC current. By
describing the source currents of M, to M,, the following relations
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in Fig. 1 can be obtained i.e.
Il+[2:jg+‘13=IS+I4:IB (1)
where 7, is the source current of the PMOS transistor M; (for i = 1

to 4). From eqn. 1 and after some algebraic calculations, the volt-
age vs can be expressed as

vg = M TN —;UN ()
The voltage v, is the averaging value of the voltages v,, and vy [2,

5]. From the transistors, M; to My, it is also found that

_un+ Vbbp
S ®
and
- Vg +2VDD (4)

Assume that the aspect ratio of M, is twice that of M, (and M,).
According to the proposed squarer in Fig. 1, the output voltage V,
can be expressed as

V,
2 =IL+I; -
R 5+ 17 9
=K(Vop —vm — Vr)2 + K(Vpp — vy — Vir)?
— QK(VDD - Vg — VT)2 (5)

where 7, is the source current of the PMOS transistor M, (for i = 5,
7 and 9). Substituting eqns. 2 — 4 into eqn. 5, the output voltage
¥V, in Fig. 1 can be obtained as

v, = %R@l — )2 )

A simple CMOS squarer can be realised. For proper operation, it
is required that all the devices operated in the saturation i.c.

v + v

> < Vpp —2Vr )

max (’Ul,’Ug,

Vdd

sQ

Fig. 1 Proposed CMOS squarer

Moreover, based on the square-difference identity ([a+b] — [a—
b]? = 4ab), one squarer with input voltages v, and v, and the other
with input voltages v, and —v, can be used to realise a four-quad-
rant multiplier as shown in Fig. 2. The output voltage V, of the
multiplier in Fig. 2 can be expressed as

K
Vo= ERUN& (8)
Vdd Vdd
0 T
Vi _ vi__
SQ SQ
V2 v2 |
T F Vo
R R
v
o %%

Fig. 2 Proposed four-quadrant multiplier
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