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ABSTRACT Cyber-Physical Systems (CPS) are a collection of transformative technologies for managing interconnected physical and 

computational capabilities [1]. Recent developments in technology are increasing the availability and affordability of sensors, data acquisition 

systems, and computer networks. The competitive nature of industry requires manufacturers to implement new methodologies. CPS is a broad 

area of engineering which supports applications across industries such as manufacturing, healthcare, electric power grids, agriculture, and 

transportation [2-9]. In particular, CPS is the core technology enabling the transition from Industry 3.0 to Industry 4.0 (I 4.0) and is transforming 

global advanced manufacturing. This paper provides a consolidated review of the latest CPS literature, a complete review of international 

standards, and a complete analysis of patent portfolios related to the 5C’s CPS architecture model by Lee, et al. [1]. The critical evaluation of 

international standards and the intellectual property contained in CPS patents is unaddressed by previous research and will benefit both academic 

scholars and industry practitioners. The analysis provides a basis for predicting research and development future trends and help policy makers 

manage technology changes that will result from CPS in I 4.0. The paper covers the emerging I 4.0 standards from the International Organization 

for Standardization (ISO), the International Electrotechnical Commission (IEC) and China’s Guobiao standards (GB) followed by a patent 

analysis covering global patents issued in the US, Europe, China and the World Intellectual Property Organization (WIPO).  

 
INDEX TERMS Cyber physical systems (CPS), Industry 4.0, patent analysis. 
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OASIS             - Organization for the Advancement of 

Structured Information Standards 

OEM  - Original Equipment Manufacturer 

OGC  - Open Geospatial Consortium 

PLC   - Programmable Logic Controller 

QoS   - Quality of Service 

R&D  - Research and Development 

RFID  - Radio Frequency Identification 

RMS  - Reconfigurable Manufacturing Systems 

SAC   - Standardization Administration of the People's 

Republic of China 

SCM  - Supply Chain Management 

SG8   - Strategic Group 8 

SMB  - Standardization Management Board 

SME  - Small and Medium Enterprises 

SQL   - Structured Query Language 

TEDS  - Transducer Electronic Data Sheet 

T-F matrix - Technology-Function matrix 

TI   - Thomson Innovation 

UKIPO  - United Kingdom Intellectual Property Office 

US   - United States 

USPTO  - United States Patent and Trademark Office 

WIA-PA  - Wireless Networks for Industrial Automation 

Process Automation 

WIPO  - World Intellectual Property Organization 

W3C  - World Wide Web Consortium 

I. INTRODUCTION 

CPS is the merger of cyber (electric/electronic) systems with 

physical things [10-11]. CPS helps mechanical systems to 

perceive the physical world, process these perceptions as data 

on computers, make calculations, and inform systems to take 

actions to change process outcomes. Ho [12] presented the 

concepts of Computation, Communication, and Control with 

information in the center to model dynamic results, such as real-

time sensing, dynamic control and information service for large 

systems. A major challenge for original equipment 

manufacturers (OEMs) is the need to control cost for 

components manufactured [3]. CPS is a tool to overcome this 

challenge with characteristics such as timeliness, distribution, 

reliability, fault tolerance, security, scalability and autonomous 

operation to enhance the transition from I 3.0 to I 4.0 [3-16]. 

CPS gives industrial objects micro intelligence to achieve mass 

customization for today’s short lifecycle products. Smart 

manufacturing systems that are intelligent and autonomous 

require synchronization to produce products of high quality, 

with variety, at low costs, and with reduced time to satisfy 

diverse consumer demands. FIGURE 1 shows the industrial 

evolution transition from I 1.0 to the current generation I 4.0. 

The key enablers that lead to the increment jumps in each 

generation are associated with the critical concepts underlying 

the changes over time. CPS, Internet of Services (IoT), and 

Smart Factories are the four key components of I 4.0 [17] and 

CPS is the central focus of this research paper.  

 
FIGURE 1.   Industry evolution graph [14].  

 

This research refers to the latest developments in the field of 

I 4.0 and provides the background and introduction of CPS 

followed by an overview of CPS layerings. The use of an 

accepted CPS architecture [1] avoids redundancy in analysis 

and description. The analysis of the standards landscape for 

CPS in the Industry 4.0 context consolidates information from 

governing bodies such as the International Organization for 

Standardization (ISO), the International Electrotechnical 

Commission (IEC) and the Guobiao Standards (Standardization 

Administration of China GB). The research provides an I 4.0 

patent landscape for CPS using information from the World 

Intellectual Property Organization (WIPO) and the United 

States Patent and Trademark Office (USPTO). Finally, a 

research and development outlook provides a basis to discuss 

future development trends and the implications for CPS in I 4.0.  

Our paper follows a dual approach that covers standards 

followed by patents. Patents are exclusive rights granted to the 

inventor for a limited period in exchange for public disclosure 

of the invention. The invention is a unique creation of a product 

or a process. On the other hand, standards are published 

documents that serve as a fundamental building block for 

product or process development and include methods for 

insuring usability, predictability, safety all parties involved in 

the manufacture of goods or delivery of services. A standard 

ensures intra and inter-operability of products and services 

produced and its compliance is mandatory for product 

commercialization [18]. Standard essential patents (SEPs) 

create the intersection between patents and standards. SEPs 

provide limited monopolies to manufacture products or 

business opportunities that comply with technical standards. 

The analytics presented is both qualitative and quantitative with 

a focus on SEPs to understand the dynamics between standards 

and patents and to forecast future trends from management and 

technology perspectives. 
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A. Motivation 

The motivation for this paper satisfies the need to understand 

the applications of CPS for tracking, monitoring, and improving 

products and processes. Processes undergo continuous 

improvement throughout the life cycle and require optimized 

performance and improved quality. There are challenges to 

implementing CPS including interoperability, affordability and 

network integration of existing and new engineering systems. 

Costs of manufacturing increase when there is a poor 

understanding of standards, which decreases interoperability 

and discourages small and medium-sized companies from 

investing in CPS [19]. This paper defines the technical 

standards, their equivalence in different countries and the use 

of patent portfolios to increase interoperability and the licensing 

of intellectual property for the implementation of CPS across a 

broad range of industries. The German Standardization 

Roadmap – Industry 4.0 (Version 2) [18] also supports the view 

for studying standardization during the development phase 

when SEPs are often created and analyzed. 

B. Computer-supported search and review method overview 

The methodology for this research begins with a literature 

search and collection and archival of research from a variety of 

forums and databases where documents relevant and related to 

industrial engineering and related applications are stored. 

Literature with relevant CPS information and the terminologies 

must fit the five categories of the 5C model. This model, the 

CPS architecture model by Lee, et al. [1] is the fundamental 

reference model for our research. Extracted CPS terms and 

those terms relevant to manufacturing and industrial 

engineering partition the literature into a manageable set for 

analysis. Using the initial set of terms, the construction of a CPS 

ontology uses the terms most relevant and appropriate for the 

analytic scope of this paper. Simultaneously, a standards search 

based on reports from the leading standardization bodies yields 

standards terms that relevant to the 5C model and are included 

in the CPS ontology. Finally, a patent query search string based 

on the terms of the CPS ontology is constructed. The search 

string enables the search of international patent databases for 

standard essential patents. In order to access the largest pool of 

global patents, the search uses the Thomson Innovation 

intellectual property (IP) search platform. The search results in 

a huge volume of raw IP data that is text and data mined using 

standard algorithms. The R software provides the text and data 

mining algorithms used to extract various statics and 

consolidate the results into the meaningful analytic knowledge 

to formulate the conclusions of this publication. 

II. LITERATURE REVIEW FOR CPS WITH FOCUS ON 

MANUFACTURING 

This section is a consolidation of the literature review [1-11] 

[17] [20-98] centered on CPS which targets engineering with 

applications in cross-disciplinary areas of science and 

manufacturing. In order to maintain the focus of our core 

research on standards and patents relevant to the categories of 

CPS architecture, the 5C’s (Connection, Conversion, 

Computation, Cognition, Configuration), the architecture, the 

ontology, the applications, challenges and future roadmap are 

reviewed. FIGURE 2 depicts the distribution of articles 

reviewed. 

  

 
FIGURE 2.   Literature review statistics [1-11] [17] [20-98]. 

 

A. CPS architecture 

An architecture is an element of modularity and is an organized 

structure for implementing a technology. Using an architecture 

helps integrate a technology with minimal effort into an existing 

or newer ecosystem and there are many proposed architectures 

for CPS. The literature review [1-11] [17] [20-98] shows that 

the papers [1] [7] [10] [29-31] [33] [41] [45-46] [50] [61] [68] 

have CPS architecture centric summarizations. Most have 

proposed theoretical and derived architectures. 

The architecture proposed by Lee, et al. [1] provides a 

detailed review of the publications. Our research requires a 

comprehensive and descriptive architecture because of the close 

association that must be formed between the I 4.0 research 

context and the associated publications [21] [33]. The proposed 

architecture is the Five-layer configuration (the 5C cyber-

physical architecture) shown in FIGURE 3. 

 

 
FIGURE 3.   5C CPS architecture for I 4.0 [1]. 

 

“Connection” is represented as the bottom most layer and 

is consists of the first step towards achieving integration using 

elements like sensors, actuators, and protocols. The connections 
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become significant when integrated to create complex systems 

like Enterprise Resource Planning (ERP), Customer Relation 

Management (CRM), and Supply Chain Management (SCM) 

systems. “Conversion” is the step where many types of 

interferences are made from information derived from sources 

like big data analytics and cloud computing. From an industrial 

engineering viewpoint, new analytic models help solve 

problems such as calculating the remaining life of a component 

in complex multi-item or multi-machine systems. 

“Computation” is the step that uses algorithms, software, and 

computer-based infrastructures to analyze current practices and 

predict future behavior of logical software constructs like 

architectures, algorithms, and security. “Cognition” presents 

the knowledge gathered in the above steps for making 

decisions. Finally, “configuration” is the transformation of the 

intelligence into action (movement from cyberspace to physical 

space). This helps machines translate decisions into real world 

actions. 

The literature demonstrates many models that apply to a 

similar research analysis but upon closer review do not fit the 

focus of the research plan. For example, one researcher presents 

a three-layer CPS model consisting of a physical layer base, an 

intermediary data layer, and a service layer as top most layer 

[21]. Another researcher used a mesh based 5-component 

Internet centered architecture connecting elements such as 

physical devices, control systems, and service frameworks [7]. 

A prototype-centered architecture for CPS with various 

interchangeable components link the changing physical world 

at the bottom to the abstraction of information in the middle, 

and finally leading to a real time context awareness at the top 

[10]. Other authors represented human machine interaction via 

CPS using a 6-layer model consisting of the 

physical/mechanical system at the bottom, followed by 

embedded systems, sensors and actuators, electronic hardware, 

software and human machine interfaces at the top [29]. A Real-

Time Service-Oriented Framework called RT-Llama that 

considers various protocols [45] and a two box hybrid simulator 

architecture with a network layer encapsulating simulation core 

and the management layer encapsulating various analytics [46] 

are a few of the other architectures that were reviewed in detail. 

We choose the architecture proposed by Lee, et al. [1] as base 

architecture for our research because of its simplicity, which let 

us assign standards and SEP’s with high clarity in its 

architectural levels. 

B. CPS key points 

CPS is a broad subject and the applications are numerous. This 

section deals with publications that are relevant to CPS [1-11] 

[17] [20-98]. Key points that are important for industrial and 

manufacturing engineering determine the classification and 

selection of papers relevant to the 5C model. Manufacturing is 

vital to economic growth and must be sustainable. From the 

literature, manufacturing must become more intelligent and 

capable of rapidly adapting to physical infrastructures to 

perform change management. This makes manufacturing more 

responsive to changing global markets and better able to satisfy 

customers’ needs [32]. I 4.0 is a German concept proposed as a 

white paper to include information technology (IT) in the 

manufacturing sector [20]. This term is the summation of all 

technologies, standards, and frameworks that point towards the 

fourth industrial revolution. I 4.0 refers to the interrelation of 

technologies that facilitate the emergence of the smart factory 

by improving tools, processes, and outcomes [97]. Increasing 

global competitiveness requires better product quality, lower 

labor costs, shorter product life cycles, and more flexible 

outsourcing. Manufacturers recognize that end users do not 

want to pay for incremental quality improvements. 

Manufacturers are adjusting their processes and production by 

focusing on factors related to customizing products and 

reducing time to market. Leveraging the advantages of novel 

production strategies, such as CPS, agile manufacturing, and 

mass customization, helps manufacturers merge integrated 

networks that link core competencies [29]. Hermann, et al., [98] 

proposes six design principles for CPS in I 4.0 that include 

interoperability, virtualization, decentralization, real-time 

capability, service orientation and modularity. Development of 

a single complete I 4.0 standard is time-consuming because of 

varying worldwide communication standards and the high 

volume of industrial data requiring collection, processing and 

transformation into actionable intelligence. 

 

1) Key review points for the 5C-connection layer 

Connection is the bottom most layer and is the first step 

towards integrating elements like sensors, actuators, and 

protocols. Papers referenced [2-4] [20-24] [26] [29-30] [32] 

[37] [39] [44] [46] [50] [52-54] [58] [65] [66-71] [73] [78] 

[83] [86] [91] contains CPS research relevant to the 

connection layer. The commonality among this literature 

pool relates to sensors, actuators, controllers, protocols and 

networking. Also included is the interoperability between 

different networks and networking elements using vertical 

and horizontal integration approaches. Key attributes 

relevant to CPS and the connection layer follow in the 

discussion below. 

A sensor is a device that sends an output when detecting 

changes in quantities, qualities, or events. Sensors and 

actuators are objects that collect information about the 

environment utilized by the upper 5C layers. Sensors most 

commonly detect temperature, weight, motion, vibration, 

acceleration, humidity, and location. In recent years, the 

prices of sensors have dropped significantly. As a result, it 

is now possible to collect an abundance of data directly from 

the manufacturing shop floor. These data are accessible for 

higher-level process and processing using the Internet [29]. 

The connection layer also deals with protocols and networks 

when considering factors such as power, range and storage 

capacity. The Internet protocol (IP) is the backbone of all 

modern networking and CPS has many networking enablers 

to achieve IP connectivity such as third generation (3G) and 

fourth generation (4G) networks combined with 

architectures such as local area networks (LAN), 

metropolitan area networks (MAN) and wide area networks 

(MAN). Using these various networking topologies, data 

transmission uses a wired or a wireless setup. A technology 

review by Deloitte further emphasizes the importance of 
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connection layer for smart, connected manufacturing and as 

a base for I 4.0. The layer proposed is a combination of 

several commonly known elements such as the industrial 

Internet, connected enterprises, smart manufacturing, 

manufacturing 4.0, the Internet of everything, and the 

Internet of things for manufacturing [30]. FIGURE 4 depicts 

the product impact and potential applications map. IBM 

emphasizes how information technology and the 

availability of low-cost sensors create new service value 

propositions [31]. 

 
FIGURE 4.   Product impact mapped to potential applications [23]. 

2) Key review points for 5C - conversion layer 

Conversion is the step where many types of inferences are 

made from information derived from data sources such as 

big data analytics and cloud computing. Papers referenced 

as [4-5] [20-21] [23-25] [27] [29] [37] [39] [44] [46] [52-

54] [57-59] [66] [69-71] [73] [83-87] [91-92] contain the 

CPS points relevant to the conversion layer. The conversion 

layer focuses on converting data to information using data 

processing and big data analysis and data applications 

where intelligent products carry all necessary information 

of their production processes. Data is knowledge only when 

it became information which needs information 

management step to filter and correlate data that is both old 

and new [57].The foundation of I 4.0 is to acquire relevant 

information in real time through integration of various 

entities involved in the value-added processes [21]. There is 

communication with production resources in the value chain 

with independent decision making by machines to forecast 

their breakdown periods and schedule their own 

maintenance [27]. The volume of data in storage, transfer 

and processing from I 4.0 requires a next-level Digital 

Infrastructure [23].While the concept to achieve greater 

storage for historic data to predict future trends is plausible, 

new data technologies are required. Apache Hadoop is one 

of new big data software solutions and is similar to other 

emerging big data technology platforms like Redis, 

SimpleDB, CouchDB, MongoDB, Terrastore, HBase, and 

Cassandra technologies that provide both data storage and 

communication between components [25]. The 

commonality across these technologies is the usage of a 

technique called NoSQL which is a column-oriented, key-

value and document-based model. This is unlike the 

conventional structured query language (SQL), which is a 

row and a column data representation methodology used in 

relational database management systems. 

 

3) Key review points for 5C - computation layer 

Computation is the step that uses algorithms, software, and 

computer-based infrastructures to analyze current and 

predict future behavior all logical software constructs like 

the architecture, algorithms, and security. Papers referenced 

in relation to the computation layer include [4] [20-21] [23-

24] [27] [29] [40-41] [44] [45] [47-52] [54-59] [64-71] [73] 

[76] [78] [83-91]. The computation layer is a service 

oriented architecture (SOA) where software provides 

services and generates advantages such as high reusability 

and faster time to develop and deploy software, an 

integrated development environment (IDE) which helps 

programmer write software using rapid application 

development (RAD), object oriented and programing 

(OOP) which helps to visualize software modules as objects 

and their interactions and behaviors with other objects, and 

unified markup language (UML) which is a way to visualize 

design of systems. Other applications include inter and intra 

business data transfer technologies for extensible markup 

language (XML) which is a flexible text based data transfer 

format, and JavaScript Object Notation (JSON) which is an 

object based data notation for the design and transfer of 

algorithms for real-time remote control, scheduling, 

maintenance, social and big data analysis to predict current 

and evolving trends. Operating systems, programming 

languages, user interfaces, and networking technologies 

have become more elaborate with software managing 

information flow control, error control, redundancy, 

reliability and latency in heterogeneous global networks for 

application in I 4.0 [4] [58].  

4) Key review points for 5C - cognition layer 

Cognition presents the knowledge gathered in the higher 

layers for decision support. Papers referenced relevant to the 

cognition layer include [4] [20-21] [23] [32] [35] [40] [42] 

[47] [49-50] [52] [59] [61-63] [66] [72] [87-89]. Cognition 

helps solves problems like finding a tool location inside a 

factory and implementing Intelligent Predictive 

Maintenance (IPdM). IPdM detects changes in the physical 

conditions of equipment for signs that indicate an increasing 

reliability of failure. Alerts signal workers to schedule or 

immediately provide maintenance to maximize the service 

life of equipment without increasing the risk of further 

failure such a complete system shutdown. The six proposed 

steps to achieving IPdM include sensor and data acquisition, 

signal pre-processing and feature extraction, maintenance 

decision-making, key performance indicators, maintenance 

scheduling optimization, and feedback control and 

compensation [32]. The cognitive layer provides sufficient 

functionality to detect and convey current and future system 

information to customers, providing order status and 

warnings about potential delays. Failures that require 

actions signal operators on a real time basis over the Internet 

or via mobile applications to coordinate faster error 

resolution [47]. Virtualization and remote operation abilities 

for factories saves time and money by transmitting control 

information, providing dedicated functionality for 

equipment controlled via remote service centers to eliminate 

faults and prevent failures. Possibilities of outsourcing these 

functions to service providers provide cost benefits and 

better quality services [42]. 

5) Key review points for 5C - configuration layer 

Configuration is the transformation of the intelligence into 

action (movement from cyberspace to physical space). 
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Papers referenced for this layer include [2-3] [20-21] [23] 

[30-32] [35] [42] [48] [57] [59] [64] [72] [74] [89]. CPS 

configuration is for learning, optimization, customization, 

adaptation, enhancement, self-organization and auto-

assembly [2]. To achieve this goal within I 4.0, artificial 

intelligence applications provide goal management, 

planning and behavior control. The idea is that the system 

will automatically modify goals to meet changing operating 

conditions and then autonomously adjust behavior to 

accommodate the changed goals [20]. Configurational 

awareness provides short-term flexibility, medium-term 

response to external influences and improved production 

resilience [21]. Social data analytics define social trends and 

dynamically reconfigure systems. For example, a connected 

gas turbine interacting with social and machine networks 

will decide autonomously to adjust to demand and supply 

conditions [23]. Augmented reality makes it possible to 

monitor machine data during maintenance and repair work, 

and to control maintenance tasks via cloud computing [37]. 

Posada, et al., [24] provide research on key technologies 

needed for I 4.0 that include mass customization, automatic 

adaptation, and value chain improvement. Using these 

concepts industries can produce small quantities, fit 

individual needs and achieve intra and inter-machine 

awareness. Further connecting the cyber and physical world 

using ICT helps improve, track, optimize and interconnect 

asset infrastructures distributed around the world. Concepts 

like social machines and Internet networks, augmented 

operations, and virtual production apply these technologies. 

FIGURE 5 depicts the collaborative interaction between the 

cyber and physical world. 

 
FIGURE 5.  Collaborative interaction between cyber and physical 

worlds [23]. 

 

Brettel, et al., [29] describe a CPS manufacturing 

landscape where individualized production using mass 

customization, and horizontal integration and end-to-end 

integration using the Internet of services. Mass 

customization focuses on manufacturing personalized 

products in high quantity under accepted quality constraints. 

This solves the problem of economies of scale versus 

economies of scope (striking a balance between customer 

satisfaction and production cost). Mass customization 

requires flexible processes, modularized product design, 

and integration between supply chain members along the 

value chain. The horizontal integration concept is to help 

small and medium enterprises (SME) that have limited 

resource and investment but want to be involved. Through 

integration, SME’s produce or assemble complex products 

in a collaborative manufacturing environment and work 

together as a virtual enterprise to avoid investment risk by 

combining scarce resources. 

6) Applications, future roadmap, and challenges 

CPS concepts relevant to applications, the future roadmap 

and challenges refer to research by [2-4] [6] [8-9] [11] [20] 

[22-23] [25-27] [28-35] [38] [41] [43] [52] [56] [60-61] [63] 

[65] [75-77] [79-82] [90]. CPS applications link both 

consumer and business domains. For the consumer domain, 

deployment targets home automation, lifestyle flexibility, 

health care and transport systems. Some of the emerging 

functions include automation for lighting, safety, fitness, 

diagnosis, elderly care, navigation, emergency services and 

geographic tagging. For the business domain, applications 

target manufacturing, retailing, public services, and energy 

production. The technology functions include product 

testing, advanced manufacturing signaling and diagnostics, 

e-logistics, product and machine tagging, e learning, 

government and health asset management, smart grids, and 

enhanced environmental protection. 

The future roadmap proposed in the literature shows 

increased research in improving manufacturing with static 

production lines that are hard to reconfigure, a need to make 

new product variants, and a better response to customer 

requests. There is a need for dynamic production lines; 

smart products that move autonomously from one CPS 

enabled processing module to another and the dynamic 

reconfiguration of production lines [31]. Power grids 

efficiency improves since increased measurements and 

additional information from various locations enables 

processing, monitoring, protection of services, and control 

[46]. 

The major challenges are closed boxed embedded systems 

where the nature of the system prevents communication, 

collaboration and inter-connectivity networking. The 

programming languages used to create these embedded 

systems are usually low level assembly languages or 

languages like C which is different from the software that 

Internet or mobile applications. Engineering design and 

practices that depend on embedded software design and 

closed system solutions become a limitation [4]. In the area 

of standardization which is essential for technology 

diffusion and adaptation by the industrial engineering 

environment, specialists predict that the creation of a 

complete Industry 4.0 standard will take at least 10 years 

[39] while many standards already exist in fragments across 

Europe, America, and China. The first step to creation of a 

complete standard requires understanding the current 

standards landscape [18].  This topic serves as the core 

motivation for the next section that identifies and visualizes 

the standards used in the 5C layered architecture. 

III. STANDARDS FOR CPS 

A standard is a published document that serves as the 

fundamental building block for product or process development 

and defines usability, predictability, and safety. A standard 

ensuring intra and inter-operability of goods and services 

produced and manufacturing compliance is mandatory for the 

future of CPS. Many international organizations are developing 

relevant standards. If enterprises are creating specific standards 
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to follow, then I 4.0 technologies and solutions are evaluated 

and utilized.  

A. Standardization bodies 

The standardization organizations such as IEEE, ETSI, IERC, 

IETF, ITU-T, OASIS, OGC, W3C, and GS1 are critical to the 

technology development of CPS [99]. The international 

organization IEC and ISO have established many relevant 

standards for CPS. This study focuses on CPS standards, which 

considers industry technical specifications officially issued by 

the international standards holders such as IEC and ISO. 

 

1) International Electrotechnical Commission (IEC) [100] 

The IEC, established in 1906, is the oldest international 

organization for Electrotechnical Standardization. The IEC 

is responsible for standardization in the field of electrical 

engineering and electronic engineering. IEC’s 

Standardization Management Board (SMB) is the agency 

managing the IEC technical specifications and 

standardization. SMB is responsible for strategic planning, 

adjustment, execution and supervision of the activities of 

the Technical Committee. IEC/SMB/SG8 is the strategic 

working group for smart manufacturing technologies and is 

responsible for developing I 4.0 technical standards. The 

results of IEC/TC65 (technical committee 65) are critical to 

I 4.0 since the results focus on industrial processes, 

measurement, control, and automation. 

2) International Organization for Standardization (ISO) 

[101] 

The ISO, established in 1947, is an independent and non-

government organization with 162 global members. The 

organization brings experts together to share knowledge and 

develop international standards. The ISO works closely 

with the IEC on the development of I 4.0 standards. For 

instance, ISO/TC 184 is important to the international 

standardization of I 4.0 and focuses on automation systems 

and integration. 

3) Deutsches Institut für Normung (DIN) [102] 

DIN is a German national standardization organization 

founded in 1975, and is located in Berlin. DIN is a very 

important national standardization organization. Many of 

DIN’s standards become ISO standards that are 

internationally recognized. 

4) Standardization Administration of the People's Republic 

of China (SAC) [103] 

SAC is a subordinate group of the China State 

Administration of quality supervision and administration of 

public institutions with authority to create and promote the 

standards. 

5) IEEE Standards Association (IEEE-SA) [104] 

IEEE-SA is an international organization for industry 

standards governed by the Board of Governors (BOG) 

elected by IEEE-SA members. The IEEE-SA standards 

development process is open to IEEE-SA members and 

non-members from more than 160 countries. IEEE’s 

mission is advancing technology for the benefit of humanity 

by providing a globally open, inclusive and transparent 

environment for market relevant, voluntary consensus 

standardization. 

6) The World Wide Web Consortium (W3C) [105] [106] 

W3C is a non-profit international organization for the 

development of web standards such as CSS, SVG, WOFF, 

the Semantic Web stack, XML, HTML, and a variety of 

APIs. W3C is working with many other IoT industry 

alliances and standards development organizations to solve 

the lack of interoperability across platforms in the emerging 

IoT field. 

B. Framework of CPS standards 

This section maps the CPS ISO/IEC standards landscape to the 

five-layered architecture explained in Section II. FIGURE 6 

depicts the ISO/IEC standards and corresponding Chinese 

standards (GB) [107-164]. Appendix A provides the detailed 

descriptions of these standards. 
 

1) Smart connection level 

The smart connection level studies how to obtain data from 

the physical objects. The most common technique is the use 

of Automatic Identification and Data Capture (AIDC). The 

following descriptions are the relevant standards for AIDC. 

The ISO/IEC 19762:2016 [107] provides terms and 

definitions for AIDC. The ISO/IEC 15459 series [108] 

specifies the unique identification for registration 

procedures, common rules, individual transport units, 

individual products and product packages, individual 

returnable transport items, and groupings. 

Important to CPS is the use of sensors for the automatic 

collection of data from manufacturing systems. The 

ISO/IEC/IEEE 21450:2010 [109] defines the basic 

functions required to control and manage smart sensors. The 

ISO/IEC/IEEE 21451 [110] series defines the Network 

Capable Application Processor (NCAP) information model, 

communication protocols, and Transducer Electronic Data 

Sheet (TEDS) formats for smart sensors. The standard 

methods to control these sensors are very important. The 

IEC 61131 series [111] identify the principal functional 

characteristics of programmable controller systems. The 

IEC 61499 [112] defines a generic model for distributed 

control systems based on the IEC 61131 standard. The IEC 

61131 and IEC 61499 help establish a reliable, 

interchangeable control system. 

2) Data-to-information conversion level 

Data-to-information conversion defines processing data 

from the smart connection level and analyzing the 

information. The IEC 61804-3, IEC 61804-4, IEC 61804-5, 

and IEC 61804-6 (Electronic device description language, 

EDDL) [113] are used to describe the characteristics of 

devices. The IEC 61360 series [114] provides a basis for the 

clear and unambiguous definition of characteristic 

properties (data element types) of all elements of 

electrotechnical systems from basic components to sub-

assemblies and full systems. Further, the IEC 62714 series 

[115] provides a data exchange format called the 

Automation Markup Language (AML). 
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FIGURE 6.   CPS standard structure [1] [19] [99] [107-164]. 

 

The above standards ensure that there is a unified data 

format. The IEC/ISO 13236:1998 [116] establishes a high-

quality system for the Information Technology (IT) 

environment. Since the security of data is an important 

issue, the ISO 27000 standard [117] provides the best 

practice recommendations for information and security 

risks management and control. The IEC 62443 series 

(ISA99) [118] is used to ensure the security of industrial 

automation and control systems and provides 

comprehensive security protection. 

3) Cyber computation level 

Communication is the most important element considered 

at the cyber and computation control level. The CPS data 

and information exchange require several relevant 

standards. The standards include wired and wireless 

communication. The ISO/IEC 8802 [119] provides the set 

of international standards which describe local area 

networks. There are several standards for wired 

communications. The IEC 61158 series [120] and IEC 

61784 series [121] are standards for fieldbus types and 

profiles including foundation field buses, common 

industrial protocols, PROFIBUS and PROFINET, P-Net, 

WorldFIP, INTERBUS, SwiftNet, CC-Link, HART, 

VNET/IP, TCnet, EtherCAT, Ethernet POWERLINK, 

Ethernet for Plant Automation (EPA), Modbus, SERCOS, 

Rapi Net, SafetyNet p and MECHATROLINK. These 

protocols enable real-time distributed control in CPS and 

wireless communications. The IEC 62591:2016 (Wireless 

HART™) [122] and IEC 62601:2015 (WIA-PA) [123] are 

suitable for industrial wireless communication of industrial 

measurement, monitoring, and control. The ISO/IEC 14476 

series [124] enhances the communications transport 

protocol to ensure that there is a good quality of service 

(QoS). 

A good industrial network requires the above 

communication standards to link the sensor network and 

machine network. ISO/IEC 20005:2013 [125], ISO / IEC 

29180 [126], ISO/IEC 29182 [127], ISO/IEC 30101:2014 

[128], and ISO/IEC 30128:2014 [129] are used to build 

intelligent, reliability and secure sensor networks. There are 

several standards related to the cyber level. The ISO/IEC 

17826:2012 [130] specifies the interface to access cloud 

storage and to manage the data stored within. The ISO/IEC 

27033 series [131] ensures network security. The IEC 

62769 series [132] (FDI) is used to integrate the devices 

with the use of communications technology. 

4) Cognition level 

The cognition level focuses on monitoring and making 

decisions. The ISO 13374 series [133] provides the basic 

requirements for open software specifications, which allow 

machines to monitor data and information processing and 

communication. The IEC 62453 [134] helps integrate all 

devices regardless of the suppliers. 

5) Configuration level 

The configuration level contains the standards of overall 

control for CPS. The IEC 61512 [135] defines the models 

for batch control used in the process, the terms, and the data 

models. The IEC 62264 [136] used for enterprise control 

system integration increases uniformity and consistency of 

interface construction. The standard reduces the risk, cost, 

and errors associated with implementing these interfaces. 

The IEC 61508 [137] increases security and ensures life 

cycle safety for industrial process control. 

IV. A SYSTEMATIC APPROACH IN CPS PATENT ANALYSIS 

This research constructs the ontology of CPS based on the 5C 

architecture layers and the keywords found in the CPS 

literature. After the construction of ontology, this research 

selecting the keywords for the patent search. The ontology 

helps to understand the scope of CPS and improve the 

efficiency of the patent search. This study analyzes the patent 

after the patent search. A systematic approach, shown in 

FIGURE 7, is the scientific and consistent process of analyzing 

global CPS patents based on the underlined CPS domain 

ontology. 
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 FIGURE 7.   Patent collection and analysis. 

 

The research must collaborate with expert to verification in the 

process of constructing ontology, selecting keyword to search 

patents and establishing the technology-function matrix. 

A. Keywords extraction 

Test mining enables the collection of words or phrases from 

large amounts of unstructured text found in patent documents. 

The results help the R&D personnel in companies predict trends 

in the development of technology [165]. Keywords extraction, 

widely used in the text mining, consists of two parts. 

The first part is sorting out the keywords used in the process 

of building the ontology based on the CPS-related literatures. 

Ontology architectures divide a domain knowledge or concept 

into other sub-classes, thus helping the readers quickly 

understand the complete structure of a domain knowledge. This 

study constructs the ontology of CPS using the 5C architecture 

layers and the keywords found in the CPS literature [1] [15-16] 

[45-96]. The larger number of times a keyword appears in a key 

literature, the more important the keyword is. Therefore, the 

research identifies CPS related keywords from the literature, 

thus classifying them into 5C architecture layers based on their 

definitions. 

The second part is about extracting the top 100 keywords 

from both the patent documents and each term library for the 

function and technology based on its Normalized Term 

Frequency (NTF) by using R software to conduct term 

comparison of each function and technology to each patent, 

which afterwards establishes the technology-function matrix 

(T-F matrix) [166]. The technology-function matrix, depicted 

in part D, provides information about the development trends 

of patent technologies useful for R&D personnel in companies 

to determine their research strategies to license or develop 

technology. 

Our researchers must collaborate with subject matter experts 

in Industrial Technology Research Institute (ITRI, for advanced 

manufacturing related keywords) and experts in Institute of 

Information Industry (III for ICT, IoT, and cloud computing 

related keywords) for further verification and refinement. 

B. Ontology creation 

FIGURE 8 shows the derived CPS ontology. The first layer is 

for smart connection that obtains external information and data 

through sensors. The sub-technical fields consist of embedded 

systems, 3D printing, robotic sensors, power, energy, cameras, 

actuators, controllers, circuits, plug and play, enterprise 

manufacturing systems, and condition-based monitoring [1] 

[15-16] [46] [50] [52-54] [58] [65] [67-71] [73] [78] [83] [86] 

[91-96]. 

The second layer manages data-to-information conversion. 

This layer enables the analysis and conversion of data collected 

by the connection layer into actionable information. The sub-

technical fields of the second layer consist of data processing 

and smart analysis. Data processing includes image and video 

processing systems, data security, database management 

systems, multidimensional data correlation, and data 

harmonization. Smart analysis includes self-awareness, 

prediction, statistical evaluation, power management 

techniques, diagnostics and health management [1] [15-16] [46] 
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FIGURE 8.   Ontology for CPS using references [1] [15-16] [45-96] 

 

[52-54] [57-59] [66] [69-71] [73] [83-87] [90-96]. 

The third cyber computation layer is referred to by the short 

name, cyber. The goal of the cyber layer is to collect 

information for a broad range and create a comprehensive 

communication platform for components and systems. The sub-

technical field consists of communication, middleware, 

software, a central information hub, computation, and 

networked control [1] [15-16] [45] [47-52] [54-59] [64-71] [73] 

[76] [78] [83-86]. 

The fourth level is the cognition layer. The data from the 

cyber level is cognitive based and used for decision-making. 

The sub-technical fields consist of information display, 

monitoring systems, and decision-making [1] [15-16] [47] [49-

50] [52] [59] [61-63] [66] [72] [74] [87-89] [92-96]. The last 
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level is the configuration layer. The goal of configuration is to 

achieve self-adjustment in response to external parameters, 

demand, and environmental changes. The sub-technical fields 

consist of controls and adjustment [1] [15-16] [48] [57] [59] 

[64] [72] [74] [89] [92-96]. 

C. Patent search and meta-analysis 

After the CPS ontology is constructed, a patent database is 

selected and the keywords from the ontology are used to create 

a search strings and search strategies to retrieve related patents 

from global databases. Thomson Innovation (TI) [167] is an 

integrated global patent database system that enables 

researchers to reliably search and retrieve global patent data. 

CPS focuses on the control of devices, so the study uses the 

equipment-related keywords in the first-level search. Then, the 

machine, equipment, production, manufacturing, factory, plant, 

device, and other manufacturing-related keywords help limit 

the CPS patents to a smaller set related to the manufacturing 

industry. Third, by combining technically related keywords 

such as remote and cloud, the search better targets CPS patents 

that often span layers. If the search results do not meet 

expectations, the study adjusts the keywords until the results are 

consistent across the CPS structure. The patent analysis consists 

of five parts for the managerial perspective. The top 10 

assignees, top 10 IPC classes, and top 5 assignees DWPI family 

are the statistical results from the TI system. 

 

1) Top assignees analysis 

Analysis of the top assignees identifies the technology 

leaders in the field of CPS. This study analyzes the number 

of patents held by the top 10 assignees. 

2) Top 5 assignees DWPI family 

This study uses the DWPI family function of the TI to 

analyze the patents with applications ongoing in different 

countries or regions. DWPI is the abbreviation of Derwent 

World Patents Index, a special database used by Thomson 

Innovation to provide simple English text, searchable 

descriptions, and interpretations of the patents. The index 

refers to the titles, abstracts, drawings, DWPI classes, and 

DWPI codes instead of complex terminologies. This 

approach helps readers understand the technology bounds 

of the patents and the search. The patent abstracts are 

rewritten in DWPI to emphasize novelty, use, advantage, 

technical and drawing description of the patents [168] [169]. 

Through this analytic approach, patents of high quality and 

commercial value enables the researchers to estimate the 

potential market distribution and technology control of 

specific companies. 

3) Top ten IPCs analysis 

IPC is a hierarchical classification for patents’ technologies, 

divided into section, subsection, class, subclass, group and 

subgroups. The IPC classifies patents based on their 

technologies. This study discusses the top ten IPC classes to 

understand the technical focus in CPS. The top 10 IPCs are 

G05B 19/418, G05B 19/042, G05B 19/00, G05B 19/18, 

G06F 19/00, G05B 19/05, G05B 23/02, G05B 11/01, H04L 

29/06, and G05B 19/02. The IPCs are mainly distributed in 

G05B class (technology focus: Control or regulating 

systems in general; functional elements of such systems; 

monitoring or testing arrangements for such systems or 

elements) and H04L class (technology focus: Transmission 

of digital information, e.g. telegraphic communication). 

CPS has many applications in monitoring the operation and 

production status of equipment by using the production or 

failure information from sensor network and cloud 

technology, which means that CPS focuses on the 

development in equipment monitoring and the networking 

technology, and the findings correspond to the IPC G05B 

and H04L classes. Theses IPCs include G06F 19/00 

(technology focus: Digital computing or data processing 

equipment or methods, specially adapted for specific 

applications), G05B 23/02 (technology focus: Electric 

testing or monitoring), G05B 19/042 (technology focus: 

Using digital processors), and H04L 29/06 (technology 

focus: Characterized by a protocol). These classes are 

highly related to the CPS technologies, such as sensor 

networking, data processing, smart analytics, wireless 

networking, computation, cloud technology, and equipment 

monitoring. Test mining the CPS-related sub-technologies 

found under these four IPC classes yield terms control, 

remote, compute, cloud, protocol, wireless, command, 

processor, and monitor, which match with the CPS key 

technologies and the relevant application functions. 

4) Top IPCs by assignees 

This part focuses on the patent portfolio of the first ten 

assignees in the top ten IPC classes and defines the 

assignees’ key technology development areas. 

5) Sub technologies corresponding to the IPCs 

This section places the top 20 technology classes (as defined 

by the IPC) that correspond to the CPS ontology. The 

analysis uses the R statistical software to extract the 

keywords from patents in each IPC class. The keywords 

define the key technology development trends of patents 

within classes. 

D. Technology-function matrix 

A computer-assisted patent technology-function matrix (T-F 

matrix) is the research approach used to map the technical 

aspects of the patents to functional uses [166]. There are a 

number of steps to construct the technology function matrix. 

First, this study uses the ontology to decide the keywords of 

technologies and functions. After collection, the related 

literature of each technology and function uses R statistical 

software to extract the top 100 keywords and then rank these 

keywords based on its Normalized Term Frequency (NTF). 

Finally, the keywords of each technology and function are 

automatically compared with the keywords of each patent by 

using the R statistical software. Afterwards, the location of each 

patent in technology-function matrix is determined [166]. 

FIGURE 9 shows the flowchart of the T-F matrix 

construction system, which is a generalizable platform and can 

be used to analyze patent pools from any given domains. The 

T-F matrix is a visualization of a given domain’s patent count 

distribution with respect to their technology and function 

characteristics. The indicators of the technology-function 

matrix for both technology and function dimension are based 

on the ontology of CPS defined in FIGURE 8. The connection 

level, conversion level, and the cyber level are primarily about 
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CPS techniques, which are used as the indicators of 

technologies. The other two levels focus on the application and 

feedback controls [16], which form the indicators of functions. 

Moreover, some keywords related to technique application in 

the first three levels are also used for defining the indicators of 

functions. The indicators of technologies include sensors, 

actuators, controller, circuits, sensor network, data processing, 

smart analytics, protocol, wireless networking, computation, 

cloud, and networked control. The indicators of functions 

include integrate, information display, monitor, remote, secure, 

real time, predict, and diagnostic. The indicators of 

technologies are composed of technology and hardware. The 

indicators of functions are containing within the layers of CPS. 

For example, CPS uses wireless networking technology to 

achieve remote control and uses computation technology to 

enhance security. 

 
FIGURE 9.   Technology-function matrix generation methodology. 

 

The major steps for automatically building the T-F matrix 

are as follows [166]. 

Step 1: Construct Technology and Function ontology 

relevant to CPS. 

Step 2: Combine ontology generated in step 1 to generate a 

Technology Function Framework, i.e., indicators in both 

dimensions. 

Step 3: Generate the ontology term library for all 

technology and function indicators.  

Step 4: Text-mine frequencies of terms in patents using 

Normalized Term Frequency (NTF) to rank terms for each 

patent. 

Step 5: Compare patent terms and term libraries generated 

in Step 3. 

Step 6: Use the third quartile value threshold to decide 

patent counts for all technology and function indicators. 

Step 7: Multiply the patent counts, in two dimensions, from 

step 6 and place into T-F matrix. 

V. CPS PATENT LANDSCAPE ANALYSIS¬¬ FROM A 

MANAGEMENT PERSPECTIVE 

Patents are exclusive rights granted to the inventor for a limited 

time in exchange for public disclosure of the invention which is 

a solution to a specific problem which may be a product or a 

process. When many such exclusive rights are held by a single 

entity it becomes a patent portfolio which gives the holding 

entity market monopoly over the product, process or technology 

and creates revenue generating opportunities from licensing and 

cross licensing, offers first-mover advantages, and encourages 

investment. 

Standard essential patents (SEP) are patents with claims to 

technology that must be used to comply with a technical 

standard. Understanding the dynamics of these claims is 

important to forecast future trends and the evolution of 

businesses in the marketplace. This section of IP landscape and 

analytics focuses on the importance of SEP's for CPS which 

relates to the standards analysis of the previous section. We 

obtain patent portfolios using the Thomson Innovation (TI) 

patent search database. The patent search is set to find patents 

dated between January 1𝑠𝑡  2006 and December 31𝑠𝑡  2015. 

This study searches the granted CPS patents from the United 

States, Germany, Europe, and includes WIPO application 

patents. The granted patents have higher values than patent 

applications (patents which have been applied for, are under 

review, but have not been officially registered as granted 

patents). Moreover, patents applications in WIPO have higher 

values than other application patents because patent applicants 

can file international patent applications under the patent 

cooperation treaty (PCT), which helps patent applicants who 

look for international patent protections of an invention to 

simplify the process of applying for separate patents in different 

countries simultaneously [170]. The patent search conducted 

used the keywords that match each layer of CPS and resulted in 

1,401 patents.  

This section provides the presentation of the patent landscape 

analysis used for the smart connection, data-to-information 

conversion, cyber computation, cognition, and configuration 

levels. The description includes top assignees, CPS key players; 

CPS patents’ top IPCs, and the technology-function matrix. 

FIGURE 10 shows the patent publishing trends from 2006 to 

2015. The number of patents has gradually increased. 
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FIGURE 10.   Patent publishing trends. 

A. Top assignees – CPS key players 

Referring to TABLE 1, the top 10 assignees are Siemens, 

Rockwell, ABB, Fisher Rosemount, Honeywell, Mitsubishi, 

Schneider, General Electric, Invensys, and Fisher controls. The 

leader is Siemens from Germany with 107 patents followed by 

Rockwell from the USA with 59 patents. In third place is ABB 

from Switzerland with 52 patents. Fisher Rosemount and 

Honeywell from the USA follow ABB. The former has 38 

patents, and the latter has 24 patents. Siemens is a pioneer in the 

field of electronics. Siemens's I 4.0 patent numbers are 

approximately equal to the sum of the patents for enterprises 

ranked 6 to 10. Siemens holds a leading position in this field. 

The top ten patent assignees account for 1/4 of the total number 

of CPS patents found in the database. Bosch, Trumpf, SAP, and 

Festo are four additional German companies holding CPS 

patents. 
TABLE 1.   Top assignees rankings. 

Rank Top assignees Country 
Patent 

count 

1 Siemens Germany 107 

2 Rockwell Automation Tech USA 59 

3 ABB Switzerland 52 

4 Fisher Rosemount Systems USA 38 

5 Honeywell International USA 24 

6 Mitsubishi Electric Japan 23 

7 Schneider France 19 

8 General Electric USA 17 

9 Invensys Systems UK 14 

10 Fisher Controls USA 11 

 

B. Observing top assignees with key patent families 

In this part, the research reviews the top five assignees’ patent 

families. The research selects the patents that have more family 

members indicating patents filed in multiple countries with 

greater importance. For instance, Siemens patent 

US7703093B2, referring to a process control for operating a 

technical plant or installation, which helps operators perform 

remote diagnosis, has 21 family members. These patents are 

under the WIPO, EPO, Australia, Japan, China, Germany and 

the United States. Rockwell Automation Tech patent 

US8126574B2, which provides for diagnostics, and prognostics 

performed on control systems, computing devices, processes, 

and machines, especially the methods for optimizing utilization 

of machines used in the industrial automation environment, has 

15 family members. These patents are filed in the EPO and the 

United States. ABB’s patent US8994543B2, concerning a 

diagnosis and maintenance device for a switch gear assembly, 

like a low-voltage switch gear assembly, which facilitates the 

remote retrieval or remote access to the secured or stored 

information, has 11 family members in WIPO, EPO, Australia, 

Germany and the United States. Fisher Rosemount Systems’ 

patent US8509926B2, which relates to process control systems 

within plants, enables remote monitoring or communication 

with the plants from distant positions and has 19 family 

members. They are patents filed in WIPO, EPO, China, Japan 

and the United States. Honeywell International patent 

WO2010120442A2 is about the cloud computing in equipment 

health monitoring applications, which promotes remote 

monitoring and control of equipment health. It has 11 family 

member patents filed and protected in WIPO, EPO, Australia, 

Japan, China, Canada and the United States. 

C. CPS patents’ top IPC categories 

The top 10 IPC classes for global CPS utility patents found are 

depicted in FIGURE 11, while TABLE 2 list the definition of 

the top 20 technical IPC categories (to be thorough in the IPC 

category explanation) and the CPS patent counts belonging to 

these IPC classes. For the leading International Patent 

Classification (IPC) analysis, the G05B (Control or regulating 

systems in general; functional elements of such systems; 

monitoring or testing arrangements for such systems or 

elements) class dominates the field of CPS. About 1/3 of the 

patents belong to G05B19/418 (Total factory control, including 

control of a plurality of machines, direct or distributed 

numerical control, flexible manufacturing systems, integrated 

manufacturing systems, and computer integrated 

manufacturing) with 428 patents. The core concept of CPS is to 

integrate all devices. The G05B19/042 (Using digital 

processors), G05B19/00 (Program control systems), and 

G05B19/18 (Numerical control) belong to the G05B class and 

are ranked second, third, and fourth with 325, 225, and 150 

patents. G06F19/00 (Digital computing or data processing 

equipment or methods, specially adapted for specific 

applications) is a classification of data processing and 

computing and ranked fifth with 130 patents. Similarly, 

G06F15/16 and G06F07/00 relate to data processing with 48 

and 41 patents. H04L29/06 and H04L29/08 relate to data 

transmission with 64 and 60 patents. Therefore, control, data 

processing, and data transmission are the three main 

technologies of this field. CPS requires control technology to 

achieve optimization and prediction. Likewise, data 

transmission and processing between different devices are also 

important to achieve the purpose of CPS. 

 
FIGURE 11.   Top 10 IPC classes for CPS patents. 

 



2169-3536 (c) 2016 IEEE. Translations and content mining are permitted for academic research only. Personal use is also permitted, but republication/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2016.2619360, IEEE Access

Manuscript ID Access-2016-01636 
14 

TABLE 2.   The leading 20 IPC classes and their CPS patent counts. 

Rank 
Current 
IPC 

Content Count 

1 
G05B 
19/418 

Total factory control, i.e. 

centrally controlling a plurality 

of machines, e.g. direct or 
distributed numerical control 

(DNC), flexible manufacturing 

systems (FMS), integrated 
manufacturing systems (IMS), 

computer integrated 

manufacturing (CIM) 

428 

2 
G05B 
19/042 

Using digital processors 

(G05B 19/05 takes 

precedence) 

325 

3 
G05B 
19/00 

Program control systems 225 

4 
G05B 

19/18 
Numerical control (NC) 150 

5 
G06F 

19/00 

Digital computing or data 
processing equipment or 

methods, specially adapted for 

specific applications 

130 

6 
G05B 

19/05 

Programmable logic 

controllers 
121 

7 
G05B 
23/02 

Electric testing or monitoring 104 

8 
G05B 

11/01 

Automatic controllers 

(Electric) 
76 

9 
H04L 
29/06 

Characterized by a protocol 64 

10 
G05B 

19/02 

Program control systems 

(Electric) 
64 

11 
G05B 

19/04 

Program control other than 
numerical control, i.e. in 

sequence controllers or logic 

controllers 

62 

12 
H04L 
29/08 

Transmission control 
procedure 

60 

13 
G05B 

15/02 

Systems controlled by a 

computer (Electric) 
57 

14 
G05B 
15/00 

Systems controlled by a 
computer 

53 

15 
G06F 

15/16 

Combinations of two or more 

digital computers each having 
at least an arithmetic unit, a 

program unit and a register, 

e.g. for a simultaneous 
processing of several programs 

48 

16 
G06Q 

10/00 
Administration; Management 44 

17 
H04Q 
09/00 

Arrangements for executing 
specific programs 

42 

18 
G06F 
07/00 

Methods or arrangements for 

processing data by operating 
upon the order or content of 

the data handled 

41 

19 
B25J 
09/16 

Program controls (total factory 

control, i.e. centrally 
controlling a plurality of 

machines, G05B 19/418) 

40 

20 
G08C 
17/02 

Using a radio link 38 

 

D. Top IPCs versus assignees analysis 

TABLE 3 shows the number of patents owned by the top 10 

assignees in the top 10 IPC classes include Siemens, Rockwell, 

ABB, Fisher Rosemount, Honeywell, Mitsubishi, Schneider, 

General Electric, Invensys, and Fisher Controls. All of the top 

assignees have patents with an IPC code of G05B 19/418 and 

G05B19/042. Siemens has the largest number of patents in 

these two categories. The number of patents owned by 

Rockwell in G05B19/18 (Numerical control) is greater than the 

other assignees. Mitsubishi has few patents in these IPC classes 

except the G05B19/05 (Programmable logic controllers) class. 

Mitsubishi has 13 patents in the G05B19/05 class. These 

assignees focus on the technological development for controls 

since the G05B class has more patents than other classes. 

Schneider and Invensys have the largest number of patents in 

H04L 29/06 (characterized by a protocol) and the two 

companies merged in 2014. 

E. Sub-technologies’ patent analytics with respect to their 

IPCs 

Feldman, et al., [165] propose text mining to study large 

amounts of unstructured text from patent documents to extract 

a collection of words or phrases. These keywords help R&D 

personnel predict trends in the development of technology. 

TABLE 4 illustrates the top 20 IPCs corresponding to the five 

layers of CPS. The research uses the R statistical software to 

extract the keywords from patents in each IPC class, to group 

the main sub-technologies of patents in each layer. In the 

connection layer, most patents fall in the IPC class G05B19/00, 

and the main sub-technologies contain signal, robot, control, 

remote, wireless, monitor and sensor. G05B19/18 ranks second 

and the sub-technologies contain robot, signal, remote, control, 

command, measure, sensor, and communication. Other sub-

technologies that appear in this layer are PLC, logic, module, 

actuator, control device, electronic device, transmission, 

program, intelligent, monitor, process, and server. The 

conversion layer has the largest number of patents for 

G05B19/042, whose sub-technologies related to field device, 

module, signal, process, communication, monitor, and wireless. 

Ranking second is G06F19/00, with the sub-technologies robot, 

data, control, remote, compute and process. G06F07/00 is in the 

third place, with the sub-technologies transaction, signal, 

remote, message, wireless, and compute. The network layer has 

the largest number of patents in H04L29/06 class, with the sub-

technologies processor, access, message, protocol, signal, 

communication device, wireless and compute. Ranking second 

is H04L29/08, with the sub-technologies processor, message, 

process control, cloud, software, control, protocol and wireless. 

The rest of sub-technologies are code, module, command, 

processor, mobile, interface, server, reconfigure, signal, 

program, network, monitor, and identification. The largest 

number of patents in the cognition layer are in the G05B23/02 

class, its sub-technologies include a monitor, process, remote, 

signal, process control, mobile, display, and server. G05B15/02 

is in the second place, whose sub-technologies include process, 

signal, display, remote control, server, interface, and software. 

Ranking third is G06Q10/00, and the sub-technologies are 

electronic, signal, remote, algorithm, display, and monitor. The 

configuration layer only contains the G05B19/418 class, with 

the sub-technologies module, control, manage communication, 

remote, compute and monitor. 

Based on the above findings, the remote control technology 

has the greatest emphasis in this field and appears in 14 out of  
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TABLE 3. TOP IPC CLASSES BY ASSIGNEE. 

       Assignee 

IPC 
SIEI ROCW ALLM ROEC HONE MITQ SCHN GENE IVSY FICO 

G05B 19/418 45 21 29 15 10 4 8 2 9 6 

G05B 19/042 38 18 17 25 5 2 7 4 3 7 

G05B 19/00 10 1 2 0 2 1 1 4 1 0 

G05B 19/18 7 11 1 0 3 1 1 2 3 1 

G06F 19/00 11 7 1 1 1 0 1 1 0 0 

G05B 19/05 17 19 0 3 1 13 5 3 0 3 

G05B 23/02 12 4 7 7 2 1 1 5 1 1 

G05B 11/01 8 7 1 4 5 0 0 2 1 1 

H04L 29/06 3 3 4 5 0 0 5 0 6 4 

G05B 19/02 0 0 0 0 2 0 0 0 0 0 

the 20 IPC categories. In addition, monitor, robot, module, 

sensor, control, wireless, signal, process also appear several 

times, which means that these sub-technologies are the key 

elements in the patents. 
TABLE 4.   Top 20 IPCs that correspond to the five layers. 

Level 
IPC 
class 

Sub technologies 
corresponding to the IPC 

Patent 
count 

Smart 

connection 

G05B 
19/00 

Signal, robot, control, 

remote, wireless, monitor, 

sensor 

225 

G05B 

19/18 

Robot, signal, remote, 

control, command, 

measure, sensor, 
communication 

150 

G05B 
19/05 

Module, program, remote, 

PLC, signal, 
communication, logic, 

safety, apparatus 

121 

G05B 

11/01 

Module, process control, 

appliance, signal, remote, 
automation, actuator 

76 

G05B 

19/02 

Signal, control device, 

electronic device, remote, 
transmission, command 

64 

G05B 
19/04 

Robot, module, remote, 

program, automation, 

sensor, intelligent, monitor 

62 

G05B 

15/00 

Robot, sensor, display, 

monitor, remote, process, 

command, signal, 
communication 

53 

H04Q 
09/00 

Data, remote control, 

apparatus, signal, monitor, 

wireless, network 

42 

B25J 
09/16 

Module, server, remote, 

monitor, control, signal, 

sensor, control program 

40 

Data-to-
information 

conversion 

G05B 

19/042 

a field device, module, 
signal, process, 

communication, monitor, 

wireless 

325 

G06F 

19/00 

Robot, data, control, 

remote, compute, process 
130 

G06F 

07/00 

Transaction, signal, 
remote, message, wireless, 

compute 

41 

Cyber 

computation 

H04L 
29/06 

Processor, access, 

message, protocol, signal, 
communication device, 

wireless, compute 

64 

H04L 

29/08 

Processor, message, 
process control, cloud, 

software, control, protocol, 

wireless 

60 

G06F 

15/16 

Code, module, message, 
command, processor, 

protocol, interface, server 

48 

G08C 
17/02 

Communication, 

reconfigure, signal, 

wireless, mobile , 

identification, monitor, 
network 

38 

Cognition 

G05B 
23/02 

Monitor, process, remote, 

signal, process control, 

mobile, display, server 

104 

G05B 
15/02 

Process, signal, display, 

remote control, server, 

interface, software 

57 

G06Q 

10/00 

Electronic, signal, remote, 

algorithm, display, monitor 
44 

Configuration 
G05B 

19/418 

Module, control, manage, 
communication, remote, 

compute, monitor 

428 

VI. ANALYTICAL PERSPECTIVES OF THE PATENT 

TECHNOLOGY-FUNCTION MATRIX 

TABLE 5 shows the T-F matrix of this study constructed using 

computer-assisted data and text mining algorithms. The 

detailed method of T-F matrix creation follows in Section IV. 

TABLE 5 shows the maximal value of the matrix is the use of 

sensor networks (T5) in monitors (F3) with 344 patents. This 

shows that patents focused on the use of various types of 

sensors such as temperature, current, humidity, detection, light, 

vibration, voltage, and compass sensors on a variety of devices 

are leading the technology function trend. Monitoring the 

operation and production status of equipment by using the 

production or failure information from sensor network is a very 

important development. This trend follows the use of cloud 

technology (T11) in the monitors (F3) and the use of cloud 

technology (T11) in remote control (F4) with 334 and 277 

patents. These two categories relate to the aforementioned 

categories. The data collected by the sensors through the cloud 

technology including cloud storage and cloud computing to 

process data to achieve remote monitoring and subsequently 

control production. In addition, there are a large number of 

patents in sensor networks (T5) for diagnostics (F8). The data 

collected through the sensor monitor the condition of the 

equipment and also provide further diagnostic analyses of 

equipment and production. Besides, cloud technology (T11) has 

the largest number of patents in the secure (F5) function area.  
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TABLE 5.   Technology-function matrix. 

Function 

Technology 
F1 F2 F3 F4 F5 F6 F7 F8 Sum 

Connection 

Sensors (T1) 43 78 120 62 44 48 71 91 557 

Actuators (T2) 36 51 87 42 24 28 70 57 395 

Controller (T3) 25 76 85 40 30 34 71 94 455 

Circuits (T4) 127 155 254 155 84 125 173 149 1222 

Sensor network (T5) 159 207 344 264 144 151 212 215 1696 

Conversion 
Data processing (T6) 98 189 267 200 98 122 172 150 1296 

Smart analytics (T7) 148 212 324 235 120 133 208 178 1558 

Cyber 

Protocol (T8) 113 114 218 164 109 130 145 96 1089 

Wireless networking (T9) 62 59 127 105 74 55 69 67 618 

Computation (T10) 118 134 274 215 129 138 177 109 1294 

Cloud (T11) 126 183 334 277 168 136 183 148 1555 

Networked control (T12) 68 77 134 109 59 62 84 75 668 

Sum 1123 1535 2568 1868 1083 1162 1635 1429 12403 

NOTE: INTEGRATE (F1), INFORMATION DISPLAY (F2), MONITOR (F3), REMOTE (F4), SECURE (F5), REAL TIME (F6), PREDICT (F7), DIAGNOSTIC (F8)  

 

Reddy [171] considers that the four deployment models for 

cloud computing, such as public clouds, private clouds, 

community clouds and hybrid clouds, require dynamic and 

thoroughly integrated mechanisms to maintain the security of 

information. The findings are the same as his, and information 

security is important for cloud technology. The connection level 

has more patents in the monitor (F3), prediction (F7) and 

diagnostics (F8) function areas. This means that the patents 

focus on the collection of information to monitor the equipment 

and production conditions as well as for prediction and 

diagnostics. The conversion level and cyber level have more 

patents in the monitor (F3) and remote control (F4) fields. This 

means that the patents are concentrated on the use of 

connections and computing technology to connect with the 

collection of data for the monitoring and remote control of 

production lines. Based on the number of patents, most patents 

claim advanced sensor networks, smart analytics, and cloud 

processing to achieve effective monitoring, remote control, and 

prediction. Observing the numbers of patents in technologies 

and functions found that the basic functions such as monitoring 

and remote control have more patents than the higher level 

functions such as prediction and diagnosis. Moreover, the 

numbers of patents in technologies about processing, analytics, 

and computation, which are data processing (T6), smart 

analytics (T7), computation (T10), and cloud (T11), are higher 

than patents about networking, which includes protocol (T8), 

wireless networking (T9), and networked control (T12). There 

are fewer patents in the fundamental technologies, including 

sensors (T1), actuators (T2), and controller (T3). CPS uses the 

computer, sensors, and by combining network technologies to 

connect machines, equipment, and cyber systems. Through 

mutual communication and interaction, CPS integrates the 

virtual and physical world with increased applications for 

sensor networks. Information and communication technologies 

are for the interconnection and communication between 

multiple machines, equipment, and cyber systems that are the 

essential features of CPS. 

Compared to the sensor network (T5) technology, the patents 

of stand-alone sensors (T1) technology is few. The advanced 

technologies of CPS focus mostly on sensor communication for 

the network instead of the sensor itself. Furthermore, the 

interconnection and intercommunication of sensors helps 

integrate the virtual and physical technologies. The result of the 

technology-function matrix analysis and the analysis of top 20 

IPCs’ sub-technologies show that the remote control and 

monitoring is a competitive sector. These areas of technologies 

are of high importance. Because CPS has the functions of 

remote monitoring and built-in prognostic functions, systems 

assist in the testing of production line process, and the 

monitoring of production equipment or material consumption. 

CPS applies to real-time fault diagnosis or intelligent prognosis. 

For example, many companies in the iron and steel industry 

apply the sensor and information and communications 

technologies to monitor the temperature, width, thickness, and 

quality indices of semi-finished parts during the production 

process. 

VII. CONCLUSIONS 

Cyber-physical systems are expected to play a major role in the 

design and development of future engineering systems 

providing new capabilities that far exceed today’s levels of 

autonomy, functionality, usability, reliability, and cyber 

security. Advances in CPS research, and development considers 

the key enabler of Industry 4.0 in various industrial sectors. 

Other key technologies adopted, e.g., IoT, sensors, and cloud 

computing are integral to CPS. CPS development accelerates 

through close collaboration between academic disciplines in 

computation, communication, control, and other engineering 

and automation disciplines [10]. This research paper provides a 

consolidate literature review as the basic background and 

defines the state of the art for CPS. The analysis and grouping 

of technical standards for CPS, set by international 

standardization organizations, based on the CPS architecture of 

smart connection levels, data-to-information conversion levels, 

cyber levels, cognition levels and configuration levels. CPS 

standard essential patents analyzed from both managerial and 

technical perspectives based on CPS ontology schema. The 

CPS patent counts and assignees analysis, IPCs analysis, 

analysis of sub-technologies corresponding to the IPCs, and 

technology function matrix analyzed in the paper. The results 
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support claims made by the previous literature [44] regarding 

advances of IoT technologies for CPS development and 

implementation in the context of Industry 4.0. The findings help 

scholars and industry practitioners understand the latest trends 

in I 4.0 technical standards and patents.  The research also 

benefits small and medium companies to integrate I 4.0 

solutions and adopt themselves to the changing global industrial 

environment. These research results also help guide research 

and development to achieve globally inter-operable CPS for 

enhancing the manufacturing ecosystem for Industry 4.0.  
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APPENDIX A 

TABLE A1. Smart connection level standards 

Title 
Scope of deliverable 

(Italics indicates exact wording of standard) 
Corresponding 

standard of China 

ISO/IEC 15459 series, 
Information technology - 

Automatic identification 

and data capture 
techniques - Unique 

identification [108] 

Unique identification is used in many places such as item, 
transport unit, returnable transport item, and grouping. The 

ISO/IEC 15459 consists of 6 parts: Part 1: Individual transport 

units; Part 2: Registration procedures; Part 3: Common rules; Part 
4: Individual products and product packages; Part 5: Individual 

returnable transport items (RTIs); Part 6: Groupings. The ISO/IEC 

15459 series, which can include additional rules for which level of 
identification should be used, are often made available from the 

Issuing Agency.  

 

ISO/IEC 19762:2016, 

Information technology - 

Automatic identification 
and data capture (AIDC) 

techniques - Harmonized 

vocabulary[107] 

The ISO/IEC19762:2016 provides terms and definitions for 

automatic identification techniques and data entry fields are based 

on which other specialized sections in various technical fields, and 
the essential terms that must be employed by non-technical users 

to communicate with specialists in automatic identification and 

data capture techniques.  

GB/T 29261 

series, Information 

technology - 
Automatic 

identification and 

data 
capture(AIDC) 

techniques - 

Vocabulary [157] 

ISO/IEC/IEEE 

21450:2010, Information 

technology - Smart 
transducer interface for 

sensors and actuators - 

Common functions, 
communication 

protocols, and Transducer 

Electronic Data Sheet 
(TEDS) formats [109] 

The ISO/IEC/IEEE 21450:2010 defines the functions that are to be 

performed by a transducer interface module (TIM) and the 

common characteristics for all devices that implement the TIM. It 
specifies the formats for Transducer Electronic Data Sheets 

(TEDS) and also defines a set of commands to facilitate the setup 

and control of the TIM as well as reading and writing the data 
used by the system. Application programming interfaces (APIs) 

are defined to facilitate communications with the TIM and with 

applications. 

 

ISO/IEC/IEEE 21451 
series, Information 

technology - Smart 
transducer interface for 

sensors and actuators 

[110] 

Part 1: Network Capable Application Processor (NCAP) 
information model that defines an object model with a network-

neutral interface for connecting processors to communication 
networks, sensors, and actuators.  

 

Part 2: Transducer to microprocessor communication protocols 

and Transducer Electronic Data Sheet (TEDS) formats that defines 

a digital interface for connecting transducers to microprocessors. 
It describes a Transducer Electronic Data Sheet (TEDS) and its 

data formats. It defines an electrical interface, read and write 

logic functions to access the TEDS, and a wide variety of 

transducers.  

Part 4: Mixed-mode communication protocols and Transducer 

Electronic Data Sheet (TEDS) formats that define the protocol and 
interface that allows analog transducers to communicate digital 

information with an ISO/IEC/IEEE 21451 object. It also defines 

the format of the Transducer Electronic Data Sheet (TEDS), which 
is based on the ISO/IEC/IEEE 21451-2 TEDS. 

Part 7: Transducer to radio frequency identification (RFID) 

systems communication protocols and Transducer Electronic Data 

Sheet (TEDS) format. 
Part 7 defines data formats to facilitate communications between 

radio frequency identification (RFID) systems and smart RFID 

tags with integral transducers (sensors and actuators). It defines 
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new Transducer Electronic Data Sheet (TEDS) formats based on 

the ISO/IEC/IEEE 21451 
 series of standards. It also defines a command structure and 

specifies the communication methods with which the command 

structure is designed to be compatible.  

IEC 61131 series, 
Programmable controllers 

[111] 

 

IEC 61131 series is an IEC standard for programmable controller. 
IEC 61131 series consists of 9 parts. Part 1: General information. 

It identifies the principal functional characteristics of 

programmable controller systems. Part 2: Equipment requirements 
and tests. Part 3: Programming languages. Part 4: User guidelines. 

Part 5: Communications. Part 6: Functional safety. Part 7: Fuzzy 

control programming. Part 8: Guidelines for the application and 
implementation of programming languages. Part 9: Single-drop 

digital communication interface for small sensors and actuators 

(SDCI). 

GB/T 15969 
series, 

Programmable 

controllers [139] 

IEC 61499 series, 

Function blocks [112] 

IEC 61499 series defines a generic architecture and presents 

guidelines for the use of function blocks in distributed industrial-

process measurement and control systems (IPMCSs). It also 
defines requirements for software tools and rules for the 

development of compliance profiles. IEC 61499 series consists of 

3 parts. Part 1: Architecture. Part 2: Software tool requirements. 
Part 4: Rules for compliance profiles 

GB/T 19769 

series, Function 

Blocks for 
industrial - process 

measurement and 

control system 
[143] 
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TABLE A2. Data to - information conversion level standards 

Title 
Scope of deliverable 

(Italics indicates exact wording of standard) 
Corresponding 

standard of China 

IEC/ ISO 13236:1998, Information 

technology - Quality of service: 
Framework [116] 

IEC/ ISO 13236:1998 is to provide a common basis 

for the coordinated development and enhancement 
of the wide range of standards that specify or 

reference Quality of Service (QOS) requirements or 

mechanisms in an Information Technology (IT) 
environment. It offers a means of developing or 

enhancing standards relating to QOS and provides 

concepts and terminology that will assist in 
maintaining the consistency of related standards. 

GB/T 18903-2002, 

Information 
technology-Quality 

of service: 

Framework [140] 

ISO/IEC 27000 family, information 

technology - security techniques [117] 

 

ISO/IEC 27000 family provides the best practice 

recommendations on information security 

management, risks and controls within the context 
of an overall information security management 

system (ISMS). 

 

IEC 61360 series, Standard data elements 
types with associated classification 

scheme for electric items [114] 

IEC 61360 series provides a firm basis for the 
clear and unambiguous definition of characteristic 

properties (data element types) of all elements of 

electrotechnical systems from basic components to 
sub-assemblies and full systems. It also provides It 

provides a means for the computer-sensible 

representation and exchange of such data, allowing 
for the implementation of dictionary systems 

dealing with data delivered according to either of 

the standards. IEC 61360 consists of 3 parts. Part 
1: Definitions - Principles and methods. Part 2: 

EXPRESS dictionary schema. Part 4: IEC 

reference collection of standard data element types 
and component classes. 

 

IEC 61804-3, IEC 61804-4, IEC 61804-5, 

IEC 61804-6 Function blocks (FB) for 

process control - Electronic device 

description language (EDDL) [113] 

 

These four parts of IEC 61804 series define the 

EDDL. EDDL is a language that can be used to 

describe the characteristics of devices. Device 

suppliers can use EDDL to create Electronic 

Device Description (EDD) files instead of using 

XML. 

GB/T 21099-3-

2010, 

Function block 

(FB) for process 

control-Part 3: 

Electronic device 
description 

language (EDDL) 

 
GB/T 21099-4-

2010, Function 
block (FB) for 

process control - 

Part 4:EDD 
interoperability 

guideline [150] 

IEC 62443 series (ISA99), Security for 
Industrial Automation and Control 

Systems [136] 

IEC62443 series is divided into 4 parts including 
general, information security program, system 

technology and component technologies. 

IEC62443 series of standards used these 4 parts to 
achieve comprehensive security protection. The 

primary goal of the IEC 62443 series is to provide 

a flexible framework that facilitates addressing 
current and future vulnerabilities in Automation 

and Control Systems and applying necessary 

mitigations in a systematic, defensible manner. IEC 
62443 series is to build extensions to enterprise 

security that adapt the requirements for business IT 

systems and combines them with the unique 
requirements for strong availability needed by 

Automation and Control Systems. 

GB/T 30976.1-
2014, Industrial 

control system 

security-Part 
1:Assessment 

specification GB/T 

30976.2-2014, 
Industrial control 

system security-

Part 2:Acceptance 
specification [161] 
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IEC 62714 series, Engineering data 

exchange format for use in industrial 
automation systems engineering - 

Automation markup language [115] 

IEC 62714 series is a solution for data exchange 

focusing on the domain of automation engineering. 
The data exchange format defined in the IEC 

62714 series (Automation Markup Language, 

AML) is an XML schema based data format and 
has been developed in order to support the data 

exchange in a heterogeneous engineering tools 

landscape. The goal of AML is to interconnect 
engineering tools in their different disciplines, e.g. 

mechanical plant engineering, electrical design, 

process engineering, process control engineering, 
HMI development, PLC programming, robot 

programming, etc. IEC 62714 series consists of 2 

parts. Part 1: Architecture and general 
requirements. Part 2: Role class libraries 
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TABLE A3. Cyber level standards 

Title 
Scope of deliverable 

(Italics indicates exact wording of standard) 
Corresponding 

standard of China 

ISO/IEC 8802 series, 
Information technology - 

Telecommunications and 

information exchange 
between systems - Local and 

metropolitan area networks 

[119] 

The ISO/IEC 8802 includes many parts, such as ISO/IEC TR 
8802-1:2001, ISO/IEC 8802-2:1998, ISO/IEC/IEEE 8802-

3:2014, ISO/IEC/IEEE 8802-3-1:2015, ISO/IEC 8802-5:1998, 

ISO/IEC/IEEE 8802-11:2012, ISO/IEC/IEEE 8802-22:2015, 
and ISO/IEC/IEEE 8802-15-4:2010. It provides an introduction 

to the set of International Standards which describe local area 

networks. 

GB/T 15629 
series, 

Information 

technology-Local 
and metropolitan 

area networks 

[107] 

ISO/IEC 14476 series, 

Information technology - 
Enhanced communications 

transport protocol [124] 

The ISO/IEC 14476 series is used to enhance communications 

transport protocol. It consists of 6 parts. Part 1: simplex 
multicast transport, Part 2: QoS management for simplex 

multicast transport, Part 3: duplex multicast transport, Part 4: 

QoS management for duplex multicast transport, Part 5: N-plex 
multicast transport, and Part 6: QoS management for n-plex 

multicast transport. 

GB/T 26241 

series, 
Information 

technology - 

Enhanced 
communication 

transport 

protocol [154] 

ISO/IEC 17826:2012, 

Information technology - 

Cloud Data Management 
Interface (CDMI) [130] 

ISO/IEC 17826:2012 specifies the interface to access cloud 

storage and to manage the data stored therein. It is applicable 

to developers who are implementing or using cloud storage. 

GB/T 31916.2-

2015, 

Information 
technology-

Cloud data 

storage and 
management-Part 

2:Object-based 

cloud storage 
application 

interface [163] 

ISO/IEC 20005:2013, 

Information technology- 

Sensor networks- Services 
and interfaces supporting 

collaborative information 

processing in intelligent 
sensor networks [125] 

The ISO/IEC 20005:2013 specifies services and interfaces 

supporting collaborative information processing (CIP) in 

intelligent sensor networks which includes: CIP functionalities 
and CIP functional model, common services supporting CIP, 

common service interfaces to CIP.  

GB/T 30269.401-

2015, 

Information 
technology - 

Sensor networks 

- Part 401: 
Collaborative 

information 

processing: 
Services and 

interfaces 

supporting 
collaborative 

information 

processing [164] 

ISO/IEC 27033 series, 

Information technology - 
Security techniques - 

Network security [131] 

The ISO/IEC 27033 series is to provide detailed guidance on 

the security aspects of the management, operation and use of 
information system networks, and their interconnections. Those 

individuals within an organization that are responsible for 

information security in general, and network security in 
particular, should be able to adapt the material in ISO/IEC 

27033 series to meet their specific requirements. ISO/IEC 

27033 series consists of 6 parts. Part 1: Overview and concepts. 
Part 2: Guidelines for the design and implementation of 

network security. Part 3: Reference networking scenarios - 

Threats, design techniques and control issues. Part 4: Securing 
communications between networks using security gateways 

Part 5: Securing communications across networks using Virtual 

Private Networks (VPNs) Part 6: Securing wireless IP network 
access. 

 

ISO/IEC 29180：2012, 

Information technology - 
Telecommunications and 

information exchange 

The ISO/IEC 29180:2012 describes the security threats to and 

security requirements of the ubiquitous sensor network (USN). 
In addition, it categorizes the security technologies according 

to the security functions that satisfy the said security 
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between systems - Security 

framework for ubiquitous 
sensor networks [126] 

requirements and where the security technologies are applied in 

the security model of the USN. 

ISO/IEC 29182 series, Sensor 

networks: Sensor Network 
Reference Architecture 

(SNRA) [127] 

The ISO/IEC 29182 series contains seven sections and provides 

the guidance for designing and developing the sensor networks. 
The purpose is to increase interoperability of sensor networks, 

and make sensor network components run smoothly. The 

ISO/IEC 29182 series focuses on a generic architecture for 
sensor networks. It can be used by sensor network designers, 

software developers, system integrators, and service providers.  

 

ISO/IEC 30101:2014, 

Information technology - 
Sensor networks: Sensor 

network and its interfaces for 

smart grid system [128] 

The ISO/IEC 30101:2014 is for sensor networks in order to 

support smart grid technologies for power generation, 
distribution, networks, energy storage, load efficiency, control 

and communications, and associated environmental challenges. 

It describes the interfaces between the sensor networks and 
other networks; Sensor network architecture to support smart 

grid systems; Interface between sensor networks with smart 

grid systems; Sensor network based emerging applications and 
services to support smart grid systems. 

 

ISO/IEC 30128:2014, 

Information technology - 
Sensor networks - Generic 

Sensor Network Application 

Interface [129] 

The ISO/IEC 30128:2014 specifies the interfaces between the 

application layers of service providers and sensor network 
gateways. It Describes Generic sensor network applications’ 

operational requirements; Sensor network capabilities; 

Mandatory and optional interfaces between the application 
layers of service providers and sensor network gateways. 

 

IEC 61158 series, Industrial 

communication networks - 
Fieldbus specifications [120] 

 

The IEC 61158 series is the fieldbus standard. IEC 61158 series 

consists of 6 parts. Part 1: Overview and guidance for the IEC 
61158 and IEC 61784 series, Part 2: Physical Layer 

specification and service definition, Part 3: Data Link Service 

definition, Part 4: Data Link Protocol specification, Part 5: 
Application Layer Service definition, Part 6: Application Layer 

Protocol specification. These standards are formulated for real-

time distributed control and composed of many industrial 
computer network protocols.  

GB/T 19582, 

GB/T 19760, 
GB/T 20171, 

GB/T 20540, 

GB/Z 20541, 
GB/T 25105, 

GB/Z 26157, 

GB/T 27960, 
GB/Z 29619, 

GB/T 29910, 

GB/T 31230 
[141][142][145] 

[147][148][152] 

[153][156][159] 
[160][162] 

IEC 61784 series, Industrial 

communication networks - 
Profiles [121] 

The IEC 61784 series is the profiles standard of fieldbus. IEC 

61784 consists of 5 parts. Part 1: Fieldbus profiles, Part 2: 
Additional fieldbus profiles for real-time networks based on 

ISO/IEC 8802-3, Part 3: Functional safety fieldbuses, Part 4: 

Security, and Part 5: Installation of fieldbuses. IEC 61784 series 
defines a set of protocol specific communication profiles based 

primarily on the IEC 61158 series. It can be used in the design 

of devices involved in communications in factory manufacturing 
and process control. 

IEC 62591:2016, Industrial 

networks – Wireless 
communication network and 

communication profiles - 

Wireless HART™ [122] 

IEC 62591:2016 defines a wireless communication network, 

including physical layer service definition and protocol 
specification, data-link layer service and protocol, application 

layer service and protocol, network management, security, 

communication profile, wireless procedures and gateway. 

GB/T 29910.5-

2013, Industrial 
communication 

networks - 

Fieldbus 
specifications - 

Type 20 HART 

specification - 

Part 

5:WirelessHART 

wireless 
communication 

network and 

communication 
profile [160] 
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IEC 62601:2015, Industrial 

networks - Wireless 
communication network and 

communication profiles - 

WIA-PA [123] 

IEC 62601 defines the system architecture and the 

communication protocol of Wireless networks for Industrial 
Automation - Process Automation (WIA-PA). WIA-PA system 

architecture and communication protocol are discussed in this 

standard, and suitable for industrial measurement and 
monitoring of wireless network system. 

GB/T 26790 

series, Industrial 
wireless 

networks WIA 

specification 
[155] 

IEC 62769 series, Field 

Device Integration (FDI) [1] 

IEC 62769 provides the specifications of Field Device 

Integration (FDI). IEC 62769 series consists of 12 parts. Part 1: 
Overview. Part 2: FDI Client. Part 3: FDI Server. Part 4: FDI 

Packages. Part 5: FDI Information Model. Part 6: FDI 

Technology Mapping. Part 7: FDI Communication Devices. 
Part 101-1: Profiles – Foundation Fieldbus H1. Part 101-2: 

Profiles – Foundation Fieldbus HSE . Part 103-1: Profiles – 

PROFIBUS. Part 103-4: Profiles – PROFINET. Part 109-1: 
Profiles – HART and WirelessHART 
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TABLE A4. Cognition level standards 

Title 
Scope of deliverable 

(Italics indicates exact wording of standard) 
Corresponding standard 

of China 

ISO 13374 series, 
Condition monitoring 

and diagnostics of 

machines - Data 
processing, 

communication and 

presentation [133] 

ISO 13374 series is to provide the basic requirements for 
open software specifications which will allow machine 

condition monitoring data and information to be processed, 

communicated and displayed by various software packages 
without platform-specific or hardware-specific protocols. 

IEC 13374 series consists of 4 parts.  Part 1: General 

guidelines.  Part 2: Data processing. Part 3: Communication. 
Part 4: Presentation. 

GB/T 22281 series, Data 
processing, 

communication and 

presentation [151] 

IEC 62453 - Field 

device tool (FDT) 
interface specification 

[134] 

IEC 62453 introduces the concept of FDT as well as the 

definition of the relevant terms about FDT. FDT is used for 
standardization of communication and configuration 

interfaces between all field equipment and host systems. This 

standard is applicable to all kinds of industrial applications, 
such as engineering system, monitoring and diagnostic 

applications. 

GB/T 29618 series, Field 

device tool(FDT)interface 
specification [158] 

 
TABLE A5. Configuration level standards 

Title 
Scope of deliverable 

(Italics indicates exact wording of standard) 
Corresponding 

standard of China 

IEC 61508 series, 

Functional safety of 

electrical/ electronic/ 
programmable 

electronic safety-related 

systems [137] 

IEC 61508 series covers those aspects to be considered when 

electrical/ electronic/ programmable electronic (E/E/PE) systems 

are used to carry out safety functions. A major objective of this 
standard is to facilitate the development of product and 

application sector international standards by the technical 

committees responsible for the product or application sector. The 
IEC 61508 series has seven parts. Part 1: General requirements. 

Part 2: Requirements for electrical/ electronic/ programmable 

electronic safety-related systems. Part 3: Software requirement. 
Part 4: Definitions and abbreviation. Part 5: Examples of 

methods for the determination of safety integrity levels. Part 6: 

Guidelines on the application of IEC 61508-2 and IEC 61508-3. 
Part 7: Overview of techniques and measures  

GB/T 20438 series, 

Functional safety of 

electrical/ 
electronic/ 

programmable 

electronic safety-
related systems 

[146] 

IEC 61512 series, Batch 

control [135] 

The IEC 61512 series defined the models for batch control as 

used in the process industries and terms that help explain the 
relationships between these models and terms. The IEC 61512 

also defined the data models that describe batch control as 

applied in the process industries, data structures for facilitating 
communications within and between batch control 

implementations and language guidelines for representing 

recipes. The IEC 61512 series consist of 4 parts. Part 1: Models 
and terminology. Part 2: Data structures and guidelines for 

languages. Part 3: General and site recipe models and 

representation. Part 4: Batch production records. 

GB/T 19892 series, 

Batch control [144] 

IEC 62264 series, 

Enterprise - control 

system integration [136] 

IEC 62264 is an international standard for enterprise-control 

system integration. Its goals are to increase uniformity and 

consistency of interface terminology and reduce the risk, cost, 

and errors associated with implementing these interfaces. The 

IEC 62264 series consists of 5 parts. Part 1: Models and 
terminology.  Part 2: Object and attributes for enterprise-control 

system integration. Part 3: Activity models of manufacturing 

operations management. Part 4: Objects models attributes for 
manufacturing operations management integration. Part 5: 

Business to manufacturing transactions 

GB/T 20720 series, 

Enterprise-control 

system integration 

[149] 

 


