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(57) ABSTRACT

A method for post-authenticating user equipment (UE), a
controller and a network system are disclosed. The method
includes: determining whether an external channel quality of
at least one gateway 1s higher than a threshold when UE
connects to an access point (AP) routed by the gateway;
when the external channel quality 1s not higher than the
threshold, authenticating the UE incompletely and control-
ling the AP to limit a network capability providing to the UE;
estimating a future channel capacity of the gateway; calcu-
lating a priority weight of each UE; selecting candidate UE
from the UEs according to the future channel capacity and
the priority weight of each UE; arranging an authenticating
mechanism for completely authenticating the candidate UE
at a timing point corresponding to the future channel capac-

1ty.
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when the at least one user equipment260_1 ~
260_Nconnects totheat least one the accesspoint2i(

routed by theat least one gateway 220, the 5310
determining module212_1may determine whether the
externalchannelquality of thegatewayZ220is higher thana

threshold or no.

whenthe externalchannelquality is nothigher than

' thethreshold, thecontrol module212_2may incompletely
authenticate the at least one userequipment200_1 ~
260_N,andcontrolthe at least one accesspoint230 to 5320

| providesthe at least one userequipment
260_1~260_Nlimited network access capabilities.

thé estimating module212_5 mayestimate a 8330
futurechannel capacityof the at least one gateway 220.

the calculating module 212_ may calculatea priority
weight of each user equipment of the at least one user
equipment 260_1 ~ 260_N according to the user

equipment’s an authentication waiting time, a number 5340
of authentication failures and at least one hop count
between the at least one access point and the at least

one gateways.

the selecting module 212_5 may select at least one

candidate user equipment from the at least one user

equipment 260_1 ~ 260_Nbased on a the future

| channel capacity and the priority weight of the at least
onecandidate user equipment, and arranges @ S350
| corresponding authentication mechanism for
completelyauthenticating the at least one candidate

user equipmentat a time corresponding to the future

channel capacity.

FIG. S
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METHOD FOR POST-AUTHENTICATING
USER EQUIPMENT, CONTROLLER AND
NETWORK SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the priority benefits of
Tatwan application serial no. 104120333, filed on Jun. 24,
2015. The entirety of the above-mentioned patent applica-
tion 1s hereby incorporated by reference herein and made a
part of this specification.

TECHNICAL FIELD

[0002] The present application relates to a method for
post-authenticating at least one user equipment (UE), a
controller and a network system thereof.

BACKGROUND

[0003] High-Speed Rail 1s one of important transportation
tools 1n many countries, such as TVG 1 France, ICE
(Inter-City Express) in German, Shinkansen in Japan, and
Tatwan High Speed Rail. With the development of the
high-speed rail and the popularity of the communication
equipment, the demands of the network are rapidly increas-
ing 1n fast moving scenarios. In general, a highest speed of
a train 1n the High-Speed Rail 1s approximate to 280
kilometers per hour. Under such a high moving speed, the
variation of the signal quality within a short time would be
quite large. And, influenced by the Doppler Effects, the
decoding error rate at the recerving side would increase. This
makes the User Equipment (UE) frequently try to resend
data when the network connection 1s interrupted. Generally,
betore an UE to access the Internet, the UE must accept an
authentication, such as authenticated by an authentication
authorization accounting (AAA) server. However, iI an
authentication process to authenticate the UE failed due to
the network disconnection, the UE would continuously try
to resend the authentication data to complete the authenti-
cation process.

[0004] FIG. 1 1s a block diagram illustrating a network
system of a train 100. The train 100 in FIG. 1 could be a
train, a High-Speed Rail, or other transportation with a
predictable traveling route and multi-cars. The rain 100 may
include five cars 100 1~100_5. In this embodiment, the
access points (APs) 102_1~102_5 could be disposed respec-
tively to cars 100_1~100_5 1n the train, and could respec-
tively provide the passengers in cars 100_1~100_5 with
network access capabilities. For example, the access point
102_1 could provide the passengers in 100_1 car to access
the network with mobile devices (such as mobile phones,
tablet PCs, notebook computers or other similar devices),
and access point 102_2 could provide the passengers in car
100_2 network access, and the remaining access points
102 3~102 5 likewise.

[0005] As shown in FIG. 1, the train 100 disposed only a
single External Gateway 104 (for example, a client device
(Customer Premise Equipment, CPE) gateway) connected to
the car 100_3. Gateway 104 could be connected to APs
102_1~102_5, and as an intermediate access point to com-
municate with the network 106 between cars 102 1~102 5.
Network 106 could be, but not limited to long-range evo-
lution (LTE), WiMAX (worldwide interoperability {for

microwave access, WiIMAX), third generation mobile com-
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munication networks (3Gs), the fourth generation of mobile
communication networks (4Gs) or other similar networks.
Although FIG. 1 1s not explicitly depicted the configuration
of network 106, but 1t 1s substantially based on communi-
cation standards and could be configured to include corre-
sponding network entities. For example, if using the LTE
network to communicate 106 and the gateway 104, network
106 may include an enhanced node B (eNB), a mobility
management entity (MME), serving gateway (S-GW), and
packet data network gateways (P-GW) and other network
entities, but not limited thereto.

[0006] Since the train 100 has only a single External
Gateway 104, so that the channel quality between the
gateways 104 and the network 106 would be changed
rapidly when the train 100 was moving, and the situation of
network disconnection would occur often. When the authen-
tication process ol UE failed, the transmission queue of the
external gateway would be filled with the authentication
data, and 1t could cause network congestion.

[0007] In addition, even 1f an additional redundant Gate-
way was built in car 100_3 like gateway 104 to shunt the
traflic of gateway 104, the overall transmission efliciency
still could not reach the channel diverse eflect because the
channel quality of the redundant gateway 1s similar to that of
the gateway 104.

[0008] In the network topology built by the well-known
train, there 1s only one single configuration of an external
(outbound) gateway. As previously mentioned, when the
authentication process of an UE failed, the transmission
queue of the external gateway will would be filled with the
authentication data, and the phenomenon of network con-
gestion could occurs.

SUMMARY

[0009] The embodiments of the disclosure may provide a
method for post-authenticating the at least one user equip-
ment, a controller, and a network system thereof.

[0010] An embodiment of the disclosure relates to a
method for post-authenticating at least one user equipment,
adapted to a controller connected to at least one gateway.
The method comprises: the at least one user equipment 1s
connected to at least an access point, determining whether an
external channel quality of the at least one gateway 1s higher
than a threshold; wherein the external channel quality 1s not
higher than the threshold; incompletely authenticating the at
least one user equipment, and controlling the at least one
access point to provide the at least one user equipment with
a limited network access ability, and the external channel
quality 1s not higher than the threshold; estimating a future
channel capacity of the at least one gateway; calculating a
priority weight of each user equipment of the at least one
user equipment according to the user equipment’s an authen-
tication waiting time, a number of authentication failures
and at least one hop count between the at least one access
point and the at least one gateways; and selecting at least one
candidate user equipment from the at least one user equip-
ment based on the future channel capacity and the priority
weight of the at least one candidate user equipment, and
arranging a corresponding authentication mechanism for
completely authenticating the at least one candidate user
equipment at a time corresponding to the future channel
capacity.

[0011] Another embodiment of the disclosure relates to a
controller. The controller comprises a storage unit storing
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multiple modules; and a processing unit connected to the
storage unit, accessing and executing the multiple modules.
The multiple modules include a determiming module, a
controlling module, an estimating module, a calculating
module, and a selecting module. The determining module
determines whether an external channel quality of at least
one gateway 1s higher than a threshold, wherein at least one
user equipment 1s connected to at least one access point
through the at least one gateway. The controlling module
incompletely authenticates the at least one user equipment,
and controls the at least one access point to provide the at
least one user equipment with a limited network access
ability, wherein the external channel quality 1s not higher
than the threshold. The estimating module estimates a future
channel capacity of the at least one gateway. The calculating
module calculates a priority weight of each user equipment
of the at least one user equipment according to the user
equipment’s an authentication waiting time, a number of
authentication failures and at least one hop count between
the at least one access point and the at least one gateway. The
selecting module selects at least one candidate user equip-
ment from the at least one user equipment based on the
tuture channel capacity and the priority weight of the at least
one candidate user equipment, and arranges a corresponding
authentication mechanism for completely authenticating the
at least one candidate user equipment at a time correspond-
ing to the future channel capacity.

[0012] Yet another embodiment of the disclosure relates to
a network system. The network system comprises a at least
one gateway, at least one access point connected to the at
least one gateway to access a network, and a controller
connected to the at least one gateway and the at least one
access point, wherein at least one user equipment 1S con-
nected to the at least one access point through the at least one
gateway. The controller further determines whether an exter-
nal channel quality of the at least one gateway 1s higher than
a threshold; incompletely authenticates the at least one user
equipment, and controls the at least one access point to
provide the at least one user equipment with a limited
network access ability, wherein the external channel quality
1s not higher than the threshold; estimates a future channel
capacity of the at least one gateway; calculates a priority
weight of each user equipment of the at least one user
equipment according to the user equipment’s an authenti-
cation waitting time, a number of authentication failures and
at least one hop count between the at least one access point
and the at least one gateway; and selects at least one
candidate user equipment from the at least one user equip-
ment based on the future channel capacity and the priority
weight of the at least one candidate user equipment, and
arranges a corresponding authentication mechanism for
completely authenticating the at least one candidate user
equipment at a time corresponding to the future channel
capacity.

[0013] The foregoing will become better understood from
a careful reading of a detailed description provided herein
below with appropnate reference to the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 1s a block diagram 1illustrating a network
system of a train.

[0015] FIG. 2 1s a network system, according to an exem-
plary embodiment of the present disclosure.
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[0016] FIG. 3 illustrates the flow chart of a method for
post-authenticating at least one user equipment, according to
an exemplary embodiment of the present disclosure.
[0017] FIG. 4 1s a network system, according to an
embodiment of the present disclosure.

[0018] FIG. 5 1s a network system, according to another
embodiment of the present disclosure.

(Ll

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

[0019] Below, exemplary embodiments will be described
in detail so as to be easily realized by a person having
ordinary knowledge in the art. The inventive concept may be
embodied 1 various forms without being limited to the
exemplary embodiments set forth herein. Descriptions of
well-known parts are omitted for clarnity, and like reference
numerals refer to like elements throughout.

[0020] According to an embodiment, the disclosure pro-
vides a method for post-authenticating at least one UE. In
the embodiment, while the channel quality of the at least one
gateway 1s poor, at least one access point may provide
limited network access capabilities (such as limited band-
width, flow and time, etc.) to the at least one UE incom-
pletely authenticated such as an authentication process has
not been finished yet. Further, the method may arrange a
mechanism to select at least one candidate UE having a
higher priority weight to be authenticated from the at least
one UE, and then allows the at least one candidate UE to
complete the authentication process at a proper time. The
detailed will be described 1n the following. In an exemplary
embodiment, a channel quality may be but not limited to
characterized as a reference signal received power (RSRP),
a carrier to iterference noise ratio (CINR), a carrier noise
ratio (carrier to noise ratio, CNR), a signal to noise ratio
(SNR) and/or a signal to iterference noise ratio (SINR), but
1s not limited thereto.

[0021] FIG. 2 1s a network system, according to an exem-
plary embodiment of the present disclosure. In this embodi-
ment, a network system 200 includes a controller 210, at
least one gateway 220 and at least one access point 230. The
at least one access point 230 may also be disposed on a car
of a train for serving the UEs of this car. The at least one
gateway 220 may be electrically connected to the access
point 230, and the access point 230 may route data flow from
at least one user equipment 260_1~260_N (N 1s a positive
integer) to a network 240. In one embodiment, when the data
from the user equipment 1s authentication information, the at
least one gateway 220 may facilitate the at least one access
point 230 to route the authentication information to the
authentication server 250 (for example, an AAA server).
[0022] Unlike the well-known art as shown 1n FIG. 1, the
network system 200 in FIG. 2 includes a controller electri-
cally connected or wireless connection to the at least one
gateway 220 and the controller 210. In an embodiment, the
controller 210 may be a software-defined networking (SDN)
controller, which may include a storage unit 212, and a
processing unit 214. Storage unit 212 may be, but not limited
to a memory, a hard disk, or any other element that may be
used to store data and/or record multiple codes or modules.
Processing unit 214 1s electrically connected to the storage
umt 212. Processing unit 214 may be a general purpose
processor, a special purpose processor, a conventional pro-
cessor, a digital signal processor, a plurality of micropro-
cessors, a microprocessor with one or more digital signal
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processors, controller, microcontrollers, application-specific
integrated circuit (ASIC), field programmable gate array
circuits (FPGAs), any other kind of integrated circuits, a
state machine, based on Advanced RISC Set machine
(ARM) processor and similar articles.

[0023] In an embodiment, the at least one access point 230
may have SDN switch features, and may communicate with
the controller 210 by a SDN-based communication protocol
(for example, OpenFlow) to exchange information. In other
embodiments, the SDN switch may also be implemented as
a separate switch on the device outside the at least one
access point 230, to facilitate the access point 230 to
communicate with the controller 210. In SDN, data plane
and control plane are separated. FIG. 2 also depicts a
transmission path for data flow and control flow separately.

[0024] In addition, although FIG. 2 illustrates only a single
gateway 220 and a single access point 230 to 1llustrate the
concepts of the present embodiment, but this 1s not con-
strued as limiting the possible embodiments disclosed. In
other embodiments, these technical features are equally
applicable to the present disclosed network systems with
multiple gateways and multiple access points.

[0025] In this embodiment, the processing unit 214 may
access the storage umit 212 and executes a determining
module 212_1, a control module 212_2, an estimating
module 212_3, a calculating module 212_4 and a selecting
module 212_5 and execute the method for post-authenticat-
ing at least one user equipment.

[0026] FIG. 3 illustrates a flow chart of a method for
post-authenticating at least one user equipment, according to
an exemplary embodiment of the present disclosure. The
method 1n FIG. 3 may be executed by the controller 210 of
FI1G. 2. Combined with the elements shown 1n FIG. 2, the
detailed of the exemplary embodiment of FIG. 3 will be
explained in the following.

[0027] First, in step S310, when the at least one user
equipment 260_1~260_N connects to the at least one the
access point 230 routed by the at least one gateway 220, the
determining module 212_1 may determine whether the
external channel quality of the gateway 220 1s higher than a
threshold or not. The external channel quality, for example,
may be a channel quality (such as SNR) between at least one
gateway 220 and the network 240, and the threshold may be
an arbitrary value selected by the designer (e.g. 20 dB). This
threshold may be preset, randomly selected, or transmitted
via the network. In an embodiment, when the at least one
user equipment 260_1~260_N connects to the at least one
access point 230, the at least one access point 230 may send
the user information (such as a media access control (MAC)

address and international mobile subscriber 1dentity (IMSI),
etc.) to the controller 210 through OpenFlow, but 1s not

limited thereto.

[0028] In an embodiment, the designer may also deter-
mine the threshold based on the channel quality correspond-
ing to a channel capacity. For example, designers may find
out a channel capacity for sufliciently transmitting at least
one authentication data, and determine the channel quality
corresponding to the channel capacity as a threshold. In this
case, when the external channel quality 1s higher than the
threshold, 1t represents that the channel capacity correspond-
ing to the external channel quality 1s suflicient to transmuit at
least one authentication data. Assume that the channel
capacity corresponding to the external channel quality 1s
sufficient to transfer two authentication information, the
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controller 210 may arrange directly two of user equipments
260_1~260_N (in the case, N=2) to authenticate with the
authentication server 250. On the other hand, when the
external channel quality 1s not higher than the threshold, 1t
may represent that the channel capacity corresponding to the
external channel quality 1s insuflicient to transmit any
authentication information.

[0029] Thus, mn step S320, when the external channel
quality 1s not higher than the threshold, the control module
2122 may incompletely authenticate the at least one user
equipment 260_1~260_N, and control the at least one access
point 230 to provides the at least one user equipment
260_1~260_N limited network access capabilities. In other
words, the control module 212_2 may allow unauthenticated
or only partially authenticated user equipment 260_
1~-260 N to connect the network 240 with the limited
network access abilities to the Internet via the at least one
access point 230. Take user equipment 260_1 as an exem-
plar, unauthenticated or only partially authenticated user
equipment 260_1 may connect the network 240 with limited
abilities (such as limited bandwidth, limited throughput or
limited time (e.g. 20 minutes), but 1s not limited thereto) to
the Internet via access point 230 through the control module
212 2. Thus, the disclosed method not only satisfies the
demands of the user equipment 260_1 to access the Internet,
but also avoids the user equipment 260_1 to continuously try
to send authentication information under the condition of a
poor external channels quality. In other words, the embodi-
ments of the present disclosure may reduce the probability
of occurring network congestion on the at least one gateway
220, and also improve the Internet time for the unauthent-
cated or partially authenticated users.

[0030] Next, the method may select at least one candidate
user equipment having a higher priority weight to be authen-
ticated from the at least one user equipment 260_1~260_N
through steps S330~S350, and completely authenticate the
at least one candidate user equipment at a proper time.

[0031] In step S330, the estimating module 212_3 may
estimate a future channel capacity of the at least one gateway
220. In an embodiment, the channel quality estimation
model of the at least one gateway 220 may be built by the
estimating module 212_3 based on the at least one gateway
220 and a car individual history information. The car indi-
vidual history information includes, for example, a traveling
route of a car or a train and traveling speeds of various
sections on this traveling route. The history information for
the at least one gateway 220 includes, for example, the
channel quality of the at least one gateway 220 previously
measured on the traveling route of the car or the train.

[0032] From the aforementioned, it may be seen that the
estimating module 212_3 may be used to estimate the future
channel quality of the at least one gateway 220 on each
section on the traveling route of the car or the train.
Subsequently, estimating module 212_3 may establish a
mapping table of channel quality relative to section on the
traveling route according to the measured results (that 1s, the
channel quality estimation model of the at least one gateway
220). Because the traveling route of the car or the train and
the location of the surrounding station are fixed, therefore,
the mapping table 1s quite reliable. For other configurations
of the gateway relative to the car or the train (not shown), the
estimating module 212_3 may establish the channel quality

estimation model on the basis of the foregoing teachings.
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[0033] Adter the channel quality estimation model of the at
least one gateway 220 has been established, the estimating
module 212_3 may get current moving mformation of the
train and use the current moving information to estimate the
future moving information of the train. The current moving
information may include, but not limited to the information
of the current traveling section and the traveling speed of the
train obtained from the satellite positioning system (global
positioning system, GPS). The future moving information of
the train may include, but not limited to the mmformation of
the future traveling section and future traveling speed of the
train. The traveling route and the traveling speed of the train
are generally predefined parameters, therefore, the estimat-
ing module 212_3 may easily get the future traveling route
of the train and the future traveling speed of the train after
the current moving information 1s obtained.

[0034] Then, the estimating module 212_3 may estimate
the future channel quality of the at least one gateway 220
according to the future moving information and the channel
quality estimation model. For example, the estimating mod-
ule 212_3 may look up the mapping table according to the
future traveling section and the future traveling speed, and
get the channel quality (i.e., future channel quality) relative
to the traveling section. Thereafter, the estimating module
212 3 may get the future channel capacity according to the
tuture channel quality of the at least one gateway 220. In an
embodiment, assumed that the signal noise ratio at a time 1
(1 1s a positive integer) 1s denoted as SNRi. The future
channel capacity estimated by the estimating module 212_3
at the time 1 may be characterized as:

C(i)=Bxlog,+(1+SNR.) (1)

[0035] Wherein B 1s a frequency range of the at least one
gateway 220.

[0036] The difference of the authentication mformation
size under a same authentication mechanism 1s small. There-
fore, after the future channel capacity (1.e., C(1)) at the time
1 1s calculated, the estimating module 211_3 may calculate
the quotient of C(1) divided by the authentication informa-
tion size (heremnafter referred to ), to get the number of the
authenticate mformation that the at least one gateways 220
may transmit at time 1. Namely, j 1s a number of user
equipments trying to complete the authentication at the time
1, and which 1s allowed by the at least one gateway 220.
Assume that 7 1s 4, 1t means that the at least one gateway 220
allows four of the user equipments 260_1~260_Ns (in the
case, N=4) to respectively transmit 1ts own authentication
information to the authentication server 250 at time 1.
[0037] In step S340, the calculating module 212_4 may
calculate a priority weight of each user equipment of the at
least one user equipment 260_1~260_N according to the
user equipment’s an authentication waiting time, a number
ol authentication failures and at least one hop count between
the at least one access point and the at least one gateway.
[0038] In an embodiment, an n-th (1=n=<N) priority weight
of the n-th user equipment 260_» may be characterized as:

P()=w xWT+(1-w,")+(1-wyxFT) (2)

[0039] Wherein w, to w, are weight values, WT 1s the
authentication waiting time of the n-th user equipment, h 1s
the at least one hop count between the at least one access
point and the at least one gateway serving for the n-th user
equipment, FT 1s the number of the authentication failures
for the n-th user equipment. w, To w, may be, but not
limited to any value (including zero) selected by the design-
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ers based on their demands, which may be pre-set, set
randomly or transmitted via the Internet. W1 may be, but not
limited to the time for the n-th user equipment to access
network 240 with limited network access abilities. h may be,
but not limited to the number of devices having been passed
while the access point 230 transmits data to the at least one
gateway 220. Assume that the at least one access point 230
1s connected directly to the at least one gateway 220, then h
1s 1. Assume that the at least one access point 230 is
connected through two devices (for example, two other
access points) to the at least one gateway 220, then the h 1s
3. FT 1s a number of authentication failures such as the n-th
user equipment attempting to send the authentication infor-
mation but failing to be authenticated completely.

[0040] In other embodiments, the n-th (n 1s an teger of
between 1~N) priority weight of the user equipment 260_z
may be, but not limited to characterized as the demands of
the designers, such as the following equations (3) to (9).

Py =w xW T+ wosch+(1-wyx FT) (3)
P(r)=w xWT (4)
P(n)=woxh (5)
P(n)=(1-w3xIT) (6)
P(1)=w ,xWT+w-xh (7)
Py =w xWT+(1-wyxFT) (8)
P(1)=woxh+(1-wyxFT) (9)
[0041] In step S350, the selecting module 212_35 may

select at least one candidate user equipment from the at least
one user equipment 260 _1~260 N based on the future
channel capacity and the priority weight of the at least one
candidate user equipment, and arranges a corresponding
authentication mechanism for completely authenticating the
at least one candidate user equipment at a time correspond-
ing to the future channel capacity.

[0042] In an embodiment, the selecting module 212_5
may sort the at least one user equipment 260_1~260_N 1n a
descending order according to the priority weight of each
user equipment, and calculate a specific number based on the
future channel capacity (1.e., C(1)) and an authentication
information size (hereinafter referred to 1), wherein the
specific number may be, but not limited to the future channel
capacity divided by the authentication information size; C(1)
Next, the selecting module 212_5 may select a specific
number of preceding user equipments being sorted from the
at least one user equipment 260_1~260_N as at least one
candidate user equipment. In other words, the selecting
module 212 35 may select 1 user equipment(s) having a
higher priority from the at least one user equipment 260 _
1~260_N as the at least one candidate user equipment. Next,
the selecting module 212_5 may arrange an authentication
mechanism for completely authenticating the at least one
candidate user equipment at a time.

[0043] When the at least one candidate user equipment
completes the authentication, the selecting module 212_5
may control the at least one access point 230 to provide
unlimited network capabilities to the at least one candidate
user equipment. In other words, the user equipment after
completing the authentication may access network 240 with
unlimited bandwidth, unlimited throughput, and without a
time limat.
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[0044] Brietly, when the controller 210 determines that the
external channel quality of the at least one gateway 220 1s
currently not good, the controller 210 may temporarily allow
the at least one user equipment 260_1~260_N to use limited
network access abilities to access the network. Then, when
the controller 210 estimates the future channel quality at
time 1 will be improved, the controller 210 may arrange
authentication opportunmities for the at least one candidate
user equipment having a higher priority weight to send the
authentication information to the authentication server 250
at a proper time.

[0045] In other embodiments of the disclosure, the net-
work system may be configured to control respectively the
access point to provide the user equipment with the limited
or unlimited network access ability, as shown 1n FIGS. 4-5.
Referring to the embodiment 1n FIG. 4, a network system
400 1ncludes a controller 410, a first access point 420_1, and
a second access point 420_2 connected to an authentication
server 440. For example, the first access point 420_1 1s
connected to an mncompletely authenticated user equipment
430, and provides a limited access network ability to the user
equipment 430. As previously mentioned, when the user
equipment 430 connects to the first access point 420_1, the
first access point 420_1 may transier the user information of
user equipment 430 to the controller 410 via OpenFlow.
Then, according to the atorementioned teachings in arrang-
ing the authentication mechanism of the disclosure, the
controller 410 may allow the user equipment 430 attempts to
be authenticated at a time 1. Also, the controller 410 may
inform the user equipment 430 by using a control protocol
to switch the connecting from the first access point 420_1 to
the second access point 420_2 at the time 1, so that the
authentication server may completely authenticate the can-
didate user equipment 430 through the second port 420_2.
The control protocol may be, but not limited to a network
search and selection mechanism (access network discovery
and selection function, ANDSF). After the authentication
server 440 completely authenticates the user equipment 430,
the controller 410 may control the second access point
420_2 to provide an unlimited network ability to the user
equipment 430, to allow the user equipment 430 to access
the network with such as unlimited bandwidth, unlimited
throughput, and without a time limat.

[0046] In addition, the authentication server 440 may have
a different scheme to authenticate the user equipment 430
according to the type of the user equipment 430. For
example, when the user equipment 430 1s a device running
under a global system for mobiles, (GSM), the authentica-
tion server 440 may base on the subscriber identification
module (SIM) extensible authentication Agreement (EAP)
(1.e., EAP-SIM) to authenticate the user equipment 430. For
another example, when the user equipment 430 1s a device
running under the standard universal mobile telecommuni-
cations system (UMTS), the authentication server 440 may
base on the security authentication and key distribution
(Authentication and Key Agreement for, AKA) of EAP (1.e.,
EAP-AKA) to authenticate the user equipment 430.

[0047] In other embodiments of the disclosure, the net-
work system may also be configured to control a specific
access point to provide the user equipment with the limited
or unlimited network access ability concurrently. Refer to
the embodiment 1n FIG. 5, a network system 500 includes a
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controller 510 and an authentication server 540 connected to
a specilic access point 520. The specific access point 520
may further include a first port and a second port (not
shown). The first port may be a default port that may provide
a limited network ability to an incompletely authenticated
user equipment 530. As previously mentioned, when the
user equipment 330 connects to the first port, the specific
access point 520 may transfers the user information of user
equipment 530 to the controller 510 via the OpenFlow.
Then, according to the atorementioned teachings in arrang-
ing the authentication mechanism of the disclosure, the
controller 510 may allow the user equipment 330 attempts to
be authenticated at a time 1. Also, the controller 510 may
inform the user equipment 530 via OpenFlow to switch the
connecting from the first port to the second port at the time
1, so that the authentication server 540 may completely
authenticate the candidate user equipment 530 through the
second port. After the authentication server 540 completely
authenticates the user equipment 530, the controller 510
may control the specific access point 520 to provide an
unlimited network ability to the user equipment 530, to
allow the user equipment 530 to access the network with
such as unlimited bandwidth, unlimited throughput, and
without a time limut.

[0048] In an embodiment, the first port may be character-
1zed as a service set 1dentifier (SSID) without password, and
the second port may be characterized as a service set
identifier (SSID) with password. In this case, the unauthen-
ticated user equipment 530 will connect to a SSID corre-
sponding to the first port. When the specific access point 520
informs the user equipment 330 to switch the connecting to
the second port, the specific access point 520 may also
informs the user equipment 530 of the password of the
second port, to allow the user equipment 530 to switch the
connecting to the SSID of the second port. In other embodi-
ments, the second port may be implemented as a hidden
SSID with password. That 1s, the unauthenticated user
equipment 530 fails to find the mformation of the second
port from a list of SSID of the first port, but the disclosed
embodiments are not limited thereto.

[0049] In summary, the present disclosure provides a
method for post-authenticating at least one user equipment,
a controller and a network systems thereof. When the
controller determines that the external channel quality of the
at least one gateway 1s currently not good, the controller may
temporarily allow the at least one unauthenticated or par-
tially authenticated user equipment to use limited network
access abilities to access the network. Then, when the
controller estimates the future channel quality will be
improved at a time, the controller may arrange authentica-
tion opportunities for the at least one candidate user equip-
ment having a higher priority to send the authentication
information to the authentication server at the time. There-
fore, the embodiments of the present disclosure reduce the
probability of occurring network congestion on the at least
one gateway, and also improve the Internet time for the
unauthenticated or partially authenticated users.

[0050] It will be apparent to those skilled 1n the art that
vartous modifications and variations can be made to the
disclosed embodiments. It 1s intended that the specification
and examples be considered as exemplary embodiments
only, with a scope of the disclosure being indicated by the
following claims and their equivalents.
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What 1s claimed 1s:

1. A method for post-authenticating at least one user
equipment, adapted to a controller connected to at least one
gateway, comprising;:

the at least one user equipment 1s connected to at least an

access point, determining whether an external channel
quality of the at least one gateway 1s higher than a
threshold;

incompletely authenticating the at least one user equip-

ment, and controlling the at least one access point to
provide the at least one user equipment with a limited
network access ability, wherein the external channel
quality 1s not higher than the threshold;

estimating a future channel capacity of the at least one

gateway;

calculating a priority weight of each user equipment of the

at least one user equipment according to the user
equipment’s an authentication waiting time, a number
of authentication failures and at least one hop count
between the at least one access point and the at least
one gateway; and

selecting at least one candidate user equipment from the

at least one user equipment based on the future channel
capacity and the priority weight of the at least one
candidate user equipment, and arranging a correspond-
ing authentication mechanism for completely authen-
ticating the at least one candidate user equipment at a
time corresponding to the future channel capacity.

2. The method for post-authenticating the at least one user
equipment of claim 1, wherein

the controller 1s a software-defined networking controller,

and the controller, the at least one access point and the
at least one gateway are configured on a train having a
plurality of cars and a predictable traveling route.

3. The method for post-authenticating the at least one user
equipment of claim 1, wherein estimating the future channel
capacity of the at least one gateway turther includes:

establishing a channel quality estimation model based on

the at least one gateway and a car individual history
information;

getting a current moving information of a car and esti-

mating a future moving information of the car based on
the current moving information;

estimating a future channel quality of the at least one

gateway according to the future moving information

and the channel quality estimation model; and
estimating the future channel capacity of the at least one

gateway according to the future channel quality.

4. The method for post-authenticating the at least one user

equipment of claim 1, wherein the future channel capacity at
time 1 1s:

C(i)=bPxlog>(1+SNR.)

wherein B 1s a frequency range of the at least one gateway,
and SNR1 1s a signal to noise ratio at time 1.

5. The method for post-authenticating the at least one user
equipment of claim 1, wherein the priority weight of an n-th
user equipment of the at least one user equipment 1s char-
acterized by:

P()=w xWT+(1-w,")+(1-wyxFT)

wherein w, to w, are weight values, WT 1s the authentication
waiting time of the n-th user equipment, h 1s the at least one
hop count between the at least one access point and the at
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least one gateway serving for the n-th user equipment, FT 1s
the number of the authentication failures for the n-th user
equipment.

6. The method for post-authenticating the at least one user
equipment of claim 1, wherein selecting the at least one
candidate user equipment from the at least one user equip-
ment based on the future channel capacity and the priority

weight of the at least one candidate user equipment further
includes:

sorting the at least one user equipment i a descending
order according to the priority weight of the each user
equipment;

calculating a specific number based on the future channel
capacity and an authentication information size,
wherein the specific number 1s the future channel

capacity divided by the authentication information size;
and

selecting the specific number of at least one user equip-
ment having a higher priority weight as that of the at
least one candidate user equipment.

7. The method for post-authenticating the at least one user
equipment of claim 1, wherein the at least access point
turther includes a first port connecting to the at least one user
equipment incompletely authenticated, and the first port
provides the limited network access ability to the at least one
user equipment incompletely authenticated.

8. The method for post-authenticating the at least one user
equipment of claim 7, wherein the at least one access point
turther includes a second port connected to an authentication
server, and arranging the corresponding authentication
mechanism for completely authenticating the at least one
candidate user equipment at the time corresponding to the
future channel capacity further includes:

switching the connecting from the first port to the second
port at the time by a control protocol, and the authen-
tication server completely authenticates the at least one
candidate user equipment through the second port.

9. The method for post-authenticating the at least one user
equipment of claim 1, wherein the at least one access point
includes a specific access point having a first port, and the
first port provides the limited network access ability to the
at least one user equipment which 1s incompletely authen-
ticated and connected to the first port.

10. The method for post-authenticating the at least one
user equipment of claim 9, wherein the specific access point
turther includes a second port connected to an authentication
server, and arranging the corresponding authentication
mechanism for completely authenticating the at least one
candidate user equipment at the time corresponding to the
future channel capacity further includes:

switching the connecting from the first port to the second
port at the time, and the authentication server com-
pletely authenticates the at least one candidate user
equipment through the second port.

11. The method for post-authenticating the at least one
user equipment of claam 1, wherein arranging the corre-
sponding authentication mechanism for completely authen-

ticating the at least one candidate user equipment further
includes:

wherein authenticating the at least one candidate user
equipment 1s fimished, and the at least one access point
provides an unlimited network access capability to the
at least one candidate user equipment.
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12. A controller, comprising:

a storage unit, storing multiple modules; and

a processing unit, connected to the storage unit, accessing,

and executing the multiple modules, the multiple mod-

ules include:

a determining module, determining whether an external
channel quality of at least one gateway 1s higher than
a threshold, wherein at least one user equipment 1s
connected to at least one access point through the at
least one gateways;

a controlling module, mncompletely authenticating the
at least one user equipment, wherein the external
channel quality 1s not higher than the threshold, and
controlling the at least one access point to provide
the at least one user equipment with a limited net-
work access ability;

an estimating module, estimating a future channel
capacity of the at least one gateway;

a calculating module, calculating a priority weight of
cach user equipment of the at least one user equip-
ment according to the user equipment’s an authen-
tication waiting time, a number of authentication
fallures and at least one hop count between the at
least one access point and at least one gateway; and

a selecting module, selecting at least one candidate user
equipment from the at least one user equipment
based on the future channel capacity and the priority
weight of the at least one candidate user equipment,
and arranging a corresponding authentication
mechanism for completely authenticating the at least
one candidate user equipment at a time correspond-
ing to the future channel capacity.

13. The controller of claim 12, wherein the controller 1s a
soltware-defined networking controller, and the controller,
the at least one access point and the at least one gateway are
configured on a train having a plurality of cars and a
predictable traveling route.

14. The controller of claim 12, wherein the estimating
module further includes:

to establish a channel quality estimation model based on

the at least one gateway and a car individual history

information;

to get a current moving information of a car and estimat-

ing a future moving information of the car based on the

current moving information;

to estimate a future channel quality of the at least one

gateway according to the future moving information

and the channel quality estimation model; and

to estimate the future channel capacity of the at least one

gateway according to the future channel quality.

15. The controller of claim 12, wherein the future channel
capacity at time 1 1s:

C(i)=Pxlog,(1+SNR.)

wherein B 1s a frequency range of the at least one gateway,
and SNR1 1s a signal to noise ratio at time 1.

16. The controller of claim 12, wherein the priority weight
of an n-th user equipment of the at least one user equipment
1s characterized by:

P()=w xWT+(1-w,")+(1-wyxFT)

wherein w, to w, are weight values, WT 1s the authentication
waiting time of the n-th user equipment, h 1s the at least one
hop count between the at least one access point and the at
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least one gateway serving for the n-th user equipment, FT 1s
the number of the authentication failures for the n-th user
equipment.
17. The controller of claim 12, wherein the controller
module further imcludes:
to sort the at least one user equipment 1n a descending
order according to the priority weight of the each user
equipment;
to calculate a specific number based on the future channel
capacity and an authentication information size,
wherein the specific number 1s the future channel
capacity divided by the authentication information size;
and
to select the specific number of at least one user equip-
ment having a higher priority weight as that of the at
least one candidate user equipment.

18. The controller of claim 12, wherein the at least access
point further includes a first port connecting the at least one
user equipment incompletely authenticated, and the first port
provides the limited network access ability to the at least one
user equipment incompletely authenticated.

19. The controller of claim 18, wherein the at least one
access point further includes a second port connected to an
authentication server, and the selecting module 1s configured
to:

switch the connecting from the first port to the second port
at the time by a control protocol, and the authentication
server completely authenticates the at least one candi-
date user equipment through the second port.

20. The controller of claim 12, wherein the at least one
access point includes a specific access point having a {first
port, and the first port provides the limited network access
ability to the at least one user equipment incompletely
authenticated and connecting the first port.

21. The controller of claim 20, wherein the specific access
point further include a second port connected to an authen-
tication server, and the selecting module 1s configured to:

switch the connecting from the first port to the second port
at the time, and the authentication server authenticates
the at least one candidate user equipment completely
through the second port.

22. The controller of claim 12, wherein the selecting
module 1s further configured to:

provide, by the at least one access point, an unlimited
network access capability to the at least one candidate
user equipment, wherein authenticating the at least one
candidate user equipment 1s finished.

23. A network system, comprising:
at least one gateway;

at least one access point, connected to the at least one
gateway to access a network; and

a controller, connected to the at least one gateway and the
at least one access point, wherein at least one user
equipment 1s connected to the at least one access point
through the at least one gateway, and the controller
further including;

to determine whether an external channel quality of the
at least one gateway 1s higher than a threshold;

to incompletely authenticate the at least one user equip-
ment, and control the at least one access point to
provide the at least one user equipment with a
limited network access ability, wherein the external
channel quality 1s not higher than the threshold;
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to estimate a future channel capacity of the at least one
gateway;

to calculate a priority weight of each user equipment of
the at least one user equipment according to the user
equipment’s an authentication waiting time, a num-
ber of authentication failures and at least one hop
count between the at least one access point and at
least one gateway; and

to select at least one candidate user equipment from the
at least one user equipment based on the future
channel capacity and the priority weight of the at
least one candidate user equipment, and to arrange a
corresponding authentication mechanism for com-
pletely authenticating the at least one candidate user
equipment at a time corresponding to the future
channel capacity.

24. The network system of claim 23, wherein the con-
troller 1s a software-defined networking controller, and the
controller, the at least one access point and the at least one
gateway are configured on a train having a plurality of cars
and a predictable traveling route.

25. The network system of claim 23, wherein the con-
troller includes:

to establish a channel quality estimation model based on

the at least one gateway and a car individual history
information;

to get a current moving information of a car and estimat-

ing a future moving information of the car based on the
current moving information;

to estimate to estimate a future channel quality of the at

least one gateway according to the future moving
information and the channel quality estimation model;
and

to estimate the future channel capacity of the at least one

gateway according to the future channel quality.

26. The network system of claim 23, wherein the future
channel capacity at time 1 1s:

C(i)=Pxlog,(1+SNR.)

wherein B 1s a frequency range of the at least one gateway,
and SNR1 1s a signal to noise ratio at time 1.
277. The network system of claim 23, wherein the priority
weight of an n-th user equipment of the at least one user
equipment 1s characterized by:

P(r)=w xWT+(1-w,")+(1-wyxFT)

wherein w, to w, are weight values, WT 1s the authentication
waiting time of the n-th user equipment, h 1s the at least one
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hop count between the at least one access point and the at
least one gateway serving for the n-th user equipment, FT 1s
the number of the authentication failures for the n-th user
equipment.

28. The network system of claim 23, wherein the con-
troller further includes:

to sort the at least one user equipment 1n a descending

order according to the priority weight of the each user
equipment;

to calculate a specific number based on the future channel

capacity and an authentication information size,
wherein the specific number 1s the future channel
capacity divided by the authentication information size;
and

to select the specific number of at least one user equip-

ment having a higher priority weight as that of the at
least one candidate user equipment.

29. The network system of claim 23, wherein the at least
access point further includes a first port connecting the at
least one user equipment incompletely authenticated, and
the first port provides the limited network access ability to
the at least one user equipment incompletely authenticated.

30. The network system of claim 29, wherein the at least
one access point further includes a second port connected to
an authentication server, and the controller 1s configured to:

switch the connecting from the first port to the second port

at the time by a control protocol, and the authentication
server completely authenticates the at least one candi-
date user equipment through the second port.

31. The network system of claim 23, wherein the at least
one access point includes a specific access point having a
first port, and the first port provides the limited network
access ability to the at least one user equipment incom-
pletely authenticated and connecting the first port.

32. The network system of claim 31, wherein the specific
access point further include a second port connected to an
authentication server, and the controller 1s configured to:

switch the connecting from the first port to the second port

at the time, wherein the authentication server com-
pletely authenticates the at least one candidate user
equipment through the second port.

33. The network system of claim 23, wherein the con-
troller 1s configured to:

provide, by the at least one access points, an unlimited

network access capability to the at least one candidate
user equipment, wherein authenticating the at least one
candidate user equipment 1s {inished.
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