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NETWORK SYSTEM WITH SEAMLESS
HANDOVER MECHANISM, OPERATION
METHOD AND CONTROL APPARATUS
THEREOF

[0001] This application claims priority for Taiwan patent
application no. 105144051 filed on Dec. 30, 2016, the
content of which is incorporated by reference in its entirely.

Field of the Invention

[0002] The present invention relates to a software-defined
network (SDN)-based network system, an operation method
and a control apparatus thereof, particularly to a network
system with a seamless handover mechanism, an operation
method and a control apparatus thereof

BACKGROUND OF THE INVENTION

[0003] An ordinary network infrastructure includes a plu-
rality of network devices connected together in a wired or
wireless way. The wireless way may be an Ad-hoc network
mode, a mesh mode, or another mode. In the situation of a
wireless network, the network infrastructure includes a
plurality of wireless access devices enabling the host devices
to access networks wirelessly. The wireless access devices
may be also connected with the rear-end routers, transmit-
ting the packets output by the host devices through the
routers. In order to administer the network conveniently, the
administrator usually divides the network into many sub-
networks. The host device will connect with one subnet-
work, using the Internet protocol address (IP address) of the
subnetwork. While roaming to a new subnetwork, the host
device must assume the IP address of the new subnetwork
for Internet access.

[0004] On the other side, a host device may turn from the
original network device to connect with a new network
device. If the new network device and the original network
device respectively belong to different subnetworks, a series
ot handover procedures must be undertaken to hand over the
host device to the new network device. The aforementioned
handover procedures include a Layer-3 handover operation.
In the Layer-3 handover operation, the host device maybe
request a new IP address from the new network device to
update the IP address and maintain the network connectivity.
[0005] An IP address had two functions. The first function
is to act as the basis of routing. In other words, while a host
device moves to a different subnetwork, the IP address of the
host device would change so that the packets can be cor-
rectly transferred. The second function is to act as the
endpoint identifier of the transport layer and the application
layer. In the case of transmission control protocol (TCP)
session, two sets of network sockets are used as the basis of
network connection. A socket is formed by an IP address and
a TCP port. Once the IP address or the TCP port of either
socket set changes, the TCP session connection would be
interrupted.

[0006] Therefore, it is a target of the technicians in the
field to provide a network system and a related operation
method, which have a better handover mechanism, to
achieve seamless handover and decrease the time spent in
handover procedures.

SUMMARY OF THE INVENTION

[0007] The present invention provides an SDN-based net-
work system with a seamless handover mechanism, an
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operation method and a control apparatus thereof, which
have a better handover mechanism able to decrease the time
spent in handover procedures and reduce the probability of
packet loss in handover procedures.

[0008] In one embodiment of the present invention, the
present invention provides an SDN-based network system
with a seamless handover mechanism. The network system
comprises a plurality of network devices, a plurality of host
devices, and a control apparatus. The network devices
interconnect to form a network infrastructure. A portion of
the network devices provide a wireless network access
function enabling the host devices to connect with the
network devices in a wireless way. The wireless access
networks provided by a portion of network devices need an
identical service set identifier (SSID). Each of the host
devices connects one of the network devices through the
wireless access networks. The control apparatus connects
with the network devices. While a first host devices of the
host devices turns from a first network device of the network
devices to link with a second network device, the control
apparatus controls the network device to return the address
resolution response packet to the first host device corre-
sponding to the address resolution request packet sent out by
the first host device so as to maintain the [P (Internet
Protocol) address of the first host device.

[0009] In one embodiment of the present invention, the
control apparatus establishes a flow table of the network
devices of the SDN-based network system and changes the
flow entries in the flow table to dynamically adjust the
transmission path of data packets or message packets,
whereby to maintain better transmission efficiency. The
present invention does not adopt the anchor point device,
such as that in PMIPv6, exempted from establishing net-
work tunnels. The present invention uses the control appa-
ratus to arrange better paths.

[0010] In one embodiment of the present invention, the
abovementioned network devices include an external-con-
nection router device linking to external networks. While the
target IP address of a packet is an IP address of an external
network, the network device transmits the packet to the
external-connection router device, and the external-connec-
tion router device transmits the packet to the external
network.

[0011] In one embodiment of the present invention, while
the abovementioned control apparatus receives the address
resolution request packet from the second network device,
the control apparatus determines whether the source IP
address of the address resolution request packet is the IP
address of the first host device. Alternatively, the control
apparatus determines whether the source media access con-
trol (MAC) address of the packet is the MAC address of the
first host device. If the source IP address of the address
resolution request packet is the IP address of the first host
device or the source MAC address of the packet is the MAC
address of the first host device, the control apparatus deter-
mines whether the target IP address, which is to be resolved,
of the address resolution request packet is the IP address of
a network device or host device of the first network. If the
target 1P address, which is to be resolved, in the address
resolution request packet is the IP address of a network
device or host device of the first network, the control
apparatus finds out the MAC address corresponding to the
target IP address that is to be resolved and places the found
out MAC address in an address resolution response packet.
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Then, the control apparatus returns the address resolution
response packet to the first host device through the second
network device.

[0012] In one embodiment of the present invention, while
the abovementioned control apparatus receives another
address resolution request packet through a first network
device, the control apparatus determines whether the target
IP address, which is to be resolved, of the another address
resolution request packet is the IP address of the first host
device. At this time, the first host device may have roamed
to a second network. If the target IP address, which is to be
resolved, of the another address resolution request packet is
the IP address of the first host device, the control apparatus
places the MAC address of the first host device in another
address resolution response packet. The control apparatus
returns the another address resolution response packet to the
host device or network device in the first network through
the first network device.

[0013] In one embodiment of the present invention, while
returning the address resolution response packet to the first
host device, the control apparatus correspondingly updates
the flow tables of all the network devices, whereby to guide
all the packets going to the first host device to the first host
device in the second network.

[0014] In one embodiment of the present invention, while
returning another address resolution response packet to the
first network, the control apparatus correspondingly updates
the flow tables of all the network devices, whereby to
transmit the packets going to the first host device to the first
host device having roamed to the second network.

[0015] One embodiment of the present invention provides
an operation method of a network system. The network
system includes a plurality of network devices, a plurality of
host devices and a control apparatus. The network devices
interconnect in a wired or wireless way to form a network
infrastructure. A portion of the network devices provide
wireless access networks. The wireless access networks
have an identical service set identifier (SSID). Each of the
host devices connects with one of the network devices
providing wireless access networks through the wireless
access networks. The control apparatus connects with the
network devices. The operation method comprises the fol-
lowing steps: while a first host device of the host devices
turns from a first network device of the network devices to
connect with a second network device, the first host device
sends out an address resolution request packet; correspond-
ing to the address resolution request packet, the control
apparatus controls the network device to return an address
resolution response packet to the first host device, whereby
to keep the IP address of the first host device.

[0016] One embodiment of the present invention provides
a control apparatus applicable to a network system. The
network system includes a plurality of network devices and
a plurality of host devices. The network devices intercon-
nect. A portion of the network devices provide wireless
access networks. The wireless access networks have an
identical service set identifier (SSID). Each of the host
devices connects with one of the network devices providing
wireless access networks through the wireless access net-
works. The control apparatus includes a network unit and a
processor. The network devices connect with the network
unit. The processor is coupled to the network unit. While a
first host device of the host devices turns from a first network
device of the network devices to connect with a second
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network device, the processor, corresponding to the address
resolution request packet sent out by the first host device,
controls the network device to return an address resolution
response packet to the first host device, whereby to keep the
IP address of the first host device.

[0017] Based on the abovementioned technical schemes,
the present invention provides a network system with a
seamless handover mechanism, an operation method and a
control apparatus thereof, wherein the network system is
programmed to make all the wireless access networks of the
network devices connecting with the network system have
an identical service set identifier (SSID). While the host
device is roaming among wireless networks, the IP address
of the host device must be unchanged before and after
movement to maintain session continuity and achieve seam-
less handover. In one embodiment, while a host device turns
from an originally-connected network device to connect
with another network device, the control apparatus, corre-
sponding to the address resolution request packet issued by
the host device, controls the network device to return an
address resolution response packet to the host device so as
to maintain the IP address of the host device.

[0018] Thus, the handover process undertaken by the host
device is exempted from the Layer-3 handover activity.
Therefore, the time spent in the handover process is
decreased.

[0019] Below, embodiments are described in detail in
cooperation with the attached drawings to make the char-
acteristics and advantages of the present invention easily
understood.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 is a diagram schematically showing a net-
work system according to one embodiment of the present
invention;

[0021] FIG. 2 is a diagram schematically showing network
devices according to one embodiment of the present inven-
tion;

[0022] FIG. 3 is a diagram schematically showing packet
transmission according to one embodiment of the present
invention;

[0023] FIG. 4 is a flowchart of an operation process of a
network system according to one embodiment of the present
invention;

[0024] FIG. 5 is a diagram schematically showing opera-
tion of a network system according to one embodiment of
the present invention;

[0025] FIG. 6 is a flowchart of an operation method of a
network system according to one embodiment of the present
invention;

[0026] FIG. 7 is a diagram schematically showing signal
transmission of a network system according to one embodi-
ment of the present invention; and

[0027] FIG. 8 is a diagram schematically showing signal
transmission of a network system according to another
embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0028] It should be explained beforehand for the numeral
notations used in the specification: the symbol “~” is used to
indicate a range, and the symbol “-” is used between
numbers to indicate a member of a group. For example,
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120-1 is used to indicate that 120-1 is a first member of the
group 120; 120-1~120-4 is used to indicate a range of
members in the group 120, including “120-1, 120-2, 120-3
and 120-4.

[0029] Refer to FIG. 1 a diagram schematically showing a
network system according to one embodiment of the present
invention. The network system 100 comprises a plurality of
network devices 120-1~120-4, a plurality of host devices
140-1~140-2, and a control apparatus 160. The network
devices 120-1~120-4, the host devices 140-1~140-2 and the
control apparatus 160 comprise hardware. The network
devices 120-1~120-4 interconnect. Each of the host devices
140-1~140-2 connects with one of the network devices
120-1~120-4. In the embodiment shown in FIG. 1, the host
device 140-1 connects with the network device 120-2, and
the host device 140-2 connects with the network device
120-3. It should be noted: the host devices and the network
devices are not limited to be the network devices 120-
1~120-4 and the host devices 140-1~140-2 of the embodi-
ment shown in FIG. 1. In the present invention, the quantity
of the host devices and the quantity of the network devices
may be adoptable according to practical application.
[0030] In the embodiment shown in FIG. 1, the control
apparatus 160 links to the network devices 120-1~120-4
through the network 180. The network 180 is established by
interconnecting a plurality of networks devices (not shown
in the drawings). In the embodiment shown in FIG. 1, the
control apparatus 160 at least includes a network unit 162
and a processor 164. The network unit 162 is a communi-
cation device supporting various wireless communication
standards, such as Bluetooth, WiFi, WiMax, NFC (Near
Field Communication), LTE (Long Term Evolution), and
Wi-Fi. The processor 164 is coupled to the network unit 162.
The processor 164 may be a system-on-chip (SOC), an
application processor, a media processor, a miCroprocessor,
a central processing unit (CPU), a digital signal processor, or
the like. The network unit 162 links to the network 180. The
network devices 120-1~120-4 connect with the network unit
162 through the network 180.

[0031] In the embodiment shown in FIG. 1, the network
devices 120-1~120-4 have a plurality of connection inter-
faces, such as routers, switches, wireless access points,
gateways or servers, to realize the function of routing
packets. However, the present invention does not limit that
the connection interfaces must be the abovementioned
devices. In other embodiments, the network devices 120-
1~120-4 are electronic devices having a packet-routing
function, such as personal digital assistants, smart mobile
devices, notebooks, tablet computers or desktop computers.
Further, the network devices 120-1~120-4 may be a com-
bination of the abovementioned devices, such as a combi-
nation of wireless access points and switches. However, the
present invention neither limits that the network device must
be one of the abovementioned devices nor limit that the
network devices must be a combination of the abovemen-
tioned devices.

[0032] It should be explained particularly: a portion of the
network devices of the network system provide wireless
access functions; another portion of the network devices do
not provide wireless access functions. In detail, the network
devices providing wireless access functions are located
around the periphery of the network, providing wireless
access functions for the host devices intending to link with
the network. On the other side, the network devices purely
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used as router devices play the role of the network backbone
and function to transfer packets. In the embodiment shown
in FIG. 1, the network devices 120-2 and 120-3 can provide
the wireless access functions and directly link with the host
devices 140-1 and 140-2 wirelessly. Alternatively, the net-
work devices 120-2 and 120-3 can indirectly link with the
host devices 140-1 and 140-2 through other wireless access
devices providing wireless access functions. However, the
present invention does not limit that the network devices
should link with the host devices directly or indirectly. In
order to explain the present invention clearly and concisely,
the example will be used to exemplify the preset invention
below: the network devices 120-1~120-4 provide wireless
access functions, and the wireless access networks providing
the wireless access functions have an identical SSID. How-
ever, the present invention is not limited by the example.

[0033] Refer to FIG. 2 a diagram schematically showing
the network devices according to one embodiment of the
present invention. In FIG. 2, each of the network devices
120-1~120-4 has a first connection interface 122a, a second
connection interface 12254 and a third connection interface
122¢. The first connection interface 1224, the second con-
nection interface 1226 and the third connection interface
122¢ are respectively connection interfaces supporting vari-
ous wireless communication standards and various wired
communication standards.

[0034] In one embodiment, the interconnection of the
network devices 120-1~120-4 is based on a first communi-
cation protocol. The first communication protocol includes a
Wi-Fi Direct (Wireless Fidelity Direct) communication pro-
tocol. While the interconnection of the network devices
120-1 and 120-2 is based on the Wi-Fi Direct communica-
tion protocol, the second connection interface 1226 of the
network device 120-1 connects with the first connection
interface 122a of the network device 120-2. In another
embodiment, the first connection interface 122a of the
network device 120-1 connects with the second connection
interface 1225 of the network device 120-2. Herein, the first
connection interface 122a is the owner-end interface of the
Wi-Fi Direct communication protocol, and the second con-
nection interface 1224 is the client-end interface of the
Wi-Fi Direct communication protocol. It should be noted:
the abovementioned first communication protocol is not
limited to be the Wi-Fi Direct communication protocol but
may be another communication protocol.

[0035] In one embodiment, the network devices 120-
1~120-4 include an external-connection router device. For
example, the network device 120-4 is an external-connec-
tion router device. The external-connection router device
(the network device 120-4) connects with external networks.
The host devices 140-1~140-2 are electronic devices able to
link with the network, such as personal digital assistants,
smart mobile devices, notebooks, tablet computers or desk-
top computers. In this embodiment, each of the host devices
140-1~140-2 can link with the network devices 120-1~120-
4.

[0036] In one embodiment, the network devices 120-
1~120-4 provide wireless access functions; the wireless
access networks of the network devices 120-1~120-4, which
the host devices 140-1~140-2 link to, have an identical
SSID. In case of the host device 140-1 and the network
device 120-2 in FIG. 2, while linking to the network system
100 at the first time, the host device 140-1 links to the third
connection interface 122¢ of the network device 120-2. The
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network device 120-2, which the host device 140-1 links to,
issues an IP address to the host device 140-1 correspond-
ingly. Alternatively, another network device, which links to
the network device 120-2, issues an IP address to the host
device 140-1 correspondingly.

[0037] In one embodiment, the control apparatus 160 is a
control apparatus of a software-defined network (SDN) and
links to the network devices 120-1~120-4 based on the
Openflow Protocol. In other words, the network 180 is a
software-defined network. However, the present invention is
not limited by the embodiment. In the SDN environment, the
processor 164 of the control apparatus 160 can dynamically
adjust the transmission routes of data packets or message
packets via setting the flow tables of the network devices
120-1~120-4 of the software-defined network and varying
the flow entries of the flow tables, whereby to avoid network
congestion and maintain transmission efficiency. In detail,
the flow entry records the related information of the packet
(including the source IP address, the source MAC address,
the target IP address, and the target MAC address of the
packet) and the corresponding operation rules. According to
the flow entries of the flow tables, the network devices
120-1~120-4 perform corresponding activities on the
received packets, such as transferring the received packets to
the host devices 140-1~140-2 or other network devices
120-1~120-4, or submitting the received packets to the
control apparatus 160. It should be noted: if the flow table
does not have any operation rule corresponding to the packet
received by one of the network devices 120-1~120-4, the
network device will query the control apparatus 160 through
the network 180. In other words, the control apparatus 160
sets a plurality of flow rules in the network devices 120-
1~120-4 for establishing the routes of transferring packets;
the network devices 120-1~120-4 look up the flow tables to
determine how to transfer packets.

[0038] Refer to FIG. 3 a diagram schematically showing
packet transmission according to one embodiment of the
present invention. In FIG. 3, while the host device 140-1
sends a packet to the host device 140-2, the source IP
address of the packet is the IP address of the host device
140-1, and the target IP address of the packet is the IP
address of the host device 140-2. After receiving the packet
through the third connection interface 122¢, the network
device 120-2 transfers the packet through the second con-
nection interface 1224 to the first connection interface 122a
of the network device 120-3 according to the flow table
established in the control apparatus 160. The network device
120-3 looks up the flow table and then transfers the packet
through the third connection interface 122¢ to the host
device 140-2.

[0039] In one embodiment, while the host device 140-2
sends a packet to the host device 140-1, the source IP
address of the packet is the IP address of the host device
140-2, and the target IP address of the packet is the IP
address of the host device 140-1. After receiving the packet
through the third connection interface 122c, the network
device 120-3 transfers the packet through the first connec-
tion interface 122a to the second connection interface 122b
of the network device 120-2 according to the flow table. The
network device 120-2 looks up the flow table and then
transfers the packet through the third connection interface
122c¢ to the host device 140-1.

[0040] It should be noted: in one embodiment, if the
interconnection of the network devices 120-1~120-4 is
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based on the Wi-Fi communication standard or the Wi-Fi
Direct communication standard, the source MAC address of
the packet varies with the device or connection interface,
which sends out or transfers the packet, in the transmission
process, but the source IP address of the packet is maintained
to be the IP address of the original device issuing the packet.
However, the present invention is not limited by the embodi-
ment. In one embodiment, suppose the first connection
interface 122a of the network device 120-3 and the second
connection interface 1225 of the network device 120-2 work
under the STA (Station) mode of the Wi-Fi communication
standard or the Wi-Fi Direct communication standard; if the
first connection interface 122a is the owner-end interface
and the second connection interface 1225 is the client-end
interface, the second connection interface 1226 only
receives the packet whose target MAC address is exactly the
MAC address of the second connection interface 12254 itself.
[0041] In the embodiment shown in FIG. 3, under the
Wi-Fi communication standard or the Wi-Fi Direct commu-
nication standard, before the first connection interface 122a
of the network device 120-3 sends out the packet, the target
MAC address of the packet, which is corresponding to the
target [P address of the packet, needs to be modified to be the
MAC address of the second connection interface 1225 of the
network device 120-2. Contrarily, the first connection inter-
face 122a, which functions as the owner-end interface, is
free from the abovementioned limitation while receiving the
packet. In other words, once all the first connection inter-
faces 122a and second connection interfaces 1225 of the
network devices 120-1~120-4 work under the STA mode of
the Wi-Fi communication standard or the Wi-Fi Direct
communication standard, the abovementioned rule of modi-
fying the MAC address of the packet has to apply to all the
network devices 120-1~120-4.

[0042] Refer to FIG. 1 and FIG. 3 again. In the embodi-
ment shown in FIG. 1 and FIG. 3, if the host device 140-1
issues a packet to a device in an external network, the target
IP address of the packet is an IP address of the external
network. Because the network device 120-4 for connection
with an external network, i.e. the external-connection router
device, is normally fixed, packet transmission will be done
as long as the network devices 120-1~120-4 can correctly
guide the packet. After receiving the packet, the network
device 120-4 further transfers the packet to the external
network. Similarly, while the target IP address of a packet
from an external network is the IP address of the host device
140-1, the network system 100 determines the network
device that the host device 140-1 links to, such as the
network device 120-2. Then, packet transmission will be
done correctly by the network devices 120-1~120-4.
[0043] Under the abovementioned conditions, while the
host device 140-1 or 140-2 turns from the original network
device to connect with another network device (for example,
the host device 140-1 turns from the network device 120-2
to connect with the network device 120-1), the network
system 100 can maintain the IP address of the host device
140-1 or 140-2 unchanged via the assistance of the control
apparatus 160, whereby to decrease the time consumed in
the handover process and reduce the probability of packet
loss.

[0044] FIG. 4 is a flowchart of the operation process of the
network system according to one embodiment of the present
invention. FIG. 5 is a diagram schematically showing the
operation of the network system according to one embodi-
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ment of the present invention. Refer to FIG. 4 and FIG. 5.
While the host device 140-1 (a first host device) of the host
devices 140-1~140-2 turns from the network device 120-2 (a
first network device) of the network devices 120-1~120-4 to
connect with the network device 120-1 (a second network
device), the host device 140-1 sends out an address resolu-
tion request packet (Step S210). Corresponding to the
address resolution request packet sent out by the first host
device 140-1, the processor 164 of the control apparatus 160
controls the network devices 120-1~120-4 to return an
address resolution response packet to the host device 140-1
so as to maintain the IP address of the host device 140-1
(Step S220).

[0045] The embodiment shown in FIGS. 1-5 is further
used to demonstrate the present invention in detail. While
the host device 140-1, which originally connects with the
network device 120-2, turns to connect with the network
device 120-1, i.e. while the host device 140-1 moves from
the first network of the network device 120-2 to the second
network of the network device 120-1, the host device 140-1
recognizes that the connected object is changed and sends an
address resolution request packet to the network device
120-2. In the embodiment, the address resolution request
packet is an ARP (Address Resolution Protocol) request
packet. Ordinarily, an address resolution request packet can
only be transmitted in the Layer-2 network, such as a local
area network or the same subnetwork. The network device
120-1 and the network device 120-2 are respectively located
in different subnetworks. Hence, the network device 120-1
will block the address resolution request packet unless the
network device has been programmed specially. Thus, the
address resolution request packet cannot be sent out. In such
a case, the host device 140-1 will undertake a Layer-3
handover activity. However, if the network device 120-1 is
an Openflow-based router device in a software-defined
network, the network device 120-1 is able to flood ARP
packets out, and it is possible for the host device 140-2 to
receive and response the ARP packet. However, whether the
host device 140-2 replies the ARP packet is a problem of
probability. The present invention is to guarantee that the
ARP packet can be replied correctly.

[0046] Refer to FIGS. 1-5. In the embodiment shown in
FIGS. 1-5, while the host device 140-1 turns from the
network device 120-2 to connect with the network device
120-1, the processor 164 of the control apparatus 160
determines whether the host device 140-1 moves and links
to a different network device according to the packet issued
by the host device 140-1, e.g. whether the host device 140-1
turns from the network device 120-2 to connect with the
network device 120-1. Then, the network device 120-1,
which has received the address resolution request packet,
can use the Packet-In message of the OpenFlow protocol to
package the address resolution request packet and directly
sends the address resolution request packet to the control
apparatus 160. The processor 164 of the control apparatus
160 receives the address resolution request packet sent out
by the host device 140-1 and determines whether the host
device 140-1 moves to a different subnetwork according to
the address resolution request packet. Next, corresponding
to the address resolution request packet, the processor 164 of
the control apparatus 160 controls the network device 120-1
to return an address resolution response packet to the host
device 140-1, whereby to maintain the IP address of the host
device 140-1. The abovementioned address resolution
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response packet is an ARP response packet. After receiving
the address resolution response packet, the host device
140-1 would not undertake the Layer-3 handover activity
but would stay in the original IP address. Thus, even though
the host device 140-1 turns from the network device 120-2
to connect with the network device 120-1, the IP address of
the host device 140-1 would not change. Further, the tech-
nology that the control apparatus 160 assists in returning the
address resolution response packet also achieves an effect of
the ARP Proxy, which can avoid the problem of ARP
Request Flooding that may occur in the cascaded network
devices 120-1~120-4.

[0047] Refer to FIG. 6 a flowchart of an operation method
of a network system according to one embodiment of the
present invention. Below, the present invention will be
exemplified with the embodiment that the control apparatus
is used to determine whether the source IP address of the
address resolution request packet is the IP address of the host
device roaming to another subnetwork. However, the pres-
ent invention is not limited by the embodiment. In another
embodiment, the control apparatus determines whether the
source MAC address of the address resolution request
packet is the MAC address of the host device roaming to
another subnetwork, whereby to learn which one of the host
devices roams among different subnetworks. Refer to FIGS.
1-6 and related embodiments. While the host device 140-1
turns from the network device 120-2 to connect with the
network device 120-1, i.e. the host device 140-1 moves from
the first network of the network device 120-2 to the second
network of the network device 120-1, the host device 140-1,
the network device 120-2 in the first network or another host
device in the first network sends out an address resolution
request packet. It is particularly explained herein: the first
network of the network device 120-2 is a subnetwork of the
network device 120-2, and the second network of the
network device 120-1 is a subnetwork of the network device
120-1.

[0048] Firstly, the network unit 162 of the control appa-
ratus 160 receives the address resolution request packet
through the network device 120-1 (Step S222). Next, the
processor 164 of the control apparatus 160 determines the
source IP address of the address resolution request packet. In
the embodiment, before the host device 140-1 moves to the
network device 120-1, the control apparatus 160 has
recorded the IP address of the host device 140-1 when the
host device 140-1 connects with the network device 120-2 at
the first time. Therefore, while the control apparatus 160
receives the address resolution request packet corresponding
to the fact that the host device 140-1 turns to connect with
the network device 120-1, the processor 164 of the control
apparatus 160 determines whether the source IP address of
the address resolution request packet is the IP address of the
host device 140-1, which the control apparatus 160 has
recorded (Step S224).

[0049] If the source IP address of the address resolution
request packet is the recorded IP address of the host device
140-1, i.e. the determination of Step S224 is yes, the
processor 164 of the control apparatus 160 determines
whether the target IP address, which is to be resolved, of the
address resolution request packet is one of the IP addresses
of the network device 120-2 and the host device 140-2 (Step
S226). As mentioned above, while the host device 140-1
turns from the network device 120-2 to connect with the
network device 120-1, the target IP address, which is to be
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resolved in the address resolution request packet issued by
the host device 140-1, should be the network device 120-2.
Therefore, if the processor 164 of the control apparatus 160
determines that the target IP address, which is to be resolved,
of the address resolution request packet issued by the host
device 140-1 is one of the IP addresses of the network device
120-2 and the host device 140-2, i.e. the determination of
Step S226, is yes, the processor 164 of the control apparatus
160 acquires the MAC address of the network device or host
device, which is corresponding to the target IP address that
is to be resolved, and generates an address resolution
response packet including the aforementioned MAC address
(Step S228). For example, the processor 164 of the control
apparatus 160 acquires the MAC address of the network
device 120-2 and generates an address resolution response
packet including the MAC address of the network device
120-2.

[0050] The network unit 162 of the control apparatus 160
returns the address resolution response packet to the host
device 140-1 through the network device 120-1 (Step S230).
For example, the control apparatus 160 uses the Packet-Out
message of the OpenFlow protocol to send the address
resolution response packet to the network device 120-1, and
the network device 120-1 further returns the address reso-
Iution response packet to the host device 140-1. Thereby,
after the host device 140-1 receives the address resolution
response packet, the original IP address of the host device
140-1 is maintained unchanged. The processor 164 of the
control apparatus 160 updates the flow tables of all the
network devices 120-1~120-4 correspondingly (Step S232)
so as to guide all the packets going to the host device 140-1
to the host device 140-1 in the second network, whereby the
transmission path of the host device 140-1 is kept up in the
network system 100. It should be noted: in the embodiment,
if the processor 164 of the control apparatus 160 determines
that the target IP address, which is to be resolved, of the
address resolution request packet is neither the IP address of
the network device 120-2 nor the IP address of the host
device 140-2, i.e. the determination of Step S226 is no, none
address resolution response packet will be returned, and the
process of the operation method is ended. On the other hand,
if the processor 164 of the control apparatus 160 determines
that the source IP address of the address resolution request
packet is not the IP address of the host device 140-1, i.e. the
determination of Step S224 is no, the processor 164 of the
control apparatus 160 further determines whether the target
IP address, which is to be resolved, of the address resolution
request packet is the IP address of the first host device 140-1
(Step S234), whereby to process the address resolution
requests made by other host devices in the first network to
query about the host device 140-1 having roamed to the
second network. If the determination of Step S234 is no,
none address resolution response packet will be returned,
and the process of the operation method corresponding to
the host device 140-1 is ended.

[0051] If the target IP address, which is to be resolved, of
the address resolution request packet is the IP address of the
first host device 140-1, i.e. the determination of Step S234
is yes, the processor 164 of the control apparatus 160 takes
the place of the host device 140-1 to return the address
resolution response packet to the first network (Step S236).
Further, the processor 164 of the control apparatus 160
correspondingly updates the flow tables of all the network
devices 120-1~120-4 (Step S238), whereby to maintain the

Jul. 5, 2018

transmission paths between the host device 140-1 and the
other network host devices in the first network of the
network system 100.

[0052] Refer to FIG. 6. The network unit 162 of the
control apparatus 160 receives the address resolution request
packet through the network device 120-1 (Step S222), and
the processor 164 of the control apparatus 160 determines
whether the address resolution request packet is sent out by
the first host device. As mentioned above, in the embodi-
ment, the host device 140-1 turns from the network device
120-2 to connect with the network device 120-1 and thus
moves from the subnetwork of the network device 120-2 to
the subnetwork of the network deice 120-1. Therefore, it is
in fact to determine whether the source IP address of the
address resolution request packet is the IP address of the host
device 140-1 (Step S224).

[0053] Then, the network unit 162 of the control apparatus
160 returns the address resolution response packet to the
host device 140-1 through the network device 120-1 (Step
S230). The processor 164 of the control apparatus 160
correspondingly updates the flow tables of all the network
devices 120-1~120-4 (Step S232), whereby to maintain the
transmission path of the host device 140-1 in the network
system 100. According to the above description, the control
apparatus 160 determines whether the host device 140-1
moves via observing the source MAC address issued by the
host device 140-1. Therefore, the control apparatus 160 can
detect the movement of the host device 140-1, neither
unpacking the packet nor comparing IP addresses. The
control apparatus 160 will generate the ARP response and
directly transmit the ARP response to the host device 140-1
through the new subnetwork. Corresponding to reception of
the ARP response, the host device 140-1 would not under-
take the Layer-3 handover activity but continues using the
original IP address to maintain the TPC network connection.
Thus, it is unnecessary to transmit the succeeding packets
through the subnetwork used previously. The control appa-
ratus 160 can dynamically arrange the optimized or shortest
route for packets.

[0054] FIG. 7 is a diagram schematically showing the
signal transmission of the network system according to one
embodiment of the present invention. Refer to FIGS. 1-7. In
the network system 100, while the host device 140-1 con-
nects with the network device 120-2 of the network system
100 at the first time (Step S701), the control apparatus 160
uses the first packet sent out by the host device 140-1 to the
network device 120-2 to verify the existence of the host
device 140-1 (Step S703). On the other hand, the host device
140-2 connects with the network device 120-3 (Step S702).

[0055] Suppose that host device 140-1 intends to commu-
nicate with the host device 140-2 and that the host device
140-1 and the host device 140-2 are located in the same
subnetwork. The host device 140-1 sends an address reso-
Iution request packet ARP Req to the network device 120-2.
The target IP address, which is to be resolved, of the address
resolution request packet is the IP address of the host device
140-2. The control apparatus 160 receives the address reso-
Iution request packet ARP Req through the network device
120-2 (Step S705). As the host device 140-1 connects with
the network system 100 for the first time, the control
apparatus 160 controls the network device 120-2 to return an
address resolution response packet ARP Res (Step S707). If
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the host device 140-1 and the host device 140-2 are respec-
tively located in different subnetworks, the process is free of
the abovementioned step.

[0056] After the host device 140-1 has connected with the
network system 100, the host device 140-1 can transfer
packets to the other host devices, such as the host device
140-2. Herein, the host device 140-1 undertakes the PING
process with the host device 140-2 being the target. In the
embodiment, the host device 160 undertakes the PING
process to send an Internet control message request packet
to the host device 140-2 according to the lookup table in the
address resolution response packet ARP Res. The above-
mentioned Internet control message request packet is an
ICMP (Internet Control Message Protocol) request packet.

[0057] The network device 120-2 and the control appara-
tus 160 receive the Internet control message request packet
ICMP Req sent out by the host device 140-1 (Step S709).
After receiving the abovementioned Internet control mes-
sage request packet ICMP Req, the control apparatus 160
sets the transmission route between the host device 140-1
and the host device 140-2 correspondingly (Step S711). In
the embodiment, setting the transmission route includes
updating the flow tables of the network devices 120-2 and
the 120-3.

[0058] Next, the control apparatus 160 instructs the net-
work device 120-2 to transmit the Internet control message
request packet ICMP Req (Step S713). The network device
120-2 transmits the Internet control message request packet
ICMP Req to the network device 120-3 (Step S715). The
network device 120-3 further transmits the Internet control
message request packet ICMP Req to the host device 140-2
(Step S717). After receiving the Internet control message
request packet ICMP Req, the host device 140-2 returns an
Internet control message response packet correspondingly.
The Internet control message response packet is an ICMP
(Internet Control Message Protocol) response packet.

[0059] In detail, the host device 140-2 transmits the Inter-
net control message response packet ICMP Res to the
network device 120-3 (Step S719), and the network device
120-3 transmits the Internet control message response
packet ICMP Res to the network device 120-2 (Step S721).
The network device 120-2 further transmits the Internet
control message response packet ICMP Res to the host
device 140-1 (Step S723). Thus, the PING process, which
the host device 140-1 performs on the host device 140-2, is
completed.

[0060] After a period of time, while the host device 140-2
turns to connect with the network device 120-1 (Step S725),
the host device 140-2 uses the IP address of the network
device 120-3 as the target IP address that is to be resolved
and transmits an address resolution request packet ARP Req
to enable the control apparatus 160 to determine whether the
host device 140-2 is still in the original subnetwork. The
network device 120-1 and the control apparatus 160 receive
the abovementioned address resolution request packet ARP
Req (Step S727). According to the IP address and MAC
address of the network device 120-3, the control apparatus
160 generates an address resolution response packet ARP
Res and controls the network device 120-1 to return the
address resolution response packet ARP Res (Step S729), so
as to maintain the IP address of the host device 140-2. Next,
the control apparatus 160 updates the flow tables of the
network devices 120-1~120-4 (Step S731).
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[0061] After the abovementioned handover activity has
been completed, and while the host device 140-1 undertakes
a PING process with the host device 140-2 being the target,
the Internet control message request packet ICMP Req and
the Internet control message response packet ICMP Res are
transmitted by the network devices 120-1 and 120-2 (Steps
S733, 8735, 8737, 5739, S741 and S743). In detail, after the
host device 140-2 moves, the control apparatus 160 gener-
ates and returns the address resolution response packet ARP
Res to make the host device 140-2 deem that it is still under
the original network device 120-3, whereby to keep the
original IP address of the host device 140-2. Besides, the
flow tables are modified to correct the target MAC addresses
of packets, whereby to prevent the network devices from
discarding the packets labelled as the packets of different
subnetworks, and whereby to guarantee that packets can be
correctly transmitted.

[0062] FIG. 8 is a diagram schematically showing the
signal transmission of the network system according to
another embodiment of the present invention. The embodi-
ment shown in FIG. 8 is different from the embodiment
shown in FIG. 7 in that FIG. 8 illustrates the signal trans-
mission between the devices of external networks and the
host device 140-1. Refer to FIGS. 1-8. In the embodiment,
the host device 140-1 connects with the network device
120-2 (Step S801). The control apparatus 160 uses the first
packet transmitted by the host device 140-1 to the network
device 120-2 to verify the existence of the host device 140-1
(Step S803). If the host device 140-1 connects with the
network device 120-2 for the first time, the address resolu-
tion request packet ARP Req and the address resolution
response packet ARP Res are required for acquiring the IP
address. However, the process that has been described above
will not repeat herein.

[0063] After connecting with the network system 100, the
host device 140-1 can also transmit packets to an arbitrary
device of the external network. For example, the host device
140-1 undertakes a PING process with an arbitrary device in
the external network being the target. In the embodiment, the
host device 140-1 sends an Internet control message request
packet to an arbitrary device in the external network to
undertake a PING process. The abovementioned Internet
control message request packet is an ICMP (Internet control
message protocol) request packet.

[0064] In the embodiment, the network device 120-4
connects with an external network. If the host device 140-1
intends to perform a PING process on a host device in the
external device, the host device 140-1 sends out an Internet
control message request packet ICMP Req, and the network
device 120-2 and the control apparatus 160 receive the
Internet control message request packet ICMP Req (Step
S805). After receiving the Internet control message request
packet ICMP Req, the control apparatus 160 sets the trans-
mission path between the host device 140-1 and the network
device 120-4 correspondingly (Step S807). For example, the
control apparatus 160 updates the flow table of the network
device 120-2.

[0065] Next, the control apparatus 160 instructs the net-
work device 120-2 to transmit the Internet control message
request packet ICMP Req (Step S809). The network device
120-2 transmits the Internet control message request packet
ICMP Req to the network device 120-3 (Step S811), and the
network device 120-3 further transmits the Internet control
message request packet ICMP Req to the network device
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120-4 (Step S813). After receiving the Internet control
message request packet ICMP Req, the network device
120-4 transmits the Internet control message request packet
ICMP Req to a device in the external network (Step S815).

[0066] After receiving the Internet control message
request packet ICMP Req, the device in the external network
returns an Internet control message response packet corre-
spondingly. The Internet control message response packet is
an ICMP (Internet Control Message Protocol) response
packet. In detail, the external network sends the Internet
control message response packet ICMP Res to the network
device 120-4 (Step S817); the network device 120-4 sends
the Internet control message response packet ICMP Res to
the network device 120-3 (Step S819); the network device
120-3 sends the Internet control message response packet
ICMP Res to the network device 120-2 (Step S821); the
network device 120-2 sends the Internet control message
response packet ICMP Res to the host device 140-1 (Step
S823). Thus, the PING process, which the host device 140-1
performs on an arbitrary device in the external network, is
completed.

[0067] After a period of time, while the host device 140-1
turns to connect with the network device 120-1 (Step S825),
the host device 140-1 uses the IP address of the network
device 120-2 as the target IP address that is to be resolved
and transmits an address resolution request packet ARP Req
according to the target IP address. The network device 120-1
and the control apparatus 160 receive the address resolution
request packet ARP Req (Step S827). The control apparatus
160 generates an address resolution response packet ARP
Res according to the IP address and MAC address of the
network device 120-2 and controls the network device 120-1
to return the address resolution response packet ARP Res
(Step S829), whereby the host device 140-1 still uses the
original IP address. The control apparatus 160 can determine
when to modify the flow tables of the network devices
120-1, 120-2, 120-3, and 120-4. The control apparatus 160
may modify the flow tables when new traffic appears.
Alternatively, the control apparatus 160 immediately modi-
fies the flow tables after the address resolution response
packet ARP Res is completed and when the host device
140-1 is currently communicating with the other host
devices. While the host device 140-1 undertakes a PING
process with an arbitrary device as the target after the
abovementioned handover process is completed, the host
device 140-1 sends an Internet control message request
packet ICMP Req, and the network device 120-1 and the
control apparatus 160 receive the Internet control message
request packet ICMP Req (Step S831). The control appara-
tus 160 updates the flow tables of all the network devices
120-1, 120-2, 120-3 and 120-4 in the route (Step S833) and
instructs the network devices 120-1, 120-2, 120-3 and 120-4
to transmit the Internet control message request packet
ICMP Req (Step S835). Next, the Internet control message
request packet ICMP Req and the Internet control message
response packet ICMP Res are transmitted by the network
devices 120-1, 120-2, 120-3 and 120-4 (Steps S837, S839,
S841, S843, S845, S847, S849, S851, S853, and S857).

[0068] In conclusion, the present invention provides a
network system with a seamless handover mechanism, an
operation method and a control apparatus thereof, wherein
the network system is programmed to make all the wireless
access networks have an identical service set identifier
(SSID), and wherein the form of the backbone of the
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network system is not particularly limited. While a host
device turns from the originally-connected network device
to connect with another network device, the control appa-
ratus controls the network device to return an address
resolution response packet to a first host device correspond-
ing to the address resolution request packet issued by the
abovementioned host device, whereby to keep the IP address
of the first host device. Thereby, the handover process
undertaken by the host device is exempted from the Layer-3
handover operation. Thus, the time spent in handover pro-
cedures is decreased, and the probability of packet loss in
handover procedures is lowered.

[0069] The present invention has been demonstrated
above with the embodiments. However, these embodiments
are only to exemplify the present invention but not to limit
the scope of the present invention. Any person skilled in the
art should be able to modify or vary the embodiments easily
without departing from the scope of the present invention,
which is based on the claims stated below.

What is claimed is:

1. A network system with a seamless handover mecha-
nism, comprising

a plurality of network devices based on a software-defined
network (SDN), and said network devices interconnect,
and a portion of said network devices provide wireless
access networks, and said wireless access networks
have an identical service set identifier (SSID);

a plurality of host devices each connecting with one of
said network devices providing said wireless access
networks; and

a control apparatus connecting with said network devices,
and while a first host device of said host devices turns
from a first network device of said network devices to
connect with a second network device and moves from
a first network of said first network device to a second
network of said second network device, said control
apparatus controls said network devices to return an
address resolution response packet to said first host
device corresponding to an address resolution request
packet issued by said first host device to keep an
Internet protocol (IP) address of said first host device.

2. The network system according to claim 1, wherein said
network devices include an external-connection router
device connecting with an external network, and wherein
while a target IP address of a packet belongs to an IP address
of said external network, said network devices transmit said
packet to said external-connection router device, and said
external-connection router device transmits said packet to
said external network.

3. The network system according to claim 1, wherein
while said control apparatus receives said address resolution
request packet from said second network device, said con-
trol apparatus determines whether a source media access
control (MAC) address or a source IP address of said address
resolution request packet is an MAC address of said first
host device or an IP address of said first host device; when
said source MAC address of said address resolution request
packet is said MAC address of said first host device or said
source IP address of said address resolution request packet
is said IP address of said first host device, said control
apparatus determines whether a target IP address, which is
to be resolved, of said address resolution request packet is an
IP address of one of network devices and host devices in said
first network; and when said target IP address, which is to be
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resolved, of said address resolution request packet is said IP
address of one of said network devices and said host devices
in said first network, said control apparatus acquires an
MAC address corresponding to said target [P address, which
is to be resolved, of said address resolution request packet
and generates said address resolution response packet of said
MAC address, and said control apparatus returns said
address resolution response packet to said first host device
through said second network device.

4. The network system according to claim 3, wherein after
returning said address resolution response packet to said first
host device, said control apparatus updates flow tables of
said network devices to guide all packets going to said first
host device to said first host device in said second network.

5. The network system according to claim 1, wherein
while said control apparatus receives another address reso-
Iution request packet through said first network device, said
control apparatus determines whether a target IP address,
which is to be resolved, of said another address resolution
request packet is said IP address of said first host device; and
when said target I[P address, which is to be resolved, of said
another address resolution request packet is said IP address
of said first host device, said control apparatus places an
MAC address of said first host device in another address
resolution response packet and returns said another address
resolution response packet through said first network device.

6. The network system according to claim 5, wherein after
returning said another address resolution response packet to
said first network, said control apparatus correspondingly
updates flow tables of all said network devices to guide all
packets going to said first host device to said first host device
in said second network.

7. An operation method of a network system, wherein said
network system includes a plurality of network devices
based on a software-defined network (SDN), a plurality of
host devices and a control apparatus, and said network
devices interconnect, and a portion of said network devices
provide wireless access networks, and said wireless access
networks have an identical service set identifier (SSID), and
each of said host devices connects with one of said network
devices providing said wireless access networks, and said
control apparatus connects with said network devices, and
said operation method comprises:

while a first host device of said host devices turns from a

first network device of said network devices to connect
with a second network device and moves from a first
network of said first network device to a second net-
work of said second network device, said first host
device sends out an address resolution request packet;
and

corresponding to said address resolution request packet,

said control apparatus controls said network devices to
return an address resolution response packet to said first
host device to keep an IP address of said first host
device.

8. The operation method according to claim 7, wherein
said step of controlling said network devices to return said
address resolution response packet to said first host device to
keep said IP address of said first host device further com-
prises steps:

said control apparatus receiving said address resolution

request packet through said second network device;
said control apparatus determining whether a source
media access control (MAC) address or a source IP
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address of said address resolution request packet is an
MAC address of said first host device or an IP address
of said first host device;

if said source MAC address of said address resolution

request packet is said MAC address of said first host
device or said source IP address of said address reso-
Iution request packet is said IP address of said first host
device, said control apparatus determining whether a
target 1P address, which is to be resolved, of said
address resolution request packet is an IP address of
one of network devices and host devices in said first
network;

if said target IP address, which is to be resolved, of said

address resolution request packet is said IP address of
one of said network devices and said host devices in
said first network, said control apparatus acquiring an
MAC address corresponding to said target IP address,
which is to be resolved, of said address resolution
request packet and generating said address resolution
response packet of said MAC address; and

said control apparatus returning said address resolution

response packet to said first host device through said
second network device.
9. The operation method according to claim 8, further
comprising:
after returning said address resolution response packet to
said first host device, said control apparatus updating
flow tables of said network devices to guide all packets
going to said first host device to said first host device
in said second network.
10. The operation method according to claim 7, further
comprising:
said control apparatus receiving another address resolu-
tion request packet through said first network device;

said control apparatus determining whether a target IP
address, which is to be resolved, of said another address
resolution request packet is said IP address of said first
host device; and

if said target IP address, which is to be resolved, of said

another address resolution request packet, is said IP
address of said first host device, said control apparatus
placing an MAC address of said first host device in
another address resolution response packet and return-
ing said another address resolution response packet
through said first network device.

11. The operation method according to claim 10, wherein
after returning said another address resolution response
packet to said first network, said control apparatus corre-
spondingly updating flow tables of all said network devices
to guide all packets going to said first host device to said first
host device in said second network.

12. A control apparatus applicable to a network system,
and said network system includes a plurality of network
devices based on a software-defined network (SDN) and a
plurality of host devices, and said network devices inter-
connect, and a portion of said network devices provide
wireless access networks, and said wireless access networks
have an identical service set identifier (SSID), and each of
said host devices connects with one of said network devices
providing said wireless access networks, and said control
apparatus comprises

a network unit connecting with said network devices; and

a processor coupled to said network unit, wherein while

a first host device of said host devices turns from a first
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network device of said network devices to connect with
a second network device and moves from a first net-
work of said first network device to a second network
of said second network device, said control apparatus
controls said network devices to return an address
resolution response packet to said first host device
corresponding to an address resolution request packet
issued by said first host device to keep an Internet
protocol (IP) address of said first host device.

#* #* #* #* #*



