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During the Russian-Ukrainian war, a large number
of tanks were destroyed. One of the major causes
is the heavy reliance on "insecure communication
devices" such as smartphones, which makes tanks
easily targeted by enemies. Nowadays tank command
mainly relies on radio communication and therefore
it is necessary to reduce interference by weather,
terrain, etc. However, the military took a shortcut with
encouraging the commanders to purchase civilian
radio equipment. The quality of communication is
obviously far below the expectation. Several years
ago, a Taiwanese CM-11 "Yonghu" tank crashed into
the river just because the front commander did not
receive a radio warning from the rear commander.

Since Winston Churchill developed the Mark |
during World War |, a series of improvements on
communication facilities proceeded according to the
battlefield. The Churchill Mark | had a crew of four.
Due to space constraints, communication between
crew members is limited. The commander generally
instructs the driver the direction of movement by
tapping his left or right shoulders, and uses sign
language and semaphore to communicate with the
outside world. Whenever necessary, the commander
will jump out of the tank to speak to allies. To report
to headquarters, carrier pigeons are launched from
hatches on the tank's sponsons.

Between 1930 and 1950, the techniques of tank
communication began to advance greatly. Finally,
tanks are equipped with walkie-talkie devices for
intercom, and radio stations to communicate with the
infantry outside. Thanks to Major Edwin Armstrong
of the United States Army Signal Corps, tanks don't
need hatches for pigeons anymore. In the early 1930s,
Armstrong developed FM (Frequency Modulated)
radio technology, which effectively filtered out the
noise of wireless transmission. Armstrong granted the
US military free use of his multibillion-dollar technology
patents during World War II. While Armstrong was very
generous to the US government, he had filed lawsuits
in the United States District Court against the Radio
Corporation of America (RCA), and finally committed
suicide by jumping from a building.

Tanks are generally equipped with two to three sets
of wireless communication channels. In order to
improve call quality, the call process in tanks strictly
follows the "wireless call procedure”. Instead of using
a point-to-point connection as a regular telephone
system, Military radio is a walkie-talkie (Push-to-Talk;
PTT) mode in which many people can participate at
the same time. Therefore, due to the necessity of
coordinating calls in PTT communication, the following
rules are regulated in the wireless calling procedure:
Listen before speaking (don't rush to talk), speak
slowly and clearly (you may not be able to slow down
when the battle is getting fierce), and keep long stories
short. The following radio conversation words often

show up: Over (I'm done talking, waiting for you to
talk back), Out (the conversation ends and you don't
have to talk back), Roger (I understand what you just
said), Wilco (understand and obey), Read back (please
recite), Radio Check (request signal strength on a
scale of 1 to 5).

In order to avoid any misunderstanding of
pronunciation in English letters, a set of “words”
are used to substitute “letters”, such as Alfa for A,
Bravo for B, etc. With regard to PTT communication,
decentralized automated coordination can be
adopted. | have done related studies and published
the result in the international journal "IEEE Transactions
on Intelligent Transport Systems".

When the battle is getting fierce, the quality of
communication is often out of control. It is necessary
to double-check if the peer can hear the voice. When
the peer asks for Radio Check, you can subjectively
measure the clarity of the sound and reply: "Receiving
you strength 2" (indicating poor communication
quality).

In fact, the United Nations Telecommunications
Organization has established the Mean Opinion Score
(MOS), an indicator of the quality of telephone voice.
Considering equipment and impairment parameters,
MOS measures the quality of voice transmission that
can be subjectively perceived by the human ear. MOS
rates the quality of a voice transmission on a scale
from 1 to 5. 1 is "bad,” 2 is “poor,” 3 is “fair,” 4 is
“good,” and 5 is “excellent.” The analytics algorithm
can simulate human hearing, and automatically
calculate the MOS score to reflect voice quality
over phone calls. The MOS score around 3.5 is
considered acceptable (in fact, in terms of telecom
level, this standard is not high) during tests. | have also
measured and evaluated the voice quality of encrypted
wireless communication with MOS score, published in
"|EEE Internet Computing”.
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