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The rapid development of technologies in recent
years has brought more convenience to modern life.
However, it also led to technology crimes, such as
cyberattacks, financial fraud, cryptocurrency crimes.
Thus, it causes troubles for police officers in detecting
information communication, financial flows, and
information security. National Yang Ming Chiao Tung
University and National Police Agency worked together
to establish the Degree Program of Information and
Communication for Technology Crime Investigation in
September this year. The purpose is to enhance the
information security literacy of police officers and to
master the advanced technology of information and
communication security.

President Chi-Hung Lin indicated that the Degree
Program of Information and Communication for
Technology Crime Investigation, founded by the
Ministry of Education, will provide 30 additional
outstanding police officers for on-the-job training.
These courses integrate the information and
communication security expertise offered by Yang
Ming Chiao Tung University with the crime investigation
practice expertise shared by police officers from
Criminal Investigation Police Office to build a systematic
education system. Police officers can enhance the
knowledge of information and communication security
to prevent future information security threats that
come along with the convenience of new technology.

Dr. Yong-Sheng Chen, the dean of academic affairs,
pointed out that the more convenient technology
and the more secure privacy there are, the more
challenging to detect cases for investigators. For
example, encrypted communication software has a
different point-to-point encryption mechanism, which
cannot be monitored to obtain the contents of the
communication. Besides, nowadays the technology
threshold for network anonymity and the cost are
lower. Therefore, during the investigation quite often,
only springboard IP addresses could be found, which
means it could make tracing sources difficult online.
Furthermore, criminal groups in recent years have
been using third-party payment for money laundering.
Thus, it also increases the difficulty to trace cash flow.
Police officers specialized in Information security need
to understand the ongoing emerging technologies
through accumulating experiences through different
cases with various cybercrime patterns, and using
existing technologies to find breakthrough points on

investigation.

National Yang Ming Chiao Tung University has
been working in the field of information security for
many years. With 8 faculty members specializing in
information security and other more than 60 full-time
faculty members in the College of Computer Science,
the university has achieved outstanding results in
research and industry-academia cooperation. In
addition, a Information Security Center was established
in recent years with the support of the National
Science and Technology Council. In order to grasp the
development trend of information and communication
security and to establish an application-orientated
academic research model, this master program takes
place at the college of Computer Science as the core
department, and other qualified professors also offer
courses for this program, including NYCU School of
Law, Medical School, College of Biomedical Science
and Engineering. Students can take courses such as
programming, computer networks, database systems,
machine learning, artificial intelligence, artificial
intelligence detection, blockchain, cloud computing,
big data, education and training, and financial
technology at this master’s program.

In terms of cultivating talents, the program focuses
on training crime investigators in which the teachers
are the criminal affairs Bureau experts for practical
purposes. The purpose is to train students with skills
required to deal with security incidents for government,
industries, and our society. Eventually, we hope to
build a complete technology crime security resources
platform with these talents. The Degree Program of
Information and Communication for Technology Crime
Investigation emphasizes that technology should not
be limited to crime investigation, but to accept the
fact that crime has been extended to the cyber world
in reality. Therefore, promoting general knowledge of
technology has become the trend for police officers
with different duties. National Yang Ming Chiao Tung
University, taking the lead in information security,
continues to share research and knowledge with
the industry, government, and communities to build
a good information security environment in Taiwan.
Through attending this program and investigating
issues in real investigation, we aim to find more
solutions through more research to meet with the high
demand for information and communication security
professionals in Taiwan.



