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4G/5G Multimedia Application Security
Vulnerabhility Detection and Threat Protection

The fourth-generation mobile communication (4G)
has been developed for more than decades since
the mobile communication technology debuted. With
faster network speed and larger bandwidth, many
technical obstacles of 3G mobile network have been
overcome. Moreover, the emergence of 4G has
changed people's lives from "fixed" to "mobile" so that
people have gained a higher degree of convenience.
With the rapid development of technology in modern
life, the wireless communication network is driving
towards the 5G era, promising "high speed, low
latency and massive connections". Facing the
unknown challenges in information security associated
with the new technical framework, Associate Professor
Chi-Yu Li of the Department of Computer Science
and his team have developed an information security
vulnerability detection module for 4G/5G multimedia
systems to defend against information security threats
introduced by technology revolution.

From a technical perspective, the IP Multimedia
Subsystem (IMS, IP Multimedia Subsystem), which
supports the existing 4G voice services VoLTE and
VoWiFi, will support 5G voice service VoNR (Voice
over New Radio) and video service ViINR (Video over
New Radio) in the future. The IMS system is definitely
a key component for the future 5G communication
ecosystem. In other words, if some information
security weaknesses exist in the IMS system, it
will pose a serious threat to 5G communications.
Professor Li and his team used the developed
detection module to identify three major information
security vulnerabilities in the IMS system. In the
experiment, they simultaneously used seven brands
of mobile phones in four telecom networks both in
Taiwan and in the United States. Finally, they have
confirmed that these three security vulnerabilities
can put a user's plan in jeopardy, such as secret call
denial of service attacks (Denial of Service), social
engineering attacks (ghost calls), and caller number
spoofing attacks.

In particular, once the first attack threat mentioned
above occurs, users are unable to make or receive
any calls without warnings and precautions, thereby
greatly affecting user experience with information
security. During the detection process, the team
also discovered that these three information security
vulnerabilities are mostly found in the call state
machine, call management and number verification in
the IMS system. Through the security vulnerabilities
of VoWiFi, attackers can intercept the connection
session between the VoWiFi application and the
IMS system, as well as create fake Session Initiation

Protocol (SIP) packets, thereby attacking the three
security vulnerabilities of the IMS system. In order to
examine the maximal potential damage caused by
the information security threat, the team designed
a self-adaptive denial-of-service (DOS) attack. Their
experiments show that the effective attack time of this
attack on victims can reach 99%, which once again
highlights that this vulnerability needs to be solved
in no time, otherwise it will cause critical security
concerns.

Meanwhile, the team uses Al technology to find
another information security loophole in the existing
4G/5G telecommunications network: call information
leakage, which can be used to remotely identify the
target user's phone. In other words, an attacker can
target the victim by the phone number without the
knowledge or consent of the user. In order to deal with
the above potential threat, Professor Li and his team
not only reported the results to The Global System for
Mobile Communications Association (GSMA), but also
proposed a series of solutions, including application
layer data source authentication, delayed call resource
binding, and call control isolation. In addition, the
team used the open-source software OpenlMSCore
to demonstrate the practical feasibility of the solution
while maintaining system performance. Combining
with "Caller Number Masquerade Attack Protection
Detection Technology", which checks if the incoming
request is a request forgery attack by Al technology,
this package provides a corresponding solution for
the emerging information security threat under 4G/5G
technology.

With the advent of the 5G era, related technologies not
only play a key role in the development of the global
economy, but also gradually expand the application
scope and scale to diverse industries and fields.
However, once the stable high-speed communication
technology becomes popular, the following potential
threat to information security would be too severe
to ignore. The information security vulnerability
detection and threat protection technology developed
by Associate Professor Li and his team will assist
mobile communication standards organizations(3GPP
and GSMA), domestic and foreign telecom carriers,
equipment manufacturers, as well as mobile phone
manufacturers to identify and reduce application-
level and system-related security risks of multimedia
services. Such an outstanding contribution will also
benefit the global mobile communication industry.
We look forward to the practical applications of this
technology in the system in the future.




