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Dr. Chih—-Kai Chang’s speech on

Cybersecurity Market Survey: Products,
Services, and an Emerging Trend

As internet technology continues to thrive, people's
reliance on the internet is increasing. However, the
popularity of the internet also brings new risks and
challenges, and "cybersecurity issues" have become a
topic of concern for society in recent years. According
to statistics, there are now over four billion internet
users worldwide, and the economic losses caused
by cyber attacks reach tens or even hundreds of
billions of dollars each year. Not only that, cyber
attack methods are also becoming more diverse,
from malicious software, phishing, to identity theft, all
of which pose a threat to individuals and companies'
cybersecurity. Therefore, strengthening cybersecurity
awareness and measures is urgently needed.

In light of this trend, the Institute of Computer Science
and Engineering at NYCU held a seminar last year on
"Cybersecurity Market Survey: Products, Services,
and an Emerging Trend." The keynote speaker Dr.
Chih-Kai Chang is an experienced speaker to talk
about this topic. He obtained his doctoral degree at
NYCU and currently serves as the product director
at Woodpecker Technology. Dr. Chang previously
served as the head of a cybersecurity solution team
at Foxconn and was an assistant editor of IEEE
Reliability Magazine from 2015 to 2016. Moreover, he
has also served as a cybersecurity lecturer at College
of Hacker, HITCON Community in 2018, and other
related training programs.

The purpose of this seminar was to inspire future
learning and research in the field of cybersecurity
through guiding the audience in learning about
the cybersecurity market and its related products,
services, and trends, with the hope of inspiring future
researchers in this field. At the beginning of the
seminar, Dr. Chang emphasized the importance and
demand for defense systems against cyber attacks
among companies. He listed several categories of
product available in the cybersecurity market. Dr.
Chang then introduced the Cyber Defense Matrix
(CDM) framework promoted by the Open Web
Application Security Project (OWASP). The CDM
framework lists several key areas such as prevention,
detection, response, and recovery. Each area is
subdivided into different parts to help companies
better understand the required security products
and services. This framework can help companies
formulate appropriate protective measures to avoid
malicious cyber attacks.

Next, Dr. Chih-Kai Chang talked about the concept

of cyber security visibility. He cited a famous quote
from Sun Tzu's The Art of War: "know yourself and
know the enemy, and you can fight a hundred battles
with no danger of defeat." He then explained that in
addition to monitoring and preventing external threats,
it is also important to have a clear understanding of
one's own assets and to be aware of related risks and
vulnerabilities. For example, data such as hardware
information, program operations, user account usage
status, and network traffic are all important for building
cyber security visibility. However, according to market
research by Forrester, only about 17% of organizations
currently have implemented cyber security visibility.
One of the possible reasons is that cybersecurity
in the academic field is still ahead of cybersecurity
applications in reality. As a consequence, many new
technologies face challenges in productization, making
it difficult to utilize the latest technologies to achieve
cybersecurity protection efficiency.

In the final stages of the seminar, Dr. Chih-Kai Chang
discussed the advantages and disadvantages of Al-
driven security visibility technology. For enterprises and
organizations, using artificial intelligence to monitor
and analyze data can greatly reduce dependence
on human resources, thereby saving time and labor
costs. Moreover, through analyzing and comparing
large amounts of data, abnormal behaviors or
patterns can be quickly identified, potential security
threats can be detected in advance, and losses
and damages caused by attacks can be avoided.
However, this technology also has some shortcomings
and challenges, including the need for a large amount
of data to support and train models, as well as the
possibility of bias in Al models and algorithms, which
can lead to misjudgments in analysis and prediction
results, and these issues need to be optimized and
resolved.

Overall, the related technologies of Al-driven security
visibility have great development potential and can
help enterprises and organizations better protect data
security. In addition, potential security threats can be
dealt with and detected in a timely manner. However,
each company or organization needs to carefully
consider the pros and cons before implementation.
Furthermore, it would be better to implement
necessary security measures to ensure the security
and reliability of data, as the strategy "know yourself,
know your enemy" suggested by Dr. Chang for
network security protection.




