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Industry Collaboration Project

Blockchain-hased Identity Management

and Access Gontrol

(BIMAC) Framework

for Open Banking Ecosystem

When we discuss the demand for asset management
by individuals and organizations, it's common
knowledge that traditional banks offer services such as
self-service banking, consumer payments, investment
management, and credit loans. However, traditional
banks often operate independently, which can result
in a lack of data integration in their workflows. This
often leads to longer processing times for customers
when dealing with relevant procedures and filling out
information. To improve the customer experience, the
concept of Open Banking has gradually emerged in
recent years. It aims to facilitate information exchange
and interaction among banks, third-party financial
institutions, and customers by opening up financial
data and service interfaces.

Professor Shyan-Ming Yuan and PhD student Chia-
Hung Liao from the Department of Computer
Science developed the "Blockchain-based Identity
Management and Access Control (BIMAC) Framework
for Open Banking Ecosystem" to enhance financial
service security and integrate customer financial
information. The platform, based on the BIMAC
framework, won an award at the 2022 Future Tech
Awards. The team initiated the development of
this technology, as there has been a growing need
to reduce physical contact during the COVID-19
pandemic. In recent years, diverse digital applications
have emerged, which inevitably require the
establishment of a digital identity. However, as the
digital identities scatter in different service platforms,
it has led to issues such as managing decentralized
personal information and the increased risk of identity
theft due to data breaches.

In recent years, there has been a prevalent trend of
traditional banks transforming into open banks, as
previously mentioned. This shift involves relinquishing
control of financial information to customers, allowing
them to decide whether to grant third-party service
providers (TSPs) access to their account information.
To achieve digital identity integration and decentralized
data access control, the team endeavors to
decentralize the current financial ecosystem that
revolves around financial companies. They aim to
create a blockchain-based platform for personal
information security and control for open banks,
along with designing and implementing decentralized
applications (DApps). Upon receiving the customer’s

consent, third-party service providers can utilize
the platform to aggregate the customer’s financial
information, including assets and bills, from multiple
banks. They can then conduct the data analysis to
offer a wide range of innovative services that cater to
the customer’s needs.

The platform under the BIMAC framework is equipped
with six essential capabilities for open banking,
including decentralized integration of digital identities
of customers, single-click access to third-party
services through private keys, online account opening,
data sharing that conforms to EU GDPR, authorization
of payments and transactions, as well as monitoring
of TSP access. Overall, this framework serves to
enhance cybersecurity for cutting-edge financial
services while expanding the current product offering.
Additionally, it establishes a standardized model of
sharing services for open banks and encourages
collaboration and innovation among banks and TSPs
in order to accomplish objectives like "blockchain
consortium governance," "user identity integration,"
and "secure data sharing." As a result, it fosters a
dynamic and inclusive banking ecosystem.

At present, our country has not yet incorporated
the third-stage of open banking business. However,
once we manage to progress to the third stage so-
called "transactional information" of open banking
in the future, which allows customers to authorize
TSPs to submit transaction requests to banks," the
BIMAC framework will be capable of fulfilling the
requirements for bill payment, integrated payment,
and online contract signing. By combining the
advantage of traditional banking and blockchain
technology, the team enables customers to register
with their real identities while remaining anonymous on
the blockchain so as to ensure privacy protection and
data sharing. Meanwhile, it can also prevent regulatory
agencies from losing their monitoring capabilities while
achieving the goal of decentralization. The technology
has been verified to support “contactless financial
services" and "mobile identity verification apps" that
the Financial Supervisory Commission R.O.C. strives
to promote. It has the potential to serve as a core
infrastructure for various integrated services in the
future, ultimately enhancing the digital ecosystem of
financial services.




