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Mr. George V. Neville-Neil's Speech:
The Experience of the GCapability Hardware

Enhanced RISC Instructions (CHERI) Project

George V. Neville-Neil is an expert in operating
systems and information security. He has been
involved with the FreeBSD Foundation since 2011
and is a co-author of "The Design and Implementation
of the FreeBSD Operating System." Additionally,
George is one of the key technical members of the
Capability Hardware Enhanced RISC Instructions
(CHERI) project at the University of Cambridge. It is a
pleasure to attend this talk to understand his insights
on the CHERI project during his visit to the College
of Computer Science at Yang Ming Chiao Tung
University."

CHERI is a collaborative project between SRI
International and the University of Cambridge. Its goal
is to address memory vulnerabilities, such as Buffer
Overflow, at the hardware level, offering efficient,
hardware-based fine-grained memory permission
management. CHERI is a well-developed project that
encompasses extensions to the RISC instruction set,
hardware implementations, and the porting of related
system software.

In the past, security vulnerabilities could occur when
software developers neglected memory operations.
For instance, the well-known OpenSSL Heartbleed
vulnerability in 2014 resulted from developers failing to
properly validate input data, which subsequently led
to a Buffer Overflow issue. This vulnerability allowed
attackers to potentially steal SSL private keys and
even decrypt the contents of HTTPS transmissions. To
prevent such problems, many modern programming
languages, like Rust, emphasize mechanisms for
memory security. However, because these checks are
performed at the software level, they inevitably impact
performance to some extent. CHERI aims to integrate
memory permission management mechanisms into
hardware design. The hardware offers native support
for memory permission management mechanisms,
including additional instructions within the custom
extensions of the RISC instruction set. This enables
other RISC-supporting programs to also work with

CHERI.

CHERI can segment the permissions of designated
memory sections, such as Read, Write, and Execute.
These permissions can be combined and stored in
CHERI's hardware provided Capability Register. When
CHERI hardware needs to deal with corresponding
memory location, it automatically checks whether
it complies with the corresponding Capability. This
process requires cooperation from the operating
system

CHERI is a well-developed project that supports
Arm, RISC-V, MIPS, and various hardware, along
with accompanying system software. In addition,
it provides the Morello development board, which
supports CHERI mechanisms. Furthermore, the
QEMU emulator also supports 64-bit CHERI-MIPS
simulation. In terms of operating systems, there is
CheriBSD, a FreeBSD port. As for system software,
the CHERI team has ported software such as Clang/
LLVM, Webkit, OpenSSH, and PostgreSQL

This talk provided a great learning opportunity for me.
| typically focus more on system management and
application development rather than systems and
hardware. Prior to attending this lecture, | had just
completed the course, Computer Organization. Many
of the topics discussed in the lecture were related
to the material | had covered in that course. | also
visited the CHERI official website and reviewed related
papers as references for writing this reflection article.
While reading those references and documents, |
recognized the importance of computer organization,
as | was able to apply the knowledge | gained from
the course to Mr. George V. Neville-Neil's talk. Lastly, |
would like to express my sincere gratitude to George
for visiting our school and sharing insights on the topic
of Capability Hardware Enhanced RISC Instructions
(CHERI).




