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Professor Mario Fritz is a faculty at the CISPA Helmholtz
Center for Information Security and an honorary
professor at Saarland University. He previously led
a research group at the Max Planck Institute for
Informatics. With a diverse academic background,
encompassing roles such as the associate editor of
the journal "IEEE Transactions on Pattern Analysis
and Machine Intelligence (TPAMI)," the coordinator
of the Helmholtz project "Trustworthy Federated
Data Analytics," and the author of over 100 scientific
articles, Dr. Fritz has made significant contributions to
research in trustworthy Al.

During the speech, Dr. Fritz underscored the
intertwined nature of cybersecurity and machine
learning, emphasizing their inseparability. This
interconnection increases the complexity of
cybersecurity, posing challenges in establishing
trust when utilizing services. Resolving these
cybersecurity and trust-related issues becomes
paramount, particularly before potential breakdowns
or catastrophic events occur. Dr. Fritz highlighted the
swift evolution of artificial intelligence, notably the
emergence of Generative Al, and its impact on privacy,
security, and trust. He advocated for implementing
user assurances throughout the development of
Generative Al to guarantee that emerging technologies
align with our expectations.

The initial portion of the speech delves into the realm
of network privacy, explicitly addressing the aspect
of confidentiality. Dr. Fritz initiated the discussion by
presenting the notion of a membership inference
attack aimed at discerning whether given data is part
of the model's training set. The success of such an
attack poses a significant security threat, potentially
enabling the attacker to reconstruct the model's
training data, which is particularly risky for models
trained on data containing private information. Dr.
Fritz subsequently discussed differential privacy, a
mechanism to thwart membership inference attacks.
This is achieved by introducing random perturbations
into the model algorithm, complicating the inference of
individual information by attackers and mitigating the
risk of data leakage. Additionally, he explored evasion
attacks, the most prevalent and easily applicable

method wherein attackers seek to manipulate the
model's predictions by adjusting input data. Lastly, Dr.
Fritz delved into various strategies to bolster model
robustness, including certification, Lipschitz bounds,
and randomized smoothing to ensure the model can
withstand adversarial attacks.

The latter portion of the speech shifted toward the
broader impact of artificial intelligence on society,
addressing challenges such as identifying deepfakes
and combating misinformation. During this segment,
the speaker highlighted that as artificial intelligence
assumes the role of an interpreter, concerns related
to trust and misunderstanding become more
pronounced, aligning with the earlier examination
of cybersecurity issues. Dr. Fritz emphasized
the importance of fact-checking methods while
acknowledging the complexities in assessing content
generated by Generative Al, particularly in light of
potential manipulation. Furthermore, he explored the
challenges of large language models (LLMs) dealing
with general and transferable adversarial attacks,
initiating discussions on system prompts for these Al
agents to uncover and address issues—an essential
aspect of trustworthy Al research.

In his conclusion, Dr. Fritz emphasized the significance
of conducting security research on LLM applications.
He discussed the possible threats of different attacks
and stressed the need to understand network security
threats within the ever-evolving LLM ecosystem.
Dr. Fritz's insights provide essential guidance for
researchers, practitioners, and policymakers involved
in the responsible development of artificial intelligence.

We are deeply grateful for Dr. Mario Fritz's speech at
National Yang Ming Chiao Tung University, and our
laboratory members feel privileged to have had the
opportunity to exchange ideas and experiences with
Dr. Fritz before the speech. During this interaction,
he furnished us with valuable feedback on both
completed and ongoing research projects and
imparted clear guidance for our future research
endeavors. His suggestions not only made a valuable
contribution to our academic pursuits but also
reignited our enthusiasm for research.






