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ABSTRACT

User authentication is a critical part of security, along with confidentiality and integrity, for computer systems that allow
legitimate users remote access over an open communication network. Recently, user authentication for wireless sensor
networks (WSNs) has received considerable attention. We propose a robust user authentication scheme for WSNs. The
scheme is based on elliptic-curve cryptosystems with self-certificates. The proposed scheme allows users to change their
key pairs without interaction with a key distribution center (KDC). Moreover, the proposed scheme still works well even
if the adversary captures 7 nodes out of n nodes in the WSNs. Security of the proposed scheme is modeled and analyzed
with Petri nets. Our analysis shows that the proposed scheme can successfully defend some of the most notorious attacks,

including replay attacks, forgery attacks, and node-capture attacks. Copyright © 2010 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Wireless sensor networks (WSNs) consist of spatially
distributed sensors used to cooperatively monitor environ-
mental phenomena, such as humidity, temperature, motion,
pressure, or vibration. In general, most queries in WSN
applications are issued at the base stations or at the backend
of the application system. However, in some critical appli-
cations, such as military surveillance, it is necessary that all
real-time battlefield data could be accessed from every sen-
sor node. In addition, security measures should be taken to
prevent enemies from accessing or modifying the collected
data, which is highly sensitive.

To control access to WSNSs, it is essential for sensor
nodes to authenticate the users. Even though a number of
user authentication schemes with smart cards [1-7] have
been proposed, these existing schemes cannot be directly
applied to user authentication in WSNs due to the limited
computational power and energy supply in sensor nodes. In
2001, Perrig et al. [8] proposed security protocols for WSNs
(SPINS), providing important security primitives: authen-
ticated and confidential communication, and authenticated
broadcast. They designed an authenticated routing-scheme
and a secure node-to-node key agreement protocol. In 2004,
user authentication in WSNs was proposed by Benenson et
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al. [9]. Since then, a lot of research work [10-18] has been
done in this field.

Compared with symmetric-key cryptography widely
used in WSNSs, public-key cryptography provides a
more flexible interface that requires no complicated key
pre-distribution and management as in symmetric-key
schemes [13,18]. Over the past few years, elliptic-curve
cryptosystem (ECC) has attracted considerable attention
as ECC devices have higher strength per key bit, lower
power consumption, and smaller bandwidth compared to
RSA cryptosystems [19,20]. For example, an elliptic curve
over a 163-bit field gives the same level of security as a
1024-bit RSA modulus [20]. In addition, the recent progress
in 160-bit ECC implementation shows that an ECC point
multiplication takes less than 1 s, which proves that ECC is
feasible for resource-constrained platforms such as wireless
devices [18,21,22].

As completely preventing any physical captures is a
costly option, it is cheaper to design security schemes
for WSNs that can tolerate a certain number of
node captures [12]. Therefore, we propose a robust
user authentication scheme for WSNs based on ECC.
This scheme can withstand capture of up to ¢ sensor
nodes. We assume a public-key infrastructure (PKI) for
ECC[10,13,14,18,21,22]. There is a key distribution center
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(KDC) in WSNs, which has a private/public key pair and is
responsible for generating the private/public key pairs for
users and sensor nodes. Prior to deployment, each user and
sensor node has the public key of the KDC pre-loaded.

The proposed scheme is based on self-certificates, which
enable users to generate their own certificates and to change
their key pairs without the involvement of the KDC. A self-
certificate is first generated by a user A and is encrypted with
A’s private key. The receiver of the self-certificate verifies
the self-certificate with A’s public key. The receiver can trust
A’s public key because it is endorsed by a trusted third party,
such as a KDC.

Additionally, the proposed scheme provides many
desired features: (1) it can deal with authenticated queries
involving multiple sensor nodes; (2) it achieves mutual
authentication and key agreement between users and sensor
nodes; (3) it provides a KDC to revoke compromised key
pairs. Moreover, Petri nets [23] may be used to infer what
an attacker could know if he happens to know certain items
in the security protocol. We used Petri nets in the security
analysis of the proposed scheme. Our analysis shows that
the proposed scheme can successfully defend several noto-
rious attacks, including replay attacks, forgery attacks, and
node-capture attacks.

The rest of this paper is organized as follows: In Sec-
tion 2, we briefly review several existing user authentication
schemes for WSNs. Next, we introduce our system model
in Section 3. Then, in Section 4, we propose a user authenti-
cation scheme for WSNs and analyze the proposed scheme
in Section 5. Finally, we conclude this paper in Section 6.

2. RELATED WORKS

In 2001, Perrig et al. [8] proposed security protocols for
WSNs (SPINS), providing important security primitives:
authenticated and confidential communication, and authen-
ticated broadcast. They designed an authenticated routing
scheme and a secure node-to-node key agreement protocol.
User authentication in WSNs was proposed by Benenson et
al. [9] in 2004. They investigated several security issues
in WSNs, including access control, and also introduced
the notion of (¢, n)-threshold authentication, which means
the authentication succeeds if the user can be successfully
authenticated with at least (n — ¢) out of n sensors. The rest
of the sensors could be compromised or out of order. There-
after, Benenson et al. [10] proposed the first solution to the
user authentication problem in the presence of node-capture
attacks. Their scheme is based on public-key cryptography,
and is designed for a sensor node to authenticate the users.

In 2006, Banerjee and Mukhopadhyay [12] proposed
authenticated querying in WSNs that is based on symmetric
keys. The scheme can deal with queries involving multiple
sensors. However, identifying the involved sensor nodes and
flooding the access requests turn out to be very challenging
for WSNs. Later, Wang and Li [13] proposed a distributed
user access control mechanism under a realistic adversary
model for sensor networks. The scheme, which is based
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on ECC, is divided into local authentication, which is con-
ducted by the local sensors, that is, those sensors that are
located physically close to the user, and remote authen-
tication, which is based on the endorsement of the local
Sensors.

In order to achieve better performance, Wong et al. [15]
proposed the first password-based user authentication
scheme for WSNs. Compared with earlier works, their
scheme is efficient since the protocol participants perform
only a few hash operations. Unfortunately, Tseng ez al. [16]
showed that Wong et al.’s scheme suffers from vulnera-
bilities to both replay and forgery attacks and proposed
an improved scheme. However, these schemes [15,16] can
only solve the access-control problem for individual sensor
nodes, but not for the whole sensor networks.

Recently, Jiang ef al. [14] proposed a user authentication
scheme based on the self-certified-key cryptosystem [24]
and used ECC to establish pair-wise keys between users and
sensor nodes. However, the self-certified-key cryptosystem
is not without security flaws. Lee and Kim [25] showed that
the self-certified-key cryptosystem cannot provide explicit
authentication for the public key. An attacker can produce a
seemingly valid self-certified key with a third party’s iden-
tity. This bogus key cannot be distinguished from a valid
one until successful communication with the real owner of
the identity. To solve the bogus key problem, they intro-
duced the self-certificate for the self-certified key. It is a
user-generated certificate for the authentication of the self-
certified key.

In this paper, a robust user authentication scheme based
on the self-certificate cryptosystem [25] is proposed. We
modified the self-certificate cryptosystem [25] to use ECC,
which is suitable for WSNs nowadays. The proposed
scheme can deal with authenticated queries involving multi-
ple sensor nodes. It achieves mutual authentication and key
agreement between users and sensor nodes and allows users
to change their private/public key pairs without interaction
with a KDC and hence gives users more convenience and
security. Moreover, the scheme provides a KDC to revoke
compromised key pairs.

3. SYSTEM AND ADVERSARY
MODEL

We assume a PKI for ECC [10,13,14,18,21,22]. There is
a KDC in WSNs, which has a private/public key pair and
is responsible for generating the private/public key pairs
for users and sensor nodes. Prior to deployment, each user
and sensor node has the public key of the KDC pre-loaded.
With that public key, each entity can verify the certificates
endorsed by the KDC.

In addition, we assume a large static sensor network. Each
sensor node is assumed to have the same transmission range
and communicates with each other via bi-directional wire-
less channels. A user can send data requests to the sensor
nodes within his communication range and receives valid
responses if the requests are legitimate. Note that when a
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Table I. Notations.

Robust user authentication scheme

Table Il. Formal definition of a self-certificate.

Symbol Definition

GF(q1) A prime Galois field, where operations are done
modulo prime number g, of length greater than
160-bit

P A base point with order @,

s The KDC's private key

Koub The KDC's public key, where Kyyo = s- P

ID; User s or sensor node /'s identity

(S, Q) User i's or sensor node /'s private/public key pair

Cl; The certificate information generated by the KDC

Kij The pairwise key computed by the entity / and
entity j

COMM; The set of sensor nodes within the communication

range of the user i
h(-) A one-way hash function
Il Concatenation

node of WSNs is physically captured by an adversary, all
the secrets stored in that node could be revealed. Because
completely preventing any physical captures is a costly
option, it is cheaper to design security schemes for WSNs
that can tolerate a certain number of node captures [12].
On average, there are n sensors in the communication
range of the user. Of these, ¢ sensors are allowed to be
malicious or to fail. It is assumed that r < n/2, i.e., the
majority of sensors are honest. The assumption is reason-
able since compromising sensors takes time and effort.
Therefore, the user can rely on communication among
at least a half of sensors in his communication range.
Our proposed scheme still works well even if the adver-
sary captures ¢ nodes out of n nodes in the WSNs. We
call the proposed scheme a (¢, n)-threshold authentication
scheme.

4. PROPOSED SCHEME

In this section, we present a user authentication scheme with
self-certificates for WSNs. The proposed scheme is divided
into four phases: pre-deployment, login-and-authentication,
user-controlled key change, and key revocation. We list
the notations in Table I and define a self-certificate in
Table II.

Let (S;, Q;) be entity (sensor or user) I's private/public key pair

issued by the KDC, and C/; be entity i's certificate information.

Entity /7 signs on (Cl;, Q;) with his private key S; to generate:
Self-Cert; = Signg (Cl;, Q)

Then Self-Cert; is called a self-certificate for the public key Q;.

4.1. The pre-deployment phase

Firstly, the KDC defines an elliptic curve over a prime
Galois field GF(q;) and chooses a base point P with order
¢> belonging to this elliptic curve group. Then, it randomly
selects a number s € GF(q,) as its private key and per-
forms the point multiplication s - P on the elliptic curve
to compute its public key K.

For every entity (sensor or user) 7, the KDC generates its
identity and private/public key pair as follows:

1. Randomly choose ID; € GF(q,) as entity i’s identity.

2. Perform the point multiplication r; - P to compute R;,
where r; is a random number, i.e., R; = r; - P.

3. Prepare the certificate information CI; as follows:

CI; = [CertNo||ID; || IDkpc | R; | P|| K pu [| ValidPeriod](1)

where CertNo is the certificate serial number and
ValidPeriod is the valid time period of the certificate.

4. Generate entity i’s private key S; and perform the point
multiplication to compute the corresponding public
key Q; as follows:

S,- S - /’Z(CI,) + ri (2)
0 =S5-P 3)

5. Send (CL;, S;, Q;) to entity i via a secure channel.
Upon receiving (CL, S;, Q;), entity i signs (CI;, Q;) with

its private key S; and generates the self-certificate of the
public key Q; as follows:

Self-Cert; = Signg, (CL;, Q)) @)

The overall operation of the pre-deployment phase is
illustrated in Figure 1.

KDC Entity (sensor or user) 7
1. Choose ID; € GF(qz)
2. Compute R; =71;- P
3. Prepare CI;
4. Generate S; =s-h(CL)+1;
5. Generate Q; = S; - P
6. Send (CI;, S;, @) — | Receive (CI;, S;, Q;)
7. Generate Self-Cert, = Signs, (CI,, Q)
Figure 1. The pre-deployment phase of the proposed scheme.
Security Comm. Networks 2011; 4:815-824 © 2010 John Wiley & Sons, Ltd. 817
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4.2. The login-and-authentication phase

When user i wishes to query sensor data, he communicates
with the sensor nodes within his communication range. The
detailed steps are as follows:

1. U; — WSNs : {CI;, Q;, R;, Self-Cert;}
U; broadcasts his certificate information CI;, public
key Q;, signature parameter R;, and the self-certificate
Self-Cert;. Let COMM,; denote the set of sensor nodes
within the communication range of U;.

2. Every j € COMM,; : verity Q; and Self-Cert;
Each sensor node j € COMM,; checks the validity of
U;’s public key Q; and the self-certificate Self-Cert;.
Sensor node j computes K, - 7(Cl;) + R; and checks
if Q; = §; - P as follows:
Note that

Kpuh . h(CI,) + R,' =s-P- h(CI,) —+ri- P
= (s-h(CL)+r)- P
=5 -P )

The operations in Equation (5) are performed on the
elliptic curve. Sensor node j then extracts CI; and Q;
from Self-Cert; with the public key Q; and checks if
CI; and Q; are correct.

3. Every jeCOMM,; : j— U;:
{Cl}, Qj, R;, Self-Cert;, MACk, (m )}
If sensor node j successfully authenticates Uj;, it
performs the point multiplication S; - Q; to compute
the pair-wise key K;;, i.e.,, K;; =S;- Q;. Then,
it chooses a random nonce m; and calculates the
message authentication code (MAC) [26] with K ;.

4. U; : Verify Q; and Self-Cert;
U; verifies whether sensor node j’s public key Q; and
the self-certificate Self-Cert; are valid. If so, he per-
forms the point multiplication S; - Q; to compute the
pair-wise key K; j,ie., K;; = S; - Q;.

5. U; — WSNs : Compute and broadcast {v}
U; decrypts the MAC with the corresponding pair-
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wise key K;; and obtains the nonce m'. This is
because:

Kij=3S8i-0;
=S5-5;-P
=0;-5;
= K, (©)

The operations in Equation (6) are performed on the
elliptic curve. Upon collecting all the nonces, he con-
structs the authentication value v = m/|| - - - |lm), and
then broadcasts {v}.
6. Every j € COMM,; : Verify m; € v

Each sensor node j € COMM,; verifies whether U;
correctly responds to the challenge by checking
whether m  is in v. If so, the sensor node broadcasts to
other nodes its yes vote. Otherwise, it remains silent.
If (n —t) or more yes votes are collected, the sen-
sor node believes U; is a legitimate user. Note that
in some situations, there could be bogus votes. To
deal with the bogus-vote problem, the sensor nodes
could use the pair-wise keys to encrypt the votes and
related information, such as sensor nodes’ identities
and the timestamps, before broadcasting the encrypted
messages.

The overall operation of the login-and-authentication
phase is illustrated in Figure 2.

4.3. The user-controlled key change phase

A fixed key pair is much easier to attack than a frequently
changing one. In certificate-based schemes, changing a key
pair usually requires complicated interaction between a user
and a KDC. In our scheme, a user can change his key pair
without interaction with the KDC.

Let (S;, Q;) be user i’s private/public key pair issued by
the KDC and let Self-Cert; be the self-certificate issued
by U;. He can generate a new key pair (S}, Q) and a new

User ¢

Sensor node j € COMM,;

Receive {C1;, Q;, R;, Self-Cert,,
MACKj,i (m])}

. Verify Q; and Self-Cert,

9. Compute K;; = 5; - Q;

10. Compute {v}

11. Broadcast {v}

12.

1
2
3
4.
5.
6
7
8

Broadcast {C1;, @i, R;, Self-Cert; }

— | Receive {C1;, @, R;, Self-Cert; }
Verify @; and Self-Cert;
Generate m;

Compute Kj; = S; - Qs
Compute M ACk; ,(m;)

+ | Send {C1;, Q;, R;, Self-Cert,,
MACKj,z’ (mj)}

— | Receive {v}
Verify m; cv

Figure 2. The login-and-authentication phase of the proposed scheme.
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certificate Self-Cert; with the following operations.

1. Perform the point multiplication 7; - P to compute R,
where ] is a random number, i.e., R; = r] - P.

2. Generate a new private key S; and perform the point
multiplication to compute the corresponding public
key Q; as follows:

S, = 8- h(CLIIR) +7] ™
Q,=S-P ®)

3. Generate the self-certificate Self-Cert; by signing
(CL;, Q}) with his new private key S! as follows:

Self-Cert; = Signg (Cl;, Q) 9)

Once the new public key Q; and the self-
certificate Self-Cert; are generated, U; will broadcast
{CI,, Q;, R}, Self-Cert;}. Every sensor node j € COMM;
computes Kpup - 1(CLy) - h(CL]|R)) + R; - h(CL]||R}) + R;
and checks if Q] = §; - P.

Note that

Kpus - h(CL) - h(CL||R}) 4+ R; - h(CL||R}) + R;
= (s - h(CL) - h(CL||R}) - P) + (ri - h(CL||IR}) - P) + R;
=(s-h(CL)+r) h(CL|R)- P+ R,
=S8;-h(CL|[R)- P+r|- P
= (S - h(CL|R) +r))- P

=S -P (10)

The operations in Equation (10) are performed on the
elliptic curve. Sensor node j then extracts CI; and Q; from
Self-Cert; with the public key Q} and checks if CI; and Q!
are correct. If both conditions hold, sensor node j performs
Step 3 in the login-and-authentication phase.

4.4. The key revocation phase

When a certified key pair is found compromised, the KDC
can revoke it with a certificate revocation list (CRL). The
KDC publishes CRL containing the serial numbers of all the
certificates for the revoked key pair. Anyone who wants to
verify a self-certificate should check the CRL first. Once the
certificates of the compromised key are revoked, the com-
promised key can no longer be used to gain access to sensor
data. More details on certificate revocation and certificate
update can be found in Reference [27].

5. ANALYSIS OF OUR SCHEME

In this section, we show that our scheme can resist several
notorious attacks. In addition, we provide a comparative
study with other user authentication schemes.

Security Comm. Networks 2011; 4:815-824 © 2010 John Wiley & Sons, Ltd.
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Table lll. Formal definition of a Petri net.

A Petri net is a b-tuple, PN = (P, T, F, W, My) where:
P ={P:, P, ..., Py}is afinite set of places,
T={(N",To..., T,} is a finite set of transitions,
F C(Px T)U(T x P)is a set of arcs (flow relation),
W F—{1,2,3,...}is a weight function,
My : P — {0,1,2,3,...}is the initial marking,
PNT=Q@and PUT # Q.
A Petri net structure N = (P, T, F, W) without any specific initial
marking is denoted by N.
A Petri net with the given initial marking is denoted by (N, Mp).

5.1. Security analysis

In this section, we first use Petri nets [23] to model and
analyze the proposed scheme. Next, security properties of
our scheme will be specified.

5.1.1. Petri net model.

We used a Petri net to model our security scheme. The
formal definition of a Petri net [28] is listed in Table III.
Petri nets are composed from graphical symbols designating
places (shown as circles), transitions (shown as rectangles),
and directed arcs (shown as arrows). The places denote
(atomic and composite) data items. The transitions denote
decryption or decomposition operations. Arcs run between
places and transitions.

When a transition fires, a composite data item is decom-
posed or decrypted, resulting in one or more simpler data
items. Since we assume an open network environment, all
data items in the transmitted messages are assumed to be
public, and are known to the attacker. There will be tokens
in the places representing the data items in the transmitted
messages initially. From this initial marking, we can infer
what an attacker can know eventually. Furthermore, we can
also experiment what an attacker can know if he knows addi-
tional data items from other sources. The Petri net model
is illustrated in Figure 3. The definitions of the places and
transitions used in this model are listed in Tables IV and V,
respectively. The model is simulated with the HPSim Petri
net simulation tool [29].

5.1.2. Security properties.

The security of the proposed scheme is based on the
difficulty of the elliptic-curve discrete logarithm problem
(ECDLP), which is believed to be unsolvable in polyno-
mial time. Let G, be a group of the prime order g and P
be an arbitrary generator of G;. We view G as an additive
group. We first specify the mathematical difficult problem
used in this paper.

Definition 1. The ECDLP is defined as follows: given Q,
R € G, find an integer x € Zj such that R = x Q.

Now we show that our scheme can resist replay attacks,
forgery attacks, and node-capture attacks, and also analyze
the security property: mutual authentication.
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User i

v,

\

Figure 3. A Petri net model of the proposed scheme.

Table IV. Definitions of places.

Place Definition Place Definition
P Cl; Pig R
P, Q; Pig Self-Cert;
Ps R; Po Packet{Cl;, Q;, f;, Self-Cert;,
Py Self-Cert; MACk, (m;)}
Ps Packet{Cl;, Q;, R;, Self-Cert;} Py Cl;
Pg C|,‘ Pzz O,‘
P7 Qi Pa3 R;
Pg R Pas Self-Cert;
Po Self-Cert; Pas MACx,, (my)
Pio Koub Pa6 Koub
P Success verification message Po7 Success verification message
P2 S Pag Si
P13 K;i Pag Kij
P14 mj P3o m/’
Pis MACy;, (m)) Ps1 v=mi|l---lmj
P16 C|j P32 PaCket{V}
Py Q P33 Success verification message
Table V. Definitions of transitions.
Trans. Definition Trans. Definition
T Transmit T7 Split the packet
{Cl;, Q;, R;, Self-Cert;} Ts Verify Q; and Self-Cert;
T, Split the packet Ty Compute Kj;
T3 Verify Q; and Self-Cert; Tio Decrypt MACk,, (my)
N Compute K;; with Kj;
Ts Compute MACx,, (m;) Th Compute v =m||---|Im],
Ts Transmit {Cl;, Q;, A}, Tio Broadcast {v}
Self — Cert;, MACk, (m))} Tis Check m; < m
820 Security Comm. Networks 2011; 4:815-824 © 2010 John Wiley & Sons, Ltd.
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Theorem 1.
attack.

The proposed scheme can resist a replay

Proof. Assume an adversary A eavesdrops the mes-
sages {CI;, Q;, R;, Self-Cert;} and {v} sent by U; and
replays them to log in to the system in a later ses-
sion. Upon receiving the replay message, sensor node j
first verifies Q; and Self-Cert;, and then chooses a ran-
dom nonce mj Next, j computes MACK].J.(mj.) and sends
{Cl;, Qj, R;, Self-Cert;, MACk,(m?)} back to A. After
receiving the message, A has to compute v* = m{|| - - - ||m)
and broadcast {v*} back to the WSNs. However, A cannot
just replay the message {v} directly since the random nonce
m; embedded in MAC,(m;) is different from mj in this
session. As shown in Figure 3, computing m is defined
in transition T3, which has two input places, P»s and Pag.
Place Pys is the value of MACk,(m;) and place Py is the
value of K; ;. Because having no idea about K; ; to correctly
respond the challenge, the adversary cannot launch a replay
attack. |

Theorem 2. The proposed scheme can resist a forgery
attack.

Proof. Assume an attacker A impersonates user i by
submitting {Cl;, Q;, R;, Self-Cert;} obtained in a previ-
ous session. Upon receiving the message, sensor node j
first performs the authentication operations. Then j sends
{CI;, Q;, R;, Self-Cert;, MACKjv,.(mj.)} back to A. How-
ever, A cannot decrypt MAC ¢ i (m}f) since he does not have
user i’s private key, which is needed for computing the
pair-wise key K; ;. As shown in Figure 3, computing the
pair-wise key K; ; is defined in transition 7y, which has two
input places, P>; and P,g. Place Py is the value of S;. If A
could compute U;’s private key somehow, he would have
broken the ECDLP as defined in Definition 1. The discrete
logarithm problem can be reduced to the problem of com-
puting the private key S; from the public key Q; = S; - P.
In addition, even if the adversary obtains multiple pair-wise
keys K; ;, it is intractable to compute S; due to the hardness
of the ECDLP problem. Thus, we claim that computing
the private key from the public key and the pair-wise key
is at least as difficult as the elliptic-curve discrete loga-
rithm problem. As a result, our scheme is secure against the
forgery attacks. ]

Theorem 3. The proposed scheme can resist a node-
capture attack.

Proof. 1Itis assumed that t < n/2, i.e., the majority of
sensors are honest. Due to the voting stage in the login-
and-authentication phase, if a sensor node can collect at
least (n — t) yes votes, the sensor node believes the user is
legitimate. Hence, our scheme can tolerate up to ¢ nodes
being captured. |

Theorem 4. The proposed scheme can provide mutual
authentication.

Proof. The security of the pair-wise key is based on the
difficulty of ECDLP, which are believed to be unsolvable

Security Comm. Networks 2011; 4:815-824 © 2010 John Wiley & Sons, Ltd.
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in polynomial time. Using Equation (6), the pair-wise key
between U; and sensor node j is established as follows:

Kij=S8-0;="5-S-P=0;S;=K; (D)

As shown in Figure 3, computing a pair-wise key is defined
in transition 7 and transition Ty. Therefore, U; and sen-
sor node j can use the pair-wise key K;; in subsequent
communications. |

5.2. Functionality

We summarize the functionality of our proposed scheme in
this subsection. The crucial requirements for a user authen-
tication scheme are listed below:

Cl. (t, n)-threshold authentication: A scheme can deal
with authenticated queries involving multiple sen-
sor nodes and still works well even if the adversary
captures ¢ nodes out of n nodes in the WSNs.

C2. Mutual authentication: A user and a sensor node can
authenticate each other.

C3. Key agreement: After successful authentication, a
user and a sensor node mutually agree upon pair-
wise keys.

C4. User-controlled key change: A user can change his
key pair without interaction with a KDC.

CS5. Key revokability: Anissued key pair can be revoked,
say, when it is found compromised.

We summarize the functionality of related authentication
schemes in Table VI.

5.3. Efficiency analysis

Now we examine the performance of our proposed scheme.
We use the computational and communication overhead
as the metric to evaluate the performance of the proposed
scheme. Due to the similarity of network scenarios, we com-

Table VI. Comparison of user authentication schemes for
WSNs.

C1 c2 (C3 C4 Cb

Our proposed scheme Yes Yes Yes Yes Yes

Benenson et al's scheme [10]  No No No No No
Benenson et al's scheme [11]  Yes  No No No No

Banerjee et al's scheme [12] Yes No No No No
Wang et al's scheme [13] Yes No No No No
Jiang et al's scheme [14] Yes Yes Yes No No
Wong et al's scheme [15] No No No No No
Tseng et al's scheme [16] No No No No No
Yu et al's scheme [17] No No No No No

C1: (t, n)-threshold authentication; C2: mutual authentication; C3: key
agreement; C4: usercontrolled key change; C5: key revokability.
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Table VII. Performance comparison in the pre-deployment phase.
Computational type Jiang et al's scheme Our scheme
KDC Each entity KDC Each entity
Random number generation 3 0 3 0
Hash operation 1 0 1 0
Point multiplication 3 0 3 0
Certificate generation* — — 0 1
Certificate generation*: Jiang et al's scheme [14] provides no certificate generation.
Table VIII. Performance comparison in the login-and-authentication phase.

Computational type Jiang et al's scheme Our scheme

Each node Each user Each node Each user
Random number generation 1 0 1 0
Hash operation 1 n* 1(2)** n
Symmetric encryption 1 0 1 (n)y** 0
Symmetric decryption 0 n 0 (n)*** n
Point multiplication 2 2n 2 (4)=* 2n
Certificate verification**** — — 1 n

n*: Assume there are n sensors in the communication range of the user.

(2)*: If a changed key is used, it takes one more hash operation and two more point multiplications for each sensor node.

(n)***: To deal with the bogus-vote problem, the sensor nodes could use the pairwise keys to encrypt and decrypt the votes and related information.
Certificate verification****: Jiang et al's scheme [14] does not include certificate verification.

pare our proposed scheme with Jiang et al.’s scheme [14],
which is presented in Tables VII and VIII. We only compare
the computational overhead in two phases (pre-deployment
and login-and-authentication) since Jiang et al.’s scheme did
not include the user-controlled key change and key revoca-
tion phases. As illustrated in Table VII, the computational
overhead in Jiang et al’s scheme and our scheme in the
pre-deployment phase is very similar. The only difference
is that each entity needs to generate a self-certificate in our
scheme.

As shown in Table VIII, one certificate verification
is required for each sensor node during the login-and-
authentication phase in our scheme. If a user generates a
new key, it takes one more hash operation and two more
point multiplications for each sensor node in order to verify
the new key. Hence, compared with Jiang ef al.’s scheme,

our scheme provides various functionalities at the cost of
one certificate verification for each sensor node.

The communication overhead is in terms of the follow-
ing three aspects: the communication overhead incurred by
broadcasting the messages from a user to sensors within
his transmission range, the overhead incurred by deliver-
ing a response from a sensor to a user, and the overhead
incurred by transmitting yes votes between sensors. In our
analysis, we assume a key length of 160 bits in the ECC
cryptosystem. As stated in Section 4.2, the user broadcasts
{ClL;, Q;, R;, Self-Cert;} in Step 1 and {v} in Step 5. The
length of the certificate information CI; is 184 bytes, as
shown in Figure 4. Q; and R; each costs 40 bytes. Assume
the Self-Cert; is constructed by the elliptic-curve digital
signature algorithm (ECDSA) [30,31]. The length of the
Self-Cert; is 40 bytes. Thus, the communication overhead

CI 2 R, Self-Cert,
184 bytes 40 bytes 40 bytes 40 bytes
CertNo ID, D, R P K., ValidPeriod
20 bytes | 20 bytes | 20 bytes [ 40 bytes | 40 bytes | 40 bytes | 4 bytes

Figure 4. Broadcasting message format from a user to sensors in the login-and-authentication phase.
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Cr, 0 R, Self-Certj MAC, .,
p FiNTT
184 bytes 40 bytes 40 bytes 40 bytes 20 bytes
CertNo ID. ID R P ValidPeriod
J KDC J "pub
20 bytes | 20 bytes | 20 bytes | 40 bytes | 40 bytes | 40 bytes | 4 bytes

Figure 5. Transmitting message format from a sensor to a user in the login-and-authentication phase.

Table IX. Communication overhead in the login-and-

authentication phase of the proposed scheme.

Each user Each sensor

(324 4+ (n—1)** x
|yes vote|) bytes

Communication
overhead

(304 + |v[*) bytes

|v[*: |v| denotes the length of the challenge response sent from a user to
SEeNsors.

(n —1)**: Assume there are (n — 1) sensors in the communication range
of the sensor.

incurred by broadcasting the messages from a user to sen-
sors is (304 + |v|) bytes.

As stated in Section 4.2, when a sensor transmits
{CI;, Q;, R}, Self-Cert;, MACKj.l.(mj)} to a user in Step
3, as shown in Figure 5, it will cost each sensor 324 bytes.
Upon correctly verifying the user, the sensor broadcasts a
yes vote to other nodes, which costs (n — 1) x |yes vote|
bytes. Note that the sensor nodes could use the pair-wise
keys to encrypt the votes and related information to avoid
the bogus-vote problem. The total communication overhead
is listed in Table IX.

6. CONCLUSIONS

In this paper, we proposed a user authentication scheme
for WSNs based on ECC. Our scheme is based on self-
certificates, which enable users to generate their own
certificates. We demonstrated that users can change their
key pairs without the involvement of a KDC. Our scheme
can also be used to revoke compromised key pairs with a
CRL. Moreover, we used Petri nets in the security analysis
of the proposed scheme. With our scheme, it is possible to
completely prevent adversaries from performing some of
the most notorious attacks, such as replay attacks, forgery
attacks, and node-capture attacks.
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