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the recovered signature. The conversion property further enables the designated recipient
to reveal an ordinary signature for dealing with a later dispute over repudiation. Based
on the ElGamal cryptosystem, in 2009, Lee et al. proposed a CAE scheme with only
heuristic security analyses. In this paper, we will demonstrate that their scheme is

Keywords: vulnerable to the chosen-plaintext attack and then further propose an improved variant.
Cryptography Additionally, in the random oracle model, we prove that the improved scheme achieves
Convertible confidentiality against indistinguishability under adaptive chosen-ciphertext attacks (IND-
Authenticated encryption CCA2) and unforgeability against existential forgery under adaptive chosen-message attacks
ElGamal system (EF-CMA).

Provable security © 2011 Elsevier B.V. All rights reserved.

Random oracle model

1. Introduction Moreover, the conversion process will increase additional
communication and computation cost. In 2003, Zhang and

In 1994, Horster et al. [4] proposed an authenticated Kim [16] also pointed out that Araki et al’s scheme is
encryption (AE) scheme which simultaneously satisfies the vulnerable to the universal forgery attack on an arbitrary

chosen message.

In 2002, Wu and Hsu [13] proposed a so-called con-
vertible authenticated encryption (CAE) scheme, in which
the converted signature is just embedded in the authen-
ticated ciphertext. Consequently, the designated recipient
can solely reveal the converted signature to convince any-
one of the signer’s dishonesty without extra computational
efforts. Based on the Wu-Hsu scheme, in 2003, Huang and
Chang [5] proposed another CAE scheme with better ef-
ficiency. In 2005, Lv et al. [10] addressed a practical CAE
scheme based on the self-certified public key system. In
2009, Wu and Lin [15] proposed a secure CAE scheme
based on RSA. Their scheme is provably secure in the ran-
dom oracle model. So far, lots of related works [2,3,8,9,12,

* . . 14,17] have been proposed.
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security properties of integrity, confidentiality and authen-
ticity. In an AE scheme, a signer can generate an authenti-
cated ciphertext such that only a designated recipient has
the ability to decrypt it and verify the signature. How-
ever, since the recovered signature is not publicly verifi-
able, a later dispute over repudiation might occur.

To deal with the problem, in 1999, Araki et al. [1]
proposed a convertible limited verifier signature scheme
which provides a conversion mechanism. Yet, their signa-
ture conversion mechanism only works on condition that
the signer is willing to release an extra parameter. If a dis-
honest signer refuses to assist, the mechanism is infeasible.
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their scheme is insecure in the security notion of chosen-
plaintext attacks. Then an improved scheme will be pre-
sented. To guarantee its feasibility and give more convinc-
ing security, we formally prove that our scheme achieves
confidentiality against indistinguishability under adaptive
chosen-ciphertext attacks (IND-CCA2) and unforgeability
against existential forgery under adaptive chosen-message
attacks (EF-CMA) in the random oracle model.

2. Security vulnerability of Lee et al.’s scheme

In this section, we first briefly review Lee et al’s
scheme [6] and then demonstrate the security weakness
of their scheme.

2.1. Briefreview of Lee et al.’s scheme

Lee et al.’s scheme can be divided into three phases:
the signature generation, the message recovery and the
conversion phases. Initially, a system authority first deter-
mines two large primes, p and q, satisfying q|(p — 1). Let
g be a generator of order q and h(-) a collision-resistant
one-way hash function. Each user U; chooses his private
key x; eg Z; and computes a corresponding public key
yi = g% mod p. Without loss of generality, let U, and Up
separately be a signer and a designated recipient.

In the signature generation and the message recovery
phases, Uq first selects an integer k eg Zg and computes

r=g* mod p, (1)
-1

c= M(y;k+xa)) mod p, (2)

s=k+x;h(M, 1) mod gq. (3)

Hence, § = (c,r,s) is the authenticated ciphertext for Uj.
Upon receiving 8, Uy, first recovers the message as

M = c(ry)® mod p, (4)
and then verifies the signature by checking if

h(M,r)

g =ry, mod p. (5)

In the conversion phase, U, can just release the con-
verted signature (r, s) for the message M. Hence, any third
party can validate it with Eq. (5).

2.2. Security weakness

In the security notion of chosen-plaintext attacks, given
a target authenticated ciphertext 8§ = (c,r,s), an adver-
sary cannot even identify the encrypted message from only
two candidate messages (Mg, M1). Nevertheless, in Lee et
al.’s scheme, a weakest adversary without any oracle query
ability can easily break the indistinguishability by check-
ing whether g* = ry!™o" o g5 — ry"M1D polds. Con-
sequently, any adversary without the knowledge of des-
ignated recipient’s private key can still output the correct
message.

3. Improved CAE scheme

In this section, we propose an improved CAE scheme.
The initial setup is the same as that of Lee et al.’s scheme.
Details of each phase are described as follows:

Signature generation. For signing a message M for Uy, U,
first chooses k eg Z; and computes

r= gk mod p, (6)
w =y, mod p, (7)
s=k+ x;h(M,r, w) mod q, (8)

c=F(,s, w)’lM mod p, where
F is also a one-way hash function. 9)

The authenticated ciphertext § = (c, r, s) is then sent to Up.

Message recovery. Upon receiving 8, U first computes

w = (rye)® mod p, (10)

and then recovers the message as

M = F(r,s, w)c mod p. (11)

He further verifies the signature by checking if

g = ryt MW mod p. (12)
If it holds, U}, accepts the signature.

Conversion. When the case of a later dispute over re-
pudiation occurs, Uy can reveal the converted signature
2 = (r,s, w) for M. Thus, anyone can verify the converted
signature with the assistance of Eq. (12).

4. Security proof

In this section, we first prove the security of our im-
proved scheme in the random oracle model and then make
a comparison with related works.

4.1. Security notion and proof

Discrete Logarithm Problem (DLP)

Let p and q be two large primes satisfying q|p — 1, and
g a generator of order q. Given an instance (y,p,q, g),
where y = g* mod p for some x € Zg, it is polynomial-time
intractable to derive x.

Computational Diffie—-Hellman Problem (CDHP)

Let p and g be two large primes satisfying that
qlp — 1, and g a generator of order q. Given an instance
(p,q, g, g% g for some a,b ¢ Zg, it is polynomial-time
intractable to derive g% mod p.

Definition 1 (Confidentiality) A CAE scheme is said to
achieve the security requirement of confidentiality against
indistinguishability under adaptive chosen-ciphertext at-
tacks (IND-CCA2) if there is no probabilistic polynomial-
time adversary .4 with a non-negligible advantage in the
following game played with a challenger 5:
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Setup: The challenger B first sends the system’s public pa-
rameters to the adversary A.

Phase 1: The adversary A can ask several queries adap-
tively, i.e., each query might be based on the result of
previous queries:

- Signature-generation (SG) queries: A chooses a mes-
sage M and then gives it to B who will return a
corresponding authenticated ciphertext §.

- Message-recovery (MR) queries: A submits an authen-
ticated ciphertext § to B. If § is valid, B returns
the recovered message M and its converted signa-
ture §2; else, an error symbol § is outputted as a
result.

Challenge: The adversary A produces two messages, My
and M1, of the same length. The challenger B flips a
coin A < {0, 1} and generates an authenticated cipher-
text §* for M,. The ciphertext §* is then delivered to
A as a target challenge.

Phase 2: The adversary A can make new queries as those
in Phase 1 except the MR query for the target cipher-
text.

Guess: At the end of the game, A outputs a bit A’. The
adversary A wins this game if A’ = A. We define A'’s
advantage as Adv(A) = |Pr[A’ =] —1/2].

Definition 2 (Unforgeability). A CAE scheme is said to
achieve the security requirement of unforgeability against
existential forgery under adaptive chosen-message attacks
(EF-CMA) if there is no probabilistic polynomial-time ad-
versary A with a non-negligible advantage in the following
game played with a challenger 5:

Setup: B first sends the system’s public parameters to the
adversary A.

Phase 1: The adversary A adaptively makes SG queries as
those in Phase 1 of Definition 1.

Forgery: Finally, A produces an authenticated ciphertext
8* which is not outputted by the SG query. The adver-
sary A wins if §* is valid.

Theorem 1 (Proof of confidentiality ). The improved CAE scheme
is (t, qn, qF, qsc, QMR, €)-secure against indistinguishability un-
der adaptive chosen-ciphertext attacks (IND-CCA2) in the ran-
dom oracle model if there is no probabilistic polynomial-time
adversary that can (t', &’')-break the CDHP, where

&' > (2e — (qu)27") /(qn + qF),
t' ~t +t;(29sc + 2qmR)-

Here t, is the time for performing a modular exponentiation
over a finite field.

Proof. Fig. 1 depicts the proof structure of this theorem.
Suppose that a probabilistic polynomial-time adversary A
can (t,qn, qF, qsG, qMr, €)-break the improved scheme with
a non-negligible advantage ¢ under the adaptive chosen-
ciphertext attack after running in time at most t and ask-
ing at most qyh, qrF, gsc SG and qyr MR queries. Then we
can construct another algorithm B that (t’, &’)-breaks the
CDHP by taking .4 as a subroutine. Let all involved parties
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Fig. 1. The proof structure of Theorem 1.

and parameters be defined in the same way as those in
Section 3. The objective of B is to obtain (g** mod p) by
taking (p,q, g, Ya, yp) as inputs. In this proof, B simulates
a challenger to A in the following game.

Setup: The challenger B sends public parameters {p,q, g,

Ya, b} to the adversary A.

Phase 1: A makes the following queries adaptively:

- h oracle: When A makes an h oracle query of
h(M,r, w), B first searches the h-list for a matched
entry. Otherwise, B chooses vi eg Zg and adds the
entry (M,r, w, vq) into h-list. Finally, B returns vq
as a result.

- F oracle: When A makes an F oracle query of
F(r,s,w), B first searches the F-list for a matched
entry. Otherwise, B chooses v, €g Z, and adds the
entry (r,s, w, vy) into F-list. Finally, BB returns v, as
a result.

- SG query: When A makes an SG query for some
message M, B first chooses s, vi €g Zg and vy g
Zp. Then he computes r = g5y7" " mod p and c =

vz_lM mod p. The ciphertext § = (c,r,s) is then re-
turned to A.

- MR query: When A makes an MR query for some
authenticated ciphertext § = (c,r, s), B first searches
the F-list for an entry (s, w’,v}) where 1’ =r
and s’ =s. Then he computes M = v/, - c mod p and

checks if g = ry?™"") mod p. If it holds, B re-
turns M and its converted signature £2 = (r, s, w’);
else, an error symbol § is outputted as a result.
Challenge: A generates two messages, Mg and My, of
the same length. The challenger B flips a coin A «
{0, 1} and produces an authenticated ciphertext §* =
(c*,r*,s*) for M, where c* eg Zp, s* g Zg and r* =
Ya-

Phase 2: A makes new queries as those stated in Phase 1
except the MR query for the target ciphertext §*.
Analysis of the game: Consider the simulation of MR que-
ries. It is possible for an MR query to return the error
symbol § for some valid § = (c,r,s) on condition that
A has the ability to produce § without asking the cor-
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Fig. 2. The proof structure of confidentiality in Theorem 2.

responding F(r,s, w) random oracle in advance. Let
MR_ERR be the event that an MR query returns 9§
for some valid § during the entire game, AC-V the
event that an authenticated ciphertext submitted by
A is valid. QF denotes the event that .4 has ever
asked F(r,s, w) random oracle beforehand. Then we
can express the error probability of any MR query as
Pr[AC-V | =QF] < 27!, Since A can ask at most qur
MR queries, we can further express the probability of
MR_ERR as

Pr{MR_ERR] < (qumg)2~'7!. (13)

In the challenge phase, B has returned a simulated
authenticated ciphertext §* = (c*,r*, s*) where w* is
unknown to B. Let GP be the event that the entire
simulation game is perfect. Obviously, if the adversary
A never asks h(M;, r*, w*) or F(r*, s*, w*) in Phase 2,
the entire simulation game could be regarded as per-
fect. We denote the event that A does make such an
oracle query in Phase 2 by QHF*. When the entire sim-
ulation game is perfect, it can be seen that A gains no
advantage in guessing A due to the randomness of the
output of the random oracle, i.e.,

Pr[A = A|GP] =1/2. (14)

Rewriting the expression of Pr[A’ = 1], we have
Pr[A" = A] =Pr[A =1 | GP]Pr[GP]
+ Pr[A" = A | =GP]Pr[—GP]
< (1/2)Pr[GP] 4 Pr[—~GP]  (by Eq. (14))
= (1/2)(1 — Pr[=GP]) + Pr[~GP]

=(1/2) + (1/2)Pr[-GP]. (15)
On the other hand, we can also derive that
Pr[A"=21] > Pr[A" = A | GP]Pr[GP]

= (1/2)(1 — Pr[—GP])

=(1/2) — (1/2)Pr[-GP]. (16)

With inequalities (15) and (16), we know that

|Pr[A =] — 1/2| < (1/2)Pr[~GP]. (17)

Recall that in Definition 1, A’s advantage is defined
as Adv(A) = |Pr[A’ = A] — 1/2|. By assumption, A has
non-negligible probability ¢ to break the proposed
scheme. We therefore have

e=Pr[A' =1]—1/2]
< (1/2)Pr[—=GP] (by Eq. (17))
= (1/2)(Pr[QHF* v MR_ERR])
< (1/2)(Pr[QHF*] + Pr[MR_ERR])
Combining Eq. (13) and rewriting the above inequality,

we get

Pr[QHF*] > 2¢ — Pr[MR_ERR]

26 — (qur)2~'P!.

If the event QHF* happens, we claim that B has a
chance to output g** = (w*)/2 mod p from either
the h-list or the F-list. Consequently, 5 has a non-
negligible probability &’ > (2e — (qur)2~'P")/(qn + qF)
to solve the CDHP. The computational time required
for Bis t' ~t+t;(2qsc +2qur). O

Z
Z

Theorem 2 (Proof of unforgeability ). The improved CAE scheme
is (t,qn,qF, qsc, €)-secure against existential forgery under
adaptive chosen-message attacks (EF-CMA) in the random ora-
cle model if there is no probabilistic polynomial-time adversary
that can (t', &’)-break the DLP, where

¢’ > (e —271)/(qn),
t' ~t+t;(4qsc).

Here t; is the time for performing a modular exponentiation
over a finite field.

Proof. Fig. 2 depicts the proof structure of this theorem.
Suppose that a probabilistic polynomial-time adversary A
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can (t,qp,qr,qsc, €)-break the improved scheme with a
non-negligible advantage ¢ under the adaptive chosen-
message attack after running in time at most ¢ and asking
at most gph, qgF and gsg SG queries. Then we can con-
struct another algorithm B that (t’, &’)-breaks the DLP by
taking A as a subroutine. Let all involved parties and no-
tations be defined the same as those in Section 3. The
objective of B is to obtain the private key x, by taking
(p,q,&,yq) as inputs. We use the Forking lemma intro-
duced by Pointcheval and Stern [11] to prove this theorem.
In this proof, B simulates a challenger to .4 in the follow-
ing game.

Setup: The challenger B comes up with a random tape
composed of a long sequence of random bits. Then B
simulates two runs of the proposed scheme to the ad-
versary A on input (p, q, g, Y4, ¥» = g% mod p) where
o € Zg, and the random tape.

Phase 1: A adaptively asks h and F random oracles and
SG queries as those defined in Theorem 1.

Forgery: Assume that A tries to forge an authenticated
ciphertext for the message M. After querying the ran-
dom oracle h(M, r, w), A successfully produces a valid
forgery 8§ = (c,r,s) where

s=k+x;h(M,r, w) mod q. (18)

Then B again runs A on the same input and random
tape. Since A is running with the same random tape,
we know that the i-th query he will ask is always
the same as the one during the first running. For all
the oracle queries before h(M,r, w), B returns iden-
tical results as those in the first time. When A asks
h(M,r, w) this time, B directly gives a new answer vj.
Eventually, A outputs another forgery §* = (c*,r, s*)
for M.

Analysis of the game: According to the Forking lemma, if
A has a non-negligible advantage & to break the
improved CAE scheme under the adaptive chosen-
message attack, we can obtain that

s=k+x,vi modq (byEq.(18))
s* =k +x,v] mod q. (19)
Combining Eqgs. (18) and (19), we have

S —XgV1 =S* —XqV]
= Xg=(s—5%)/(vi — V).

The probability that A guesses a correct random value
without asking an h(M, r, w) query is not greater than
27141, Besides, the probability that .4 outputs another
forgery §* = (c*,r,s*) with h(M,r, w) £ h'(M,r, w) is
qh_1. Therefore, we can express the probability that B
solves the DLP in the second simulation as

g > (e —271)/(qp).

Moreover, the computational time required for B dur-
ing the simulation is

t'~t+t,(4qsc). O

Table 1
Comparisons of the proposed and related schemes.
Item Scheme
LHT LQ Ours
IND-CPA secure X N N
IND-CCA2 secure X X N
EF-CMA secure X X

Computational costs* 5E +4M 5E+2M 5E 4+ 4M

*The symbols ‘E’ and ‘M’ denote modular exponentiation and multiplica-
tion, respectively.

According to Theorem 2, the improved CAE scheme is
secure against existential forgery attacks. That is to say, a
signer cannot repudiate having generated his authenticated
ciphertext. Hence, we obtain the following corollary.

Corollary 1. The improved CAE scheme satisfies the security re-
quirement of non-repudiation.

4.2. Comparisons

We compare our proposed scheme with Lee et al.’s (LHT
for short) [6] and the Li-Qin (LQ for short) [7] schemes in
terms of provided security level and computational costs.
Note that the computational costs are evaluated in num-
ber of required modular exponentiation and multiplication.
Detailed comparisons are demonstrated in Table 1. From
this table, it can be seen that although the computational
cost of the Li-Qin scheme is slightly better than that of
ours, they fail to provide more convincing security proofs.
As a whole, we conclude that the proposed scheme is a
better alternative for practical implementation.

5. Conclusions

Convertible authenticated encryption (CAE) schemes
have crucial benefits to the confidential applications such
as credit card transactions, online auctions and the busi-
ness contract signing, etc. In this paper, we pointed out
that Lee et al’s scheme is insecure in the security no-
tion of ciphertext indistinguishability under the chosen-
plaintext attacks. Concretely speaking, a weakest adversary
without any oracle query ability can easily identify the en-
crypted message from two candidate messages for a given
ciphertext. Additionally, an improved CAE scheme is fur-
ther proposed. In the random oracle model, we formally
proved that our scheme achieves both the IND-CCA2 and
the EF-CMA security.
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