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Abstract With the advances in wireless communica-
tion technology and artificial intelligence, robots are
gradually being introduced as part of our life. Pre-
vious research proposed a SIP-enabled Surveillance
Patrol Robot (SSPR), which tracks a moving object
actively and informs the householder of such secu-
rity alarm. However, the underlying signaling proto-
col for communication and data streams suffer from
the network address translation (NAT) traversal prob-
lem as most peer-to-peer (P2P) applications. NAT is
a commonly adopted technique to share one public
IPv4 address among several hosts located behind a
NAT device for alleviating the exhaustion of IPv4 ad-
dress. NAT devices typically block session requests
originating from outside, prevent the establishment of
peer-to-peer (P2P) sessions and cause NAT traversal
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problem. This study proposes WANTS, a WiFi As-
sisted NAT Traversal Scheme for SSPR. When SSPR
is activated, it retrieves the topology information from
a server to choose the candidate access point (AP)
for handoff. Then SSPR uses the collected network
context information to assist its NAT traversal proce-
dure after handoff. Experimental results confirm that
WANTS reduces not only connectivity check delay
but also protocol messages as compared to the Inter-
activity Connectivity Establishment (ICE), which is
the most acknowledged approach to creating a session
across NATs.

Keywords Artificial intelligence · Intelligent robot ·
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1 Introduction

The advent of robots has gained immense popularity in
recent years and is becoming an intrinsic part of every-
day life. Nonlinear systems [1–6] including robot ma-
nipulation [7–11] and machinery control [12–16] have
been successfully applied to engineering [17–19]. In-
tegrated with communication technology, nonlinear
systems further provide a promising solution to con-
struct a smart home environment [20]. As a robot
equipped with sensors can be programmed to track a
moving object actively, its mobility is a promising so-
lution to organizing a smart and secure home. The pre-
vious research [21] proposed a SIP-enabled Surveil-
lance Patrol Robot (SSPR), which is equipped with a
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set of sensors and a camera, and is aware of session ini-
tiation protocol (SIP). SSPR is designed to patrol the
home space periodically. Once SSPR senses a mov-
ing object, it starts tracking and initiates a SIP call to
the default mobile device through wireless technology
such as WiFi. The householder can get the status of
house through his/her mobile device in time. When
following the object from one room to another, the
wireless link may break and result in the disconnec-
tion of audio and video streams. With mobility sup-
port in SIP, SSPR could perform a handoff from the
original access point (AP) to another with better sig-
nal strength.

However, when SSPR moves from one AP cover-
age to another, it may take a few seconds to estab-
lish a new session, causing the loss of some impor-
tant information during these seconds. A major por-
tion of latency can be attributed to the traversal of net-
work address translation (NAT) [22–24]. NAT, which
is a solution to alleviate the exhaustion of IPv4 ad-
dress, modifies network address information stored in
packet header when packets pass through a routing de-
vice and remaps a given address realm into another,
while also providing transparent routing for the hosts
behind a NAT. The nature of NAT causes NAT traver-
sal problem [24–26], which is a barrier to P2P appli-
cations such as the audio and video streams between
SSPR and the mobile device of householder. NAT
devices block session requests originated from out-
side and prevents the establishment of P2P sessions.
An external host (EH) outside a NAT cannot send a
packet to an internal host (IH) directly until an IH
sends a packet to EH first. When both hosts are behind
different NATs, this problem becomes worse. Many
NAT traversal techniques [27–35] have been proposed
to deal with NAT traversal problem. Therefore, NAT
traversal is indispensable for P2P applications running
in NAT environment.

Most of NAT traversal methods require a server
with publicly routable IP addresses and could fur-
ther divided into three major types. One kind of meth-
ods only needs the server when establishing a session
(such as STUN [28, 35, 36]). Some methods demand
the server involved in each packet exchange (such as
TURN [29, 35, 36]), which increase both bandwidth
costs and latency, and are detrimental to real-time
voice and video communication. The rest of the meth-
ods do not need a server (such as UPnP [31, 33]),
but these approaches require modifications or up-
grades on NAT devices. The Internet Engineering Task

Force (IETF) proposed Interactive Connectivity Estab-
lishment (ICE) [30, 35], which makes use of STUN
and TURN, to provide NAT traversal capabilities for
session-oriented protocol. ICE hosts exchange acces-
sibility information and negotiate with each other to
find potential communication paths between them.
However, ICE performs a complete and systematical
connectivity check before selecting a communication
path, and results a long connectivity check delay and
requires considerable message exchanges.

Although many NAT traversal methods are avail-
able for SSPR, no single one works well under all cir-
cumstances. Furthermore, most existing methods are
not aware of topology information of APs and network
context information of NATs, resulting unnecessary
protocol messages and delays. To improve the mo-
bility and applicability of SSPR, this study proposes
a WiFi Assisted NAT Traversal Scheme (WANTS).
WANTS integrates wireless technology, topology of
APs and network context information of NATs to es-
tablish an appropriate communicating path between
SSPR and the mobile device of householder when
tracking a moving object. When SSPR is activated, it
retrieves the geographical information of APs and the
network context information of NATs from a server.
Then SSPR uses the signal strength of each AP to es-
timate its location, selects the candidate AP for hand-
off, and reduces unnecessary message overhead and
latency with network context information after hand-
off. In the case that network context information of
existing NAT is not available, SSPR starts collecting
such network context information and then uploads
to the server for subsequent accesses. As direct com-
munication paths save bandwidth demand and latency
caused by relaying methods, direct communication ra-
tio (DCR) serves as another important metric for eval-
uating a NAT traversal method. Given a set of NAT
combinations, DCR is the ratio of combinations for
which direct communication paths can be created to
all combinations. A traversal method that leads to high
DCR naturally demands low relay resource. Experi-
ment results confirm that WANTS eliminates unnec-
essary protocol messages and shortens the delay of es-
tablishing sessions while maintaining the same DCR
as compared to the widely adopted method ICE.

The remainder of this paper is organized as follows:
we first describe the conventional NAT traversal meth-
ods and then introduce the distance calculation and lo-
cation estimation methods. In the following sections,
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Fig. 1 An example of
NAPT operation

we will describe the design of WANTS and present the
simulation results. Finally, we summarize our findings
in the final section.

2 Related work

2.1 NAT behaviors and traversal methods

NAT allows IHs within a private network to connect
to EHs in a public network [22, 26, 38] and ame-
liorates IPv4 address depletion by allowing globally
routable IP addresses to be either reused or shared
among several hosts. The most commonly adopted
NAT implementation is Network Address Port Trans-
lation (NAPT), which allows many hosts to share a
single IP address through multiplexing sessions dif-
ferentiated by a TCP/UDP port number. The hosts
with private addresses 192.168.0.1 and 192.168.0.2 in
Fig. 1 send packets from port number 1234. A NAPT
device translates source addresses of these packets into
a single public IP address 140.113.200.200 with differ-
ent source ports 4321 and 4322. When the NAPT de-
vice receives the response traffic, it routes packets des-
tined for port 4321 to 192.168.0.1:1234, while packets
to port 4322 would go to 192.168.0.2:1234. In the rest
of this paper, NAT refers to NAPT implementation,
and a mapped-address is an external global IP address
along with a port number allocated by a NAT for a ses-
sion attempt from an IN.

Different NATs may differ in the mapping and fil-
tering behaviors. These behaviors are discussed in de-
tail in the following.

Mapping behavior refers to how mapped-addresses
are allocated to sessions (i.e., chooses an external ad-
dress and a port for each session) [40]. Assume ses-
sions are originated from the same host but are des-
tined for different hosts and/or different ports. Inde-
pendent mapping NAT uses the same address and port
for all outbound packets regardless of destination ad-
dress and port (Fig. 2a). Address dependent mapping
captures the difference among sessions that are des-
tined for different EHs. NAT uses the same mapped-
address for packets to the same destination address
(Fig. 2b). Finally, address-and-port dependent map-

Fig. 2 NAT mapping behavior
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Fig. 3 NAT filtering behavior

ping NAT generates one unique mapped-address for
each session (Fig. 2c).

Filtering behavior determines whether a packet
sent form the external side is allowed to traverse
the NAT based on the source address and port num-
ber [40]. Independent filtering allows any EH regard-
less of its address and port number sends packets to
IHs with valid mapped-addresses (Fig. 3a). Address
dependent filtering only accepts packets sent from an
EH for which a mapped-address (Fig. 3b) has been
created previously. NAT with address-and-port depen-
dent filtering only allows packets with source address
B and port number b if a mapped-address has al-
ready been created for that address (B) and port (b)
(Fig. 3c).

NAT type [39] classifies port translation method of
NAT into cone and symmetric. As long as packets
originating from the same transport address of an IH,
a cone NAT assigns the same mapped-address. Cone
NATs could further divide into full-cone, address-
restricted cone and port-restricted cone with respect to
their filtering behaviors. A full cone (FC) NAT has an
independent filtering behavior, an address-restricted
cone (AR) NAT has address dependent filtering behav-
ior and a port-restricted cone (PR) NAT is similar to
AR NAT, except that the restriction includes port num-
bers. A symmetric (SY) NAT has the strictest mapping
and filtering behaviors (i.e., address-and-port depen-
dent mapping and filtering behavior).

Fig. 4 STUN operation

Fig. 5 TURN operation

Hole-punching is the key point of NAT traver-
sal [39]. If an IH wants to receive packets from EHs,
the IH should first send an outbound packet to create
an appropriate mapped-address in the NAT. A NAT
verifies the validity of the destination address of ev-
ery incoming packet and ensures the existence of
a corresponding entry in the translation table that
maps to an IH to which the packet belongs. Although
many techniques are proposed for the NAT traver-
sal problem, no single solution works for all NAT
devices and network environments. The following
paragraphs review some representative techniques, in-
cluding STUN [29, 36, 37], TURN [30, 36, 37] and
ICE [31, 36].

STUN [29, 36, 37] is a suite of methods, which con-
tains a network protocol used in NAT traversal. As
Fig. 4 illustrates, the STUN protocol requires a third-
party STUN server located on the external side of the
NAT to help applications behind a NAT to discover the
presence of a NAT. It also helps retrieve the mapped-
address that NAT generates for the application’s User
Datagram Protocol (UDP) sessions.

TURN [30, 36, 37] utilizes a server in the public
domain to relay packets created by two hosts behind
different NATs. As Fig. 5 illustrates, Node A connects
to a TURN server to request relay resource and inform
Node B of the relay resource. Two hosts can commu-
nicate with each other by relaying their data through
the TURN server.

ICE [31, 36] uses a set of methods including STUN
and TURN for NAT transversal instead of using a sin-
gle method. A host uses both techniques simultane-
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Fig. 6 ICE architecture

ously to obtain a set of possible IP addresses and ports
(Fig. 6) for communication. The addresses and ports
include a local address which is directly attached to
the network interface, the server-reflexive address on
the external side of a NAT, and the relay address al-
located from a TURN server. Since each address and
port represents a potential point of communications,
both hosts exchange three candidate addresses after
obtaining them, making total nine candidate commu-
nicating pairs. A connectivity check is then performed
for each pair to verify if a session can be established
with such pair.

2.2 Distance calculation and location estimation

In the design of WANTS, an SSPR should measure
the received signal to find its location first. WiFi is one
of the most widely adopted indoor wireless technolo-
gies. SSPR can retrieve the signal strength from the
received signal strength indicator (RSSI) of beacons
or probe response frames in 802.11. With the signal
strength of each AP, SSPR can calculate the distance to
each AP. With such distance information among SSPR
and APs, SSPR can estimate its location with regard
to the locations of APs. The following paragraphs il-
lustrate how SSPR estimates its position with signal
strength of each AP.

By using Free Space Propagation Formula, SSPR
can calculate the distance to each AP with the re-
ceived signal strength. For simplicity, we assume that
both transmitting antennas and receiving antennas are
located in an otherwise empty environment and are
omni-directional. Neither absorbing obstacles nor re-

flecting surfaces are considered. The received signal
power Sr at SSPR is

Sr = St · Gt · Gr ·
(

λ

4πDi

)2

, (1)

where St is the transmitted power from the AP, Gt and
Gr are the gain of the transmitting and receiving an-
tenna, respectively, λ is the wavelength, and Di is the
distance between the ith AP and SSPR. For simplicity,
we assume that each AP has a known fixed location
and the transmitting power. After reorganizing (1), the
distance Di between SSPR and the ith AP can be rep-
resented as

Di =
√

St

Sr

· Gt · Gr ·
(

λ

4π

)2

. (2)

SSPR then uses the geographical information to es-
timate its location with regard to each AP with the
obtained the distance information. Here we assume
SSPR and all APs are on the same plane. One of
the most common methods for SSPR to estimate its
location is lateration, which is evolved from the tri-
angulation method. With the calculated distance in-
formation (Di ) and the geographical information in-
cluding the known positions (xi, yi ) of the anchors
(i.e., APs), we can derive the following series of equa-
tions:

(x1 − x)2 + (y1 − y)2 = D2
1

(x2 − x)2 + (y2 − y)2 = D2
2

...

(xi − x)2 + (yi − y)2 = D2
i

, (3)

where the unknown position (x, y) is the location of
SSPR. After subtracting the last equation in (3) from
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the first i − 1 equations to linearize equations in (3),
we have

x2
1 − x2

i − 2(x1 − xi)x + y2
1 − y2

i − 2(y1 − yi)y

= D2
1 − D2

i

x2
2 − x2

i − 2(x2 − xi)x + y2
2 − y2

i − 2(y2 − yi)y

= D2
2 − D2

i

...

x2
i−1 − x2

i − 2(xi−1 − xi)x + y2
i−1 − y2

i

− 2(yi−1 − yi)y

= D2
i−1 − D2

i

. (4)

Then we can reorder equations in (4) to derive a poly-
nomial presentation in the form of Ax = b:

A =

⎡
⎢⎢⎢⎣

2(x1 − xi)

2(x2 − xi)
...

2(xi−1 − xi)

2(y1 − yi)

2(y2 − yi)
...

2(yi−1 − yi)

⎤
⎥⎥⎥⎦

b =

⎡
⎢⎢⎢⎣

x2
1 − x2

i + y2
1 − y2

i + D2
i − D2

1
x2

2 − x2
i + y2

2 − y2
i + D2

i − D2
2

...

x2
i−1 − x2

i + y2
i−1 − y2

i + D2
i − D2

i−1

⎤
⎥⎥⎥⎦

. (5)

The above equation can be solved by using the least-
square method, which is

x̂ = (
AT A

)−1
AT b. (6)

3 WiFi Assisted NAT Traversal Scheme (WANTS)
for SSPR

The basic idea of WANTS is that SSPR and the mobile
device of the householder need not to try all possible
communication paths after SSPR performs handoff.
SSPR utilizes the topology information and network
context information provided by the server to find the
most promising paths for communication, while the
mobile device uses the network context information
only. When SSPR is activated, it initiates a request to
retrieve the topology information and network context
information. Then SSPR uses topology information to
estimate its location and uses network context infor-
mation to assist NAT traversal. As Fig. 7 illustrates, the
request is embedded in the REGISTER message. After
receiving such request, the Proxy Server will respond

Fig. 7 Interaction between SSPR and the householder

Fig. 8 WANTS operation

SSPR with topology information and network context
information appended to a 200 OK message. The net-
work context information includes host location (pub-
lic/private domain) and NAT type (mapping behavior
and filtering behavior) of each AP. In the case that net-
work context information is not available, SSPR starts
collecting such information and uploads to the server
for subsequent access. The information retrieval pro-
cedure is identical to the mobile device, except that the
topology information is useless for the mobile device.

After retrieving the position of each AP in the
topology information, SSPR will estimate its location
with regard to the coordinate of each AP as shown in
Fig. 8. The estimation method is illustrated in the pre-
vious section. Then SSPR starts monitoring the signal
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strength of each AP, comparing the variation of signal
strength with its moving direction.

As Fig. 9 illustrates, if SSPR moves toward the
center of AP2 and AP4, the signal strength of AP2
and AP4 increase smoothly while the signal strength
of AP1 and AP3 decrease. As long as SSPR knows
its location in the coordinate system and captures the
variation of the signal strength, SSPR can determine
the candidate APs for handoff. The candidate APs in
Fig. 9 are AP2 and AP4. However, the signal strength
may be interfered and thus such signal strength may
not reflect the proper moving direction. Since SSPR is
aware of moving direction, it compares the variation
of signal strength with its moving direction to filter
out the jammed signal. In the end, SSPR selects the
AP with highest signal strength as the candidate AP
for handoff and uses the network context information
to assist NAT traversal after handoff.

Fig. 9 Location information of each AP

When SSPR decides to perform a handoff, it
chooses the AP with best signal strength and starts
handoff procedure. SSPR then initiates NAT traver-
sal after completing handoff. As Fig. 10 shows, when
SSPR and the mobile device wish to setup a session,
both exchange network context information through
an independent signaling protocol (SIP). Based on
the information, both then determine the most suit-
able communicating paths and the one to initiate the
connectivity checks with WANTS connectivity check
algorithm (WCCA). The following paragraphs illus-
trate the operations of WANTS with signaling protocol
SIP.

1. The first step is to exchange network context in-
formation. When SSPR wishes to contact the mo-
bile device, both can use an out-of-band signaling
protocol to exchange network context information.
In the case of SIP, SSPR uses an INVITE message
to carry its network context information, while the
mobile device uses 200 OK.

2. After acquiring complete network context informa-
tion, both SSPR and the mobile device run WCCA
to choose a candidate path and initiator for connec-
tivity check. WCCA is described in the next sub-
section.

3. The last step of WANTS establishes the sessions so
that SSPR and the mobile device can start transfer-
ring data.

3.1 WANTS Connectivity Check Algorithm
(WCCA)

The WCCA uses the retrieved or collected network
context information to choose the most promising
paths for communication. Then both SSPR and the
mobile device start connectivity check. As Fig. 11 il-
lustrates, WCCA differentiates three different cases

Fig. 10 WANTS operation
for NAT Traversal
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Fig. 11 Three major cases in WCCA

and tailors a specific connectivity check procedure for
each case.

1. Case 1 corresponds to the condition that at least
SSPR or the mobile device is in the public domain.

2. Case 2 corresponds to the condition that neither
SSPR nor the mobile device is in the public domain
but both have an identical server-reflexive address
(i.e., both SSPR and the mobile device are behind
the same NAT), or SSPR and the mobile device
have different server-reflexive addresses but iden-
tical NAT information (i.e., SSPR and the mobile
device may be behind the same NAT because some
NATs have multiple public addresses).

3. Case 3 indicates the condition that both SSPR and
the mobile device are behind different NATs with
different NAT information.

The following paragraphs describe the detail oper-
ation of each case in WCCA.

Case 1 involves the case that at least SSPR or the
mobile device is in the public domain. As Table 1 illus-
trates, there are two possible configurations in Case 1.

1. If both SSPR and the mobile device are in the pub-
lic domain, they can use their local (public) ad-
dresses to proceed with the connectivity check.

2. If only SSPR or the mobile device is in the public
domain, the one behind a NAT must use its server-
reflexive address to initiate a connectivity check,
while the other can use its local address.

Fig. 12 Three possible topologies in Case 2

The WCCA tests only one candidate pair as com-
pared to the original ICE which tests the nine candi-
date pairs. As a result, WCCA reduces both delay and
message exchanges.

Case 2 indicates that SSPR and the mobile device
have identical network context information (Table 1).
There are three possible topologies as Fig. 12 illus-
trates and at most three address pairs are tested.

1. If a NAT has multiple public addresses, SSPR
and the mobile device have identical network con-
text information but different server-reflexive ad-
dresses (Fig. 12a). SSPR and mobile with iden-
tical server-reflexive address are certainly behind
the same NAT. Since communications with local
addresses consumes least resource, WCCA gives
local-to-local (L-to-L) address pair the highest pri-
ority (Table 1).

2. In the other topologies (Fig. 12b and Fig. 12c),
WCCA tries the candidate pair of two server-
reflexive addresses first.

3. The relay path is the last choice when WCCA fails
to find a path with server-reflexive addresses.

A SY NAT generates different mapped-addresses
for different sessions and renders previously ex-



WiFi assisted NAT traversal scheme for surveillance patrol robot 9

Table 1 Candidate path
selection rule

L: Local address,
S: Server-reflexive address,
R: Relay address

SSPR Mobile
device

Identical
NAT Info.

NAT X NAT Y Candidate path
(SSPR - M. Device)

Case 1 Public IP Public IP – – – L-to-L

Public IP Private IP – – – L-to-S

Private IP Public IP – – – S-to-L

Case 2 Private IP Private IP Yes – – L-to-L

– – S-to-S

SY SY R-to-R

Non-SY Non-SY S-to-R

Case 3 Private IP Private IP No SY SY R-to-R

SY PR R-to-S

PR SY S-to-R

Non-SY Non-SY S-to-S

changed addresses invalid. As a result, the relay path
selection is inevitable.

1. As Table 1 illustrates, if the outmost NAT (NAT
X) is a SY NAT (Fig. 12b), SSPR and the mobile
device must use their relay addresses to perform the
connectivity check.

2. Otherwise, SSPR or the mobile device can use the
server-reflexive address to perform the connectiv-
ity check, while the other uses the relay address.
SSPR is the one to use the server-reflexive address
in WCCA.

The approach of relay path selection also reduces
the usage of the relay server and the latency between
SSPR and the mobile device.

Case 3 considers the condition that SSPR and the
mobile device are behind different NATs with different
NAT information. As Table 1 illustrates, only one path
is tested.

1. Both NATs are SY NATs. Since a SY NAT changes
mapped-address for each session, hosts behind SY
NATs cannot acquire effective mapped-addresses
for connectivity check. As a result, both SSPR and
the mobile device should proceed the connectivity
check with relay addresses.

2. A combination of SY NAT and PR NAT. The one
behind the PR NAT can use a server-reflexive ad-
dress while the one behind the SY NAT should use
a relay address to perform the connectivity check.
This is because sessions from the same internal
IP address and port generate an identical mapped-
address at the PR NAT (independent mapping be-
havior).

Table 2 NAT devices used in the experiments

No. Brand Model

1 D-Link DI-604

2 SMC SMCWBR14-G2

3 Corega CG-BARMX2

4 Planex BLW-54MR

5 SMC SMCWGBR-14N

6 Belkin F5D8231TW4

7 Draytek Vigor 2104P

8 Lemel LM-WLG6400

9 3Com 3CRWER100-75

10 Asus RX3041

3. The rest of the cases not mentioned above can use
the candidate pair of server-reflexive addresses for
the connectivity check.

4 Experiment results

To study the performance of the proposed approach
and compare it with that of other alternative, we con-
ducted experiments with off-the-shelf NAT devices as
shown in Table 2. Our experiments use 10 NAT de-
vices and result in total 10 ∗ 10 = 100 possible NAT
combinations for SSPR-mobile device pairs. The al-
ternative approach is ICE because ICE is one of the
most promising solutions to NAT traversal.

We first compare WANTS with ICE and verify if
they have identical direct communication ratio (DCR).
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Then we proceed with experiments of connectivity
check delay and resource demand (i.e., the number of
connectivity check messages) to find the amount of av-
erage delay and resource that WANTS reduced. The
following presents the experimental results.

4.1 Direct Communication Ratio (DCR)

Table 3 shows the behaviors of all NAT devices. With
this information, SSPR and the mobile device can per-
form connectivity checks with appropriate path.

Figure 13 shows the test result of direct communi-
cation and indicates whether a direct communication
path can be established between each SSPR-mobile
device pair. A shaded area in Fig. 13 indicates that both
WANTS and ICE can establish a direct communica-
tion path for the corresponding SSPR-mobile device

Table 3 NAT Behavior of each device

NAT type NAT No.

FC 1, 2

AR 3, 4, 5

PR 6, 7, 8, 9

SY 10

Fig. 13 The direct communication status of all NAT combina-
tions of ICE/WANTS

pair, while a blank area means that neither WANTS
nor ICE can. Both WANTS and ICE have identical
DCR. Both DCR are 92/100 = 92 %.

4.2 Connectivity check delay

We also measured average connectivity check delay
for each type of NAT combinations. The results shown
in Table 4 (observed by SSPR) and Table 5 (ob-
served by Mobile Device) reveal that the average de-
lays of SSPR and the mobile device in ICE are 4.25 s
and 4.48 s, respectively. The results of WANTS show
0.02 s average delay of SSPR and 0.35 s average de-
lay of the mobile device. SSPR in ICE consumes more
than 4.23 s than that of WANTS in average. The time
that the mobile device takes for connectivity check in
ICE is almost 10 times longer than that of WANTS.
WANTS reduces unnecessary delay by using network
context information to selectively perform connectiv-
ity checks while ICE performs connectivity checks se-
quentially for all (9) candidate paths and results longer
delay.

4.3 Resource demand

Figure 14 shows the total number of protocol mes-
sages required by WANTS and ICE of overall con-
nectivity checks. A successful connectivity check re-
quires four to six messages depending on the type of
the NAT pair under check, while an unsuccessful one
takes six messages. Experimental results indicate that
the number of messages WANTS generated is much
fewer than that of ICE. This is because WANTS se-
lects the most promising paths for connectivity checks
with WCCA, while ICE performs connectivity checks
for all possible paths. According to experimental re-
sults, ICE produces almost nine times the connectivity
check messages than that of WANTS.

Table 4 Average
connectivity check delay
observed by SSPR

SSPR Mobile device

FC AR PR SY

WANTS ICE WANTS ICE WANTS ICE WANTS ICE

FC 0.01 s 4.10 s 0.04 s 4.34 s 0.01 s 4.28 s 0.19 s 4.10 s

AR 0.04 s 4.29 s 0.01 s 4.19 s 0.01 s 4.29 s 0.19 s 4.19 s

PR 0.02 s 4.26 s 0.01 s 4.24 s 0.01 s 4.34 s 0.01 s 4.02 s

SY 0.01 s 4.19 s 0.01 s 4.39 s 0.01 s 4.18 s 0.01 s 4.01 s
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Table 5 Average
connectivity check delay
observed by the mobile
device

SSPR Mobile device

FC AR PR SY

WANTS ICE WANTS ICE WANTS ICE WANTS ICE

FC 0.32 s 4.33 s 0.36 s 4.47 s 0.33 s 4.46 s 0.50 s 4.43 s

AR 0.36 s 4.50 s 0.34 s 4.50 s 0.33 s 4.50 s 0.50 s 4.50 s

PR 0.35 s 4.50 s 0.33 s 4.50 s 0.34 s 4.50 s 0.33 s 4.42 s

SY 0.33 s 4.49 s 0.37 s 4.50 s 0.34 s 4.50 s 0.33 s 4.00 s

Fig. 14 Number of connectivity check messages produced by
WANTS and ICE

5 Conclusion

This study proposes an improved NAT traversal sche-
me WANTS for SSPR. SSPR can utilize the topol-
ogy information to choose the target AP for hand-
off and use the network context information to assist
its NAT traversal. WANTS not only shortens the con-
nectivity delay after handoff, but also reduces the re-
quired protocol messages when performing connectiv-
ity checks. Furthermore, both SSPR and the mobile
device collect and store network context information
when they are activated. When performing connectiv-
ity checks, both exchange their network context infor-
mation to help eliminate unnecessary checks. Experi-
mental results confirm that WANTS outperforms ICE
in terms of connectivity check delay and resource de-
mand while maintaining the same DCR as ICE.
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