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Severa key-evolving protocols for the Guillou-Quisquater (GQ) signature have
been proposed. However, the computational loads are still high, which require the multi-
plication of several modular exponentiations of at least 1024-bit length. In this paper, we
present a low-complexity key-evolving protocol with two additional benefits. First, it
ensures the secrecy of other signing keys, even when the signing keys in some periods
are compromised. Second, it provides the basic time-stamping service, which is impor-
tant for legal or notary applications. Related schemes are also compared with our
scheme.
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1. INTRODUCTION

The synchronized key-updating mechanism, or the so-called key-evolving protocol,
reduces the number of re-distributions of secret keys and their exposure in public net-
works. In this sense, key-evolving protocols extend the lifetimes of theinitial secrets. For
symmetric cryptosystems, Abdalla and Bellare showed that the lifetimes of secret keys
can be extended by employing proper pseudorandom functions to conduct key-updating
[1]. For asymmetric cryptosystems, the recent research on forward-secure related
schemes [2-9] has also shown that the lifetimes of the original cryptosystems can be ex-
tended under proper number-theoretical assumptions.

In particular, Itkis and Reyzin showed that by employing a key-evolving protocol,
the origina Guillou-Quisquater (GQ) signature could be made forward-secure, which
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means that all signatures of previous periods are secure, even if the scheme is broken at
present [5]. Furthermore, they modified the signature model and provided a key-evolving
protocol, which can provide stronger security under more restricting conditions [8].
However, these two key-evolving protocols require the multiplication of several modular
exponentiation operations of large numbers.

For a mobile user, such as a smart card or mobile phone owner, it is costly to sup-
port the hardware or software needed for modular exponentiation operations. To cope
with this problem, a protocol design without such support is investigated here. In other
words, we aim to design key-evolving protocols of low-complexity, which require no
modular exponentiation operations in the process of updating the verification keys. Be-
sides being light in terms of computation, the proposed key-evolving protocol can ensure
the security of the future and past signature even if the schemeis broken at present.

This paper is organized as follows. Section 2 gives the background of the GQ sig-
nature. Section 3 extends GQ signatures to multiple periods with the key-evolving pro-
tocoal. In section 4, we present security analysis of the scheme. Finally, we compare our
scheme with related schemes and draw conclusionsin section 5.

2. BACKGROUND

In this section, we provide the background of the GQ signature. The GQ signature
scheme is a modification of the Guillou-Quisquater identification protocol [10] obtained
by replacing the challenge with a one-way hash function H. The signing key s and the
verification key v are related via s'v = 1. The three components of the GQ signature are
presented as follows.

1. Key generation: The signer generates two primes p and g (n = pq), and chooses a
prime e as the public exponent in the RSA setting. Next, he computes d = e (mod
@#(n)), chooses a random number v € Z,:, and then computes the signing key s = (1/v)*
(mod n). He then publishes the verification key set VK = (n, e, v, H), where H isa hash
functions from {0, 1} " to Z;. The signing key s and the system secret for the signer d
are kept secret separately.

2. Signature generation: The signer chooses a random number r € Z; and computes a =
H(r®|| M) and z=rs*. The signature pair is (a, 2).

3. Signature verification: Upon receiving (a, 2), the verifier computes a' = H(ZV || M).
He acceptsthe signatureif a=a'.

In this scheme, only someone with knowledge of s can successfully forge the signa-
ture. Given arbitrary v, to compute s, the e-th root of /v is the inverse RSA problem,
which is assumed to be intractable [10, 11].

3. GQ SIGNATURE VARIANT OVER MULTIPLE PERIODS

This section presents the GQ signature variant, which operates over multiple periods
with the same RSA modulus. First, an efficient key-evolving protocol is presented. Then,
the signature variant is compared with the original signature.
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Let T denote the total number of periods. In period i, the periodic signing key s and
verification key v; are linked via s; = 1. The key generation algorithm is modified as
follows. The signer generates two primes p and g (n = pqg) and then chooses a prime e,
the public exponent, as in the RSA setting. Next, he chooses a random number vy € Z;
and publishes the verification key set VK = (n, €, vy, h, H), where h and H are both hash
functions from {0, 1} to Z;. H is used in the signature scheme, and h is used for the
key-evolving protocol. The system secret for the signer d = e (mod ¢(n)) is kept secret.
The key-evolving protocols for the verifiers and the signer are described as follows.

1. Key-evolving protocol for period i for verifiers:
VK = (n, & Vo, h, H) isgiven to the verifiers. To compute v;, the verifiers compute v; =
h(v;.1) iteratively with vo.

2. Key-evolving protocol for period i for the signer:
To compute s, the signer computes v; = h(vi.;) and then computes s = (1/v))* (mod n).

The GQ signature variant is presented in Fig. 1. Compared to the original GQ sig-
nature, steps 2 and 3 are needed for key-evolving for the verifiers and signer, respec-
tively. In each period, no matter how the periodic signing and verification keys evolve,
the relation 5% = 1 (mod n) corresponds to the relation s'v = 1 (mod n) in the original
GQ signature. Also, signature generation and verification in steps 4 and 5 remain un-
changed.

1. Key generation: The signer generates two primes p and g (n = pq), and chooses a
prime e as the public exponent in the RSA setting. Next, he chooses a random number
Vo € Z; and publishes the verification key set VK = (n, g, v, h, H), where h and H are
both hash functions from {0, 1} to Z;. H is used in the signature scheme, and h is
used in key-evolving. The system secret for the signer d = e (mod ¢(n)) is kept se-
cret.

2. Key-evolving protocol for period i for the verifier:

The verifier computes v, = h(v,.,) iteratively for j fromOto .

3. Key-evolving protocol for period i for the signer:

The signer computes v; = h(vi.;) and then computes s = (1/v;)* (mod n).

4. Signature generation for period i: If s is not available, the signer generates s. He
chooses a random number r Z; and computes a = H(r® || M) and z = r(s)® The sig-
nature for periodi is(a, z, i).

5. Signature verification for period i: Upon receiving (a, z i), the verifier updates the
verification key to obtain vi. He then computes &' = H(Z°v? || M). He accepts the signa-
tureifa=a.

Fig. 1. GQ signature variant for multiple periods.
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4. SECURITY ANALYSIS

This section deals with security of the GQ signature variant when the system is
broken during a certain period. First, two aspects of signature schemes related to differ-
ent security concerns are discussed, namely, the unforgeability of signatures and the se-
crecy of signing keys. Next, we argue that these two aspects are equivalent in the GQ
signature. Then, security analysis of the proposed scheme is presented.

Forward-security (backward-security) means that past (future) signatures are un-
forgeable if the present key is compromised. Forward-secrecy (backward-secrecy) en-
sures the secrecy of past (future) keys even if the present key is compromised. The fol-
lowing definitions have been proposed previously [2-5, 8, 9].

Definition 1 A signature variant is forward-secure (backward-secure) even when s is
compromised, and any valid signature in period j, j <i (j > i), remains unforgeable.

Definition 2 A signature variant is forward-secret (backward-secret) even when s is
compromised, and any s, j <i (j > i), remains secret.

Definition 3 A signature variant is key-independent if it is both forward-secret and
backward-secret.

This concept of forward-security, which addresses the unforgeablility of signatures,
was first investigated in research on forward-secure signatures [2-5]. The notion of for-
ward-secrecy, as it addressed the secrecy of the signing key was first defined in the key
exchange protocol [12]. Since it is assumed that only someone who has knowledge of the
signing key can forge the GQ signature [10, 11], the conditions required for secrecy of
the signing key and unforgeablility are treated as being equivalent. Therefore, the latter
notion is used to evaluate the security of the scheme, which is summarized in the follow-
ing proposition.

Proposition 1 The proposed signature variant is key-independent if the inverse RSA
problem isintractable.

Proof: Let | denote asubset of {1, 2, ..., T}. Suppose the periodic singing keys s and i €
| are compromised. Given the above compromised keys, the attacker goal in breaking
forward- and backward-secrecy is to find out some other signing key s and j ¢ |. Be-
cause h is seen as being the random oracle, v; isindependent of any v, i € I. Infact, each
V; is seen as being chosen randomly from Z;. In this case, the knowledge of s, i € |
does not help someone compute § ¢ |. Therefore, computing 5 from v; is the inverse
RSA problem, which is assumed to be intractable. Therefore, the proposed scheme is
key-independent if the inverse RSA problem is intractable. a

Besides extending the lifetime of the GQ signature, this signature variant provides
the basic time-stamping function, an important goal for legal applications [13]. In the
following, we show that the proposed signature variant has the period-stamping function.
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Definition 4 A signature variant is called period-stamping if a periodic verification key
v; is verifiable by someone with the knowledge of v;_;.

Proposition 2 The proposed signature variant is a period-stamping.

Proof: In this scheme, the relation v, = h(vi_;) holds. a

5. DISCUSSION

When forward-secure signatures were originally proposed, only signing keys were
updated over time, and verification keys were fixed [2, 14]. The reason for the fixed veri-
fication keys was that there was a one-to-many relationship between the verification and
signing keys in the underlying signatures (the Ong-Schnorr signature [2] and Micali sig-
nature [14]). On the other hand, because the verification key was fixed, it did not provide
any time-stamping function.

In contrast, this one-to-many relationship between verification and signing keys is
no longer valid in the GQ signature scheme [5, 8], Okamoto-Schnorr signature [15], dis-
crete logarithm based signatures [9], or generic signature [16]. Due to the one-to-one
relationship between the verification key and signing key, both keys will be updated over
time.

Therefore, these subsequent proposals [9, 16, 5, 8, 15] have to update both the sign-
ing and verification keys, either explicitly [9, 16] or implicitly [5, 8, 15].

Compared to previous schemes, our scheme requires only hash operations in the
verification key-evolving stage. This avoids the need for costly hardware or software
support for modular exponentiation operations. Therefore, our scheme is especialy ap-
plicable to smart card or mobile phone usage of digital signature schemes.

6. CONCLUSIONS

A simple and efficient key-evolving protocol for a forward-secret, backward-secret
and period-stamping variant of the GQ signature has been proposed. These features ex-
tend the lifetime of the GQ signature by using the same RSA modulus. Also, for mobile
users without modular exponentiation HW/SW support, it is more practical than previous
proposals.
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