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Abstract

In this article, we propose a new public key authentication scheme for cryptosystems
with a trusty server. The scheme is based on discrete logarithms. In the scheme, the
certificate of the public key is a combination of user’s password and private key. The
scheme not only resolve the problems appeared but also is secure for the others public-
key authentication.
© 2002 Elsevier Science Inc. All rights reserved.
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1. Introduction

There are two types of commonly used cryptosystem in cryptography [17]:
secret key and public-key cryptosystems. In secret key cryptosystem, two
people mutually agree on a cryptosystem and a secret key. The agreed key must
be distributed in secret. If one person wants to transmit messages to the other,
the mutually recognized secret key will be used to encrypt and decrypt mes-
sages. However, in public-key cryptosystem, two people mutually agree on a
cryptosystem and generate a pair of different keys, the encryption and the
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decryption keys, also named as public key and private key. The public key of
each user is opened and can be accessed in the public-key directory. If a user
wants to transmit messages to the other, the sender use the public key of the
receiver accessed from the public-key directory to encrypt the messages. When
the receiver receives the encrypted messages, he/she uses the private key to
decrypt the messages.

A possible danger event in public-key cryptosystem is worth to notice as
follows: an intruder can revise the public key from the public-key directory and
substitute the public key of a target user. In this way, the intruder can im-
personate the public key of this target user and, hence, raise a security threat of
fabrication. The purpose of key authentication is to verify the public key of a
legal user and to prevent a forged public key. In the past, there are many
schemes had been proposed to deal achieve the authentication goal, such as ID-
based schemes [18], certificate-based schemes [12,19], and self-certified public-
key scheme [3]. These schemes all require one or more authorities as a trusted
center or third party for ratification.

In 1996, Horng and Yang [4] proposed a key authentication scheme, HY-
scheme, that uses a server as an authority. In their scheme, the certificate uses
the combination of password from particular server and private key of a user.
The server has a secure password or verification table to store each user’s
hashing password, f(PWD), where PWD is the password of the user and /() is
a one-way function. Hence, the server cannot derive and know the PWD of the
user because one-way function cannot inverse [1,15].

Three years later, Zhan et al. [20] point out that HY-scheme cannot prevent
from the guessing attack [13]. An improved scheme, ZLYH-scheme [20] is
therefore proposed. In their scheme, an intruder cannot use guessing attack to
obtain password and forge a public key of a user. However, ZLYH-scheme
does not achieve non-repudiation of user’s public key. We will explain it in
Section 4.

To prevent this problem, we shall propose a new key authentication scheme
which is based on ZLYH-scheme but enhanced with the discrete logarithm
technique [2,14]. Our scheme achieves not only a highly secure process but also
the non-repudiation of user’s public key. In addition, our scheme also uses a
server as an authority which is the same as that of HY-scheme and ZLYH-
scheme. The server also has a secure password or verification table which is
also the same as that of HY-scheme and ZLYH-scheme. In addition, our
scheme has a public password table to store each user’s hashing password,
f(PWD + r), where PWD is the password of the user; r is a random number
generated by each user, and f(+) is a one-way function. We will explain it in
Section 3.

The rest of the paper is organized as follows. In the next section, we give a
brief review of password authentication system (PAS). In Section 3, a new
key authentication scheme, based on the discrete logarithms, is presented. In
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Section 4, we discussion the security of our scheme. Finally, conclusions are
given in Section 5.

2. Summary of password authentication system

PAS has become popular in our society. The purpose of this system is to
authenticate a legal user and to prevent any intruding from illegal users. In
general, each user in PAS have a pair of message (ID, PWD), where ID is a
user’s identity and PWD is his/her password which is used to login into the
system. When a user wants to access the resource from the system, he/she
enters his/her (ID, PWD) to acquire the admission. Once the system receives
the message, it checks if (ID, PWD) is registered and legal. If it is legal, the user
then enters the system, otherwise, the user is rejected. The implementation of
the previous process is that the system keeps a password table of paired (ID,
PWD) of all the users. However, this method brings out a problem that once
ill-minded user gains access to the password table, he/she can obviously en-
danger the who system [5-8].

To overcome this problem, a solution is proposed by Purdy [16] which
utilizes a one-way function [2] to hide the original password and makes the
information stored in the table difficult to solve, and, hence, protects the system
from the intruder. An example of a password table is shown in Table 1.

3. A new key authentication scheme

In [4], Horng and Yang proposed a key authentication scheme, HY-scheme,
that is so based on the password table that need a trusted server. However,
HY-scheme cannot prevent from the guessing attack [13]. To prevent this, an
improved scheme [20], ZLYH-scheme, is proposed by Zhan et al. They only
added a long random number to prevent from the guessing attack. However,
Z1YH-scheme is not achieve non-repudiation. We will explain it in Section 4.
In this paper, we propose a new key authentication for non-repudiation. Our
scheme is based on discrete logarithm. Our scheme also uses a trusted server as
an authority.

Table 1

An example of a password table
User Identity Password
U, 1D, f(PWDy)
Uy ID, f(PWD,)

U ID, f(PWD,)
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The user of the system has Prv as his/her private key and PWD as his/her
password. Let Pub of the user’s public key is

Pub = ¢"modp, (1)

where p is a large prime, g is a generator in Z; and Prv is the user’s private key.
The p, g and one-way function f are public parameters. We assume that the
one-way function fis

f(x) = g'modp. 2)

In the user’s registration phase, the certificate of the public key of the user is
generated by the user with his/her password and private key. Each user chooses
a random number r in Z; such that the greatest common divisor of (PWD + )
and Prv, denoted gcd((PWD +r),Prv), is equal to 1 and then calculates
f(PWD +r). When ged((PWD + r), Prv) = 1, we can find two integers « and b
such that the following equation holds [17]:

a(PWD +r) + bPrv = 1. (3)

The user then sends f(PWD + r), R = g'modp, a, and b to the server secretly.
f(PWD +r), a, and b are stored in public password table in the server. The
public password table cannot modify or forge by an attacker because the server
can use the technique access control to protect it [9—11]. The server then verifies
if f(PWD +r) = f(PWD) xR and then verifies if f(PWD + r)"-Pub’ =
gmodp. If the equations are equal, the server then verifies the f(PWD + r), a,
and b sent by the legal user. The certificate C of user’s public key is as follows:

(PWD +7)

C=7PWD 1) 4 Prv

mod(p — 1). (4)

The certificate C and public-key Pub of the user are opened to public in net-
work. The f(PWD +r), a, and b are opened to public in the server that pro-
tected by the server using access control.

In the key authentication phase, when someone wants to communicate with
a user, the sender first obtains C, Pub, a, b, and f(PWD + r) of the receiver
from the public directory in network and public password table in the server,
and then checks the certificate C of the public key of the receiver by computing
the following equation:

£(C) = £(PWD + r)”*“ x Pub”*“mod p

_ gax(PWD-H')XC X gbervmeodp

ax(PWD+r)xC+bxPrvxC

=g modp

_ gC>< (ax (PWD-+r)+bxPrv

'modp = g“modp. (5)
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If the above equation holds, the sender accepts the public-key Pub of the re-
ceiver to encrypt the transmission message, otherwise, the sender rejects the
Pub of the receiver.

4. Security analysis

Our scheme provides verification of a user’s public key. Preventing the im-
personation of a public key is managed through the difficulty of discrete log-
arithm computing. If an intruder attempts to forge a user’s public key, he/she
must obtain the user’s PWD and r. In our scheme, the forger can only deter-
mine f(PWD + r), and he/she cannot modify and forge it because it is pro-
tected by the server using the access control [9-11]. If the intruder attempts to
forge the user’s public key, he/she will be required to solve the discrete loga-
rithms problem from Eq. (5).

In general, an intruder may try to use a guessing attack to obtain the PWD
and r of the user. However, it is difficult to guess the PWD and r simulta-
neously, because the r is a very long random number. Since the intruder cannot
obtain the PWD and r of the user, he/she cannot forge the user’s public key. In
order to forge someone’s public key, an intruder must substitute Pub’ for the
user’s public key and calculate C’ of the user’s public-key certificate. He/she
must compute the equation:

f(C) = f(PWD + ) x Pub

J(bxC’)

modp. (6)

or
-1
— S UPWDAD) g 1), (7)
f(PWD + r) 4+ f~1(Pub’)

It is difficult to generate the set, (C’, Pub’), such that Eqgs. (6) and (7) hold
unless the intruder can solve the discrete logarithm problem [2,14]. Here, an
intruder can only access the public directory in the network. Therefore, he/she
can substitute Pub’ and C'. However, he/she cannot access the f(PWD + r), a,
and b because those are protected by the server using access control [9-11].

Another impossible attack is that an attacker may try to derive PWD or Prv
from Eq. (3). However, this attack cannot work because the attacker does not
know r and he/she must guest two values PWD and Prv simultaneously.
Although the attacker knows a and b from public password table, he/she
cannot also to derive (PWD + r) and Prv from Eq. (3) because it has too many
combinations in Eq. (3). For example, Let « = 3 and b = —2, the combinations
are {(1,1),(3,4),(5,7),...}. Hence, the attacker does know which the combi-
nation is right. Furthermore, (PWD + r) is protected by the one-way function
f(-). Any one cannot derive (PWD + r) from f(PWD +r).

Our scheme does not have the two weaknesses that appeared in HY and
ZLYH-schemes.
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(1) In the HY-scheme [4], an intruder can guess the user’s PWD using the
guessing attack [13]. Then he/she can obtain the user’s private key. Hencefor-
ward, an intruder can forge the user’s public key. In our scheme, if an intruder
attempts to forge the user’s public key, he/she must simultaneously guess r and
PWD. This is difficult because r is a very long random number. Therefore, an
intruder cannot use the guessing attack in our scheme to forge the user’s public
key.

(2) The ZLYH-scheme [20] does not achieve non-repudiation of the user’s
public key. In order to explain why their scheme does not achieve the non-
repudiation, we briefly introduce the ZL'Y H-scheme first. The ZLYH-scheme is
similar to our scheme except Eqs. (3)—(5) are different. In the ZLYH-scheme,
the certificate C of user’s public key is

C=PWD + Prv+rmod(p — 1). (8)
And the verification of the public-key certificate C is
f(C) = f(PWD +r) x Pubmodp. 9)

If the above equation holds, the sender accepts the public-key Pub, otherwise,
the sender rejects the public key.

We consider a case in which a dishonest legal user, has a pair public—private
keys (Pub, Prv), uses his/her private key Prv to generate his/her signature for a
document. Anyone can verify that signature using the signer’s public-key Pub.
However, the dishonest user can deny the signature later. Since, the signer,
knows his/her f(PWD + r), he/she can choose a C' to derive the Pub’ using

oot S(©)

The dishonest user can substitute the fabrication C' and Pub’ in the public
directory. The signer and others can also show that Pub’ is his/her public key
using Eq. (9). Thus, the signatures, generated using Prv and verified using Pub,
cannot be verified using the forged public key Pub’. Henceforth, the dishonest
user can deny his/her signatures. Therefore, the ZLYH-scheme [20] does not
achieve the non-repudiation of the user’s public key. In our scheme, a dis-
honest legal user cannot derive another legal C' and Pub’ even if he/she knows
f(PWD +r), a, and b. Tt had explained in the above Eq. (6). Therefore, our
scheme can achieve non-repudiation of the user’s public key.

5. Conclusions
Key authentication scheme can authenticate the public key of the user. In

this paper, we have proposed a new key authentication scheme which is based
on discrete logarithms. In our scheme, we resolve the problems appeared in
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HY-scheme as guessing attack and ZLYH-scheme as non-repudiation. Our
scheme not only withstands the guessing attack but also achieves non-repu-
diation of the user’s public key. Our scheme is highly secure than HY-scheme
and ZLYH-scheme.
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