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Abstract  This paper shows that Tzeng and Tzeng's proto-  the network, which is very dangerous because an evil net-
col has a drawback that the protocol can be easily crashed by  work operator may clone the user. Similar problems have
an evil VLR attack. Therefore, we propose a slight modifica-  also occurred in Park’s scheme [12]. In Carlsen [3] and
tion to their protocol to improve their shortcoming. As a result, Tatebayashi's [13] schemes, a trust center has been addi-
our protocol does not only enhance the security of Tzeng and 511y added to the system to distribute a session key for
Tzeng's protocol but also improves the efficiency. mobile users. In Vi et. al's scheme [15], they have pro-
Keywords Authentication, Certificate-based, Mobile Communi-  osed an efficient Cor.npu.tation method with less storage
cation, Security requirement in the mobile device. This scheme is, how-
ever, insecure [6].
. Recently, Tzeng and Tzeng [14] have proposed a hy-
1. Introduction brid scheme of efficient authentication protocol for the
third-generation mobile communication system. Their

Generally speaking, there are two kinds of key-basecPrOtOC‘)' has both enhanced the SeCL_JI‘ity and_improved the
cryptosystem algorithms: symmetric and asymmetric. ThePerformance of the second-generation mobile communi-
two cryptosystems lead to different research strategies¢ation system. Their protocol can satisfy some security
especially in mobile communication systems. Some sym-éguirements as follows: key exchange, mutual authenti-
metric cryptosystems in mobile communication systemscation, location privacy, anonymity, avoidance of clone,
[8-10] have been proposed for authenticating mob"eperfec_t for\_/vard secrecy, .m|n|n"!|zed long-distance real-
users in GSM, IS-41, and DECT. Since symmetric cryp-time signaling, and minimized bilateral pre-arrangements
tosystems were first used, the power consumption andpetween service providers ar_ld netwprk operators. Further-
computational cost of handsets have both been reduce©re, their protocol can verify mobile users for interna-
in these systems. However, these systems only offer onelional roaming.

way authentication. On the other hand, as for asymmet- However, this Tzeng-Tzeng protocol has a drawback
ric cryptosystems, some protocols [4, 11] have been prothat the protocol can be easily crashed by an ¥uR
posed with quite some advantages including achieving(ViSitor Location Register) attack. An eWILR can im-
two-way authentication as well as being equipped with personate MS (Mobile Station) to access services for the
the mechanism of detecting clone. However, the majoryse in the repeated authentication protocol in the Tzeng-
disadvantage of these protocols is higher computational 2€Ng protocol because fshe can obtain th&cket and
cost. session key oMS for the use in anothevLR. The rea-

To combine both the advantages of symmetric andSON IS that if an evilVLR knows another legaVLR is
asymmetric cryptosystems, some hybrid schemes [1_3prowd|ng services to aMsS, the evil VLR can intercept
5,7,12,13, 15] have also been proposed. These schemddg transmitted messages and forwardlgs forged mes-
have succeeded in enhancing the security level and res@ges to thelS. The MS would believe that heshe is
ducing the computational cost at the same time. HowevercOmmunicating with a perfectly norm&l R because the
there are still some shortcomings in their schemes. InVLR has a legal certificate issued LR (Home Lo-
Beller et. al.'s scheme [1], in order to authenticate mobile €ation Register), and thus thdS would reply higher

users, they have decided to send secret information vidnessages (such as temporal secret key and session key).
Once the evilVLR receives theMSs messages, lishe

can replay it to another legdlLR and then imperson-
ate theMS to communication with another leg®lLR in
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curity of the Tzeng-Tzeng protocol but also improve their
protocol’s efficiency.

The content of this paper is organized as follows: in
the next section, we shall review Tzeng-Tzeng protocol.
In Section 3, we shall analyze Tzeng-Tzeng protocol to
show its weakness. Then, our improved protocol will be
introduced in Section 4 and analyzed in Section 5. Finally,
we shall conclude this paper with Section 6.

2. Review of the Tzeng-Tzeng protocol

Tzeng and Tzeng proposed an authentication protoco
in the integration environments [14]. Technically, their
protocol can be divided into two sub-protocols: the
certificate-based authentication protocol and the repeate
authentication protocol. The certificate-based authentica
tion protocol is responsible for the registration procedure,

handover procedure, and the procedure for international

roaming. The repeated authentication protocol is respon
sible for authorizing the requested services by thg
always staying at the sam€LR. In this section, we
only briefly review the certificate-based authentication
protocol. In Table 1, we list the abbreviations and no-
tations used in their protocol. The statemert - B :

messages} denotes that the messages are transmitted

from A to B.

Table 1. The abbreviations and notations.

HLR Home Location Register
VLR Visitor Location Register
MS Mobile Station
TID/TMS  Temporary mobile subscriber’s unique identity
Temporary Mobile Subscriber Identity
1Dy Identity of the entityx
R Random number
KUAa Public key of the entityA
KRa Private key of the entityA
Xy Encryption ofx under keyy
|| Concatenation
Date Issue date of the certificate or ticket
L Live time of the certificate or ticket
Certa Entity A's certificate (Da, KU, Datea, L a,
(IDa, KU, Datea, L A)kRryr)
KvLr The key of generating message authentication
code of VLR
Ks A temporal secret key
&b XOR operation

The Certificate-based Authentication protocol:

When each entity is to be authenticated by others in
the mobile network, the certificate-based method is used
HLRissues the certificat€ertys andCerty g to MSs and
VLRs.MSstore<LCertus, KRus, andCerty g in their mem-
ory or SIM cards, and/LR stores theCerty g, KRR,

KvLr, andCerty g in their memory.Ky g means the se-
cret key ofVLR. The protocol is described in the following
steps:

1. VLR— MS: Certy g, R1

To authenticat®S, VLR generate®; and then sends
his/herCerty r and R; to MS.

MS— VLR: (Ks)kuyr: (Certus I| (Re | R2)krys) ks
Upon receivingCerty g and Ry from VLR, MS veri-
fies whetherCerty r is a legitimate certificate using
the public key ofHLR. MSthen generates aR, and

a temporal secret kel{s and storeXs, Ry, Ry, and
Certy.r in his/her memory or SIM cardVS encrypts
Ks using KUy r and sends it along withiCertys ||
(Ry || R2)krys)ks to VLR. Upon receiving these mes-
sagesYLR decryptsKs usingKkRy r and then usekg

to decryptCertys and(Ry || R2)krys- VLR can obtain
KUps from Certys to decryptR; and R;. VLR then
verifies whethelR; is the same as the one previously
sent. If it is correct VLR computes the session key
Ri1 @ R, and stores it.

VLR — MS: (Ticket || (Ry | R2)kryir) ks

VLR can authenticat€ertys using the public key of
HLR. After verifying MS, VLR generates &1D and

a Ticket to MS, where theTicket is a MAC (Mes-
sage Authentication Code). The MAC is derived from
(TID, Date, L)k, z- ThenVLR sends(Ticket || (Ry ||
Ro)kRur)Ks O MS,

After receiving these messagddS decryptsTicket
and (Ry || Rokry g USINg Ks. MS can recover Ry || Ry)
using the public key o¥/LR and check whether it is cor-
rect. If it is, then the session kdy; €D R, is computed.
Finally, MS stores thdicket and session key for the use in
the repeated authentication protocol [14].

2.

d

3.

3. Cryptanalysis of the Tzeng-Tzeng
protocol

In this section, we shall show that the Tzeng-Tzeng au-
thentication protocol is not robust enough against the at-
tack from an evilVLR. An evil VLR can impersonate an
MSto request services in anothdérRin the Tzeng-Tzeng
repeated authentication protocol. Once the ®UR ob-
tains theTicket and session key pair of 84S, he/she can
impersonate thi$1Sto access services for the use in the
repeated authentication protocol in anotkeR. In order

to obtain theTicket and session key pair of aiS, an evil
VLR can intercept and modify messages during the com-
munication sessions between tMS and anotheVLR.
The detailed steps of this attack are shown in Figure 1 and
as follows:

1. Assume thaVLR is an attacker. To forg€lScommu-
nicating withVLR, VLR can intercep€Certy r and Ry
whenVLR sends them tdMS and then modify them to
Certy r andRy. ThenVLR sendCerty g andR; to
MS.

After receivingCerty g and R; from VLR, MS be-
lieves that hg¢she is communicating with a legitimate
VLRwhen making a calMSfollows the usual proced-

2.
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MS Attacker (VLR)) VLR MS VIR

Certyrpr, Ry Certyrr, Ry

CertyrLr, (Ks)KUus

(Ks)KkUy ns
(Certns||(Ru||R2) k Ras ) k.

(Ks)KUy s
(Certas||(Ra]|R2) k rass ) k.

Rv (CeTtMSH(Rl‘KS)KRMS)KS

(Ticket||(Ril|R2) K Ry L1 ) K.

(Ticket||(RI|Ks) k Ry n) K.

Fig. 1. Attack on the Tzeng-Tzeng protocol.

Fig. 2. Our improved protocol.

ure in the Tzeng-Tzeng protocol; fehe produces the
messagesKs)ku,, - (Certus || (R | R2)krys)ks @and
sends them tWLR. ing, stay the same as they are. The steps of our improved
3. Upon receiving these messages frMB, VLR can  protocol are shown in Figure 2 and as follows:
also follow the same procedure in the Tzeng-Tzengl. VLR — MS: Certyr, (Ks)kuys
protocol and decrypKs using higher private key. To authenticatéVS, VLR generates a temporal secret
Thus,VLR re-encryptds using the public key o¥/LR key Ks and then sends hiker Certy g and (Ks)kuys
and sends the encrypted message @s®tltys || (Ry || to MS.
R2)kRus) ks t0 VLR 2. MS— VLR: R, (Certys || (Rl Ks)krys)Ks
4. After receiving these messages frMR, VLR fol- Upon receivingCerty r and (Ks)kuy,s from VLR, MS
lows the usual procedure in the Tzeng-Tzeng protocol.  verifies whetherCerty g is a legitimate certificate
VLR can verify whetheCertys is a legitimateMS. If using the public key oHLR. MS decryptsKs using

it is correct in this case, ye¥L R believes that héshe
is communicating with a legitimatdS. VLR produces
aTicket and computes a session key to store théiniR

sendgTicket || (Ry || R2)kryr)ks 10 MS.

5. VLR can intercept these messages and decrypt them

because hi&she has the keKs. Finally, VLR has
aTicket of MSand a session kelg; € R, of MS. Once
having these messages, the attackeR) can pretend
to be theMSto communicate with/LR in the Tzeng-
Tzeng repeated authentication protocol until Treket
is out of date.

4. Our improved protocol

In our modified protocol, we can overcome the attack

from an evilVLR. Since theTicket and session key dflS

can be in no way obtained, an attacker cannotimpersonate

MSto communicate with/LR any longer in our modified
Tzeng-Tzeng repeated authentication protocol.
As in the original Tzeng-Tzeng protoc$iLR is dis-

tributes a certificate and a private key to each entity. For

exampleMShasCertys, KRys, andCerty g, andVLR has
Certwr, KRvr, Kvir, andCerty g, whereKy g means

the secret key o¥LR. Here, we also use the same abbre-

viations and notations in Table 1. The statemeht® B:

messages’ denotes that the messages are transmitted fro

Ato B.

his/her private keyMSthen generates aR and stores
Ks, R, andCerty g in his/her memory or SIM card.
MS sendsR and (Certus || (Rl Ks)krys)ks 10 VLR
Upon receiving these messag®tR decryptsCertys
and (R || Ks)krys Using the keyKs. VLR can obtain
KUms from Certysto decryptR andKs. VLRthen ver-
ifies whethelK is the same as the one previously sent
and verifies whetheR remains the same too. If and
only if both are yeses/LR computes the session key
R Ks and stores it.

Note that no one can fordge even if R is in plaintext.

If an attacker wants to forge it, ighe has to know(
and KRys to compute(Certus || (R || Ks)krys)ks- IN
an asymmetric cryptosystem, the private k&ys is
only known toMS. Therefore, no one can forde

3. VLR— MS: (Ticket || (R Ks)kryr)Ks

VLR can authenticate th@ertys using the public key
of HLR. After verifying theMS, VLR generates &1D
and aTicket for the MS, where theTicket is a MAC.
The MAC is computed from(TID, Date, L)k, -
ThenVLR sendgTicket || (R || Ks)kry g) ks 10 MS

After receiving this messag®]S decryptsTicket and

(Rl Ks)kry g Using Ks. MS can recover R || Ks) using
the public key ofVLR and check whether it is correct. If
it is, thenVLR computes the session k&P K. Finally,
MS stores theTicket and session key for later use in the
rr{epeated authentication protocol [14].

In our improved protocol, we propose some slight .
modification to the certificate-based authentication part of5- AnaIyS|s
the Tzeng-Tzeng protocol. The other parts of the Tzeng-
Tzeng protocol, such as the repeated authentication protd@ur protocol is a slight modification of the Tzeng-Tzeng
col and the authentication protocol for international roam- protocol [14]. The security and efficiency of the Tzeng-
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Tzeng protocol have already been discussed and demoron signing process and the computing time the verify-
strated in [14]. In this session, we shall only discuss theing process takes. In general, the verifying process is
difference between their protocol and ours. mostly faster than the signing process in an asymmetric
cryptosystem. That is to say, in terms of the computa-
tions in the asymmetric cryptosystem\ilR, our protocol

is more efficient than the Tzeng-Tzeng protocol, and in
terms of the computations in the computing asymmetric
cryptosystem inMS, the Tzeng-Tzeng protocol is more
efficient than of our protocol. Overall, Our protocol is
more secure and efficient than that of the Tzeng-Tzeng
protocol.

Security analysis:

Our protocol can overcome the attack from an &tiR
that the Tzeng-Tzeng protocol falls for. In the Tzeng-
Tzeng protocol, an attacker can intercept and modify
the messages betwedfS and VLR and then imperson-
ate MS to fool VLR. However, this attack will surely
be detected by ouWLR. The reason for that is only
MS and VLR know the temporal secret kels. Since

Ks is not known to any others, an attacker cannot ob-
tain Ticket and (R | Ks) of MS. Therefore, there will
be no way to foolVLR in the repeated authentication

6. Conclusions

In this paper, we have pointed out that the Tzeng-Tzeng
protocol is not strong enough against the attack from an

protocol. evil VLR and thus is not a secure protocol. Therefore, we
have proposed an improvement of the Tzeng-Tzeng proto-
col which is a slight modification. The proposed protocol

Efficiency: does not only achieve their original security requirements

but also enhances the security by withstanding the attack
In Table 2, we can see that our protocol is more ef-from an evilVLR. In addition, the efficiency of our pro-
ficient than the original Tzeng-Tzeng protocol. In our tocol is even higher than that of the original Tzeng-Tzeng
protocol, one unit of computation time is reduced be- protocol.
causeMS does not generate 5. Therefore, the com-
putation cost is low, and the power consumptionv
is of course reduced in our protocol. HefH;) stands
for the computation time. For exampl&Symmetric) and
T(Asymmetri(?) indicate respectively the computation time he authors wish to thank many anonymous referees for their sug-
t.he symmetric CryptOSySt?m spends and that the asymme Jestions to improve this paper.yPart ofythis research was supportgd
ric_cryptosystem spend§;(Ks), T(TID), T(Ticket), and 1, the National Science Council, Taiwan, R.O.C., under contract
T(Random) indicate respectively the computation time for 5. NSC90-2213-E-324-005.
the generation oKs, TID, Ticket, and random numbers
(R1, Rz, R); and T(XOR) indicates the computation time
the XOR operation spends. We divid€Asymmetric) into
two processes, signing and verifyingV, which use pri-
vate key and public key respectivelitAsymmetric — S)
and T(Asymmetric— V) indicate respectively the com-
puting time the asymmetric cryptosystem the spending
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