
Randomization enhanced Chaum’s blind signature scheme

Chun-I Fana,1, Wei-Kuei Chenb,* , Yi-Shung Yehb

aTelecommunication Laboratories, Chunghwa Telecom Co., Ltd., TT5081, 12, Lane 551, Min-Tsu Road Sec. 5, Yang-Mei, Taoyuan 326, Taiwan, ROC
bDepartment of Computer Science and Information Engineering, National Chiao Tung University, Hsin Chu 300, Taiwan, ROC

Abstract

At Crypto’99, Dr Coron, Naccache, and Stern presented a signature forgery strategy of the RSA digital signature scheme. The attack is
valid on Chaum’s blind signature scheme, which has been applied to many practical applications such as electronic cash and voting. In this
paper we propose a method to inject a randomizing factor into a message when it is signed by the signer in Chaum’s blind signature scheme
such that attackers cannot obtain the signer’s signatures of the special form for the attack.q 2000 Elsevier Science B.V. All rights reserved.
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1. Introduction

The RSA cryptosystem [18] is one of the widely used
techniques in encryption/decryption algorithms or digital
signatures. In a secure digital signature scheme, the signa-
ture is the proof of the signer, and no one else can deliber-
ately sign the message. This property is usually referred to
as theunforgeabilityproperty. Based on the RSA cryptosys-
tem, Dr Chaum proposed the first blind signature scheme in
1982 [4] to achieve theunlinkability property. Two parties,
a signer and a group of users, participate in a blind signature
protocol. The protocol is briefly described below. First, a
user blinds a message by performing a blinding process on
it. Secondly, the user submits the blinded message to the
signer to request the signature on the blinded message.
Thirdly, the signer signs the blinded message by using its
signing function, and then sends the signing result back to
the user. Finally, the user unblinds the signing results by
performing an unblinding operation to obtain the signer’s
signature on his chosen message. The signer’s signature on
the message can be verified by checking if the correspond-
ing public verification formula with the signature–message
pair as parameter is true. In a secure blind signature scheme,
it is computationally infeasible for the signer to link a signa-
ture shown for verification to the instance of the signing
protocol that produced that signature. This property is

usually referred to as the unlinkability property
[3,4,9,13,15,16]. Due to the unlinkability and unforgeability
properties, the techniques of blind signatures have been
widely used in many advanced electronic communication
services where anonymity is indispensable, such as anon-
ymous electronic voting [1,6,10,19] and untraceable elec-
tronic cash systems [2,3,5,9,13,14].

Dr Coron, Naccache, and Stern proposed a signature
forgery of the RSA digital signatures at Crypto’99 [7].
This is a kind of chosen-message attack [11]. The attack
described in [7] is a sophisticated variant of Desmedt–
Odlyzko’s method [8] where the attacker obtains the signa-
tures ofm1, m2, …, mt21 and forges the signature of anmt

that was never submitted to the signer. Letf be a redundancy
function and alternatively denote one-way hash function,
ISO 9796-2, PKCS #1 v2.0, ANSI X9.31, SSL-3.02 or an
ISO 9796-1 variant [7]. Dr Coron, Naccache, and Stern
assume that all messages are padded byf before being
signed. Before interacting with the signer, the attacker
selectst smoothf(mi) values and expressesf(mt ) as a multi-
plicative combination of the padded stringsf(m1), …,
f(mt21). The signature ofmt is then forged by using the
homomorphic property of RSA. By obtaining signatures
on enough messages of a certain form from a legitimate
signer, the attacker can forge signatures on additional
messages without the help of the signer. Since these
messages have to be of a special form, the signer can detect
them before signing and then refuse to sign them. Thus the
attack does not really affect the security of the RSA digital
signatures. However, in Chaum’s blind signature scheme,
which is based on the typical RSA digital signatures, since
the plain text messages are blinded by users in advance, the
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signer cannot know the format or the content of the plain
text messages when signing them. If the users do not follow
some encoding rule specified by the signer to prepare their
plain text messages, the signer cannot detect them out when
signing. Hence, the attackers can obtain the signer’s signa-
tures of the messages that are of the special form of the
attack [7] or depend on previously obtained signatures for
other chosen-message attacks [11]. It turns out that the
chosen-message attacks [7,11] are valid on Chaum’s blind
signature scheme.

RSA encryption/decryption and digital signature schemes
have been widely used in many computer and information
systems. Furthermore, many practical cryptographic techni-
ques based on RSA cryptosystems have been proposed in
the literature. Chaum’s blind signature is one of the popular
techniques based on RSA scheme since it can be applied to
payment protocols in electronic commerce and anonymous
electronic voting systems; it is urgent to enhance the
security of Chaum’s scheme for the quality of these
advanced communication services. In this paper we propose
a method to enhance the randomization of Chaum’s blind
signature scheme such that attackers cannot predict what the
signer exactly signs to avoid threats from chosen-message
attacks.

The rest of this paper is organized as follows. In Section
2, we review Chaum’s blind signature scheme. A randomi-
zation enhanced version of Chaum’s scheme is presented in
Section 3. In Section 4, we discuss the security of the
proposed scheme. Finally, we make a conclusion of this
paper in Section 5.

2. Chaum’s blind signature scheme

In Chaum’s blind signature scheme, there are two kinds
of participants, a signer and a group of users. Users request
signatures from the signer and the signer computes and
issues blind signatures to the users. The blind signature
scheme is described as follows.

1. Initializing. Initially, the singer randomly selects two
distinct large primesp and q, and then computesn�
pq andf�n� � �p 2 1��q 2 1�: The signer chooses two
large integerse and d at random such thated ;
1 �modf�n��: Then, it publishes (e, n) and a one-way
hash functionH such as SHA-1 [12].

2. Blinding. A user chooses a messagem and randomly
selects an integert in Zp

n; which is the set of all positive
integers less than and relatively prime ton. The user
computes and submits the integera � �reH�m� modn�
to the signer.

3. Signing. After receiving a , the signer computes and
sends the integert � �ad modn� to the user.

4. Unblinding. After receiving t, the user performs the
unblinding process to obtains� �r21t modn�: The
integers is the signer’s signature onm.

5. Verifying.The signature–message pair (s, m) can be veri-
fied by checking ifse ; H�m� (mod n).

3. Randomization enhanced Chaum’s scheme

In this section we present a method to inject a randomiz-
ing factor into every message when it is signed by the signer
in Chaum’s blind signature scheme, and users cannot elim-
inate these randomizing factors embedded in the signatures
obtained from the signer. The details of the proposed
scheme are described as follows.

1. Initializing. According to the key generation protocol of
Chaum’s blind signature scheme shown in Section 2, the
public and private keys of the signer are (e, n) and (p, q,
d), respectively.H is a public one-way hash function such
as SHA-1.

2. Blinding. To request a signature of a messagem, a user
randomly chooses an integerr in Zp

n and a positive integer
u less thann, and then computes and submits the integer
a � �reH�m��u2 1 1�modn� to the signer. After receiv-
inga , the signer randomly selects a positive integerx less
thann and sends it to the user. After receivingx, the user
randomly chooses an integerb in Zp

n; and then computes
b � �be�u 2 x�modn�: Finally, the user submits the inte-
gerb to the signer.

3. Signing. After receiving b , the signer computest �
��a�x2 1 1�b22�d modn�: Then the signer sendst to the
user. The integerx is said to be the randomizing factor.

4. Unblinding.After receivingt, the user computes

c� �ux1 1��u 2 x�21 modn and

s� r21b2t modn:

(

5. Verifying. The integers is the signer’s signature on the
tuple (c, m). To verify (c, m, s), one can examine ifse ;
H�m��c2 1 1� �modn�:

4. Discussions

In this section we examine the correctness and security of
the proposed scheme presented in Section 3. First, from the
protocol of Section 3, we have the following theorem to
ensure the correctness of the protocol.

Theorem 1. If a triple (c, m, s) is produced by the scheme
of Section 3, then

se ; H�m��c2 1 1� �modn�:

4.1. Randomization

In the proposed scheme, the attackers can choosem but
they cannot choose (c, m) on which a signature will be
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calculated due to the randomizing factorx. Theorem 2
shows that the randomizing factorx cannot be removed
from the signature by the user.

Theorem 2. In the signing phase of the blind signature
protocol in Section 3, it is computationally infeasible for a
user to obtain an integer t0 from the signer such that t0 ;
ad �modn� wherea is chosen by the user in the blinding
phase.

Proof. In the blinding phase of the proposed scheme in
Section 3, a user chooses and submits the integera to the
signer, and then the user receives the integerx from the
signer. If the user tries to select an integerb 0 such that
a�x2 1 1�b 022 ; a �modn�; and in the signing phase,
obtainst 0 from the signer such thatt 0 ; ad �modn�; then
he has to formb 0 such thatb 02 ; �x2 1 1� �modn�. Sincex
is randomly chosen by the signer and computing a square
root of an integer inZp

n is intractable without the factoriza-
tion of n [17], it is computationally infeasible for the user to
obtain t 0 from the signer such thatt 0 ; ad �modn� in the
signing phase of the proposed protocol.B

In addition, given (s, v, y) with se ; �v2 1 y2� �modn�; it
is intractable to compute a square rootc of �v2 1 y2 2 1� in
Zp

n such thatse ; �c2 1 1� �modn� without the factorization
of n [17], and deriving an integers0 such that �s0�e ;
��y21v�2 1 1� �modn� depends on the security of [18]
sinces0 � �y22e21

smodn�:

4.2. Unlinkability

For every instance, numberedi, of the protocol in Section
3, the signer can record the transmitted messages(a i , b i , xi)
between the user and the signer during the instancei of the
protocol. The triple(a i , b i , xi) is usually referred to as the
viewof the signer to the instancei of the protocol. Thus, we
have the following theorem.

Theorem 3. Given a triple(c, m, s) produced by the
scheme ofSection 3, the signer can derive bi

0, ri
0 and ui

0

for every (a i , b i , xi) such that

c ; �u0ixi 1 1��u0i 2 xi�21 �modn�;
ai ; �r 0i�eH�m���u0i�2 1 1� �modn�; and

bi ; �b0i�e�u0i 2 xi� �modn�:

8>><>>:

Proof. If c ; �ui
0xi 1 1��ui

0 2 xi�21 �modn�; we have
that ui

0 ; �cxi 1 1��c 2 xi�21 �modn�:
If ai ; �ri

0�eH�m���ui
0�2 1 1� �modn�; then we have the

following derivations,

ai ; �r 0i�eH�m���cxi 1 1�2�c 2 xi�22 1 1� �modn�;

ai ; �r 0i�eH�m���cxi 1 1�2 1 �c 2 xi�2��c 2 xi�22 �modn�;

ai ; �r 0i�eH�m���c2 1 1��x2
i 1 1��c 2 xi�22 �modn�;

ai ; �r 0i�ese�x2
i 1 1��c 2 xi�22 �modn�;

�r 0i�e ; ais
2e�x2

i 1 1�21�c 2 xi�2 �modn�;

r 0i ; ad
i s21�x2

i 1 1�2d�c 2 xi�2d �modn�:
If bi ; �bi

0�e�ui
0 2 xi� �modn�; we have that

bi ; �b0i�e��cxi 1 1��c 2 xi�21 2 xi� �modn�;

�b0i�e ; bi��cxi 1 1��c 2 xi�21 2 xi�21 �modn�;

b0i ; bd
i ��cxi 1 1��c 2 xi�21 2 xi�2d �modn�:

According to the above derivations, the signer can derive
bi
0, ri

0 andui
0 for every recorded(a i , b i , xi). B

Hence, given a triple (c, m, s) produced by the protocol of
Section 3, the signer can always derive the three blinding
factorsbi

0, ri
0 andui

0 for every view (a i , b i , xi). It turns out
that all of the signature–message triples are indistinguish-
able from the signer’s point of view. Therefore, it is compu-
tationally infeasible for the signer to derive the link between
an instancei of the protocol and the signature produced by
that protocol.

5. Conclusions

If an attacker obtains signatures on enough messages of
the certain form shown in [7] from a legitimate signer, he
can forge signatures in Chaum’s blind signature; the
proposed randomization enhanced Chaum’s scheme makes
it computationally infeasible for the attacker to obtain signa-
tures of the certain form for the attack [7], but it requires
additional communication and computation overhead, such
as two additional ways of communication, a signature–
message triple instead of a tuple, three additional random
number generations, an extra inverse and exponentiation
computations.
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