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Abstract

In this paper we propose a hew untraceable electronic cash scheme which makes it possible for a payer to attach the desired date to his
electronic cash during a transaction. With the aid of the date attachability property, the date on which an electronic cash is deposited in the
bank cannot be forged in an electronic cash scheme. It is conducive to the unforgeability of the number of days for which the cash has been
stored in the bank for some necessary purposes such as interest calculation. Our scheme not only keeps the attached date from being forge
but also avoids two or more different dates being attached to the same electronic cash. Furthermore, the date attachment does not affect the
untraceability property of electronic cash. Comparing with typical electronic cash schemes, the extra computation required for date attach-

ment is just hashing® 2000 Elsevier Science B.V. All rights reserved.
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1. Introduction after it was issued by the bank. In practical situations,
money deposited in a bank should be charged for interest,
Due to the fast progress of networking technologies, so that it is necessary for a customer to attach the date of
many advanced network services have been proposed indepositing to his e-cash and the date cannot be modified by
literature to take the advantages of these technologies.anyone else. This is referred to as ttiate attachability
Among these services, electronic cash (e-cash) is a populaproperty. To prevent the attached date from being forged
one since this service makes it possible for a payer in aand ensure the correctness of interest charged, a modern
remote site to pay his electronic cash through electronic untraceable electronic cash scheme is required to achieve
communication networks [1-8]. the date attachability property. In this paper, we propose a
A typical electronic cash scheme contains three kinds of new untraceable electronic cash scheme such that every
participants (a bank, a group of payers and a group of payeespayer can attach the desired date to his e-cash during a
and consists offour stages (initializing, withdrawing, unblind- transaction. Our scheme keeps the attached date from
ing and depositing). In the initializing stage, the bank chooses being forged and avoids two or more different dates being
its public and private keys. In the withdrawing stage, a payer attached to an e-cash. In addition, the attached date does not
withdraws an e-cash in a blinded version from the bank. In the affect the untraceability property of e-cash. Especially, the
unblinding stage, the payer unblinds his blinded e-cash to additional computation for the date attachment is just
obtain a valid one. Finally, in the depositing stage, the payer hashing.
sends his e-cash to a payee. After verifying the correctness The rest of this paper is organized as follows. In Section
of the e-cash, the payee forwards it to the bank for freshness2, we review several basic preliminaries used in this paper.
checking (or double-spending checking). Then, the bank The proposed scheme is described in Section 3. In Section 4,
deposits the e-cash into the payee’s account. we examine the security and discuss the date encoding in the
In typical electronic cash schemes proposed in the litera- proposed scheme. Finally, a concluding remark of this paper
ture [1-8], the semantics embedded in an e-cash has to bes given in Section 5.
determined before the bank performs the signing operation.
In other words, the semantics embedded in an e-cash is fixed o
2. Preliminary
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2.1. Untraceable electronic cash the bank’s database can be removed, so that the size of the
bank’s database can be controlled [5,11].

Untraceable electronic cash was introduced by Chaum  an e-cash protocol based on the partially blind signature
[3]. In Chaum’s e-cash scheme, there are three kinds of scheme of [11] is described in the following.

participants: a bank, a group of payers and a group of o o
payees. A payer withdraws e-cash from the bank, and then- Initializing. The bank randomly selects two distinct large
pays the e-cash to a payee. The details of the protocol are Primespandg, and computes both= pgandé¢ = (p — 1)
shown as follows. (g — 1). Itchooses a large integemt random where ¥

o o e < ¢ and GCQe, ¢) = 1, and then computes an integer
1. Initializing. The bank randomly selects two distinct large d with 1 < d < ¢ such thated = 1 (mod ¢). The bank

primespandg, and computes both= pgand¢ = (p — 1) publishes ¢, n) and a one-way hash functidt [9,10],

(d — 1). The bank chooses a large integeat random and keepsd, p, g) secret. Let every e-cash issued by the

where 1<e< ¢ and GCOe ¢)=1 and then bank worthw dollars.

computes an integett with 1 < d < ¢ such thated = 2. Withdrawing.If a payer decides to withdraw an e-cash

1(mod ¢). Finally, the bank publishes(n) and a one- from the bank, he randomly chooses two integeandr

way hash functiom [9,10], and keepsd, p, q) secret. In in Z:, and sends the integens= (r*"H(m) modn) andv

addition, let every e-cash issued by the bank warth to the bank wherg is a message chosen by the payer and

dollars. _ _ itis in the predefined format negotiated and agreed by the
2. Withdrawing.If a payer decides to withdraw an e-cash  pank and all of the payers in advance [11]. After receiv-

from the bank, he randomly chooses an integer Z, ing (a,v) and verifying that is in the predefined format,

which is the set of all positive integers less than and  {he hank sends the integer= (a® modn) to the payer
relatively prime ton. Then the payer computes and whered, = (ev) ! mod ), and then deductw dollars

sendsa = (r°®H(m) modn) to the bank wherem is a from the payer’s account in the bank.

message selected by the payer. After receivingthe 3. Unblinding. After receivingt, the payer computes =

bank computes and sentls= (o« modn) to the payer, (r‘t modn). The triple (n, s, V) is an e-cash in the

and then deducte dollars from the payer’s account in scheme.

the bank. 4. Depositing.The payee examines the correctness of the e-
3. Untl)linding.After receivingt, the payer computes= cash by verifying whethes® = H(m)(modn) or not

(r“tmodn). The tuple (n, s) is an e-cash inthe scheme.  \yherev has to be in the predefined format, and then he
4. Depositing.To pay the e-casing s) to a payee, the payer calls the bank to check if the e-cash is fresh (or not

sends i, ) to the payee. The payee examines the  goyple-spent). If the e-cash is correct and fresh, then

correctness of the e-cash by verifying whetrr= the payee accepts this payment and depositss( V)

H(m)(modn) or not, and then he calls the bank to  jnt his account. The bank stores, s v) in its database

check if the e-cash is fresh (or not double-spent). If the  for double-spending checking, and addslollars to the
e-cash is correct and fresh, then the payee accepts this payee’s account.

payment and depositen( s) into his account. The bank

stores n, 9 in its database for double-spending check- |f we letv contain an expiration date of the e-casty § V),
ing, and addsv dollars to the payee’s account. the storage of the bank’s database can be controlled because

. . ) all of the expired e-cash can be removed from the database
Since the integerr is randomly chosen and kept [511).

secret by the payer, it is impossible for the bank to
derive the link between the e-cagtm,(s) and the instance
of the withdrawing protocol which produces(s). This is
the untraceability (or unlinkability) property in e-cas
schemes [1-8].

h 3. Date attachable electronic cash

In addition to the expiration date of an e-cash, the date on
which the e-cash is deposited into the bank is another impor-
2.2. Electronic cash based on partially blind signatures tant information we should attach to the e-cash for some

necessary purposes such as interest calculation.

Due to the feature of electronics, the e-cash is easily tobe  Note that the proposed date attachment method can be
duplicated. Hence, it is necessary for the bank to store a”applied to almost all e-cash scheme in the literature
spent e-cash in its database for doqble-spending_Checking{ljl&lo]_ In this paper, to simplify the description, we
Hence, the bank's database will grow unlimitedly take Chaum's scheme [3] as an example to explain our
[4,5,7,8,11]. The technique of partial blindness makes it jjea. Based on Chaum'’s untraceable electronic cash scheme

possible to prevent the bank’s database from growing unli- gescribed in Section 2.1, we introduce a new untraceable
mitedly [5,11]. In an e-cash system based on a partially

blind _signature _scheme, each e'CQSh issued by the bank ! Abe and Fujisaki [11] had introduced a method to choose the constant
contains an expiration date. All expired e-cash recorded in such that ) * mode) exists.
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electronic cash scheme which makes it possible for a payer The 5-tuple can be verified by checking if
to attach the current date to his e-cash. In our scheme, the , 100-a a 19-b b 31-c
date is not required to be determined by the payer until the S — H(H (an)[H* (@) [H™(ag)|H () |H
corresponding e-cash is really shown for verification, and X (ag)||H (ag)) (Modn).
anyone else cannot forge the attached date. Most important
of all, the attached date does not affect the unlinkability  If the above formula holds, then the payee sends the 5-
property of e-cash and the extra computation for the attach- tuple to the bank for double-spending checking. After
ment is just hashing. performing the double-spending checking, the bank

First, we use (& (the two least significant digits of a also checks the above formula to examine whether the
year)) to denote the year such as year 2036 is denoted by attached date is the current date or not. Finally, the date-
37. In addition, all of the 12 months in a year are numbered  attached e-casla(b, ¢, s, ) is deposited into the payee’s
from 1 to 12, respectively. Finally, the days within a month account and stored in the bank’s database. The bank adds
are numbered from 1 to 28, 29, 30 or 31 depending on  w dollars to the payee’s account.
different months in a year. Besides, létbe a public one-
way hash function [9,10] and define the following notations:

0 i i1 ) ) 4. Discussions
H°(m =m H(m) =HMH ~(m) for every integei = 1.

In this section we examine the correctness, unforgeability

The proposed protocol consists of four stages: initializing, and unlinkability of the proposed scheme in Section 3, and
withdrawing, unblinding and depositing, shown as follows. discuss the date encoding methods in the scheme.

1. Initializing. The bank randomly selects two distinctlarge  , 1 ~rrectness
primesp andq, and computes = pg. Through the same
key generation as the initializing stage of the protocol  |n the unblinding stage of the proposed scheme in Section
shown in Section 2.1, the public ke, (n) and private 3, the payer computes= (r 't modn) = (H(m)° modn),
key (d, p, g) of the bank are generated, respectively. In so thats® = H(m)(modn). In addition
addition, let every e-cash issued by the bank wavth

dollars. (H*%3(a)[H(ap)[H? () H (aa) [H***(ats)[H ()
2. Withdrawing.Let || be the string concatenation operator.
A payer chooses a blinding factore Z;, and randomly - (Hloo(xl)”Hloo(XZ)”H12(X3)”H12(X4)”H31(X5)”H31(X6))

selects six messagesg X, X3, X4, X5, Xg Wherer andx;s
with 1 =i = 6 are kept secret. The payer computes and

submitsg = (r°*H(m) modn) to the bank where Hence, if @, b, ¢, s, @) is a date-attached e-cash produced by
the proposed protocol in Section 3 where =
m = H**%0)[H 0 H ) [H 2 IHM 0IH™06). {41 ap, s, s, o, g}, then we have, that

Note that different one-way hash functidh can be S = H(H" 2 (ap)|H*(a)|[H* *(az)[H (ap)[H3*
applied to differentx;.. To simplify the presentation, we
apply the sameH to all of the x;s. After receiving the
blinded message from the payer, the bank compiutes
(8¥ modn) and sends the signing restlto the payer. 4.2. Unforgeability
Then the bank deductsv dollars from the payer’s

X (as)|[H(eg))(modn).

account. The proposed date attachable electronic cash scheme is
3. Unblinding. After receiving the signing result, the payer based on Chaum’s untraceable electronic cash scheme [3]

(r 't modn) which is the bank’s signature om. The (m, 9) such thats® = H(m)(modn) depends on the security

tuple (m, 9 is an e-cash in the scheme, and it can be Of Ref. [3]. _

verified by checking whethe = H(m)(modn) or not. Furthermore, given a date-attached e-.c.aasrb,(c, S, a_) _
4. DepositingWhen the payer decides to attach the current Produced b}’ th/e eropos/ed protocol, the d'ff'CU“}’ of deriving

date including the current year, where a= (1 + (the ~ @ne-cashd, b, ¢, s, a’) with another dateg(, b, ¢’) and

two least significant digits of the current year)), the « ={a1, a3, a3, @y, a5, ag} such that

current montrb, and the current dag to the e-cashr, e _ 100-a', /@' (220 i ol 3¢
) ) o s =HMH H H H H

s), he performs the following operations. Initially, the ( (apH* (2] (am)H" ()]

payer computesey = H*(xy), az = H™*" ), ag = X (a%)||H°I(a'e))(m0d n)

Ho(%), s =H""x), as=HX) and ag=
H31_°(x6). And then he sends the payee the date-attachedrelies on the strength of the one-way functidri9,10]. On
e-cashd, b, ¢, s o) wherea = {aq, ay, a3, as, as, ag}. the other hand, if the payer himself construash c, s, «)
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and @, b’,c, s, «') for different payments, then they can be 5. Conclusions
detected by the bank after performing the double-spending
checking through the commas) and the later one used is Different from embedding an expiration date into an elec-
considered to be invalid. tronic cash during withdrawing, the proposed scheme makes
it possible for a payer to attach a date to an electronic cash
. . when depositing. The attachment guarantees the unforge-
4.3. Unlinkability ability of the date on which the e-cash is deposited in the

Comparing with Chaum’s electronic cash protocol [3] bank for some purposes such as interest calculation. Further-

shown in Section 2.1, the extra information attached to an MOre only several hundreds of hashing computations are

e-cash is the date on which the e-cash is deposited in the€duired to perform the attachment operation.

bank. Clearly, the date is known to the bank after depositing

even if the date is not attached to that e-cash. Therefore, theacknowledgements

attachment does not affect the unlinkability property which

an untraceable electronic cash protocol should possess. In We would like to thank the anonymous referees of this
other words, given a date-attached e-cash produced by theyaper for their valuable comments.

proposed protocol, the bank cannot derive the instance of

the withdrawing protocol which produces that e-cash [3].
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