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Abstract 

We present a new attack, called the inter-protocol interleaving attack, on authentication and key distribution protocols. The 
attack enlightens us two things. The first is that when considering attacks against a protocol, we should consider not only the 
protocol itself, but also the interaction with other protocols. The second is about a warning of “not using the shared secret 
keys between a server and its clients in any other places” that appears in many security-related communication standards, such 
as CCITT X.509 and IS0 9798. Our attack provides a concrete example for showing that this warning is necessary. 0 1999 
Elsevier Science B.V. All rights reserved. 
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1. Introduction 

The authentication and key distribution problem has 
been a focus research topic in cryptography since 
Needham and Schroeder’s pioneer paper. Many proto- 
cols for authentication and key distribution have been 
proposed in the literature llO-12,151. Some of them 
are shown weak against cryptographic attacks, such 
as the modification, the man-in-the-middle, the cho- 
sen plaintext, the impersonation, the oracle session, 
the parallel session attacks etc., while some of them 
are shown secure by means of cryptographic analy- 
sis or logic proof methods [ 10,151. In showing the se- 
curity of a protocol by cryptographic analysis against 
cryptographic attacks, almost all of them focus on in- 
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teraction between the attacker and one or more ses- 
sions of the protocol. However, interaction between 
the attacker and sessions of two or more different pro- 
tocols is largely ignored. In this paper we show an at- 
tack, called the inter-protocol interleaving attack, on 
using a slightly modified Neuman-Stubblebine proto- 
col [lo] against the Kehne-Schonwalder-Langendor- 
fer protocol [9] and using the Otway-Rees protocol 
[ 141 against the Kerberos protocol [ 131. 

The inter-protocol interleaving attack is a variation 
of the interleaving attack [2,3,5,8]. The interleaving 
attack is usually applied to two parallel sessions of 
a protocol. The inter-protocol interleaving attack is 
applied to two sessions of two different protocols 
that are activated simultaneously. In the attack, the 
attacker intercepts the messages in the session of a 
protocol and replays them for the messages in the 
session of another protocol for masquerading as a legal 
principal in cheating another legal principal. To our 
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best knowledge, there is no known published concrete 
example of the inter-protocol interleaving attack up to 
date. 

The attack enlightens two points. The first is that 
when considering attacks against a protocol, we should 
consider not only the protocol itself, but also the in- 
teraction with other protocols. The second is about a 
warning of “not using the shared secret keys between 
a server and its clients in any other places” that ap- 
pears in many security-related communication stan- 
dards, such as CCITT X.509 [4] and ISO/IEC 9798 
[6]. The main reason for this warning is due to the in- 
tuition that if not doing so, it may increase the possi- 
bility of key leakage. Our attack provides a concrete 
example for showing that this warning is necessary. 

Some may argue that it is not possible to implement 
two different protocols for the same purpose in a 
server practically. We feel that the real world is 
very heterogeneous so that we cannot expect that 
all principals use the same protocol. For example, 
the server may be a printer server as well as a 
file server simultaneously. Different providers may 
supply different protocols for authentication and key 
distribution. Therefore, this situation is possible. Some 
may also argue that the attack is very implementation- 
dependent and needs quite a lot of assumptions. 
Indeed, since it is implementation-dependent, we can 
not expect what the implementors would do. They 
might be careless, imprudent, or even lazy. Anything 
becomes possible in the real world. 

The paper is organized as follows. We first briefly 
introduce the Kerberos, Kehne-Schonwalder-Langen- 
dorfer, Neuman-Stubblebine and Otway-Rees proto- 
cols. In Section 3, we present two examples of the 
inter-protocol interleaving attack. In Section 4, we dis- 
cuss possible solutions for protocols to prevent from 
such attack. Finally, we conclude the paper. 

2. The protocols 

In this section we outline the protocols that are used 
in our attacks. These protocols are the Kerberos pro- 
tocol [13], the protocol presented by Kehne, Schon- 
walder and Langendorfer [9] (called the KSL protocol 
hereinafter), the protocol presented by Neuman and 
Stubblebine [lo] (called the NS protocol hereinafter) 
and the protocol presented by Otway and Rees [14] 

(called the OR protocol hereinafter). These four proto- 
cols are all trusted server and secret-key cryptosystem 
based authentication and key distribution protocols. In 
each protocol, there are two participating principals A 

and B who wish to establish a session key K for secure 
communication. There is also a server S who generates 
the session key and is trusted by both principals. Each 
principal X shares a secret key Kxs with the server S 
so that they can communicate secretly with the secret 
key. The message M encrypted using the key Kxs is 
denoted by Ex (M), in which the used secret-key cryp- 
tosystem is the same. Similarly, the message encrypted 
using the key K is denoted by EK (M). We shall use 
X to denote the identity name of the principal X. The 
nonce (random number) issued by X is denoted by Nx 
and the timestamp issued by X is denoted by TX. For 
each message pass, we use “(i) X + Y: M” to denote 
that the message M is sent from X to Y in message 
pass i. 

For convenience in explaining our attacks later, we 
interchange two principals A and B in the OR and 
NS protocols described in the original papers. We also 
discard the messages for repeated authentication in the 
Kerberos and NS protocols since they are irrelevant to 
our attacks. 

2.1. The Kerberos protocol 

There are four message passes in the Kerberos pro- 
tocol shown below, in which L denotes the lifetime. 
For its detailed description, see [ 131. 

(1) A + S: A, B, 

(2)S+A: EA(Ts,L,K,B,EB(T,,L,K,A)), 

(3) A -+ B: EB(Ts, L, K, A), EK(A, TA), 

(4) B + A: EK(TA + 1). 

2.2. The KSL protocol 

There are five message passes in the KSL protocol 
shown below, in which N;3 is the second nonce gen- 
erated by the principal B. For its detailed description, 
see [9]. 

(1) A + B: NA, A, 

(2) B+S: NB,A,NA,B, 
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(3) S-+ B: EB(NB,A,K),EA(NA.B,K), 

(4) B+A: EA(NA,B,K),N~~,EK(NA), 

(5) A+ B: EK(N~). 

2.3. The NS protocol 

There are four message passes in the NS protocol 

shown below. For its detailed description, see [lo]. 

(1) B + A: B, NB, 

(2) A-+ S: A, EA(B,NB,TA),NA, 

(3)s+ B: EB(A,K, NB,TA), EA(B,K,TA),NA, 

(4) B-+A: EA(B,K,TA),EK(NA). 

For our attack, we consider a slightly modified NS 

protocol, called the NS’ protocol hereinafter, which is 

almost the same as the NS protocol except that the 

positions of the identity name B and the nonce NB 

in message pass 2 are interchanged, which is shown 

below. 

(1) B + A: B, NB, 

(2) A+= S: A, EA(NB,B,TA),NA, 

(3) S --+ B: EB(A, K, NB, TA), EA(B, K, TA), NA, 

(4) B-+ A: EA(B,K,TA), EK(NA). 

This interchange does not affect the security of the 

protocol. In implementing the NS protocol, this might 

happen due to preference of the implementors. 

2.4. The OR protocol 

There are four message passes in the OR protocol 

shown below, in which I denotes the identifier of the 

session. For its detailed description, see [ 141. 

(1) B-+ A: I,B,A, EB(NB,I,B,A), 

(2)A+S: I,B,A,EB(NB,I,B,A), 

EA(NA,I>B,A), 

(3) s+ A: 1, EB(NB,K),EA(NA,K), 

(4) A + B: I, EB(NB, K). 

3. The inter-protocol interleaving attacks 

In this section we present two inter-protocol inter- 

leaving attacks. One uses the intercepted messages of 

the NS’ protocol against the KSL protocol and the 

other uses the intercepted messages of the OR protocol 

against the Kerberos protocol. 

In the attacks, we shall use Cx to denote the attacker 

who masquerades as the legal principal X. Since 

all attacks on cryptographic protocols depends on 

some assumptions about implementation details [ 151, 

for each such attack we make some implementation 

assumptions first. Although the last two assumptions 

for the attack of using the OR protocol against the 

Kerberos protocol are not quite reasonable, it serves 

as another example to demonstrate that such attack is 
possible. 

3. I. Use the NS’ protocol against the KSL protocol 

The implementation assumptions for this attack are 

as follows. 

0) 

(ii) 

The shared secret key Kx,y between the server S 

and the principal X is the same for both of 
the NS’ and KSL protocols, which also use the 

same secret-key cryptosystem. Since there are 

standards for secret-key cryptosystems, it is very 

likely that two protocols use the same secret-key 

cryptosystem. 

The timestamp TA is not distinguishable from a 

session key K, that is, when the timestamp TA 
appears in the position of the session key K, 
the principal will treat the timestamp TA as the 
session key K. 

The attack of using the NS’ protocol against the 

KSL protocol is shown in Fig. 1 and described as 
follows. In the end, the principal A of the KSL 

protocol mistreats the timestamp TA as the session key 

and is not aware that Cg is an attacker. 
Step 1. 

Step 2. 

Step 3. 

When the principal A of the KSL protocol 

initiates a session, the attacker CB intercepts 

the message NA, A. 
The attacker CB initiates a session of the NS’ 
protocol and sends NA, B to the principal A 
of the NS’ protocol, in which NA is treated as 
the nonce Ng from B. 
The principal A of the NS’ protocol then sends 
A, EA(NA, B, TA), Na to the server S. The 
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The NS’ protocol The KSL protocol 

Cs A CB A 

(1) NA,A 
< 

(~)A,EA(NA,B,TA),N; 
< 

(~)EA(NA.B,TA),N~~,ET~(NA) 
> 

Step 4. 

Step 5. 

Step 6. 

Step 7. 

Fig. 1. 

message is intercepted by Cs, who is also the 
attacker Cg. The nonce Na is issued by the 
principal A for the NS’ protocol. 
The attacker CB bypasses the second and third 
message passes of the KSL protocol. 
The attacker CB then sends EA (NA, B, TA), 

Nb, ET, (NA) to the principal A of the KSL 
protocol as the fourth message pass. After 
receiving the message from CB, the principal 
A shall misinterpret the timestamp TA as the 
session key of the session of the KSL protocol. 
After Step 5, the attacker Ca simply ignores 
the reply ET, (NL) from the principal A of 
the KSL protocol and aborts the session of the 
NS’ protocol. 
In the end, the attacker Ca impersonates the 
principal B of the KSL protocol and uses the 
key TA to communicate with the principal A 

in the KSL protocol. 
We make a remark here. Although the timestamp 

TA is not known to the attacker Ca, there is a con- 
stant probability that Cg can derive it, for example, 
by observing the system time of the principal A. By a 
common accepted concept about the security of cryp- 
tographic protocols [ 121, the attack succeeds. Further- 
more, there is an attack against the Kerberos protocol 
using the weakness of timestamps [7]. Thus, encrypted 
timestamps should not be considered as secure. 

3.2. Using the OR protocol against the Kerberos 

pmtocol 

The implementation assumptions for this attack are 
as follows. 
(1) The shared secret key KXS between the server S 

and the principal X is the same for both the OR 

(2) 

(3) 

(4) 

and Kerberos protocols, which also use the same 
secret-key cryptosystem. 
An identity name B is not distinguishable from 
a session key K, that is, when the identity name 
B appears in the position of the session key K, 

the principal will treat the identity name B as the 
session key K. 

The nonce NB of the OR protocol is not detected 
and is treated as the timestamp Ts issued by the 
server S by the principal B of the Kerberos proto- 
col. In [ 141, the field for NB is actually a challenge 
issued by the principal B. An implementer may 
use a timestamp for it. Therefore, this assumption 
is possible. 
The identifier I of the OR protocol is not detected 
and is treated as the lifetime L by the principal B 

of the Kerberos protocol. 
The attack of using the OR protocol against me 

Kerberos protocol is shown in Fig. 2 and described as 
follows. In the end, the principal B of the Kerberos 
protocol mistreats the identity name B as the session 
key K (i.e., B = K) and is not aware that CA is an 
attacker to impersonate the principal A. 

Step 1. 

Step 2. 

Step 3. 

When the principal B of the OR protocol 
initiates a session, the attacker CA intercepts 
the message. 
The attacker CA initiates a session of the 
Kerberos protocol while ignoring the first two 
message passes of the session. 
The attacker CA treats B as the session key 
K and generates the message EK(A, TA). 

CA then sends EK(A, TA), together with the 
intercepted message in Step 1, as the third 
message pass of the Kerberos protocol to the 
principal B . 
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Step 4. 

Step 5. 

Step 6. 

Step 7. 

The OR protocol The Kerberos protocol 

B CA B 

(I) I.B.A.EB(NB.I.B.A) 
> 

(3) EB(NB.I.B,A).EK~A,TA) 

(4) EK(TA+I) 

Fig. 2. 

When the principal B of the Kerberos proto- 
col receives the message from CA, he misin- 
terprets the nonce NB as the timestamp TS , the 
identifier I as the lifetime L and the identity 
name B as the session key K without careful 
checking. 
B sends the message EK (TA + 1) to CA as the 
fourth message pass of the Kerberos protocol. 
The attacker CA simply ignores the message 
in Step 5 and aborts the OR protocol with the 
principal B . 
In the end, the attacker CA can cheat the prin- 
cipal B of the Kerberos protocol by pretend- 
ing the identity name B as the session key K 

in the session of the Kerberos protocol. Thus, 
the attacker CA impersonates the principal A 

of the Kerberos protocol and uses the key B to 
communicate with the principal B in the Ker- 
beros protocol. 

4. Conclusion 

We have presented the inter-protocol interleaving 
attack on some well-known trusted server and secret- 
key cryptosystem based authentication and key distri- 
bution protocols. The methods that can prevent the in- 
terleaving attack can usually be used to strengthen the 
protocol against the inter-protocol interleaving attack. 
As discussed in [ 1,151, adding direction bits to the 
message passes and associating messages with types 
can effectively deter the attack. We would suggest sup- 
plementally that each message pass of the protocol is 
associated not only with the direction bits but also with 
the protocol name. Of course, as discussed in the be- 
ginning, not using shared keys in two or more proto- 
cols can prevent the attack. 
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