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Abstract. Fault tolerance is an important design criterion for reliable and robust video-on-demand systems.
Conventional fault-tolerant designs use either a primary backup or an active replication method to provide system
fault tolerance. However, these approaches suffer from low utilization of the backup or replication system. In this
paper we propose two playback-recovery schemes for distributed video-on-demand systems chlledttie
playback-recovery schenasd thebackward playback-recovery schentunlike conventional fault-tolerant de-

signs, our schemes use existing playback resources to recover faulty playbacks without allocating new resources,
significantly reducing recovery overhead. To use the schemes effectively, we developed a distributed algorithm for
determining the order and gap information between the playbacks on the distributed video-on-demand servers so
that overhead for recovering from a server failure can be minimized. This algorithm achNievédault-tolerant
resiliency forN-server video-on-demand systems. In addition, three server-recovery policies are also presented
to guide surviving servers in applying the proper scheme to recover faulty playbacks, thus reducing overall re-
covery costs. Simulation results show that the proposed recovery schemes are effective and useful in designing
fault-tolerant multiple-server video-on-demand systems.
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1. Introduction

Video-on-demand (VOD) applications have recently received much attention from the
telecommunications, entertainment and computer industries [6, 7, 9, 12]. And in essential
or commercial VOD applications, fault tolerance is one of the most important issues be-
cause it allows systems to accommodate component failures [11, 16]. The most common
approach to providing fault tolerance uses redundancy, organizing the redundant compo-
nents as eitheactive replicatioror primary backupnits [3, 15, 19]. In adual-server system
with an active replication scheme, both servers work in parallel in order to accommodate
failures. When the primary server fails, the secondary server accepts the workload of the
primary server. This scheme puts a heavy burden on the recovery server. By contrast, in the
primary backup scheme only one server is active at a time and the backup server becomes
active only when the primary server fails. These two schemes suffer from either heavy
recovery loads or low resource utilization. Our system uses multiple servers in parallel to
provide video playbacks, as in the active-replication approach, but two recovery schemes
are proposed to reduce failure-recovery overhead and prevent from low server utilization.
Figure 1 depicts the fundamental architecture of our multiple-server video-on-demand
system. All the video servers are connected by a high-speed private network, called the
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Figure L  The architecture of the multiple-server video system.

control channel which is used to exchange recovery and synchronization information
among the video servers. Customers’ commands are delivered to one of the video servers
for a payback service. Note that in this paper the failure behaviour of the video server is
assumed to be synchronous fail-silent [23, 24]. This behaviour constrains the failed server
to stop providing video playbacks and to response to the other operational servers. The term
“synchronous” means that the video servers can mutually detect the failure states within a
certain time bound [3, 25].

Another challenge in implementing a video-on-demand system is providing continuous
playback [14, 18, 20, 21]. A double-buffering mechanism is used to ensure video playback
continuity [5, 22]. The concept behind is that: the video server allocates two buffers for
each playback as an intermediate which separately manage video data. One buffer is being
filled with video data from the storage while the other is sending data to customers. Both the
buffers alternate their roles in turn until the playback is completed. Figure 2(a) illustrates
the video data access hierarchig a typical VOD environment. Asessions defined as
the channel with enough bandwidth for reading video data from disk storage to the system
buffer. The bandwidth required to ensure playback continuity depends on the video format.
For example, playing an MPEG-1 video requires the bandwidth of at least 1.5 Mb/s [8, 10].
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Figure 2 (a) Video data access hierarchy and (b) the simplified representation.
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A streamis referred to as the channel for transferring video data to customers. A stream can
support multiple customers by using a multicasting mechanism [1]. Resources, including
a session, a stream and a set of double buffers, are definesbagee unitdenoted byJ,

in this paper. The power of a video server is determined by how many service units it can
support simultaneously. A video playback is represented by the symmba@ls shown in

figure 2(b). The vertical bar indicates the start point of a video, the arrow head indicates
the end, and the length of the symbol the video length. We logically divide a video file in
storage into continuous segments equal to the size of the intermediate buffer, video data
thus can be transferred segment by segment in the access hierarchy.

This paper is organized as follows. In Section 2, we propose two distributed playback-
recovery schemes, which guarantee minimal resources required for recovery since existing
service units in the survival servers are used to deliver the interrupted playbacks originally
provided by the faulty server. In Section 3, adistributed order-decision algorithm s proposed
for on-line construction of order information for all distributed service units. Thus, when
a server fails, this order information helps survival servers choose the service unit nearest
to the faulty one for recovery. Section 4 presents three recovery policies that coordinate
survival servers to consistently perform recovery process. In Section 5, simulation results
show that our proposed schemes are feasible for enhancing fault-tolerant capability in video
systems. Section 6 addresses our interesting research issues in the near future, and Section 7
concludes this paper. Step-by-step examination of the distributed order-decision algorithm
and proofs of its correctness are presented in the appendix.

2. Distributed playback-recovery schemes

The simplest approach to the recovering of an interrupted playback in a faulty server is
to allocate a new service unit in a survival server to continue providing playback instead.
We refer to this method as alocation-based playback-recovery scheriote that this
scheme, while simple, entails great overhead because it demands additional service units
from the survival servers. In this section, we proposed two recovery schemes to reduce
such overhead, we first clarify some useful terminology before presenting these schemes.
The service unit in a faulty server is calléllty service unijtand the service unit used for
recovery in a survival server is calledcovery service unitA service unit contains two
segment buffers. The least segment sequence number of a service ublit,isalenoted

by S(U). For exampleS(U,) as shown in figure 2(b) is 2. In addition, we also define a
leading relationshidor any two service units: given two service ubitandU;, U; leads

Ui iff S(Ui) < S(Uj), no matter they are located at same server or not.

2.1. Forward playback-recovery scheme

The idea behind the forward playback-recovery scheme is to recover from a faulty service
unit by using an existing service unit that lags behind the faulty one. In this scheme, a
survival server, having a running service unit which is playing the same video as one of
the faulty service units, is responsible for recovering from this faulty one. That is, this

server uses the running service unit as a recovery service unit. In addition, the forward
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Figure 3 The forward playback-recovery scheme.

playback-recovery scheme requires the faulty service unit having a leading relationship to
the recovery service unit. This scheme provides two methods to reduce the resources for
recovery: one is theeplay-join methogdwhich directly delivers video data in the recovery
service unit to customers originally served by the faulty service unit, the other one is the
chase-join methqdwhich allocates a temporary service unit in the survival server. This
temporary service unit begins delivering data from the same segment as the faulty service
unit, furthermore, its progress speed is adjusted to be reasonably slower so it can be merged
with the recovery service unitlater. Merging allows the temporary service unitto be released
and thus saves a service unit. It is obvious that the replay-join method gives customers a
repeated viewing because the faulty service unit leads the recovery service unit. We use
an example to illustrate these methods. Consider the example shown in figure 3(a), where
customers A and B are initially served by service ubitsandU; in Server 1 and Server 2,
respectively. Assume Server 1 fails. The replay-join method resumes customer A's playback
by delivering video data from service uhlg as depicted in figure 3(b). Thatis, customers A

and B share a common service unit. Note that customer A can continue watching the video,
but will get a replay ofS(U;) — S(U,) segments. The temporal difference betw&eéd,)
andS(U,) is defined as thgap time That is, the gap time determines the length of video
replay on the customers. The chase-join method allocates a temporary servidg tmit
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resume customer A's playback. In this example, customer A continues watching the video
playback starting with the segme8tU;) from U3 without any repeat. Furthermore, the
progress speed b&f; is adjusted to a slower rate that still gives acceptable visual perception.
As U catches up ttJ3, these two service units are merged &hds released. This method

is transparent to customers but requires a temporary service unit for a period, this period is
defined as thenerging timeas shown in figure 3(c).

2.2. Backward playback-recovery scheme

In contrast with the forward playback-recovery scheme, the backward playback-recovery
scheme uses an existing service unit which leads the faulty service unit as the recovery
service unit (see figure 4(a)). Two join implementations can also be used with this scheme,
however, both of them interfere with the progress of the foreground playback. Inthe replay-
join method, existing servicd, is used to recover from the faulty playback by delivering

the video data from segme8tU;) (figure 4(b)). This forces customer B to watch a repeat
from segmentS(U;). The chase-join method also allocates a temporary servicdJgnit

and delivers video from segme®(U;), as shown in figure 4(c). In this schemds’s
playback cannot be sped up due to the pre-determined bandwidth limitation of a service
unit (although certain techniques can be used to accelerate the playbacks without requiring
extra disk bandwidth by skipping the frames [2]. However, in this paper we assume that
acceleration of a playback needs extra disk bandwidth. Thus, in order to metdgdhe

Us playbacks, Server 2 slows dowiy’s playback speed, interfering with the foreground
playback quality.

Occasionally, the gap time between a recovery service unit and a faulty one will be so
large that customers may have to watch excessively long replay periods. A time bound,
called therecovery time bounds defined to limit this problem. When itis used, only faulty
service units, having a gap time shorter than the recovery time bound, will be recovered
using the forward or backward playback-recovery scheme. If the time bound is exceeded,
the allocation-based playback-recovery scheme is used instead, even though it requires
extra service units. In Section 5, a simulation is used to show the recovery characteristics
of these three schemes under a given recovery time bound.

The replay-join method does not need an extra service unit to perform recovery while
the chase-join method does need a temporary one, but releases it later. Although these
two recovery schemes mitigate recovery overhead by reducing the resources required, both
methods also impose a period of recovery time (interval of replay or merging as shown in
figures 3 and 4). However, it is a tradeoff between recovery time and recovery overhead
for customers and service providers. From the customer viewpoint, the recovery time
should be as short as possible, and this can be achieved by adjusting the playback speed of
either the recovery service unit or the temporary service unit in advance. Golubchik et al.
have provided adjustment techniques for merging two service units into one using adaptive
piggybacking methods [13]. However, from the service provider’s standpoint, it is desirable
to recover as many faulty playbacks as possible. The ability to recover more playbacks can
be enhanced by cutting down the number of service units required for recovery. This
is an essential issue of the recovery schemes proposed above. Therefore, in this paper,
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Figure 4 The backward playback-recovery scheme.

we focus primarily on how to conserve service units during recovery. Our approach is to
shorten the recovery time by selecting a service unit nearest to a faulty service unit as the
recovery service unit, and through the merging technique. However, the problem arising
in a distributed environment is that these video servers lack a common clock mechanism to
determine the distance and order information between service units across different servers.
Therefore, in the next section, we will present a distributed algorithm that can order all the
distributed service units according to the gap time of service units.

3. Distributed order-decision algorithm

In practice, the customers’ requests arrive randomly at each video server, as shown in
figure 1. Each server then allocates a service unit to provide video playback. Information
concerning service units’ order with respect to other servers are not maintained. As aresult,
when a server fails, it is difficult to effectively apply the above recovery schemes because we
can not determine which running service unit is nearest to the faulty service unit. To solve
this problem, we developed an algorithm called digtributed order-decision algorithm
(DODA) to on-line construct the order relationship among the allocated service units across
the distributed video servers.
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3.1. Preliminaries and assumptions

This algorithm is accomplished by exchanging a set of messages, includirgptine
message, thmodificationmessage and therminationmessage, via the control channel.

The maximal and minimal transmission time of the control channel are denofgg@)iay
andTminpelay, Which determine the precision of the gap and order information derived. The
setup message informs the servers the allocation of a new service unit, the modification
message modifies the order relationship constructed by the previous setup and modification
messages when the order needs a change. The termination message informs the servers
a playback is completed. A server need broadcast a setup message when it allocates a
service unit to serve in response to a request. The setup message is derﬂ;m#chhy!

the broadcast time instant of this messagé B, wherek stands for servek andi for the
sequence number of this service unit. Each service unit is assiggegllance numbéor
identification. The server that broadcasts the setup message is referred teexxirand

the other servers asceivers Using the arrival timeline of a setup message, as shown in
figure 5, we can determine the order relationship between the service units of the sender
and receiver. The timeline of a receiver can be partitioned into two types of intervals, the
distinguishable time intervand theindistinguishable time intervalThe indistinguishable

time interval,Tl;, is an interval from the creation time of service upflus Tminpelay to the

creation time pluSmaxpelay(the creation time is the time that service un allocated and

the time instant broadcasting a setup message for this service unit). The distinguishable time
interval, TD;_4, is aninterval from the creation time of service ujit 1 plusTmaxpelayto the

next service unif’s creation time pluSminpelay- In figure 5(a), the white circles represent

the time instant at which a setup message is broadcastdadaagresents the time instant at
which a setup message arrives at a server. The horizontal axes in the figure represent the time
lines for each server. Accordingly, we can derive three order relationships between any two
service units: (1pender Leading ReceivéBLR), (2)Receiver Leading Send@RLS) and

(3) Concurrent If a receiver receives a setup message ssgy within the distinguishable
interval TD;_1, we can infer the service urit; is leading the service unid; if the latest

created service unit in the receiverls, because the minimal transmission timesof

is larger thanTminpelay.  Thus, these two service units have an SLR relationship and the
propertyS(U;) > S(U;) holds, as shown in figure 5(a). If a setup messagessayprrives

.TmInDeIay ]

msxD.elay

server 1
(sender)

server 2
(receive)

O
B 2’._1
(a) Sender Leading Receiver (b) Receiver Leading Sender (c) Concurrent

Figure 5 Relationships between sender and receiver.
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at a receiver within the distinguishable interval SEy;_;, and the most recent created
service unitin the receiver I3;_1, we can infer that the receiver’s latest service uhit,
leadsU; , because the maximal transmission timesof won't be greater thafmaxpelay

These two service units have an RLS relationship and the proBéuty 1) > S(U;) holds,

as shown in figure 5(b). If a setup message arrives at a receiver within the indistinguishable
interval, sayTl;_,, the receiver cannot determine the order relationshipfaandU;_;.

In this case, the receiver considéfsandU;_; to be concurrent. Figure 5(c) shows the
concurrent relationship. However, the sender (Server 1) may figure out a SLR relationship
if sm_; arrives server 1 withiTD;_;. Therefore in order to eliminate the inconsistent
recognition, extra modification message is needed to negotiate. In Section 3.2, we will
explain the modification process in detail.

A message consists of four fieldéserver 1D, (type, (vectol and{(checkpoint data
The(server ID field indicates which server sent the message. (Type) field identifies the
message as a setup, modification or termination type. The modification message is further
classified as either an SLR or RLS modification. Only a setup message Helé¢bkpoin}
field, which contains the stream and customer information of the service unitvéti)
field has threa-entry vectors: th@rder vector(V), theforward gap-time vecto(F) and
the backward gap-time vectqiB), wheren is the number of servers. The order vector
records information concerning about the order relationship known to the sender, in which
each entry represents the highest known service unit's sequence number for each other
individual server. For example, an order vectoe= [g, ey, &]2, sent by Server 2, informs
the receivers that server 2% is ordered behindlelX in Server 1 andiJgZ in Server 3. This
also implies thaty to U in Server 1 lead)Z and so do in Server 3. The forward and
backward gap-time vectors record the approximate gap times between current service units
and those ahead of it. The difference is that the forward gap-time vector is approximated
by the preceding service unit and the backward gap—time vector by succeeding service unit.
For example, a backward gap-time vecBe= [gP, gy, gvlin conjunction with the above
V represents that the gap time betwelgnandu ! is approximated agP by Server 1, that
betweerUezy andU? asgP by Server 3 Note that? is the gap time betweet.mezy andUé
A forward gap- t|me vectoF = [gx , gy gz] in conjunctlon with abové/ represents that
the gap time betweeld? andUg is approximated ag, and that betweedZ andUg as
gZ by Server 2. This algonthm is quite complex, in the appendix we explain in deta|l about
how to generate these vectors. In the following section, we briefly describe the key ideas
behind our algorithm.

3.2. Algorithm

In DODA, two phases of negotiation are needed before a complete order information is con-
structed. The first phas@psolute Order Generatiglyields an absolute order relationship

by exchanging setup and modification messages between servers. However, this absolute
order does not suffice to construct a unique ordered sequence for the service units across
video servers because of the concurrentrelationship. This insufficiency is thus compensated
for by the another phasBelative Order Generation
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Absolute order generation. This phase generates the leading relationship for all the dis-
tributed service units. Each server broadcasts a setup message to other servers only when
a new service unit is allocated in response to a playback request. The broadcasting server
constructs a setup message that contains an order vector recording the highest sequence
numbers of service units of all other servers, and forward and backward gap-time vectors
which records the approximate gap time information. While receiving a setup message,
the receiver checks which interval the message arrived within. According to the arrival
interval, the receiver can determine the order between the service unit represented by the
setup message and its most recent service unit. If the setup message is received within a dis-
tinguishable time interval, SLR or RLS relationship can be obtained, otherwise, concurrent
relationship is recorded. For example, in the SLR case as shown in figure 5(a), the order
vector of U}t in Server 1 enclosed isny, may contains two possible order information,
eitherVit = [i, j —1];orVi! = [i, j —2]1. The vector reflects the order information inferred

by serveri. If the order vector i8/! = [i, j — 1]y, it represents that server 1 only knows
thatU?_, ledU;" whenU;" was created. The result is consistent with server 2's information,
thus need not send any modification message. If the order vectr is [i, j — 2]y, it

means that Server 1 had not yet received a setup message of ctdzﬁt'ing)r considers

the relationship betweed! , andU? to be concurrent. In order to rectify this incorrect
order relationship, Server 2 should broadcast a modification message that contains a vector
Vit =[i, j — 1]1 to inform other servers that? , ledU'. Furthermore, server 2 must also

also construct a modification messageLﬂ(frbecaus:sm2 sent incorrect order information

V? =[i —1, j]2. Thus, while receivingm' within TD}_,, Server 2 broadcasts a modifi-
f|cat|on message containing an order vecklﬁr_ i, 1]2 to inform other servers that!

should leadJ?.

Relative order generation. If all setup messages are received within distinguishable time
intervals, the order relationships among service units can be determined easily and correctly.
Unfortunately, ordering is sometimes unclear due to the concurrentrelationship. This makes
the relative order relationship difficult to be determined when setup messages are received
within indistinguishable time intervals For example given two setup messageand

sm2 _, containing order vectory/* = [i, ] —2]1 andV —, = [ =1, ] —1]5, respectively,

and both of them are recelved within mdlstlngwshable time intenﬁlﬁl andTI}, as

shown in figure 5(c). In this case, no adequate information is available to determine which
one goes first. A simple way to resolve this concurrent problem is to assume that the server
with the smaller server ID number has the precedence. This assumption is referred to as
the small server identification firstThereforeU;! would be considered to Ieamj{l. The

detail is described in th@rder-Decisionprocedure given in Appendix A.1.

3.3. Computation of the gap time

The precise gap time between any two successive service units can be computed by sub-
tracting their creation time (allocation time) instants, however, in a distributed environment,
a server is unable to determine the exact creation time instant of another server’s service
unit. A safe way to conserve the precision is to approximate the gap time by subtracting
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a Tminpelay from its arrival time. As an example in figure 6, Server 2 approximangés
creation time by subtracting Bninpelay from TA&. Thus, the backward gap time between

Uj2 andUl is equal to(TA! — Tminbelay) — TBJ?. The time line of server’is an illusion of
Server 1 considered by Server 2. If Server 1 fails, Server 2 can estimate the length of replay
or merge time from the backward gap time to determine whéitfés the best candidate

to recoveluil. The forward gap time is calculated by Server 1 u§TB§— (TAl — TrinDelay)-

The subtraction of &minpelay€nsures that the calculated gap time will not be over-estimated
though it does result in playback repetition for customers. These mechanisms are listed in
the SendandReceiveprocedures of phase 1, and given in the appendix.

3.4. Order expression

Each server executes the distributed order decision algorithm individually and interacts with
the other servers by exchanging messages. A newly allocated service unit causes the server
to broadcast a setup message and executes this algorithm. After two phases described above
have been completed, the order and gap time information is obtained by interpreting these
enclosed vectors, and can be represented as:

b b
bt pn
Ul «—f U21 R Unfl «~—f Un
f f
% Gn

which is referred to agecovery informationwhereg® andg' are the gap time between the

two successive service units. The symhimls and< f stand for the gap timeP andg ",
respectively, as calculated by succeeding and preceding service units. The recovery infor-
mation represents thak leadsU,, U, leadsU; and so on. Through DODA coordination,

all video servers share a common view of the recovery information about all distributed
service units. Thus, when a server suffers a failure, the other survival servers can use this
consistent information to perform recovery.

4. Server failure treatment

In Section 2, we proposed two playback-recovery schemes, the forward playback-recovery
scheme and the backward playback-recovery scheme, to handle recovery process. These
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two recovery schemes greatly reduce the recovery overhead through the replay-join method
or the chase-join method, however, there is still playback repetition or resource requirement
(allocation of temporary service units). Thus, proper selection of a suitable recovery scheme
as well as a join method for the faulty service unit will make the length of the playback
repetition and the holding time of the temporary service unit shorter.

4.1. Playback recovery

Recovery information is useful in helping the forward playback-recovery scheme and the
backward playback-recovery scheme choose a closest recovery serwce unit. For example,

given any two successive service units with a recovery |nformdﬂpn Ui. According

f
to this recovery information, the video server could Uséo recoverU by using the for-

ward playback-recovery scheme Whepbecomes a faulty service unlt and the cog is
Thatis, with the replay-join method, a replaygpf is for the customers od;; and with the
chase-join method a temporary service unit would retrieve video data from the time instant
of S(U;) — gI , and the merging time is also proportional to the gap tg'ﬁeS|m|IarIy, If

theU; becomes a faulty service uni; can be the recovery service unit by the backward
playback-recovery scheme and the recovery cg&.isﬁ\s a result, we can obtain overhead
criteria of each recovery scheme from the recovery information and are thus able to select
a good recovery scheme for each faulty service unit. In the next section, we state three
policies for synchronizing the scheme selection among video servers.

4.2. Recovery scheme selection criteria

In order to perform recovery correctly, survival servers must have a policy to coordinate
the selection of the recovery service units for those faulty service units, otherwise some
faulty service units would be recovered by more than one service units or none. Below, we
present three recovery policies to guide the servers in response to a server failure.

Forward policy. The forward policy is highly intuitive. Before any failure occurs, all video
servers negotiate to apply the forward playback-recovery scheme in response to a server
failure. Therefore, when the servers detect a failure in some video server, they inspect
their recovery information to see which service units are ordered behind the faulty ones,
furthermore, the servers having the closest service units to the faulty ones are responsible
for the recovery of those faulty service units by applying the forward playback-recovery
scheme. Because all servers have the identical recovery information, every faulty service
unit is guaranteed to be recovered exactly once by its closest service unit. Note that if the
last service unit in the recovery information is a faulty one, the server having a service unit
preceding the faulty one would use the backward playback-recovery scheme instead in such
a case.
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Backward policy. In this policy, all the video servers negotiate to use the backward
playback-recovery scheme instead of the forward playback-recovery scheme when a server
failure occurs, and note that if the first service unit in the recovery information is faulty, a
following service unit uses the forward playback-recovery scheme instead.

Hybrid policy. The hybrid policy combines the forward and backward playback-recovery
schemes by selecting the service unit with the smallest gap time as the recovery service
unit. Thus, a faulty service unitwould be recovered by using the forward playback-recovery
scheme or the backward playback-recovery scheme. Because the recovery information are
identical for all the video servers, this policy won't result in conflicts or starvation in
recovering for the faulty service units.

4.3. Fault-tolerant resiliency

The distributed order-decision algorithm can tolerate server failures because order and gap
time information is exchanged in a one-to-one manner across servers. Thus, a server failure
does not affect the correctness of the algorithm, nor do the survival servers have to restart
the algorithm. In addition, the order and gap vectors are still correct when the service units
of the faulty server are removed from the recovery information. As an example shown in
Appendix A.3, given a recovery information as follows:

022 e p % e

2 3 1 2 1°77 3
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Assuming Server 2 fails, the service units in Servad2andU? are removed and the
recovery information is thus interpreted from the original order and gap vectors as:

13 23 18

3 b— 1 b— 1 b— 3
Uo «~—f UO «~—f Ul «~—f Ul e
0 23 9

Moreover, the survival servers will still tolerate server failures until only one server is left
in operation. With the distributed order-decision algorithm, we can toleratel server
sequential failures in a-server VOD system.

5. Simulation

To compare the various recovery policies, two simulation studies were conducted on an Intel
Pentium-based machine with 64 MB of RAM. The simulation architecture is illustrated in
figure 1. Because the customer can request a playback on any one of the video servers, we
simulated such behavior by generating a Poisson arrival process characterized by the mean
interarrival intervals for each server. In the simulation process, the system used ten video
objects as materials for simulating a video-on-demand system. For each arrived request,
we used a predefined object’s access frequency to determine which video object the request
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asked. The access frequencies to various objects were characteriz&iplbgiatribution

with the parameter.Q386. (In aZipf distribution, if objects are sorted according to access
frequency, then access frequency for itteobject is given byf; = =, whered is the
parameter for the distribution ards the normalization constant[4, 17, 26]. The assignment

of 0.1386 tod recognizes that 80% of the requests will ask for 20% of the objects, and
the remaining 20% of the requests will ask for the other 80% of the objects, a phenomena
called the 80-20 rule. Using this rule makes a simulated video system seem more realistic
by allowing for the different degree of popularity between popular videos and cold videos.)
After determining a target video, a request waited in a queue until a free service unit was
available. The server then allocated a service unit to provide playback. Each video server
had the ability to provide 100 service units simultaneously. The maximal and minimal
transmission times for the control channel were assumed to 500 and 50 ms, respectively.
The video lengths were 1.5 h.

In the first simulation, a video system with only one video was simulated, that is, all the
requests asked for the same video. The average gap time versus the requests’ interarrival
time was considered. We us&j to represent thaverage server gap timfer recovering
from serveii’s faulty service units under serviefailure. This was calculated by dividing
the summation of all the used gap time by the number of faulty service unitsavinage
system gap timésystemwas furthermore calculated by the equation:

N
_ 1 Gi
Gsystem= % whereN was the total number of servers.

By assigning each Poisson process a different interarrival interval, we simulated this
video- on-demand system for 100 h, and then calculated the respective average system gap
times for the forward policy, the backward policy and hybrid policy. Figure 7 shows the
average system gap time for various request interarrival intervals in video systems with
two, four, six and eight servers, respectively. The statistical diagrams show that the hybrid
policy kept the average system gap time shorter than the other policies. This means that
using the hybrid policy will result in lower recovery overhead or shorter video replays.
Moreover, we found that the more the servers involved, the shorter the average system gap
time was. We can thus conclude that a system can provide more playbacks simultaneously,
and quicker playback recoveries in the presence of failures if the overall number of video
servers is increased.

In the second simulation, the recovery time bound on the recoverable service unit was
considered. Under a given recovery time bound, we evaluated how many faulty service
units could be recovered using the forward or backward playback-recovery schemes. If the
gap time for recovering a faulty service unit was larger than the given recovery time bound,
an allocation-based recovery scheme was applied instead, which required extra service units
until the playback was completed. In this simulation, we increased the number of videos to
10 and fixed the interarrival intervals for each Poisson process at 10 min. This simulation
was continued for 10,000 h, and figure 8 shows the evaluation results. We found that the
hybrid policy allowed more faulty service units to be recovered by mixing the forward and
backward recovery schemes, and the number of recoverable service units increased as the
recovery time bound was increased. From those results we found that a lot of service units
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were saved by preventing invocation of the allocation-based recovery scheme. And, the
greater the number of servers, the greater the number of recoverable service units was, even
with shorter recovery time bounds.

6. Future work

This paper proposed a fault-recovery methodology for a distributed video-on-demand sys-
tem under the assumption that a common-clock synchronization mechanism among the
video servers was lacking. Thus, an algorithm was needed to determine the order relation-
ship across the faulty and recovery service units. Another research issue is to provide a
fault-tolerant design that does use a global synchronization mechanism. This mechanism
can be realized in two ways: (1) each video server is equipped with a permanent highly
accurate clock synchronized with some single official and legal time; e.g., UTC, as received
from standardization organizations via terrestrial radio stations, dGlbleal Positioning
Systemor (2) all requests are first delivered to a central server which then dispatches these
requests to various video servers. Through the centralized control, service-unit order can
be determined in advance. The design methodology for such a system will vary from the
methods discussed in this paper. Furthermore, how to balance the recovery loads among the
survival servers after a server failure is also an important topic. Thus, in the near future we
will focus on balancing recovery loads and providing a fault-tolerant design that includes a
global synchronization mechanism.

7. Conclusion

In this paper, we proposed forward and backward playback-recovery schemes, to cope with
server failures in a distributed video-on-demand system. These schemes use existing re-
sources to perform recovery process and thus significantly reduce recovery overhead on
survival servers. In addition, we developed a distributed algorithm, called the distributed
order-decision algorithm that on-line constructs the order and gap information for the dis-
tributed service units. This recovery information is useful in helping our proposed schemes
find the nearest recovery service units. We also proposed three recovery policies to guide
recovery servers in applying suitable recovery schemes using this recovery information.
Finally, two simulations were conducted, and the results showed that the recovery schemes
are feasible and effective for use in a realistic video-on-demand system.

Appendix
A.1. The distributed order-decision algorithm (DODA)

There are four primary data structures maintained by each video servesednence
variables thestate transition lis{STL), theorder decision lis{ODL) and thetotal order
list (TOL). In addition, a server, s&y maintains1 sequence variableg, where 1< i < n;
Sk records the sequence number of the latest allocated service unit in kefiee other
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variables record the largest sequence numbers of the service units already received from
the other servers.

Absolute order generation. The first part of DODA consists of three proceduresit
procedureSendprocedure an@Receiveprocedure. Thénit procedure is executed once to
initiate data structures. THgendorocedure is invoked to broadcast a setup message when
a server allocates a new service unit. The purpose ofStraprocedure is to construct

the order vector which contains the information about which service units are running
behind the newly allocated service unit. The forward and backward gap time vectors are
also computed here according to the method in Section 3.3R€keivgrocedure reacts

to the received messages according to its type and arrival time.

Procedure Init (serverk)
begin

1. STL ODL andTOL are empty initially.

2. §is set to—1, wherei from 1 ton for serverk.
end

IntheSendprocedure, the order vector is constructed by filling each entry with the largest
sequence number of the received service units from other servers individually, all of them
lead the current newly allocated one. The largest sequence number of the received service
units from server is recorded a§. This procedure also constructs forward and backward
gap time vectors. The parameter serweepresents the caller of this procedure. Sekver
and the broadcasting instandf the setup messagéR is equal toTA for the broadcasting
server).

Procedure Sendk)
begin
1. Generate an order vectdr=[ey, &, ..., €]k, satisfies
a.e=S+1and,
b. & = §, wherei #k and 1<i <n.

2. Generate a forward gap time vectoe=[ f, f, ..., fy], satisfies:
a.if (S == -1)
fk = -1,
else
fy=t —TA(sng);
b.if (g == 1)
fi= -1,
else
fi =t — (TA(SM,) — Tminpelay), Wherei #k and 1<i <n;
3. Generate a backward gap time vedBoe [by, by, .. ., by], satisfies:
a.if (S == -1)

b= —1;
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else
by=t— TA(ser)
b. bj =—1, wherei £k and 1<i <n.
4. Broadcast a setup messageSetupV, F, B).
5. Insert(TA(t), V, F B) to STL, wheret is the time instant of step 4.

6. §=S+1.

end

ThisReceiverocedure checks whether the message is received within the distinguishable
time interval or the indistinguishable time interval, and whether its typetigy modification
or termination Different responses must be made depending on the type and the arrival
time. TheReceivgrocedure shown below describes the actions for sérwdrich receives
a messagen at timet,.

Procedure Receivgh, m, t;)
m := received messagek,type Vk, F, B);
k := sender;
type:= message type;
V :=order vector, wher® =[e;, e, ..., &, ..., &lk-
F .= forward gap time vector, whete =[ f1, fo, ..., fx,..., fn].
B := backward gap time vector, wheBe=[by, b, ..., by, ..., by].
V;, Ft, andB; refer to the order, forward gap time and backward gap time vectors in a
node ofSTLM.
begin
switch (typg
case: (Setup)
1. 9

2.if (§'== —1) /*server h has not allocated any service unit yet */
a. Insert TA(t,), V, F, B) to STL.
b. exit.

3.if (ta < TA(sn’g?) + Tmaxpelay  /* the case of RLS, the message arrives within */

a.if (en#9S)) /*the order relationship is not correco broadcast a RLS
modification message to revise it */
alen=9.
a.2 bh =(ta— TminDeIay) - TA(SHQ)-
a.3 Broadcast, Modif.g s, V, F, B).
else if (&, # —1) /* the order reported is correcnow calculate the back-
ward gap time vector */
8.4by = (ta — Tminelay) — TA(sT{,).
a.5 Broadcasth, Modification V, F, B).
b. Append TA(t,), V, F, B) to STL".
C. exit.
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4.if (ta < TASN,) + Tmindelay)
/* the case of SLRthe message arrives within TD */.
the server h should reflect that the service upituns ahead of service unit
S! due to the SLR relation */
a. Find the vector¥;, F, B; from the node which is fosng,: in STL

a.1 Thehth entry ofV; is modified toS.
a.2 Thehth entry of F; is modified toTA(sng) — (ta — TminDelay)-
a.3 Thehth entry of B; is modified to—1.
a.4 Broadcasth(, Modi.s g, V;, Ft, By).
[* calculate the backward time gap between the serveiskervice unit g
and the server 18 service unit g*/
b.if (&, # — 1)
b.1 bh = (ta - TminDeIay) - TA(SWQ)-
b.2 Broadcasth(, Modification V, F, B).
c. Append TA(ty), V, F, B) to STL".
d. exit.
5. if (TA(STTE:,) + TminDeIayf Ta =< TA(SI’TE:) + TmaxDeIa))
/* the case of concurrent */
a.if (en# —1) [* only calculate the backward time gap */
a-:I-bh =(la— TminDeIay) - TA(Snﬂn)-
a.2 Broadcasth(, Modification V, F, B).
b. Append TA(t.), V, F, B) to STL".
C. exit.
case: (Modification)
1. Find the vectors, F; andB; from the node which is fosnf in STL.
2.if(V==V,)
/* if neither SLR or RLS case, only gap time is modified */
a. Update the newest entrieshnand B to F; and B; respectively.
b. exit.
3. if (Modi.s R
a. if (en # thehth entry of\4)
/* the case of SLR order and gap modification */
a.1by, is modified to(TA(SITE ) — Trminpelay) — TA(SN).
a.2 Broadcast a modification messade Modi., V, F, B) servers.
b. Update the newest entries\h F andB to V;, F; and B, respectively.
C. exit.
4. if (Modi.RLY
a. if (k==h andg # theith entry of\;, wherei #h)
[* for RLS order and gap modification */
a.lfi = MAX(O, TA(S'TE() - (TA(SI’TE) — TrinDelay))-
a.2 Broadcasth, Modification V, F, B).
b. Update the newest entries\h F andB to V;, F; andB;, respectively.
C. exit.
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case: (Termination.)
1. Remove the corresponding vectordidL" to reflect the close of a playback.
2. exit.
end

The content of a vector may be transient in STL, because further modification messages
would revise the vector entries. The modification corrects the confusion which arises when
one server recognizes a concurrent relationship but another recognizes an SLR or RLS
relationship. The modification process continues for at most three TmgBelayin the
algorithm. Formally, the content of vectors becomes stable afteldxpelay from its
allocation time because the conditions of RLS and SLR require at most thre€ltnesay
to revise the origin vectors. Namely, the node, containig ¥, F, B), is kept in STL
for at most three time$maxpelay Note that for the vector, which represents the service unit
from other servers, is only kept in STL for3Tmaxpelay— Tminpelay: And then this node is
moved to ODL.

Relative order generation. As described above, each node in STL is then moved to ODL
by executing thePushprocedure after staying iBTLfor 3 x Tmaxpelay OF 3 X Tmaxpelay—
TminDeIay-

Procedure Push(k, node TA V, F, B))
begin

1. Append TA V, F, B) to ODLK.

2. Set a timer on this node with off@axpelaytime quantum.
end

During the decision process all the vectors confused with each others must be considered
together, or the order will be incorrect. The purpose of settilfig.Rpeiaytimer is to ensure
that the condition will be met. In the later, we will prove that the vectors with a concurrent
relationship will arrive withinTmaxpelay @fter the first arrival in these setup messages with
a concurrent relation. When each node’s timer is expiredCttier-Decisionprocedure
is executed and a domination group is formed. @heination groupf a service unit,
with an order vector, saf, ey, &]s, is defined as the set of service units includiﬂ]bto
Ug, U toUZ andUg toUg ;. If the members of a domination group for a given service
unit are all in TOL, this service unit is callggbp-ablefrom ODL and is capable of being
moved to TOL. TheDrder-Decisionprocedure is invoked by the node in which the timer
is expired.

Procedure Order-Decision(k, node TA V, F, B))
begin
repeat
1. Find all the pop-able service units@DL.
2. Sort these pop-able service unitstbg small server’s identification first scheme.
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3. Extract the first pop-able service unit’'s node fr@BL* and append it to the tail
of TOLX.
until ((TA, V, F, B) is the just appended node) or (there is no pop-able service unit).
end

A.2. Translation from TOL to recovery information

In the first phase of DODA, each node stays in STL for at mos{@axpelay N the second
phase, the node stays for orfiaxpelay Thus we can conclude that for any newly allo-
cated service unit, our algorithm takes no more than®,axpelayto resolve each service
unit's order and gap time against to all others from its allocation. This recovery informa-
tion to other service units can be interpreted from TOL. Each node in TOL represents a
service unit. Thus, the order in TOL stands for the order of a service unit. For any suc-
cessive nodes in TOL, assume that they have the formadedg = (TA«, Vi, Fi, Bj) and
Nodg, = (TA,, Vj, Fj, Bj), wherei andj denote which servers the vectors belong to. Thus
if Node is ordered ahead ®odg, in TOL, it means that the service unit that the service
unit V;[i] leads the service unit;[j], where “[ ]” means the indexed entry of the vector,
and the backward gap time B[ j] and the forward gap time iB;[i]. We can interpret the
recovery information as follows:
b B;[i] J_
1
Uy i Wf Uy

A.3. Example

The example shown in figure 9 is used to illustrate DODA. Assume there are three video
servers in our VOD system. Each server executes DODA and interacts with others by
exchanging messages. The time line is divided into smaller time units. The maximal and
minimal transmission time are 17 and 6 time units, respectively. We show the message
flows according their time event sequences. Playback requests arrived at different servers
and the servers allocate service units to serve these requests individually. A setup message
is broadcasted to all servers for each newly allocated service unit. For example, server 2

4—» TmlnDeIay
< TmaxDelay »
Server 1 L | Jj——- H »
server 2l L— >
Server 3 | \lf——“— G SR i ‘ »
0 10 20 30 40 50 60 70 80 g0 timeline 100
———— P selupmessage = c-ee--eae-e- P modification message

Figure 9 A 3-server video-on-demand system.
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broadcastsng to server 1 and server 3 for2. Its arrival time at these servers are 16, 3 and
18, respectively.

Table 1 shows the broadcasted and received messages to each server, sorted by their
occurring time. Rc. and Br. are the abbreviations of the terms “receive” and “broadcast”.
Table 2 shows server 1's transitions about the sequence variables, the state transition list,
the order decision list and the total order list according to the message flows. As described
in the first phase, each node stays in STL fot Bnaxpelay OF 3 X Tmaxbelay— TminDelay:

We calculate each node’s leaving time from STL to ODL. For example, at the 16th time
unit, the node ofTA(16), V[Nil, O, Nil]oF[—1, —1, —1] B[—1, —1, —1] is appended to
STL in Server 1, its leaving time from STL to ODL is calculated as the 61th time unit
(16+17x 3—6=61).

Through DODA, each server will progressively obtain the same order and gap time image
of all the distributed service units. Our algorithm assures all the servers will obtain the new
order and gap time of a service unit after four tinl@sxpeayy from its allocation. This
example generates the following recovery information for those distributed service units at
the 100th time unit.

N T
2 3 1 2 1 3
Uo «~—f Uo «~—f Uo «~—f U1 «~—f U1 «~—f U1"' (1)
19 0 0 18 9

Becausa&J$ andU? are in the concurrent relation, the forward gap and backward gap time
are setto O.

A.4. Correctness of the second phase

In this section, we would like to prove that the DODA algorithm achieves the goal of
constructing a unique order view for all video servers. We use three lemmas to complete
our proof.

Lemmal. Forany serverkgiven any two service units@nd U; with U; leading U;, if
the setup message $mur U; arrives at server k at time 'I(An?j‘), then the setup message

smy for U; will arrive before Tﬁ(snf) or within [TA(srrﬁ), TA(srq‘) + TmaxDelay -

Proof: The resultis very straightforward. Let us consider two extreme cases. In the first,
smy arrives at servek using minimal transmission timMBninpelay andsrrf using maximal
transmission timeTmaxpelay Obviously,sn‘i’ arrives at servek before the arrival ofsn}‘.

In contrastsnf arrives at servek using maximal transmission tirtha]aXpaayandsn? using
minimal transmission tim&minpelay. If snf arrives at servek first and thsn{ arrives after
TA(snf) plus Tmaxpelay The time instant for servey to broadcastsnf should be after
TA(snf) due to the use of the maximal transmission delay. The result is in conflict with the
assumption ob; leadingU;. a
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Table 2 TOL, ODL, and STL transitions.

©)

TOL: Nil

ODL: Nil

STL: Nil

St=-1, S}=-1, Si=-1

(16)

TOL: Nil

oDL: Nil

STL: TA(16), VINil, 0, Nil]
St=-1, si=0, si=-1

(36)

TOL: Nil

ODL: Nil

STL: TA(16) VINil, 0, Nil]
TA(36) V[0, O, Nil]

st=0, si=0, si=-1

(43)

TOL: Nil

ODL: Nil

STL: TA(16) V[Nil, 0, Nil]
TA(36) V[0, O, Nil]
TA@43) VINil, 0, 0]

st=0, si=0, si=0

(47)

TOL: Nil

ODL: Nil

STL: TA(16) V[Nil, 0, Nil]
TA(36) V[0, O, Nil]
TA(43) V[Nil, 0, 0]
TA(47) V[Nil, 1, Nil]

st=0, si=1, si=0

(52)

TOL: Nil

ODL: Nil

STL: TA(16) V[Nil, 0, Nil]
TA(36) V[0, O, Nil]
TA(43) V[Nil, 0, 0]
TA®47) VNil, 1, 0]

st=0, si=1 si=0

(56)

TOL: Nil

ODL: Nil

STL: TA(16) VINil, 0, Nil]
TA(36) V[0, 0, Nill
TA(43) VNil, 0, 0]
TA(47) VINil, 1, 0]

Sst=0, Si=1, Ssi=0

1
3

2 F[-1, -1, -1] B[-1, -1, -1] (61)

» F[-1, -1, -1] B[-1, -1, -1] (61)
F-1, 26, -1] B[-1, -1, -1] (87)

2 F[1, -1, -1] B[-1, -1, -1] (61)
Fl-1, 26, -1] B[-1, -1, -1] (87)
Fi-1, 19, -1] B[, -1, -1] (88)

» F[-1, -1, -1] B[-1, -1, -1] (61)
F[-1, 26, -1] B[-1, -1, -1] (87)
F-1, 19, -1] B[-1, -1, -1] (88)
» F[-1, 31, -1] B[-1, 31, -1] (92)

» F[-1, -1, -1] B[-1, -1, -1] (61)
F-1, 26, -1] B[-1, -1, -1] (87)
F[-1, 19, -1] B[-1, 30, -1] (88)
F-1, 31, 1] B[-1, 31, -1] (92)

» F[-1, -1, -1] B[-1, -1, -1] (61)
F-1, 26, -1] B[-1, 38, -1] (87)
Fl-1, 19, -1] B[-1, 30, -1] (88)

» F[-1, 31, 1] B[-1, 31, -1] (92)

(Continued on next page.
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Table 2 (Continued.

(58)

TOL: Nil

ODL: Nil

STL: TA(16) VINil, 0, Nil] 2 FI-1, -1, -1] B[-1, -1, -1] (61)
TA@36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA@43) VNil, 0, 0] 3 F-1, 19, -1] B[-1, 30, -1] (88)
TA(47) VINil, 1, 0] 2 F[-1, 31, 1] B[-1, 31, -1] (92)

st=0, si=1, si=0

(59)

TOL: Nil

ODL: Nil

STL: TA(16) VINil, 0, Nil] 2 FI-1, -1, -1] B[-1, -1, -1] (61)
TA(36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA@43) VINil, 0, 0] 3 Fl-1, 19, -1] B[-1, 30, -1] (88)
TA(47) VINil, 1, 0] 2 F[-1, 31, 1] B[-1, 31, -1] (92)
TAGG9) V[1, 1, 0] 1 F[23, 18, 22] B[23, -1, -1] (104)

st=1, si=1 si=0

(61)

TOL: Nil

ODL: TA(16) V[Nil, 0, Nil| 2 FI-1, -1, -1] B[-1, -1, -1] (78)

STL: TA(36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA@43) VINil, 0, 0] s Fl-1, 19, -1] B[-1, 30, -1] (88)
TA®47) VNil, 1, 0] » Fl-1, 31, 1] B[-1, 31, -1] (92)
TAG9) VI1, 1, 0] 1 F[23, 18, 22] B[23, -1, -1] (104)

St=1, Si=1, Si=0

(64)

TOL: Nil

STL: TA(16) V[Nil, 0, Nill 2 F[-1, -1, -1] B[-1, -1, -1] (78)

ODL: TA(36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA(43) V[Nil, 0, 0] 3 F[-1, 19, -1] B[-1, 30, -1] (88)
TA(47) VINil, 1, 0] » F[-1, 31, 1] B[-1, 31, 6] (92)
TA(G9) V[L, 1, 0] 1 F[23, 18, 22] B[23, -1, -1] (104)

St=1, S3=1, Si=0

(78)

TOL: TA(16) VINil, 0, Nil] 2 FI-1, -1, -1] B[-1, -1, -1]

oDL: Nil

STL: TA(36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA(43) V[Nil, 0, 0] 3 F[-1, 19, -1] B[-1, 30, -1] (88)
TA®47) V[Nil, 1, 0] 2 F-1, 31, 1] B[-1, 31, 6] (92)
TA(S9) V[1, 1, 0] 1 F[23, 18, 22] B[23, -1, -1] (104)

st=1, si=1,si=0

(80)

TOL: TA(16) VINil, 0, Nil] 2 FI-1, -1, -1] B[-1, -1, -1]

ODL: Nil

STL: TA(36) V[0, 0, 0] 1 F[-1, 26, 0] B[-1, 38, 13] (87)
TA(43) VNil, 0, 0] 3 F[-1, 19, -1] B[-1, 30, -1] (88)
TA@47) V[Nil, 1, 0] » Fl-1, 31, 1] B[-1, 31, 6] (92)
TAG9) V[1, 1, 0] 1 F[23, 18, 22] B[23, 32, -1] (110)

st=1, si=1 si=0

(Continued on next page.
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Table 2 (Continued.

(83)

TOL: TA(16) VINil, 0, Nil]

ODL: Nil

STL: TA(36) V[0, 0, 0]
TA(43) VINil, 0, 0]
TA(47) VINil, 1, 0]
TAGG9) VL, 1, 0]
TA(@83) V1, 1, 1]

st=1, s3=1, si=1

(86)

TOL: TA(16) V[Nil, 0, Nil]

ODL: Nil

STL: TA(36) V[0, 0, 0]
TA(43) VINil, 0, 0]
TA(47) VINil, 1, 0]
TAGG9) VL, 1, 0]
TA(83) VL, 1, 1]

st=1, si=1, si=1

(87)

TOL: TA(16) VINil, 0, Nil]

ODL: TA(36) V[0, 0, 0]

STL: TA(43) VINil, 0, 0]
TA(47) VNil, 1, 0]
TAGG9) VL, 1, 0]
TA@83) VL, 1, 1]

st=1,si=1 si=1

(88)

TOL: TA(16) V[Nil, 0, Nil

ODL: TA(36) V[0, 0, 0]
TA(43) V[Nil, 0, 0]

STL: TA®47) VNil, 1, 0]
TA(59) V[L, 1, 0]
TA@83) VL, 1, 1]

st=1,si=1 si=1

(92)

TOL: TA(16) VINil, 0, Nil

ODT: TA(36) V[0, 0, 0]
TA(43) VINil, 0, 0]
TA(47) VINil, 1, 0]

STL: TA(59) V1, 1, 0]
TA(83) V1, 1, 1]

St=1, S3=1, si=1

(104)

TOL: TA(16) V[Nil, 0, Nil]
TA(36) VINil, 0, 0]
TA(43) VIO, 0, 0]

ODT: TA(47) VINil, 1, 0]

STT: TA(59) VI[1, 1, O]
TA(83) V[1, 1, 1]

S%:l, S%:l, S%:l

1

1
3

1

1
3

1

1
3

1

1
3

1

1

1

1
3

2 F[-1, -1, -1] B[-1, -1, -1]

F[-1, 26, 0] B[-1, 38, 13] (87)

s F[-1, 19, -1] B[-1, 30, -1] (88)
» F[-1, 31, 1] B[-1, 31, 6] (92)
F[23, 18, 22] B[23, 32, -1] (110)
F[9, 35, 41] B[18, -1, 41] (128)

2 F[-1, -1, -1] B[-1, -1, -1]

F[-1, 26, 0] B[-1, 38, 13] (87)
s F[-1, 19, -1] B[-1, 30, -1] (88)
» F[-1, 31, 1] B[-1, 31, 6] (92)
F[23, 18, 22] B[23, 32, 32] (110)
F[9, 35, 41] B[18, -1, 41] (128)

2 F[1, -1, -1) B(-1, -1, -1)
F[-1, 26, 0] B[-1, 38, 13] (104)
s F[-1, 19, -1] B[-1, 30, -1] (88)
» F[-1, 31, 1] B[-1, 31, 6] (92)
F[23, 18, 22] B[23, 32, 32] (110)
F[9, 35, 41] B[18, -1, 41] (128)

» F[1, -1, -1] B[-1, -1, -1]
F[-1, 26, 0] B[-1, 38, 13] (104)
s F[-1, 19, -1] B[-1, 30, -1] (105)
» F[-1, 31, 1] B[-1, 31, 6] (92)
F[23, 18, 22] B[23, 32, 32] (110)
F[9, 35, 41] B[18, -1, 41] (128)

» F[1, -1, -1] B[-1, -1, -1]
F[-1, 26, 0] B[-1, 38, 13] (104)
s F[-1, 19, -1] B[-1, 30, -1] (105)
» F[-1, 31, 1] B[-1, 31, 6] (109)
F[23, 18, 22] B[23, 32, 32] (110)
Fl9, 35, 41] B[18, 44, 41] (128)

» F[1, -1, -1] B[-1, -1, -1]

s F[-1, 19, -1] B[-1, 30, -1]

F[-1, 26, 0] B[-1, 38, 13]

» F[-1, 31, 1] B[-1, 31, 6] (109)
F[23, 18, 22] B[23, 32, 32] (110)
Fl9, 35, 41] B[18, 44, 41] (128)

(Continued on next page

243



244

Table 2 (Continued.
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(109)

TOL: TA(16) V[Nil, 0, Nil]
TA(36) V[Nil, 0, 0]
TA@43) V[0, 0, 0]
TA(47) VNil, 1, 0]

ODL: Nil

STL: TA(59) V[1, 1, 0]
TA@83) V1, 1, 1]

st=1, si=1 si=1

(110)

TOL: TA(16) V[Nil, 0, Nil]
TA(36) VINil, 0, 0]
TA®43) V[0, 0, 0]
TA®47) V[Nil, 1, 0]

ODL: TA(9) V[1, 1, 0]

STL: TA(83) V[1, 1, 1]

st=1, si=1 si=1

(127

TOL: TA(16) V[Nil, 0, Nil]
TA(36) VINil, 0, 0]
TA@43) V[0, 0, 0]
TA@47) VNil, 1, 0]
TA(B9) V1, 1, (]

ODL: Nil

STL: TA(83) V[1, 1, 1]

st=1, si=1,si=1

(128)

TOL: TA(16) V[Nil, 0, Nill
TA(36) VINil, 0, 0]
TA(43) V[0, 0, 0]
TA(47) VINIl, 1, 0]
TA(59) V[1, 1, 0]

ODL: TA(83) V[1, 1, 1]

STL: Nil

S%:l, S%:l, Sé:l

(135)

TOL: TA(16) VINil, 0, Nil]
TA(36) V[Nil, 0, 0]
TA@43) V[0, 0, 0]
TA(47) VNil, 1, 0]
TA(B9) V1, 1, (]
TA(83) V[1, 1, 1]

ODL: Nil

STL: Nil

st=1, si=1,si=1

1

3

1

3

1

1

3

1

2 F[1, -1, -1] B[-1, -1, -1]
s Fl-1, 19, -1] B[-1, 30, -1]
F[-1, 26, 0] B[-1, 38, 13]
2 Fl-1, 31, 1] B[-1, 31, 6]

F[23, 18, 22 B[23, 32, 32] (110)
Fl9, 35, 41] B[18, 44, 41] (128)

» F[1, -1, -1] B[-1, -1, -1]
s F[1, 19, -1] B[-1, 30, -1]

F[-1, 26, 0] B[-1, 38, 13]

» F[1, 31, 1] B[-1, 31, 6]

F[23, 18, 22] B[23, 32, 32] (127)
Fl9, 35, 41] B[18, 44, 41] (128)

2 F[-1, -1, -1] B[-1, -1, -1]
s F[-1, 19, -1] B[-1, 30, -1]
F[-1, 26, 0] B[-1, 38, 13]

» F[-1, 31, 1] B[-1, 31, 6]
F[23, 18, 22] B[23, 32, 32]

F[9, 35, 41] B[18, 44, 41] (128)

» F[1, -1, -1] B[-1, -1, -1]
s F[-1, 19, -1] B[-1, 30, -1]
F[-1, 26, 0] B[-1, 38, 13]

» F[-1, 31, 1] B[-1, 31, 6]
F[23, 18, 22] B[23, 32, 32]

s F[9, 35, 41] B[18, 44, 41] (135)

1

1
3

» FI-1, -1, -1] B[-1, -1, -1]
s F[-1, 19, -1] B[-1, 30, -1]
Fl-1, 26, 0] B[-1, 38, 13]
» Fl-1, 31, 1] B[-1, 31, 6]
F[23, 18, 22] B[23, 32, 32]
F[9, 35, 41] B[18, 44, 41]




A DISTRIBUTED FAULT-TOLERANT DESIGN 245

Lemma 2. For any server kgiven any two service units;nd U; with an concurrent
relationship the distance between the arrival timeiysand sn’Ji at server k is not longer
than TmaxDeIay namely |TA(SI’YY) - TA(SW?” < TmaxDeIay

Proof: This proof is similar to that for Lemma 1. m]

Lemma 3. If two strings are identicalgiven any elemensay g in these two strings.

The preceding elements to a in both strings will be the same regardless of the order of
elements. In contrasgiven two stringsif the elements preceding an elemesdy a on

both strings are the samé¢hen these two strings are identical regardless of the order of
elements.

Using Lemma 3, we consider the order interpreted from the total order lists as strings. If
we can prove that the preceding service units to any given service unit are the same in all
TOLs, then the TOLs in all the servers adentical

Theorem 1. The TOLs constructed by the distributed order decision algorithm are iden-
tical for all servers.

Proof: Given two servers, say Server 1 and server 2, their TOL aredl,, respectively.
For any two members in, saybx andby, assuming thaby’s order goes ahead of, in I4,
then we should prove that the same order relationship exidts ilVe now discuss the
three possible relationships fbg andby. In the first case, both order vectors frand

by indicateby leadingb,. With Lemma 1, if the arrival pattern is, beforeby, by and
by will be handled together in the order-decision procedure invokeu lsyexpired timer.
Whenb, becomes pop-able i, by must already be i, or by will have no chance to
become pop-able. In the second cdseandby, are in a concurrent relationship but the
server’s identification oby is greater than that dfy. These two elements will be handled
by either of their timer-expired procedures according to Lemma 2. Bedrusedby are
confused with each other, they become pop-able simultaneously. However, they will be
sorted by their servers’ identification and thgnwill be popped first due to the smaller
server identification. In the final cask, andby are also in confusion but the server's
identification ofb, is smaller than that db,. There must be an elemelyt such thab, is
leadingb;, b, is leadingby butb, is confused wittby. Thoughby is confused withb, and
by’s server identification is greater thag, by, becomes pop-able first but thg is still not
pop-able due to thk, is not inl». a
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