1586

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 21,

NO. 11, NOVEMBER 2010

A Secure Decentralized Erasure Code
for Distributed Networked Storage

Hsiao-Ying Lin, Student Member, IEEE, and Wen-Guey Tzeng, Member, IEEE

Abstract—Distributed networked storage systems provide the storage service on the Internet. We address the privacy issue of the
distributed networked storage system. It is desired that data stored in the system remain private even if all storage servers in the
system are compromised. The major challenge of designing these distributed networked storage systems is to provide a better privacy
guarantee while maintaining the distributed structure. To achieve this goal, we introduce secure decentralized erasure code, which
combines a threshold public key encryption scheme and a variant of the decentralized erasure code. Our secure distributed networked
storage system constructed by the secure decentralized erasure code is decentralized, robust, private, and with low storage cost.

Index Terms—Networked storage system, distributed storage system, decentralized erasure code, threshold encryption, security.

1 INTRODUCTION

TORING personal data, such as e-mails and photos, on the

Internet has become a common practice. Distributed
networked storage systems aim to provide the storage
service on the Internet. Current research on distributed
networked storage systems focuses on efficiency and
robustness of the storage systems, i.e., the methods for
accelerating the storing and retrieval processes with
minimal cost and maximal robustness. Since the Internet
is a public environment that anyone can freely access, it is
also important to consider the privacy issue of the stored
information of the users.

The purpose of distributed networked storage systems
[1], [2], [3] is to store data reliably over a very long period of
time by using a distributed accumulation of storage servers.
Long-term reliability requires some sort of redundancy. A
straightforward solution is simple replication; however, the
storage cost for the system is high. Erasure codes are
proposed in several designs for reducing the storage over-
head in each storage server [4], [5] after linear network codes
[6], [7] are proposed. A decentralized erasure code [8] is an
erasure code with a fully decentralized encoding process.
Assume that there are n storage servers in the networked
storage system, and k messages are stored into the storage
servers such that one can retrieve the k messages by only
querying any k storage servers. The method of erasure codes
provides some level of privacy guarantee since the stored
data in less than k storage servers are not enough to reveal all
information about the k& messages. However, it is hard to
assure that only less than & storage servers are compromised
in an open network. We need a more sophisticated method to
protect the data in the storage servers, while the owner of the
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messages can retrieve them even if only some storage servers
respond to the retrieval request.

In this paper, we propose a secure decentralized erasure
code, which combines the concepts of data encryption and
decentralized erasure codes. In this code, the messages are
stored in an encrypted form. Even if the attacker compro-
mises all storage servers, he cannot compute information
about the content of the k messages. In our storage system,
the owner shares his decryption key to a set of key servers
in order to mitigate the risk of key leakage. As long as less
than ¢ key servers are compromised by the attacker, the
decryption key is safe. Furthermore, as long as ¢ key servers
get ciphertexts from some storage servers to decrypt, the
owner can compute the messages back.

At first glance, we make contrary assumptions on storage
servers and key servers. We assume that the key servers are
more secure than the storage servers so that it is hard for the
attacker to compromise more than t key servers. In
cryptography, the security of a system lies on protection
of the secret key. Thus, the key servers that hold the secret
key are set up or carefully chosen by the owner. Due to their
importance, they are highly protected by various system
and cryptographic mechanisms, such as proactive crypto-
graphic methods [9], [10]. We can treat storage servers and
key servers as two different types of servers. The keys
servers are much more secure and their number is much
less. The storage servers provide large capacity of storage,
while they are prone to attacks.

To maintain the decentralized architecture while apply-
ing the data encryption, we present a new threshold public
key encryption scheme such that each key server can
independently perform the decryption. In traditional thresh-
old public key encryption schemes [11], [12], decrypting a set
of ciphertexts requires that each of the key servers decrypts
all of the ciphertexts. On the other hand, in our threshold
public key encryption scheme, decrypting a set of ciphertexts
only requires that each of the key servers decrypts one of the
ciphertexts. As a result, the distributed networked storage
system constructed by our secure decentralized erasure
code is secure and fully decentralized: each encrypted
message is distributed independently; each storage server
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messages

Fig. 1. The model of our distributed networked storage system.

performs the encoding process independently; and each key
server executes decryption independently.

The model. Fig. 1 provides an overview of our system.
There are k messages M;, 1 < i < k, to be stored into n storage
servers SS;, 1 <1i < n. We could think that these messages
are the segments of a file. For those k& messages, we assign a
message identifier. Each message M, is encrypted under the
owner’s public key pk as C; = E(pk,M;). Then, each
ciphertext is sent to v storage servers, where the storage
servers are randomly chosen. Each storage server SS;
combines the received ciphertexts by using the decentralized
erasure code to form the stored data o;. The owner’s secret
key sk is shared among m key servers KS;, 1 <i¢ <m, by a
threshold secret sharing scheme so that the key server KS;
holds a secret key share sk;. To retrieve the k messages, the
owner instructs the m key servers such that each key server
retrieves stored data from u storage servers and does partial
decryption for the retrieved data. Then, the owner collects
the partial decryption results, called decryption shares, from
the key servers and combines them to recover the k messages.

Our main result shows that for fixed k and m > k > 1,
when n = ak¥?, v = bkY21Ink, b > 5a, a > V2, and u = 2, the
probability that the owner retrieves the k messages is at
least 1 — k/p — o(1), where p is the size of the group used in
our system. The length of p is about 1,000 bit.

Road map. We propose our threshold public key
encryption and briefly describe the decentralized erasure
code in Section 2. Our construction of secure decentralized
erasure code is given in Section 3. In Section 4, we provide a
detailed analysis for the probability of successful retrieval
of our system in various parameter settings. Conclusion can
be found in Section 5.

2 PRELIMINARIES

In this section, we briefly describe bilinear maps and
propose our threshold public key encryption using bilinear
maps. We also give a short description for the decentralized
erasure codes.

2.1 Bilinear Map and Assumptions

Bilinear map. Let G, Gy be the cyclic multiplicative
groups' with prime order p and g € @ be a generator. A
map é: Gy x G; — Gy is a bilinear map if it has the
bilinearity and nondegeneracy: for any z,y € Z,, é(g", ¢¥) =

T

€(g,9)"™ and €(g, g) is not the identity element in G. In fact,

1. It can also be described as additive groups over points on an elliptic
curve.
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é(g,9) is a generator of Gi. Let Gen(1") be an algorithm
generating (p, G, G, €, g), where X is the length of p.

Let x €p X denote that z is randomly chosen from the
set X.

Bilinear Diffie-Hellman assumption. Following the
above parameters, given g, ¢°, ¢Y, g°, where z, y, and z are
randomly chosen from Z,, the bilinear Diffie-Hellman
problem is to find é(g, g)***. The assumption is that it is
hard to solve the problem with a significant probability in
polynomial time. Formally, for any probabilistic polyno-
mial-time algorithm A, the following probability is negli-
gible (in \):

PrlA(g,¢",¢",9°) = (9, 9" : 2, y,2 €r Xy

Decisional Bilinear Diffie-Hellman assumption. This
assumption is that given g, ¢*, ¢¥, ¢°, it is hard to distinguish
é(g,9)"™" from a random element from G,. Formally, for any
probabilistic polynomial time algorithm 4, the following is
negligible (in \):

|PI‘[.A(g, gr7gy7gz’ @b) =b:x,y,271 ER %p;
Q) = é(9,9)"" Q) = é(g,9)";b €r {0,1}] - 1/2].

2.2 Threshold Public Key Encryption
A threshold public key encryption consists of six algo-
rithms: SetUp, KeyGen, ShareKeyGen, Enc, ShareDec,
and Combine. SetUp generates the public parameters of
the whole system, and KeyGen generates a key pair,
consisting of a public key pk and a secret key sk, for each
user. Each user uses ShareKeyGen to share his secret key
into n secret key shares such that any ¢ of them can recover
the secret key. Enc encrypts a given message by a public
key pk and outputs a ciphertext. ShareDec partially
decrypts a given ciphertext by a secret key share and
outputs a decryption share. Combine takes a set of
decryption shares as input and outputs the message if
and only if there are at least ¢ decryption shares.

We propose a threshold public key encryption scheme IT
using bilinear maps as follows:

e SetUp(1"). To generate p, run Gen(1') and set
H= (p: Gy, G, e, g)

o KeyGen(u). To generate a key pair for a user, select
x €r 4y and set pk = ¢*, sk = x.

e ShareKeyGen(sk, t, n). The secret key shares sk; =
f(@) are derived by the polynomial f(z), where

f(z) = sk+ a1z + asz® + - -+ + a;_1z'" ' (mod p),

and ay,a9,...,a0;-1 €R %p'
e Enc(pk,M). To generate a ciphertext C of the
message M € Gy, compute

C=(a,f,7) = (g, h, Me(g", h")),

where r €r Z,, and h €g Gi;.

e ShareDec(sk;,C). Let C = («,0,7). By using the
secret key share sk;, a decryption share ¢; of C is
generated as follows:

Ci = (ah/gl:ﬂ;a’)/l) = (a75758k’77)'
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Fig. 2. A storage system using a variant of the decentralized erasure code.

e Combine(¢,, G,,---,¢,). It combines the ¢ values
(B,,.8,,...,B,) to obtain = g/ via Lagrange
interpolation over exponents:

Bk — H((ﬁi)n eS.:#,%)’

i€S

where S = {i1,iy,...,i;} and ;, = (o, 5, (ﬁ);,vij) for

all1 < j < t. The output message is M = ~/é&(a, 5/).

When a fixed h is used for a set of ciphertexts, the set of

those ciphertexts is multiplicative homomorphic. The multi-

plicative homomorphic property is that given a ciphertext

for M, and a ciphertext for M, a ciphertext for M; x M, can

be generated without knowing the secret key x, M;, and M.
Let Cy = Enc(pk, M;) and Cy = Enc(pk, M,), where

Cl = (gT1 ) h’v Mlé(gia h )) and
Cy = (9T27 h7 MQé(g‘T” hrz))'

A new ciphertext C' which is an encryption of M; x M,
under the public key pk is computed as follows:

C=(g"g" h,Mé(g", h")Mé(g*, h"™))
= (grl+r27 h’a MlMQé(gm7 hr1+T2)).

Theorem 1. The above threshold public key encryption system is
chosen plaintext secure (CPA secure) under the decisional
bilinear Diffie-Hellman assumption in the standard model.

2.3 Decentralized Erasure Code

A decentralized erasure code [8] is a random linear code
with a sparse generator matrix. Let the message be I =
(my1,ma,...,my), the generator matrix G = [giu’i]lgighlgjgn’
and the codeword be O = (wy,ws, ..., w,). The elements of
T'and O and entries of G are all over a finite field IF of size P.
The generator matrix G' constructed by an encoder is as
follows: First, for each row, the encoder randomly marks an
entry as 1 and repeats this process for anlnk/k times with
replacement (an entry can be marked multiple times),
where a is a constant. Second, the encoder randomly sets a
value from IF for each marked entry. The encoding process
is expressed as I -G = O. As for the decoding, a decoder
receives k columns ji, js, . . ., ji of G and the corresponding

codeword elements wj,, wj,, ..
is computed as follows:

.,wj,. The decoding process

[m17m27 teey mk]
-1
9Lj 915 9.5
_ 92,51 924> 92,ji
= [wj1>wjza~-~7ij:] )
k51 Gk.jo k. jr

A decoding is successful if and only if the kxk
submatrix formed by the k-chosen columns is invertible.
Thus, the probability of a success decoding is the prob-
ability of the chosen submatrix being invertible. It has been
shown in [8] that the probability is at least 1 — k/p — o(1),
where the randomness is introduced by the random choices
for marked entries, the random values for marked entries,
and the random choices for k£ columns.

Since the decoder only requires k& columns of G and their
corresponding codeword elements to decode, this code is
resilient to n — k erasure errors. Moreover, the code is
decentralized because each codeword element w; can be
independently generated by a different party, when an input
vector is given and a generator matrix is marked (but its
coefficients are not chosen yet). Consider the following
distributed networked storage system, where there are
n servers. The owner wants to store k messages M,,
1 <4 < k. For each M;, the owner randomly selects v servers
with replacement and sends a copy of M; to each of them.
Each server randomly selects a coefficient for each received
ciphertext and performs a linear combination of all received
ciphertexts. Those coefficients chosen by a server form a
column of the matrix and the result of the linear combination
is a codeword element. Because there are n servers, a k X n
generator matrix and a codeword are implicitly formed. Each
server can perform the computation independently. This
makes the code decentralized.

A variant of the decentralized erasure code. We fix a
cyclic multiplicative group & with prime order p. The
message domain is Gi. The generation of the generator matrix
G is the same as the above decentralized erasure code except
that the entries of G are over Z,. The encoding process is to
generate wy,wo,...,w, € G, where w; =m]"m3"...mJ".
An example is shown in Fig. 2. Two messages are stored
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into three storage servers. The first step of the decoding
process is to compute the inverse of a k£ x k submatrix K of G.
Let K~' = [dij],; j<;- The seC(d)ndd step of the decoding
process is to compute m; = w]l w]2 w;-l:_"', where j, jo,

., jx are the indices of columns of K in G. Therefore, a
sufficient condition for a success decoding of the variant
decentralized erasure code is that the k£ x k submatrix K is
invertible. Similar to the decentralized erasure code, the

probability of a success decoding is at least 1 — k/p — o(1).

3 SECURE DECENTRALIZED ERASURE CODES

We assume that there are n storage servers which store data
and m key servers which own secret key shares and perform
partial decryption. We consider that the owner has the public
key pk = g* and shares the secret key x to m key servers with
a threshold t, where m >t > k. Let the k messages be
My, My, ..., M. We use hip = H(M,||M||---||My) as the
identifier for this set of messages, where H : {0,1}" — @ is
a secure hash function.

The storage process and the retrieval process are
described in the following;:

e Storage process. To store k messages, the storage
process is as follows:

- Message encryption. The owner encrypts all &k
messages via the threshold public key encryp-
tion II with the same hp, where hp =
H(M,||Ms]| ---||My,) is the identifier for the set
of messages M, M, ..., M. Let the ciphertext
of MZ' be

Ci = (i, B,7) = (9", hio, Mié(g", hipy) ),
where r; €g Z)y,1 <i < k.

- Ciphertext distribution. For each Cj;, the owner
randomly chooses v storage servers (with repla-
cement) and sends each of them a copy of C;.

- Decentralized encoding. For all received cipher-
texts with the same message identifier hip, the
storage server SS; groups them as Nj. The
storage server SS; selects a random coefficient
gi,j from Z, for each C; € N; and sets g; ; = 0 for
C; & Nj. This step forms a generator matrix G =

EaEH stBrﬁge server SS; computes the follow-
ing (A, B,):

Aj= [ ol and B; = ] +,

CiEN; CieN;
and stores
) gk])) .

U] = (A]7 hID, Bj> (ng7 gg‘ﬁ e

In fact,

H1<L<k

(A,,hID,Bj) is a ciphertext for
' since

(Aj, hip, Bj)
_ H (gn)gv._;7 hip, H (Nfié(g”, hﬁ)))g"j
GieN, CieN;

e, i
- (gHC’“f Y hip,

< 11 M“J) (g ke 1))

CieN;

= <9F7hID7< H M;;q"’)é(gx7h;D))7
CieN;

where 7 = HCeV i j-

e  Retrieval process. To retrieve k messages, the retrieval
process is as follows:

Retrieval command. The owner sends a com-
mand to the m key servers with the message
identifier hip.

Partial decryption. Each key server KS; randomly
queries u storage servers with the message
identifier h;p and obtains at most u stored data
o; from the storage servers. Then, the key server
KS; performs ShareDec on each received
ciphertext by its secret key share sk; to obtain
a decryption share of the ciphertext. Assume
that KS; receives ;. KS; decrypts the ciphertext
(A], hip, Bj) as a decryption share (; ; = (4;, hip,
hiti, B;), and sends the following to the owner:

Gy = (Ajs b, iy By, (915 92,45 - k) ) -
Combining and decoding. The owner chooses
CivjisCiniinr -+ -+ Gy, from all received data ¢
and computes hjf = hf O — = hi}, by the Lagrange
1nterp01at10n over exponents, where iy # iy #
. 7'é it and S = {i],iz,...,it}l

iy =] (h;]g)l'[res_w—g.

i€S

If the number of the received (;j is more than
t, the owner randomly selects ¢ out of them. If
the number is less than ¢, the retrieval process
fails. After having hf},, the owner reconsiders all
received data and chooses (i, Civns-- - s G
with j; # j2 # - - - # ji. By using A, the owner
decrypts ¢; as w; for all (i,7) € {(¢1,51),
(127j2)7 EERE) (ik:jk)}:
B./ 91,
= )~ AL M

The owner then computes

K= [d’i~,,i]1§i,j§k7

where K = [9;]i<i<pje(j jo.jp- 1 K is not
invertible, the retrieval process fails. Otherwise,
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Fig. 3. A storage system using the secure decentralized erasure code.

the owner successfully obtains M;, 1 <i <k, by
the following computation:

di;  da dy.i

i Wy, Wy

. . .
_ MIZ:,:1 g1, dui MQZ:H 92, i N .Mkz,:lgk.,;,dz,f
= MMy ... M}
= Mi7

where 7, =35 gojdii =1 if r=i and 7, =0
otherwise.

An example is given in Fig. 3. In the ciphertext
distribution step, the ciphertext C) is distributed to SS;,
SSs, and SS;. The ciphertext C; is distributed to SS; and SS3
only. After receiving 51,1, 5172, 62,2, and 52,3, the owner
computes h, from ¢;; and (y9. By using hi,, the owner
computes the encoded messages, M{"*MJ** and M}" My*,
and decodes them to get messages M; and M.

Our design uses two techniques. First, for retrieving
messages, the decryption process can be performed before
the decoding process. Second, the decryption process can be
performed by the key servers independently. The first
technique comes from the multiplicative homomorphic
property of our encryption scheme. For those & messages,
a fixed message identifier hp is used. As a result, the set of
ciphertexts is multiplicative homomorphic. An encoding
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result of ciphertexts C1,Cs,...,C} is also an encryption of
an encoding result of messages M, Ms, ..., Mj. As for the
second key technique, the design of the encryption scheme
embeds the decryption power at the value hfj,, while hip is
the message identifier. With Af;, the owner can decrypt all
ciphertexts marked with the message identifier hip. A key
server KS; can compute a share hif of hi;,. With at least ¢
key servers, hj}, can be computed.

4 ANALYSIS

We analyze the computation cost, the storage cost, and the
probability of a success retrieval. Let the bit length of the
element in the group G be {; and G be I,.

4.1 Computation Cost

We measure the computation cost in the number of pairing
operations, modular exponentiations in G; and Go,
modular multiplications in G; and G, and arithmetic
operations over GF(p). These operations are denoted as
Pairing, Exp,, Exp,, Mult;, Mult,, and F,, respectively. We
consider the cost for k messages together since the storage
process and retrieval process are designed for a set of k
messages. The cost is listed in Table 1. In fact, F), has much
lower cost than Mult; and Multy. One Exp; is about
1.5[log, p|Mult; on average (by using the fast square and

TABLE 1
Computation Cost of Each Step in Our Design

Operations

| Computation cost |

Message encryption
(for k messages)

k Pairing + 2k Exp; + k& Multy

Decentralized encoding
(for each SS)

k Expi; + k Exps + (k — 1) Mult; + (l{? — 1) Mults

Partial decryption

(for t KS) LExp
Combining k Pairing + k& Multy + O(t?) F,,
Decoding k* Exps + (k — 1)k Multy + O(k%) F,,

- Pairing: a pairing computation of é.

- Exp; and Exp,: a modular exponentiation computation in G; and G, respectively.
- Mult; and Mult,: @ modular multiplication computation in G, and G, respectively.
- F,: an arithmetic operation in GF(p).
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multiply algorithm). That is, when p is about 1,000 bits, one
Exp, is about 1,500 Mult; on average. Similarly, Exp, is
about 1.5[log, p]|Mult; on average.

Since, in practice, the coefficients can be chosen from a
smaller set, the measure of the computation cost of the Exp;
and Exp; is an overestimation. Pairing is considered as a
more expensive operation than Exp. However, some
improved algorithms [13], [14] are proposed for accelerating
the pairing computation.

In the storage process, for each message encryption,
generating «; requires one Exp;, and generating +; requires
one Exp;, one Pairing, and one Mult,. Hence, in the message
encryption step for k messages, the cost is (k Pairing +
2k Exp, + k Multy). In the ciphertext distribution step, no
computation occurs. In the encoding step, each SS; encodes
all received messages. Here, we use a worse cast estimation
that each SS; receives k messages. To compute A;, SS;
requires k Exp; and (k — 1) Mult; while to compute B;, the
cost is k Exp, and (k — 1) Mult,.

For the partial decryption step, each KS; performs one
Exp to get hili. For a success retrieval,  key servers would be
sufficient; hence, for this step, we consider the total cost of ¢
key servers. That is, ¢t Exp,. For the combining and decoding
step, we split it into two substeps: the combining substep and
the decoding substep. The combining substep includes the
computation of A, and the computation of codeword
elements w;s from the decryption shares ; ;5. The computa-
tion of hij, is a Lagrange interpolation over exponents in Gy,
which requires O(t*)F,, t Exp,, and (¢t — 1)Mult;. Computing
w; from A;, B, and h{}, requires one Pairing and one modular
division, which takes 2 Multy. The decoding substep in-
cludes the matrix inversion and the computation of messages
M;s from codeword elements w;s. The matrix inversion takes
O(k?) arithmetic operations over GF(p), and the decoding
for each message takes k Exp, and (k — 1)Mult,.

4.2 Storage Cost

The storage cost in a key server for a user is [log, p| because
the key server only requires to store the secret key share.
The main storage cost lies on the storage servers.

We measure the storage cost in bits as the average costin a
storage server for a message bit. To store k messages, each
storage server SS; stores (A;, hip, B;) and the coefficient
vector (91,4, 92,4, - - - » gk,;)- The total cost in a storage server is
(2l1 + 1+ kzﬂong]) bitS, where A]‘, hip € @1, and Bj S @2,’
hence, the average cost for a message bit is (20 + 1 +
kllog, p])/kls bits, which is dominated by [log, p|/l» for a
sufficient large k. In practicality, g; ;s are chosen from a much
smaller set than Z,. Then, we can use fewer bits to represent
gi ;5. This reduces the storage cost in each storage server.

4.3 Probability of a Success Retrieval
When n and k are fixed, v and v affect the probability of a
success retrieval. We investigate the relations of these
parameters for the success probability. The results are given
in Theorems 2 and 3.

To retrieve all k£ messages, the key servers have to get k&
stored data oj,, 0j,,...,0; from k different storage servers
SS;,,8Sj,, ..., SS;, and apply ShareDec to acquire Civ i G

.+, G j,- Furthermore, a k x k matrix K formed by the
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coefficient vectors in {, j,Ciyins - - -5 Giyjy Needs to be inver-
tible in order to solve the k£ messages. The random process is
on the selection of distinct SS;,SS;,,...,SS;, by the key
servers and the coefficient vectors in ¢}, 0j,, ..., and o;,. Let
E; be the event that less than & distinct storage servers are
queried by the key servers. For the generator matrix G
implicitly generated by the owner and the storage servers,
let E; be the event that the submatrix K of k columns
Ji,J2,---,Jx of G is noninvertible. Thus, the probability of a
success retrieval by the owner is

1-— PI‘[Eﬂ — PI‘[E2|E1} PI‘[El] (1)

We analyze suitable settings of m,v, and u, where n =
ak®? and n = ak, respectively, and the results are listed in
the following;:

I n=ak*? a>vV2,m>t>k>1,v="0k"Ink u=2

with b > 5aq,

2. n=ak, a>1, m=t=k>1, v=blnk, u=byInk

with b; > 5a and b, > 4+ 3/Ina.

We image a networked storage system that consists of a
large number of storage servers. The number k of stored
messages each time is much less than n. Thus, the first
setting of n = ak*? is better than the second setting of
n = ak. Although, in the regular coding theory, the constant
information rate for the second setting may be preferred,
the first setting is more suitable for the application to
practical networked storage systems.

Theorem 2. Assume that there are k messages, n storage servers,
and m key servers where n = ak®?, m >t >k>land aisa
constant with a > /2. For v=bkY?Ink and u =2 with
b > 5a, the probability of a success retrieval is at least
1—Fk/p—o(1).

Proof. To analyze Pr[E;], we consider that each storage
server is a bin and each key server has u balls, where
u = 2. When a key server queries a storage server, we
consider that the key server throws a ball into the bin.
Because the key servers make queries randomly, those
balls are randomly thrown into n bins. The probability
that less than k bins contain balls is

2m
Pr[E,] < C} 4 (k;nl>
nn—k+2)(n—1)(n—-k+3)
(k=11 (k —2)2
(n— [552)(n — [52) (k= 1\""
(A5 155 ( n )

< 2n(n —k+ 2)% (k - 1)27"’
n

- k

Bk — 1\
< <2a2k2 —2ak*? + 4ak1/2) ) ( )
n

(because n = ak®?)

(2a2k2 —2ak?? + 4ak1/2)§ (k _ 1)2‘”
<
= 0(

a'k? k
1) (because a > V2).
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The event E, under the condition E; can be modeled
by forming a perfect matching in the random bipartite
graph H with respect to G. The random bipartite graph
H is constructed as follows: Let each ciphertext C; be a
vertex vy ; and V; be the set of all vertices for C;s. Let each
storage server SS; be a vertex v, ; and V5 be the set of all
vertices for SS;s. When a ciphertext C; is distributed to
the storage server SS;, there is an edge (vi;,vs;). The
matrix K induces a subgraph H' of the bipartite graph H.
The subgraph H' consists of all vertices in Vj, a subset
V, C V5 that Vj is a subset of queried storage servers and
|V = k, and edges (v1,;,vs;) for all vi; € V; and vy € VJ.
If H' has no perfect matching, K is not invertible. If H’
has a perfect matching, K is noninvertible if and only if
det(K) = 0. The value of det(K) depends on the random
coefficients chosen by the storage servers. Let E; be the
event that H' has no perfect matching, and E, be the

event that det(K) = 0. We have
PI‘[EQ‘EJ == PI‘[E5|E1] + PI‘[E4‘E3 A El] Pr

S PI‘[E3|E1] + PI‘[E4‘E3 A El]

[E3E]

We analyze the probability of E; conditioned on E; by
using the Hall’s Lemma in the following form [8]:

Lemma 1 (Hall’'s Lemma). Let H' be a bipartite graph with
vertex sets Vi and Vy, where |Vi| =|V3| = k. If H' has no
isolated vertex and no perfect matching, then there exists a set
A Cc Vjor A C Vs such that:

o 254K

o The number of neighbors of A is |A| — 1.

e The subgraph induced by A and its neighbors is
connected.

Hence, there are two cases that H' has no perfect
matching. First, H' has at least one isolated vertex.
Second, H' has no isolated vertex and a set A satisfies the
above conditions. Let E; be the event that H' has at least
one isolated vertex and E, be the event that some set A
satisfies the conditions. We obtain

Pr[Es[E1] < Pr[Ei|E1] + Pr[Ea[E]. (4)

Starting from Ej, we consider each vertex in V5 as a bin
and each edge from V; to V5 as a ball. When an edge
connects to a vertex in V5, a ball is thrown into the bin.
Consider the subset B of the bins corresponding to
the subset Vj of V4. Thus, B contains k bins. E; means
that there is one or more empty bins in B. For a fixed b}/l;l in
B, the probability of the bin being empty is (1 — 1/n)"" ™
since there are bk*/2 In k balls. By using the union bound on
k bins, we have the probability of E; conditioned on E; as

Pr[E[Ey] < k(1 — 1/n)" "
1 ak3/? Zhll\,
— k<1 - W) (because n = ak®/?)
a
< k(e k) (because 1 —z < ¢ (5)

(because b > 5a).
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As for Pr[EA|E;], we separate the event into two
subevents by A C V; or A C Vj. Thus,

Pr[EA|E;] = Pr[Ex and A € V1|E,] Pr[A C V4]

+ Pr[Ex and A C V4 |E;] Pr[A C V5]
< Pr[Ex and A C \El]
+ Pr[Ex and A C Vy|Ey].

For Pr[Es and A C Vj|E;], we further divide the event
into subevents according to the size of A and use the
union bound again. Consider a set A C V; with |A| = .
The event E, conditioned on E; can be overestimated by
the event that I'(A) C ¥} and |I'(A)] =¢— 1. In other
words, there is a set A’ C V; with |A’| =i — 1 such that all
vertices in V;\ A’ only connect to vertices in 5\ A. Thus,
we have

Pr[Es and A C V) |E]
(k+1)/2 _
< ) Pr[Ea, A CVjand |A] =i[E]

= 1’ Ckck,l (n —!

n

=2
(k+1)/(2) e\ i —i (k—i4+1)bk? In k
< -
=3 (5) (%)
oy ©
(because Cf < <—) )
7
e\ [ — i (k—i+1)bk"/? Ink
{2 (59
i 7 n

= m?x{exp (21'(1 —1Ini)
)]}

To achieve Pr[Ex and A C VJ|E;] = o(1) as k — oo, itis
sufficient to have

>(k i+1)bk2 Ink

+ lnk[b(k —i+1)kY?In (

b(k—z+1)lc1/2ln( ~ )+22+1<0 (7)
Since (n —i)/n=1—1i/n < e /"), we have
b(k — )k1/2<n>+2z+1<0 (8)
By (8), we need

(20 +1)ak®?  (2i+ 1)ak
(k—i+1D)k2  (k—i+1)i

9)

Since b > 5a, for 2 <i < (k+1)/2, (9) holds. It implies
that

Pr[Es and A C V;|E;] = o(1),

as k — oco. Similarly, we can get a lower bound for b from
the case of A C V; and the bound is satisfied by b > 5a.

For Pr[E, | E3 A Ey], that is, det(A) = 0, we treat each
coefficient, randomly chosen from Z,, in the matrix K as a
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variable. Thus, det(K) is a multivariate function. Since
there is a perfect matching in the induced graph H’,
det(K) is a nonzero function and the degree of det(K) is k.
From the Schwartz-Zippel Theorem, the probability that
the randomly chosen coefficients make det(K) = 0 is no
more than k/p, i.e., Pr[Ey | E3 AE;] < k/p. Thus, we have

PT[EQ | El] S k/p+0(1)7

and conclude the proof of Theorem 2. ]

For another setting for v and u, where n = ak and m =k,
we have the following theorem:

Theorem 3. Assume that there are k messages, n storage servers,
and m key servers, where n = ak for a fixed constant a > 1
andm=t=k>1. Forv=>0bInk, u=>byInk, by > 5a, and
by > 4+ 3/1na, the probability of a success retrieval is at least
1 —k/p—o(1), where p is the size of the used group.

Proof. By the proof of Theorem 2, we analyze two events E;
and E, similarly. We have

Pr[Ey] < k/p + o(1).

To bound E;, we start with

kE—1 bykInk
Pr[E ] < Cy_, (T) .

By the bound for C}_, in the proof of Theorem 2 and
n = ak, we obtain

B B\ beklnk
PrE,] < (Qn(n k+ 2)) (k 1)
E—1 n

(4 gk)% k bokInk
a —
ak

_ ak+1+[1ogu(4k)]%—bzmnk,

IN

=o(1) <because by > 4+i,k> 1>,
Ina
as k — oo. Therefore, the probability of a success
retrieval is

1 — Pr[Ey] — Pr[Eg | E4] Pr[Ey] > 1 — k/p — o(1).

5 CONCLUSION

We have introduced a secure decentralized erasure code
and our secure distributed networked storage system. Our
system provides both of the storage service and the key
management service. Our construction is fully decentra-
lized: each encrypted message is distributed independently;
each storage server performs the encoding process in a
decentralized way; each key server queries the storage
servers independently. Moreover, the secure distributed
networked storage system guarantees the privacy of
messages even if all storage servers are compromised.
Our storage system securely stores data for a long period of
time on untrusted storage servers in the distributed
network structure.
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APPENDIX

We extend the standard CPA security game for the thresh-
old public key encryption scheme, and then, prove that our
threshold public key encryption scheme is CPA secure.

A. Definition
The threshold CPA security game consists of a challenger C
and an adversary A.

e  Setup: C does the following:

- Run Setup()) to get 1o = (p, G, Gig, €, g).

- RunKeyGen(u) to get a key pair (pk, sk) and run
ShareKeyGen on (sk,t,n) to get sk;,1 <i<mn,
where t and n are randomly chosen.

- Send (p, pk, t, n) to A.

e  Key share query: A queries (¢ — 1) secret key shares
from C and gets sk, , sk, ..., sk, ,, where qi, ¢, . ..,
q—1 € [1,n].

e  Challenge: A chooses two messages M, and M,
where M, # M,, and sends them to C. C encrypts M,
as C, where b is randomly selected from {0,1}, and
sends C to A.

e  Output: A outputs a bit &' for guessing b.

The advantage of A is defined as Advy = | Pr[t =b] — 1/2|.
A threshold public key encryption scheme is CPA secure if
and only if for any probabilistic polynomial-time algorithm
A, Adv 4 is a negligible function in .

B. Proof of Theorem 1

We prove that if no probabilistic polynomial time algorithm
solves the decisional bilinear Diffie-Hellman problem with
advantage ¢, then no polynomial time algorithm wins the
CPA security game against our encryption scheme with
advantage 2e.

Proof. We prove by contradiction. Assume that there is an
algorithm A winning the CPA security game against our
encryption scheme with advantage 2¢. We can construct
an algorithm A’ solving the decisional bilinear Diffie-
Hellman problem with advantage e as follows:

e Setup. The input of A" is (g,¢%,¢%,¢°, Q) with
public parameters (€, Gr, G2, p). Then, A’ sends
(1, pk,t,n) to A, where u = (p, Gy, G, ¢, g), pk =
g, t is a threshold value, and n is the number of
secret key shares. This implicitly sets sk = .

o  Key share query. To answer A’s queries qi, ¢, ...,
gi—1 for (t—1) secret key shares, A’ sets sk,
sky,,...,8ky , as random values and sends them
to A. Wlog, assume that qi,¢s,...,¢-1 are all
different.

e  Challenge. A gives two messages M, and M;. A’
randomly selects b € {0,1} and encrypts M, as

C = Enc(pk, My) = (9", 9°, M, Q).

e Output. A' sends C to A and gets A’s output b'. If
¥ =b, then A" outputs 0 for guessing that
Q=@Q,=¢é(g,9)". If ¥/ #b, then A" outputs 1
for guessing that @ = Q; = é(g,9)".
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When @ = @, = &(g,9)""", Cis a ciphertext of M,; thus, A
has advantage 2¢ winning the game, i.e., Pr[t) =0 | Q =
€(g,9)" ] =1/2+ 2. When Q = @, =€é(g,9)" for some
random r, the distributions of (¢¥, ¢*, My@Q) and (¢, ¢,
M, @) are identical because for any r, there exists 1’ such
that Myé(g,g)" = Mié(g, g)r/. Thus, we have Pr[t = b|@ =
é(g,9)"] = 1/2. The advantage of A’ is

‘Pr[A’ - 0] Q= Q) PrjQ = Q]

PP -1 @=@Pie =@ -}

1 1 1 1

= €.
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