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Abstract In this paper, we present the intelligent multi-
media data hiding techniques and their possible applica-
tions. An introduction on intelligent multimedia data hiding
is described which covers backgrounds, recent advances,
methodologies, and implementations. The recently devel-
oped research branch called reversible data hiding is also
depicted. Two major classes for the implementation of
reversible data hiding, namely, the difference expansion
method, and the histogram-based scheme, are discussed.
With its ease of implementation, the histogram-based re-
versible data hiding technique is then illustrated with sim-
ulation results and actual implementations. Possible exten-
sion for our work is also depicted in the concluding remarks.

Keywords Steganography - Watermarking - Reversible
data hiding - Histogram - Difference expansion - Uniform
Resource Locator (URL) - Peak signal to noise ratio
(PSNR)

1 Introduction

With the widespread use of the Internet and the booming
growth of the computer industry, people nowadays can eas-
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ily retrieve multimedia contents with their own computers or
mobile phones over the Internet or mobile channels, under
the ubiquitous computing environments. Multimedia related
researches and applications have greatly increased in the
last twenty years. In addition to multimedia signal process-
ing, data hiding techniques aiming at protecting copyright-
related issues are of considerable interest in academia and
industry.

In this paper, we will first describe the advances and
methodologies in data hiding, which is suitable for applying
over ubiquitous computing environments. The multimedia
data is supposed to be transmitted over the Internet or the
wireless networks, and the ease of delivery over the ubiq-
uitous computing environments tends to get the multimedia
contents infringed upon at any time. Data hiding is one of the
useful schemes for delivering secret messages. Unlike cryp-
tographic schemes to encrypt data into noise-like streams,
the output after data hiding is perceived almost identically to
its input counterpart. How to efficiently and effectively hide
the message into multimedia data is one of the highlights in
this part.

In addition to the brief description of the backgrounds
of data hiding schemes, some possible applications are also
pointed out in the second part of this paper. By employing
the reversible data hiding scheme, at the encoding side, the
Uniform Resource Locator (URL) of the webpage, or other
sort of watermark pattern, can be hidden into the cover me-
dia. On the other hand, at the decoding side, both the URL
can be retrieved and the webpage can be accessed directly,
and the original image can be recovered intact. In the latter
part, possible extensions the applications pointed out in this
paper are also discussed.
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Fig.1 Depiction of relationships in steganography, watermarking, and
data hiding

2 Backgrounds of multimedia data hiding
2.1 Multimedia representations

Multimedia involve more than one medium and including
image, sound, text, video, for example, [1-4]. Multiple me-
dia are simultaneously transmitted over the network, using
the Internet or mobile channels. They can be divided into
two categories. These are:

e Continuous media which is a series of consecutive units
of equal duration. For instance, audio. They may include
video and animation.

e Discrete media contains one presentation unit, which
may be text, graphics on image.

Multimedia signal processing has the following goals:

high quality,

highly efficient compression,
security-related issues,

error resilient transmission, and
interactivity.

2.2 Steganography for multimedia data

Steganography is the way of embedding hidden messages
in such a way that no one apart from the sender and in-
tended recipient even realizes there is a hidden message.
Meanwhile, the very existence of the hidden message should
hardly be detected by any third party [5]. Generally speak-
ing, steganography can be classified into three relevant cat-
egories: data hiding, and robust and fragile watermarking.
Their relationships can be depicted in Fig. 1.

2.3 Requirements of digital watermarking

There are many metrics used to evaluate the effectiveness of
a watermarking algorithm [6, 7]. The requirements of wa-
termarking algorithm design depend on the specific needs
of the application. From algorithm design viewpoint, the
most wanted and critical requirements are watermark im-
perceptibility, watermark robustness, watermark capacity,
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the amount of needed side information, and the places for
embedding the watermark. There inter-relationships can be
depicted as follows.

e Watermarking imperceptibility refers to the quality of the
watermarked image. From subjective point of view, the
watermarked image looks nearly untouched to compare to
its original, or un-watermarked, counterpart. Objectively
speaking, the error induced between the watermarked and
original images should be as small as possible.

e Watermarking robustness means the sustainability to re-
sist intentional or un-intentional image processing, called
attacks. The watermark is supposed to be extracted af-
ter experiencing such attacks, and extracted watermark
should be similar, or even identical, to the embedded one.
From objective viewpoint, people often calculate the cor-
relation between the extracted watermark and the embed-
ded one. The higher the correlation, the better the out-
come.

e Watermark capacity denotes the number of bits embed-
ded into the original image, based on the well-designed
watermarking algorithm. To speak heuristically, the ca-
pacity needs to be more than some threshold, so that after
the extraction of watermark, it can be easily recognized.

e For most watermarking applications, it is commonly seen
that a small amount of side information may be produced,
and be transmitted reliably to the receiver. How to keep
the size of the side information as small as possible is
important for algorithm design and practical applications.

e The place for embedding the watermark is the major issue
for the design of the algorithm. In order to retain the im-
perceptibility after watermark embedding, it is desired to
embed the watermark into the less significant portion of
the cover media, for instance, the least significant bits of
the samples, the lower frequency bands of the coefficients,
or the more active areas due to the attributes of human vi-
sual system (HVS) or human auditory system (HAS). On
the contrary, for embedding into the areas above, the wa-
termark tends to be vulnerable to attacks such as signal
processing, resampling, resizing, etc. How to effectively
search for the appropriate positions and tradeoff for wa-
termark embedding is the main concern for algorithm de-
velopers.

On the one hand, although these requirements are all very
desirable, as pointed out in literature [8—11], they influence,
or even conflict, with each other. After fixing one dimension,
the remaining may then have conflicts between one another.
Some tradeoff must then be developed. Based on the require-
ments pointed out, and also the purposes for applications,
it is important to meet part of the requirements in design-
ing the algorithm. Intelligent optimization techniques can
be employed to tune parameters described above, including
the embedding positions, the expected imperceptibility after
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watermark embedding, the simulated robustness after water-
mark extraction, the amount of capacity embedded, the side
information produced, etc. And this research topic has been
a popular direction in the last few years [12, 13].

On the other hand, researches for data hiding are popu-
lar in both academia and industry. Recently, research direc-
tions in data hiding not only include the development of new
algorithms, but also focus on the integration between relat-
ing fields, including applying steganography into Unicode or
Microsoft Word document for document tracking [14, 15],
enhancing the speech quality for telephone communication
by data hiding [16, 17], or controlling the accessibility for
viewing the scalable multimedia by the combination of en-
cryption and watermarking [18, 19]. With the observations
above, researches and applications in data hiding are bloom-
ing topics that can further be explored.

3 Categories for reversible data hiding

As we point out, reversible data hiding is one of the pop-
ular trends in watermarking related researches. There are
two major implementation schemes for reversible data hid-
ing, one is the difference expansion scheme (DE), and the
other is the histogram-based scheme. We briefly describe
both schemes here, and also point out their advantages and
disadvantages. Considering the ease of practical implemen-
tations, we choose to use the histogram-based scheme in this

paper.
3.1 Concepts for the difference expansion scheme

The difference expansion (DE) scheme follows the concepts
directly from wavelet transforms. In DE, every two neigh-
boring pixels are grouped together as a pair (x, y). Next,
simple calculations can be performed by

_ |2ty

-[2)
and

h:x—y, (2)

where [ and & can be regarded as the lower and higher fre-
quency bands, respectively, and |-| denotes the floor func-
tion. We can also find that £ is the difference between the
pixels. For the embedding of one bit b, b € {0, 1}, in the pair
(x,y), the concept is to keep the lower frequency band the
same, and only the higher frequency band is modified by

W =2xh+b. 3)

Thus, #’ is called the DE scheme.

For obtaining the image containing the hidden informa-
tion, the new pair (x’, y") can be calculated by

hW+1
x' =1+ ;_ J @)
and
/ h/
y=I- EJ (®)]

For achieving reversible data hiding with DE, the original
needs to be perfectly restored. Hence, by induction, we ob-
serve that the lower frequency band [’ and higher frequency
band /", derived from (x’, y) can be represented by

e )

=Ul=l1 (6)
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With A", the hidden data can be determined by getting the
least significant bit (LSB). Also, based on the DE scheme,
we can see that 1 = L%/J = L%J, and then the pair in the
original image, (x, y), can be restored by

W
w14 L#J ®)
|

From the derivations above, we can see that for one im-
age with the size of M x N, at most % x M x N bits of
data can be embedded. However, to prevent the overflow
and underflow problems such that x and y should lie in the
range of [0, 255], a portion of pairs may not be suitable for
embedding data, and the locations of these pairs need to be
recorded in advance.

3.2 Concepts for the histogram-based scheme

We first describe the embedding scheme for histogram-
based reversible data hiding. Let the original image and the
image containing hidden data be X and X', respectively,
both have the image size of M x N. Steps for reversible
data hiding by using the histogram of the original image are
described as follows. Figure 2 demonstrates the correspond-
ing steps, where the horizontal axis denotes the luminance
value, and the vertical axis means the number of occurrence,
respectively.

Step 1. Generation of histogram of the image: The his-
togram of the original image is produced. The luminance
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Fig. 2 Depiction of histogram-based reversible data hiding steps with
the Lena test image; horizontal and vertical axes mean the luminance
value and the number of occurrences, respectively

value with the maximal occurrences is treated as the
“max” point, and the all the luminance values that have
no occurrence are regarded as “zero” points. In particu-
lar, among the group of luminance values of zero points
that are larger than that of the max point, the smallest lu-
minance value in this group is treated as the “min” point.
The luminance values of max (represented by @) and min
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points (represented by b) are treated as secret keys. Ap-
parently, b > a. For those smaller than the luminance of
max point, similar procedure can be performed.

Step 2. Modifying selected range with the secret keys. All
the luminance values between a and b are added by 1.
Step 3. Embedding the hidden data. The hidden data, repre-
sented by bits, is ready to be embedded. In the generated
data in Step 2, we choose the pixel positions equal to the
Iuminance value of (a + 1). If bit 0 is embedded, then the
luminance value of that position is modified back to a. If
bit 1 is embedded, keep the value to (a + 1). The capacity
of the hidden data is the number of occurrences at max

point.

In contrast with the data embedding scheme, the hidden
data must be extracted without any loss to make the algo-
rithm applicable, and it is the main reason for the reversibil-
ity. Reversible data extraction can be done with the follow-
ing steps.

Step 1. Generation of histogram of the image containing
hidden data: Again, the histogram of the image contain-
ing hidden data is calculated and produced. The lumi-
nance values of “max” and “min” points, regarded as se-
cret keys, are also received.

Step 2. Obtaining selected range with secret keys. The lu-
minance values between the max and min points are com-
pared.

Step 3. Extracting the watermark relating to the original.
Every pixel in the watermarked image is scanned and ex-
amined sequentially to extract the watermark bits.

e For the case that the luminance value of the max point
is smaller than that of the min point, when the lumi-
nance of one pixel is exactly larger than that of the
“max” points by 1, output bit ‘1’ as extracted water-
mark bit, and decrease its luminance value by 1 simul-
taneously. On the contrary, when the luminance of one
pixel is exactly smaller than that of the “max” points
by 1, output bit ‘0’ as extracted watermark bit, and in-
crease its luminance value by 1.

e In contrast, if the luminance value of the max point is
smaller than that of the min point, the reverse process
of the previous item is performed.

Step 4. Re-generating the original data from watermark.
The extracted watermark bits are gathered, and the hid-
den data can be deciphered.

Let the original image and the image containing hidden
data be X and X/, respectively, both have the image size
of c. For measuring the image quality after embedding the
hidden data, people usually use the peak signal-to-noise ra-
tio (PSNR) for objective evaluation, the higher the PSNR
value, the better the result. And the PSNR is calculated from
the mean square error (MSE) between the original image X,
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and the image containing hidden data X’'. The MSE can be
calculated by

M N

m )1( 5 2D (X )= XAy

i=1 j=1

MSE =

Consequently, the PSNR, with its unit in dB, can be calcu-
lated by

2252

Similarly, the larger PSNR value means the better quality
objectively. Considering the worst case such that after hid-
ing the data, the luminance value for every pixel is changed,
which means the increase of luminance value by 1 for every
pixel. With this scenario, the MSE becomes

M N
1 M x N
MSE = 12 = =1.
MXN_X;X; M x N
=1 j=

And the corresponding PSNR becomes

2252
Pmkﬂm%—T-zawmm

This means that with histogram-based scheme, the im-
perceptibility in image quality can be guaranteed.

3.3 Comparisons between the DE and the histogram-based
schemes

Both the DE and histogram-based schemes can achieve re-
versible data hiding. For the DE scheme, it can hide as many
as % X M x N bits, or % X M x N bytes, while the capacity
for the histogram-based scheme is restricted by the maxi-
mal amount of occurrences in the histogram of the original
image, which is much smaller than its counterpart for the
DE scheme. However, since a portion of pairs in the DE
schemes are not suitable for data embedding due to over-
flow and underflow, these pairs needs to be recorded, which
is considered as the side information. The side information
for the histogram-based scheme is two bytes only, that is, the
luminance value of max point, represented by a, and that
of the min point, represented by b. In addition, the image
quality for the histogram-based scheme is guaranteed to be
more than 48.13 dB. Summing up, considering the applica-
tions for reversible data hiding, for embedding a reasonable
amount of capacity, we choose to use the histogram-based
scheme in this paper, and present three implementations in
the next section entitled “Applications of data hiding and its
implementation.”

3.4 Latest progress in reversible data hiding

Since both the DE and the histogram-based schemes have
been published in 2003 and 2006, respectively, the latest
progress in reversible data hiding can be pointed out in this
subsection, with some representative papers in [20-23]. In
[20], the authors extend conventional DE algorithm by ad-
justing difference value between pixel pairs. The overhead
for embedding is reduced; hence the capacity can be in-
creased. In [21], the authors present an improvement of the
DE scheme by studying the appropriate regions for data hid-
ing. Laplacian distribution is employed to help increase the
embedding capacity. In [22], the authors apply reversible
data hiding for image authentication. It has the capability
to mitigate the effect of image compression and small inci-
dental alteration. In [23], the authors proposed to consider
the multi-level hiding method based on the histogram-based
scheme. By exploring the relationships between the original
image and the marked one, the histogram-based scheme is
applied, which results in a much higher embedding capacity
to compare with the conventional histogram-based scheme
in [24].

With the brief descriptions about the latest progress in re-
versible data hiding, possible extensions and improvements
can be integrated with our applications to be described in the
next section.

4 Applications of data hiding and its implementation

Here we employ the histogram-based reversible data hiding
scheme [24] for our implementation, and we point out three
types of application in this section with reversible data hid-
ing, including:

e Hiding the Uniform Resource Locator (URL) into origi-
nal images,

e Recovering the original from marked image, and

e Removing visible watermark from marked image.

The flowchart for implementing first application, Appli-
cation #1, can be briefly illustrated in Fig. 3(a), and that
for the latter two applications, Applications #2 and #3,
can be depicted in Fig. 3(b), respectively. In addition, the
block of “Change of histogram for information extraction”
in Fig. 3(b) performs the same steps as those depicted in
Fig. 2(a) to Fig. 2(c) by modifying the histogram for re-
versible data hiding.

4.1 Application #1: hiding URL into cover image

We propose an application by embedding the Uniform Re-
source Locators (URL) [25] of two webpages into the cover
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Fig. 3 Flowcharts for implementing our applications in this paper. (a) Flowchart for reversible data hiding with URL information. (b) Flowchart

for reversible data extraction and original image recovery

image. On the one hand, the image containing the URL’s
and its original counterpart looks almost identical, and the
PSNR value is high, which is illustrated in Fig. 4(a). The
hidden data, or the two URL’s, are http://www.nuk.edu.tw/
and http://www.ee.nuk.edu.tw/, respectively. The histogram
with the embedding of URL is depicted in Fig. 4(b). On
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the other hand, once the hidden URL’s are extracted, the
browser can automatically link to the designated webpages
in Fig. 4(c) and Fig. 4(d), respectively.

For measuring the image quality after data embedding,
we use the peak signal-to-noise ratio (PSNR) to measure the
image quality objectively. The PSNR is high enough with
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(a) Lena contains two URL’s
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Fig. 4 (a) Lena image contains two URL’s. PSNR = 48.22 dB.
(b) Histogram of the image in (a); horizontal and vertical axes
mean the luminance value and the number of occurrences, respec-

the numerical value of 48.22 dB. Also, the value is larger
than the worst case of 48.13 dB described above. From sub-
jective viewpoint, the image with hidden data can be hardly
differentiated from its original counterpart.

4.2 Application #2: recovering the original from marked
image

When we read the newspapers or view images with the
browsers, sometimes we can see that secret information such
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tively. (¢) Browser links to the first webpage from the extracted data.
(d) Browser links to the second webpag

as some VIP’s car plate numbers is intentionally marked be-
fore the delivery of such news clips. The marked informa-
tion might need to be recognized afterwards, and without
any prior information, the marked region cannot be recov-
ered.

Therefore, we employ the reversible data hiding tech-
niques to hide the information to be marked in advance.
When the secret information needs to be extracted, we can
gather it back from the rest of the image with the aid of se-
cret keys.
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Fig. 5 (a) Clown original
image. (b) Histogram of the
image in (a). (¢) The two
selected areas to mark the man’s
face and reflection.

(d) Corresponding histogram
after data embedding in (c).

(e) Recovered image, identical
to part (a). (f) Histogram of the
image in (e), which is identical
to part (b)

(e)

The areas that contain the confidential information in the
original image, for instance, the man’s head portion and its
reflection in the mirror in Fig. 5(a), should be located first
manually, or by using pattern recognition schemes. Its cor-
responding histogram is illustrated in Fig. 5(b). The areas
are assumed to be rectangular regions.

The width wy,| and wy,», the height h,,; and h,,>, and the
coordinate of the upper left corner of these regions, (x1, y1)
and (x2, y2), are served as the secret information to be in-
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cluded into the secret key. The subscript m in the widths
and heights denotes the region to be marked. If the size of
the original image is 512 x 512, the eight parameters above
should be within the region between 0 and 511, meaning that
each parameter can be represented by using 9 bits at most.
Thus, the secret key should be at most 72 bits in length.
More generally, if the original image has the size of W x H,
it requires that 0 <x1, xo < W —-1,0<y;, m» <H —1,
0wy =W—-1-x,05wp2<W—-1-x2,0<hypy <
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H—-1-y and 0 < hyp < H — 1 — y;. Then, the secret
key would be ([log,(x1)] + [logy(y1)1 + [logy(wm1)] +
Mogy (1)) + (Mogy (x2)1 + Mog, (v2)1 + Mog, (wm2)1 +
[log, (hy2)1)—Dbit in length, where [e] denotes the ceiling
function.

Next, the binary representation of the two selected re-
gions, pixel by pixel, is served as the data to be reversibly
hidden into the original image. We employ the grey level
image to perform simulations. And it is assumed that each
pixel is represented by one byte, or eight bits. Every pixel
is represented by an 8-bit string. Concatenating the binary
form of every pixel, the hidden data can be produced. And
the two regions are intentionally marked to protect the iden-
tity of the man’s face and reflection.

4.3 Application #3: removing visible watermark from
marked image

Visible watermarking is one of the earliest applications for
digital watermarking and data hiding. For visible water-
marking, the owner of the media, an image for example, of-
ten puts a mark into one of the corners in the original. The
mark is easily seen by the viewers, and it’s the main purpose
of ownership annotation for visible watermarking. This is
commonly seen in TV programs with the logo of the TV
station, or the ‘favorite icon’ [26] in the upper-left or upper-
right corner of the screen today. Due to its simplicity, only
a few portion of watermarking researches focus on visible
watermarking [27, 28].

However, even though visible watermarks can claim and
annotate the copyright, they generally degrade the values of
the original images, and how to effectively remove the vis-
ible watermark becomes an interesting topic. Based on the
experiences in the two applications just described, we pro-
pose one algorithm based on reversible data hiding for ef-
fectively removing visible watermark here.

Figure 6 is an illustration for removing the visible water-
mark with the histogram-based reversible data hiding. Fig-
ure 6(a) is the 512 x 512 Lena image containing a small
watermark with size 16 x 16, and Fig. 6(b) is the visible wa-
termark enlarged four times for the ease of recognition. Con-
sidering the first application for hiding the URL, the 16 x 16
favicon can also be used to serve as the visible watermark.
With reversible data hiding, when receiving the luminance
values between a and b in the histogram generation proce-
dure, the watermark can be totally removed. Finally, the im-
age can be perfectly recovered, shown in Fig. 6(c), which is
identical to its original counterpart, and its histogram is the
same as that in Fig. 2(a).

(@) (b)

Fig. 6 (a) Lena image with a visible watermark on the upper left cor-
ner. (b) The visible watermark, four times enlarged. (c¢) The recovered
Lena image, which is identical to its original

5 Conclusions

In this paper, we described about the fundamentals of water-
marking and data hiding, and pointed out possible applica-
tions and their implementations with reversible data hiding.

Before delivery of original image, the target URL’s can
be hidden first, or the area containing sensitive information
can be spread into other parts of the image by using the
histogram-based reversible data hiding techniques with the
aid of short secret keys. And after transmission, the both
original and secret information can be perfectly recovered
and retrieved, and the target webpage can be linked automat-
ically. Simulation results depict the applicability and ease of
implementation of the proposed algorithm, and these results
depict the utility of the proposed algorithm.
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As we can see from the concepts of the difference ex-
pansion (DE) scheme and the histogram-based one, both
of them have their inherent advantages and disadvantages,
and improvements can be expected by combining the ad-
vantages altogether. Regarding to the embedding capacity,
the DE scheme can embed a much more amount of data than
the histogram-based one. Regarding to the side information
produced, with the histogram-based scheme, two bytes de-
noting the max and zero points are served as the side infor-
mation, while with the DE scheme, a much more bits of side
information that can be as many as 11_6 of the size of image,
denoting the locations suitable for data embedding, can be
produced. Thus, by integrating the two schemes, we can ex-
pect to propose an algorithm with a large capacity for data
embedding, while a very few amount of side information, in
the future.

Unlike conventional schemes to serve the random se-
quences as the data for embedding, we hide meaningful data,
namely, the URL and some part of the contents covered
by visible watermarks, into the original image. Considering
the ease of practical implementations, the histogram-based
scheme is employed, and three applications have been pre-
sented in this paper to demonstrate the effectiveness of our
claims.

Summing up, reversible data hiding has its potential for
developing new algorithms and realizing new implementa-
tions. We presented several directions for practical imple-
mentations. These schemes can be directly extendable to
digital forensics.
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