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Abstract—Two authentication schemes (AS’s) have been pro- as shared secret data (SSD)] is shared between the handset
posed in the Electronic Industry Association/Telecommunications and authentication center (AC) and is known only to these
Industry Association’s (EIA/TIA) Telecommunications Systems two parties.

Bulletins (TSB’s) 51 for incorporation in the cellular industry L , .
Interim Standard IS 41 Revision C. In the first scheme, which we Two authentlcz_itlon schemes (AS s) have been proposed in
refer to as the WS scheme, a unique secret key [also known asTSB 51. In the first scheme, which we call the WS scheme,
shared secret data (SSD)] is shared only between the authentica-the SSD is shared only between the AC and handset. In the
tion center (AC) and handset. In the second scheme, referred to as second scheme, or the S scheme, the SSD or some aspect
the S scheme, the SSD is also shared with the visited system. The)s ggp may be shared with the visited system as well.

performance of the two schemes can be compared by using the . . .
expected number of call originations/terminations between two In the S scheme, since the visited system has the SSD, it

consecutive registrations or call-to-mobility ratio (CMR). Based can authenticate the handset at call origination or delivery
on the message flow (accesses to databases), it is apparent that thand thereby considerably reduce message flow and call setup
S scheme outperforms the WS schemes if the CMR ratio is large. time. However, as will be seen later, during registration, this
The CMR'’s of users will likely span a wide range and, even for  gohame requires additional message flow as compared to the

the same user, will perhaps vary from time to time. It is therefore .
desirable to switch between the AS’s based on the users’ CMR WS scheme. Thus, there exists a tradeoff between the two

to reduce the signaling network traffic. We propose two adaptive Schemes based on the call-to-mobility (CMR) ratio of a user
algorithms to determine how and when to switch between the (i.e., the expected number of calls to/from the user between

AS'’s for a given user. Our performance study indicates that as two consecutive registrations). For a large CMR, sharing the
th? CME Ofba usercha”gels' the adaptive algorithms automatically ssp with the visited system is beneficial and, consequently,
select the best AS in real time. the S scheme is preferable. For a small CMR, sharing SSD

Index Terms—Authentication, 1S-41, mobility management, with the visited system results in considerably increased traffic

personal communications services. and, consequently, the WS scheme is preferable. For a given
user, the CMR may vary from time to time, and, therefore,
|. INTRODUCTION it is desirable to switch between the two AS’s as the user’s

for locating users is the Electronic Industry ASSOCiatselect the AS for a user. Our performance study indicates

tion/Telecommunications Industry Association (EIA/TIA) In';uigrizttifc];lc'\sﬂgegtf tieuzer f:&:?gttzsAtsh?ne:ggrttli\r/:ealgorlthms
terim Standard 41 (IS 41) [2]. It employs a two-level hi- y pprop '
erarchical strategy, which maintains a system of home and

visited databases [home-location registers (HLR’s) and visitor- [I. PRIVACY AND AUTHENTICATION IN IS-41

location registers (VLR's)]. In [5], we have analyzed the This Section describes the two EIA/TIA TSB 51 schemes
network impact of IS 41 for some scenarios such as cglf; privacy and authentication. It is helpful to first describe the
origination, call delivery, and registration/deregistration. S'n‘?ﬁessage flow due to the WS scheme and then to show how the
then, some additions have been proposed in EIATIA Telecofl,y giffers for the S scheme. To facilitate the discussion that
munications Systems Bulletins (TSB's) 51 [3], defining protayiows, we introduce the following notions and terminologies.
cols for authentication, voice privacy, and signaling messagge AC is solely responsible for maintaining and updating the
encryption, which are expected to be incorporated into IS 455 Associated with each terminal is a terminal identifier
Revision C. The algorithm for authentication and generatigopile identification number (MIN) and an electronic serial
of voice privacy mask and signaling message encryptioqiymper (ESN). A MIN is a North American numbering plan
keys employed by the standard is based on private KRyANP) number that is stored in the terminal at the time
cryptographic techniques in which a secret key [also knov}} manufacture and cannot be changed. Users move about

_ _ _ registration areas (RA’s) belonging to one or more personal
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gent network-based public telephone network may be used

to provide access services to PSP’s. Associated with each
registration area is a VLR. The VLR’s may be part of the

PSP network. It is likely that the VLR’s are collocated with
MSC'’s. For demonstration purposes, we assume that VLR’s

are separated from the PSP network. Note that the results ofify
this paper are not affected by the locations of VLR’s. One oﬁgig,ﬁ{(
more HLR’s maintained by the local-exchange-carrier (LEC) ’
network exist that maintain user profiles, current registration
area, etc.

PSP

AC (MSC, BS)

HLR VLR Old VLR

handset
j—— initiates a
registration
request

AUTHRQST

AUTHRQST

AUTHRQST

authrgst

authrgst

authrgst

AUTHRQST=(RAND, AUTHR, COUNT, ESN, MIN)

Fig. 1. Message flow due to registration for the WS scheme.

A. The WS Scheme
Message flow for privacy and authentication for the WS

scheme is described below. AC LR VLR Old VLR (MIS‘gPBS)
1) Message Flow Due to RegistratioRefer to Fig. 1 for ’
the message flow due to registration. AUTHRQST e
. . . AUTIIRQST a call
1) A handset determines, based on the signal transmitted AUTIIRQST

by the base station, that it has entered a new RA and ..,
that authentication is required to access PSP services. é%ﬂ‘;%’.
executes the cellular authentication and voice encryptioenerate’
(CAVE) algorithm using the SSD, its ESN, MIN, and ajmres
random number (RAND) obtained from the PSP sys-

tem at that time. The algorithm produces a registration
authentication result (AUTHR).

authrgst

authrqgst

authrqst

2) The handset requests registration with the PSP by sup- AUTHROST— o o
plying the authentication result AUTHR, its ESN, MIN, QST=(RAND, AUTHR, COUNT, ESN, MIN, dialed digits)
the most significant 8 b of RAND denoted as RANDCFig. 2. Message flow due to call origination for the WS scheme.
and a certain COUNT giving an account of the most
significant events such as registration, call origination,
termination, etc., initiated by the handset. This call 1) The handset executes the CAVE algorithm with the digits
history count is also maintained by the AC. dialed by the user as input along with the same input

3) The PSP system forwards the authentication request in  parameters as in Step 1) of registration message flow
a AUTHRQST message to the VLR serving the PSP to produce an authentication request result AUTHR, a
registration area. voice privacy mask VPMASK,and a signaling message

4) The VLR forwards the request to the HLR along with encryption key SMEKEY2
all the parameters it received. 2) The handset then forwards to the serving PSP system all

5) In turn, the HLR forwards the authentication request to  the parameters as before in Step 2) of the registration
the AC. message flow along with the dialed digits.

6) The AC retrieves from its database the SSD associated3) The remainder of the steps are as before with the
with the MIN, and using the retrieved SSD, executes the  addition that the AC now generates the VPMASK and
CAVE algorithm, with the additional parameters (MIN, SMEKEY, which get forwarded to the serving PSP
ESN, and RAND) it received from the HLR, to produce system.
the authentication result. Once the handset is authenticated, the serving PSP system

7) After verifying that the generated result matches AUgj initiate an IS 41 LOCREQ (location request) message to

THR it received from the handset via HLR and thgjetermine the called party’s current serving PSP (see [2] for

COUNT value it has stored matches the COUNT VaW@etails).

supplied by the handset, the AC provides its response t03) Message Flow Due to Call Terminatiorzollowing the

the authentication request in an AUTHRQST messag&mpletion of IS 41 LOCREQ, the PSP system serving the

which, eventually, gets forwarded to the visited PSPajled handset pages it. The handset responds to the page by

system. executing the CAVE algorithm and sending AUTHR, COUNT,

Once the handset is authenticated, the serving PSP sysE8N, MIN, and RANDC. The message flow that follows

will initiate a registration notification message. See [2] and similar to that of the previous two cases and will not
[8] for details.

2) Message Flow Due to Call OriginationFig. 2 illus- 1VPMASK is applied to voice transmission over the air interface between
etge Qandset and serving PSP system.

trates message flow generated when a handset originates,, ) o - o
SMEKEY is used to encrypt certain fields within the signaling message

Cal! i_n_ the visited PSP system. The steps below describe %ﬁt by the handset to the serving PSP system. VPMASK and SMEKEY are
activities that take place. generated by the AC and forwarded to the serving PSP system.
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be repeated here. Once the called handset is successfully PSP

authenticated, a voice channel is established for the call HLR VIR O VLR (MSC, BS)

between the two handsets. AUTIRQST | handset
AUTHRQST] e ;:&Lifgtation

B. The S Scheme verify : Q

When SSD is shared with the visited PSP system, authefVTHE COUNTRES Gountreg

tication of the handset during registration requires additional countreg

steps compared to that in Section II-A. This is due to the ;s [«"22r

fact that the VLR at the previous system has the CUrremtOUNT | authrgst

value of COUNT, and, therefore, the AC needs to request authrgst

COUNT from the previously visited PSP system’s VLR. Once authrgst

the handset is registered with the new VLR, for all other
system accesses, such as call origination, termination, and flash
request (three party call), the VLR can authenticate the handset

AUTHRQST=(RAND, AUTHR, COUNT, ESN, MIN)

without having to forward the authentication request to the A€ig. 3. Message flow due to registration for the S scheme.
The message flow is, therefore, considerably reduced when

compared with the WS scheme.

PSP
1) Message Flow Due to Registratiorig. 3 illustrates AC HLR VLR O VLR (MSC, BS)
message flow during registration when SSD is shared with AUTHROST L }Sﬁzifiﬁes
the visited system. gonerate a call
1) The handset determines that it has entered a new RA and \éﬁ»ﬁﬁ:;\i
that authentication is required to access PSP services. It ' " ’
executes the CAVE algorithm using the SSD, its ESN, AUTHR,
MIN, and RAND obtained from the PSP system at that COUNT; | authrast
time. The algorithm produces a registration authentica-
tion result (AUTHR). AUTHRQST=(RAND, AUTHR, COUNT, ESN, MIN, dialed digits)
2) Further steps proceed as in Steps 2)-6) of message flow S
due to registration in Section I1-A at which point the AcFlg. 4. Message flow due to call origination for the S scheme.
has completed verification of the authentication result
AUTHR generated by the handset. However, it does 3) The VLR executes the CAVE algorithm and generates
not have the current value of COUNT, and, therefore, =~ AUTHR, VPMASK, and SMEKEY.
it cannot verify what is supplied by the handset in its 4) After verifying AUTHR and COUNT, it includes the
registration request. It needs to get the current value result of the verification along with VPMASK and
from the VLR of the previously visited PSP system. SMEKEY in its AUTHRQST response message to the
3) The AC sends a COUNTREQ message to the HLR  Visited system.
intended for the previously visited VLR, requesting the The message flow for flash request (e.g., adding a third party
current value of COUNT. after a call is established) and an SSD update as dictated by
4) The HLR forwards the request to the VLR for theadministrative needs are not described in this paper (see [3]).
handset it is pointing to, which is actually the one serving
the RA the handset just moved out of. [ll. THE ADAPTIVE ALGORITHM—AA 1
5) The VLR responds to the request by sending COUNT ¢ \vs scheme is appropriate when the number of registra-
In a countreq message. tion operations is larger than the call origination/termination
6) The HLR fqrwards it to the AC. .. operations. On the other hand, the S scheme is appropriate in
7) The AC verifies the COUNT and sends an authenticaligile opposite situation. For simplicity, we regard events such
result in an AUTHRQST message to the requestings fjash requests and COUNT updates as being infrequent in
system. comparison to call originations/terminations and registrations
2) Message Flow Due to Call OriginationFig. 4  illus- and, therefore, ignore them in the following analysis. These
trates the message flow when a handset in the visited syst@fnts can be easily accommodated in our analysis. Note that
initiates a call. the “cost” of sending a message is determined by the length
1) The handset executes the CAVE algorithm with inpwf the message and the “distance” between the sender and

2)

parameters as in Step 1) of call origination for the W&ceiver locations. To simplify and strengthen our results, we
scheme of Section II-A to generate AUTHR, SMEKEY assume that the costs of sending messages from one location
and VPMASK and sends RANDC, AUTHR, COUNT,(e.g., AC, HLR, or VLR) to another are the same. Thus,
ESN, MIN, and the dialed digits to the visited PSRhe number of the delivered messages can be considered as
system. the cost of the AS. To reduce the number of the database
The visited PSP system sends an authentication requ@st/HLR/VLR) accesses, it is important to choose an appro-
AUTHRQST message to the serving VLR. priate AS for a user. This section describes our first adaptive
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Potpr P P 2 P m m Pitp
P2P2P2P2P2 Pzpz
I Po Po  Po Po Po Po Po  Po Po
J L !
The WS scheme is exercised in these states The S scheme is exercised in these states
Fig. 5. The state diagram for AA 1.
algorithm (AA 1), which automatically selects an appropriatand
AS for any given user in real time based on the user behavior
P2 = Pr [L > 1]

(in terms of registration, call origination, and call termination).
The concept of adaption used in AA 1 is similar to the onghere L is the number of call arrivals during the previous

in the cache scheme (for mobility management) proposeddicle. Note that if the steady state of the algorithm exists, then

[7]. However, the heuristics used to determine the adaption .
lim pg = Pr[p = 0]

are very different in both schemes. oo
Define acycle as the period between two consecutive lim p; = Prlp=1]
t—oo

registrations for a user. Define theost of a cycle as the
number of messages sent to access AC/HLR/VLR due to t%d
call originations/terminations in the cycle and the registration tli{gom =Prp>1].
at the beginning of the cycle. (Note that the cost does not
include the registration at the end of the cycle.) The costs
the S scheme and WS scheme are computed as follows.
Let A be the call-arrival rate ang be the mobility (the
frequency that a user changes RA'’s). Then, the CMRhe
expected number of call arrivals during a cycle) is

1 is easily implemented by incorporating the rules (to be
escribed) for state transition within the AC. The AC needs
to maintain |log, n| + 1 AS bits per user.
The VLR will need to maintain an AS bit per user to indicate
the type of AS applicable to that user.
When the AC is accessed for a registration operation, the AC
o= A checks the following. Suppose that the algorithm is in state
" 1) If no call arrived during the previous cycle, then the
In the WS scheme, five database accesses are required to algorithm moves o ;tate— 1 for4 > 0 and remains in
authenticate a registration operation (see Fig. 1), and five  (N€ same statéfor: =0. _
database accesses are required to authenticate a call originatign ' €xactly one call arrived during the previous cycle, then
operation or a call termination operation (see Fig. 2). Our cost the algorithm remains in the same State ,
analysis excludes the messages sent from the VLR’s to theg) If more than one call arrived during the previous cycle,
PSP. Note that the number of messages sent from the VLR’s then the a_llgo_rlthm moves tO.Sta‘tefl' 1fors <2n—1
to the PSP as well as the number of messages sent within the aNd remains in the same statéor = 2n — 1.
PSP system (i.e., between MSC and BS) are the same for botdVhen the algorithm moves from state— 1 to staten, the
AS’s [3]. Thus, including these messages in our cost ana|y§i§thentication procedure switches from the WS scheme to the
will not change the results. In the S scheme, nine databas&cheme. Similarly, when the algorithm moves from state
accesses are required to authenticate a registration operalfftaten — 1, the authentication procedure switches from the
(see Fig. 3) and one database access is required to authentieaféheme to the WS scheme. df< 1, then the algorithm
a call origination operation or a call termination operation (sé@nds to move to state 0 and the WS scheme is exercised. On
Fig. 4). The expected numbers of database (AC/HLR/VLH}e other hand, ip > 1, then the algorithm tends to move to
accesses during a cycle for the WS scheme and S schemeSite2n — 1 and the S scheme is exercised.
Cuws = 5+ 5p and C; = 9 + p, respectively. It is interesting  The costCys; of AA 1is given in (13) in Appendix A.
to note that

IV. THE ADAPTIVE ALGORITHM—AA 2

Cus=Co e p=1. Our second adaptive algorithm (AA 2) requires an AS bit in

C, < C,,) if and only if p > 1. are exercised. At the beginning of a cycle, AA 2 always

AA 1 is a Zr-state finite automaton with the state diagrarfxercises the WS scheme (i.e., the AS bit is “WS”). When
shown in Fig. 5. The WS scheme is exercised if AA 1 is iA call arrives (either a call origination or a call termination),

statei for 0 < i < n — 1. The S scheme is exercised if thdhe S scheme is exercised (i.e., the AS bit is switched to “S”).
algorithm is in st_atej for n < j < 2n — 1. The transition The switching from the WS scheme to the S scheme occurs

probabilities for the finite automaton are as follows. Without loss of generality, assume that all calls to
the user are call originations. Consider a cycle.
po = Pr[L =0] 1) When the first call arrives, the authentication message

p1 = Pr[L =1] flow follows Fig. 2, except that when the AC receives
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AUTHRQST, the AS bit at the AC is switched to “S” 10°
and the SSD is sent to the VLR in the AUTHRQST

[ R

message. When the VLR receives the SSD, its AS bit is Dashed: C,,,
set to “S.” At this moment, the S scheme is exercised. :
. . K 4 Solid: C,
2) For subsequent call arrivals in this cycle, the message
flow in Fig. 4 is followed. 1 *: Cam (two-state)
3) At the end of the cycle (i.e., the handset moves to a ot Canz

new RA, and the authentication/registration occurs), the 10?

AUTHRQST messages are sent to the AC.

a) If the AS bit at the AC is “WS” (i.e., no call origi-
nation/termination occurs during the cycle), then the ¢
message flow follows (see Fig. 1).

b) If the AS bit at the AC is “S” (i.e., there are call
originations/terminations during the cycle), then the 10
message flow follows Fig. 3. The AS bit at the
AC is set to “WS.” When the VLR receives the
AUTHRQST message, its AS bit is set to “WS.”

At the end of Step 3), the WS scheme is exercised.

Let E[N|N > 1] be the expected number of call arrivals
during a cycle under the condition that at least one call arrives
in that cycle. The cos€4 42 of a cycle (the costs of the call 110_2 t ""1'(')‘_1 T 1‘ T 1'0 i ""'1'02
authentications in this cycle and the cost of the registration

authentication at the end of this cycle) for this algorithm is ?
expressed as Fig. 6. The comparison of'ys, Cs, Caay (two-state AA 1), and”'a a2

v =1
Caaz =95po+ (4 + E[N|IN > 1] +9)(1 = po). (1)

Lol

1

L i1yl
b
»
»
X

The cost (1) consists of two parts. If no call arrives durinthat for p < 1, Cass o~ Caar = Cus < C,. Forp > 1,
the cycle (with probabilityp,), the number of authentication Cy a9 ~ Caa1 ~ C, < Cys. In other words, two-state AA 1
messages sent in the cycle is five. If at least one call arrivasd AA 2 automatically switch to the appropriate AS (either
(with probability 1 — po), the first call requires five authentica-the S or WS scheme). Note that the performance of AA 1 is
tion messages [see Step 1)], and a subsequent call requiresghigitly better than AA 2.
authentication message [see Step 2)]. The total number of thérig. 7(a) shows the effect of the shape of the RA residence-
authentication messages sent in a cyckHsE[N|N > 1]. At time distribution onCa; for two-state AA 1. The figure
the end of the cycle, nine authentication messages are requifgficates that the performance of two-state AA 1 worsens as
to switch from the S scheme to the WS scheme [see Step 3)ldecreases. This effect is easily explained as follows.
Since Note that for the Gamma RA residence-time distribution,
E _ P the variance increases aslecreases. Suppose that- 1. As
[NIN > 1] = . . .
1—po the variance off,,, increases, the number of cycles with call
arrivals exceeding and the number of cycles with no call
arrivals will increase. Due to the increased zero-call-arrival
_r P _ 4o cycles, the probability that two-state version of AA 1 moves
Carz =5po+ {4+ 1—=po +9} (1=po) =13 =8po + . into state O increases (and, thus, the WS scheme is likely to
(2) be exercised). Similarly, whem < 1, the probability that the
- . . . _ ) AA 1 moves into state 1 increases. Consequently, the cost of
The probab_|lltyp0 is derived in (3_) in Ap!oen_dlx A. If the RA the AA 1 Cya; increases.
residence time has a Gamma distributipp,is expressed as iy 7) shows the effect of the shape of the RA residence-
(7) in Appendix A. time distribution onC'y 5o for AA 2. It is interesting to note
that the effect ofy on Cx 42 IS opposite to that 07, 41. For
V. DiscuUssIONs a fixed p, Caa» increases ag, decreases [see (2)]. Sinpg
This Section discusses the performance of the adaptive @écreases as the variance of the RA residence-time distribution
gorithms by assuming that the RA residence-time distributislecreases (i.exy increases){Cx a2 increases ag increases.
is Gamma with mearl/n and shape parameter. As we Fig. 7(a) and (b) indicate thdt, 4» is less sensitive tg than
mentioned in Appendix A, the Gamma distribution is selecteda a1 is.
because it can be used to approximate many other distributiongrig. 8(a) compare€’s 41 (two-state) and’s 4- for v = 10
Fig. 6 comparesC,,,, C,, Caa1 (two-state AA 1), and (low-variance case). The figure indicates that AA 1 (two-state)
C a2, Where the RA residence-time distribution is exponentiéd better than AA 2 when the RA residence-time distribution
(i.e., Gamma distribution withy = 1). The figure indicates has a small variance. However, the improvement is not very

(1) is rewritten as
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10° 5 10% 5
E +:v=0.1 4+ Caa
4 0:Canz
102 4 10% -
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Fig. 7. The effect ofy on C,, for two-state AA 1 and AA 2: (a) algorithm Fig. 8. The effect ofy on C,: (a) v = 10 and (b)y = 0.1.

1 and (b) algorithm 2.

significant. Fig. 8(b) compargSa 41 (two-state),Ca a1 (four-
state), and”4 4o for v = 0.1 (high-variance case). The figure
indicates that AA 2 is better than two-state AA 1 when the
RA residence-time distribution has a small variance.

The performance of two-state AA 1 can be improved by
increasing the number of states. The problem of the two-state
algorithm is that it does not have enough memory to count
the number of cycles of large (and smallp). The memory
of AA 1 can be increased by increasing the number of states.
For largen, cycles withp > 1 tend to move the automation
to state2n — 1. When cycles withp = 0 are encountered,
the automation may move to states closer to statel. By
increasing the number of states, the chances of the automation

+:7=010:7=1

solid: four-state; dashed: two-state

entering a state smaller thanare reduced. Fig. 8(b) IndlC"s"t(:"SFig. 9. The expected numbé#[N] for AA 1 to move from state O to state

that the effect of smally (or high variance) is reduced byn whenp > 1.

increasing the number of states from two to four. For example
at p = 10 four-state AA 1 achieves more than 50% reductioft

Igorithm to switch to the appropriate algorithm (e.g., the S

in cost as compared with two-state AA 1, which is almosicheéme in this case) than a two-state algorithm.

identical to the performance of AA 2.
Note that the numben of the states in AA 1 cannot be

VI. CONCLUSIONS

arbitrarily increased for the following reason. If the user’'s We described two AS’s proposed for inclusion in the cellular

CMR changes, the algorithm reflects to the change sloweririfdustry Interim Standard IS 41. The performance of the two
n is larger. LetE[N] be the expected number of the cycleschemes was evaluated and parameterized by the CMR. For
for the AA 1 to move from state O to state Appendix B a given PCS user, the WS scheme is appropriate when the
provides a derivation oE[N]. Fig. 9 plotsE[N] whenp > 1. CMR is small, while the S scheme is appropriate when the
The figure indicates that it takes more cycles for a four-sta@®MR is large. Then, we proposed two adaptive algorithms to



594 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 46, NO. 3, AUGUST 1997

OO

select the appropriate AS for a user based on the user's CM  =Dr[L=1]= / PrL = 1|X = to]fm(tm) dtm

The adaptive algorithms do not require any modifications to tr =0

the handsets HLR’s and VLR'’s. The selection of the AS is e _ dfi (s

determined by the AC. =A /tmzo oo (o™ b = (=) { d; )} N
AA 1 is implemented as a@;tate—flnlte automation (for ,,, _ Pr[L > 2]

n > 1). When the automation is in statés1, ---, n — 1, the o oo

WS scheme is exercised. Otherwise, the S scheme is exercised.= / Pr[L =X = tp]fm(tm) dtm

The state of the automation changes based on the number of =2 /t»=0

the call arrivals in a registration cycle. AA 2 switches from the = NEEMO)

WS scheme to the S scheme if a call arrives in a registration — IZ (=1)'A { st } ‘ \ =1l-po—p1. (4)

=2 5=

cycle. We showed that both algorithms are able to capture the . _
CMR value to select the appropriate AS in real time. We assume that the RA residence times have a Gamma

The differences between the two adaptive algorithms Llistribution [6]. The Gamma distribution is considered because
described below. it can be shaped to represent many distributions as well as
1) AA 2 is easier to implement than AA 1. The implemen[neasured data by selecting appropriate values for the two

tation complexity of two-state AA 1 is about the sam&arameters of the distribution. Thus, one may measure the user

as that of AA 2. In some cases, it may be desirabrgsidence times in a real PCS network, and the measured data

(see the next item) to increase the number of statesGA" P& approximated by a Gamma distribution as the input to
AA 1. which somewhat increases the implementatio?ﬁur model. The density function of the Gamma distribution is
complexity. Fultm) = YT e

2) AA 2 is better than two-state AA 1 if the variance of T ()
the RA residence-time distribution for a user is large. Iwhere
this case, The performance of AA 1 can be improved I(y) = /Oo e~ dr
by increasing the number of states of the automation. -
The performance of four-state AA 1 is about the san®nd
as AA 2. v >0 (5)

3) AA 1 is better than AA 2 if the variance of the RA
residence-time distribution is small.

=0

where vy is called thescale parameter, andy is called
the shapeparameter. The Laplace transform for the Gamma

APPENDIX A residence-time distribution is
DERIVATION OF Caa1 £ (s) = < o )"/ )
This section studies the performance of AA 1. kgtbe the - s+p

interval that the user resides in an RA. Lgt be the density Thus,po andp, are rewritten as

function of¢,,, E[t,] = 1/u, and the Laplace transform be Py = < v )” @
o={—o
> +
Fn) = [ Bl di P
tin=0 n :p0<ﬂ>_ (8)
Since the call arrivals form a Poisson process and because of p+
the excess life property [9] of the exponential distribution, thEhe transition probability matrix P = [p;;] of the state
probability thatL calls arrive during the time periol = ¢,,,is diagram in Fig. 5 is given in (8a), shown at the bottom of
Atm)' the page, fom > 1. Let 7; be the stationary probability that
PriL=1X =tn] = n ¢ : AA 1 is in-statei. The transition probability matri® has the
We have following properties.
po=Pr[L=0] = /Oo Pr[L = 0[X = bl fon(tm) dm 1) For every pair of states j there is a pattky, - - -, k.
t =0 for which pix, pr,, « -+ pr.j > 0.
=fr (X 3) 2) There is at least one statdor which p;; > 0.
po+pr p2 0 0 O 0 o0 0
Po pr p2 0 O 0 0 0
0 po p1 p2 O 0 0 0
P= 0 0 po p1 p2 0 0 0 (8a)
0 0 0 0 0 - po m D2

0 0 0 0 0 -+ 0 po pPrL+D2/ 9pxom
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From [4, Theorem 4.1], we have APPENDIX B
DERIVATION OF E[N]
T = Z TPk j=0,1,---,2n—1 Consider two-state state diagram (i-e.= 1 in Fig. 5). To
compute the expected numbEfNV] of cycles, the automation
2n is replaced by a random-walk model, where the state diagram
1= Z Th- (9) is modified by marking state 1 as the absorhing state [see
k=0 Fig. 10(a)]. To computeZ[N] is equivalent to computing the

expecteditting timeof the absorbing state 1 from the transient

Equation (9) can be solved to yield state 0. The probability that AA 1 moves from state O to state

p2n—(i+1)pi 1 with 7 cycles is
T = g2 —. (10) |
3ty Pr[X; = 1] =(1-p2) 7 p2
j=0 and
The probability that the WS scheme is exercised in AA 1 is E[N] = Z 1 PriX; = Sl
‘ P2
n—1
2n—(i+1) z
po P2 Consider the four-state state diagram. To compiu#’], the
Pws = Z = in— (11) state diagram is modified by marking states 0 and two as the
Z p2n—(j+1)pj absorbing states [see Fig. 10(b)]. Starting at state 0¥ Jet j
= 0 2 (for 5 = 0, 2) be the random variable that stgtés visited at
theith step, and within the — 1 steps, neither states 0 nor 2
and the probability that the S scheme is exercised is are visited. Then, from Fig. 10(b)
2n—1 ( ) . 1
2n—(i+1) ;4 P2, 1=
;po P PriX; ]_{Pﬂ?opl ;o222
Ps =1 —pus = DT (12)
Z pir Ut The probability that the algorithm visits state 0 (again) before
j=0 visiting state 2 is
The expected number of database transactions for authentlca- 00 ‘
tion during a cycle is X;=0]= Z Pr[X =1 =p2)+ Y papopi >
1=2
C(AAl = pwscws +p505- (13) p%
=1-——.
Forn = 1 (two-state AA 1), we have [see (10)—(12)] 1-n
g = PO Suppose thaK; = 0. Then, the expected number bibefore
Pws =m0 = revisiting state 0 is
and
Ps =71 — —p2 . (14) = . = . i—2
Po + p2 Z iPr(X;=0] 1-p +p2poz Py
_ ] — =1 _ i=2
Forn = 2 (four-state AA 1), we have E[IX; =0] = Pr[l] - Pr[l]
2— 1-
_ e _ [1 — ot p2]10( 1;1)} - n -
3 + pgp2 + pop3 + b3 ( _2p1) AL
Pep2 (1 =p2)(1 = p1)” 4 p2po(2 — p1)
= - 2 .
P3 + pdp2 + pop3 + 1} (1 =p1)(1 = p1 - p3)
= From Fig. 10
P+ pap2 + pop3 + p3
_ 2 PriX; =2 =p¥pi%,  for i>2.
P3 + p3p2 + pop3 + 1}
3+ p3p2 The probability that the algorithm moves from state O to state
Pws = . e .
P2+ pap2 + popd + p3 2 without revisiting state 0 is
and o o )
pop3 + p3 2 i—2 P2
ps = 24P 15) PriXr=21=3 PrXi=2=p3) p =

P8+ p2p2 + popd + = = l-p
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